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Preface

Welcome to Zhangjiajie for the 3rd International Conference on Computer Network
and Mobile Computing ICCNMC 2005).

We are currently witnessing a proliferation in mobile/wireless technologies and
applications. However, these new technologies have ushered in unprecedented
challenges for the research community across the range of networking, mobile
computing, network security and wireless web applications, and optical network
topics.

ICCNMC 2005 was sponsored by the China Computer Federation, in cooperation
with the Institute for Electrical and Electronics Engineers (IEEE) Computer Society.
The objective of this conference was to address and capture highly innovative and
stateof-the-art research and work in the networks and mobile computing industries.
ICCNMC 2005 allowed sharing of the underlying theories and applications, and the
establishment of new and long-term collaborative channels aimed at developing
innovative concepts and solutions geared to future markets.

The highly positive response to ICCNMC 2001 and ICCNMC 2003, held in
Beijing and Shanghai, respectively, encouraged us to continue this international event.
In its third year, ICCNMC 2005 continued to provide a forum for researchers,
professionals, and industrial practitioners from around the world to report on new
advances in computer network and mobile computing, as well as to identify issues
and directions for research and development in the new era of evolving technologies.

ICCNMC 2005 was the result of the hard work and planning of a large group of
renowned researchers from around the world, who served on the technical Program
Committee and the Organizing Committee. Their invaluable efforts in developing this
technical program are most gratefully acknowledged. We also would like to take this
opportunity to thank our keynote speakers and panelists.

We would like to thank the Program Co-chairs, Prof. Xicheng Lu and Prof. Wei
Zhao, for their devotion to ICCNMC 2005. We strongly feel that the interaction
between the two working groups in the USA and China was especially important to
the success of the conference. To help lay a foundation for a continuing dialogue,
three keynote speakers were invited to provide perspectives on different aspects of the
challenges we all face.

We would like to express our special gratitude to the National Natural Science
Foundation of China. Last but not least, we would also like to take this opportunity to
thank our industrial sponsors. Without their extensive and generous supports for both
the technical program and the local arrangements, we would not have been able to
hold a successful conference at all.

We hope that all of our participants found the conference both stimulating and
enjoyable.

July 2005 Chita Das and Hequan Wu



Message from the Program Co-chairs

Welcome to the proceedings of the 2005 International Conference on Computer
Networks and Mobile Computing ICCNMC 2005). This year’s conference was the third
conference in its series aimed at stimulating technical exchange in the emerging and
important fields of mobile, wireless, optical communications networks, and mobile
computing.

ICCNMC 2005 followed in the footsteps of its previous conferences in that it
addressed in-depth, highly innovative and state-of-the-art research and work in the
networks and mobile computing industries. This year’s technical program was extremely
strong and diverse, with contributions in both established and evolving areas of research.
The conference featured three keynote lectures by distinguished academic and industrial
leaders and a panel discussion organized by outstanding computer scientists.
Furthermore, a total of 662 papers came from over 28 different countries, representing a
truly “wide area network” of research activity. The Program Committee engaged in a
thorough and careful selection process. Due to the space constraints, only 133 papers
were selected as normal papers, and 13 were selected as short presentations. Thus, we
produced an excellent conference program that included a wide range of technical
challenges in view of the growing interest in network architectures, protocol design and
analysis, mobile computing, routing and scheduling, congestion management, quality of
service, admission control, Internet and Web applications, multimedia systems, network
security, and optical communication technologies.

We would like to express our sincere gratitude to all those individuals whose
contributions helped to make ICCNMC 2005 a successful and valuable conference. We
were delighted to present Outstanding Service awards to Jiannong Cao, Xiuzhen Cheng,
Jinshu Su, Jie Wu, and Ming Xu for their tireless efforts and significant contributions
towards organizing the conference. Special thanks are due to Ming T. Liu, our Honorary
Chair, whose guidance was always extremely valuable. We also wish to thank the
General Co-chairs, Chita Das and Hequan Wu, for their support and contributions. We
would like to express our appreciation to all authors for their contributions, to the
Program Committee members, and to the external reviewers for their hard work in
evaluating submitted papers. Finally, several prestigious organizations, including the
China Computer Federation, IEEE Computer Society Beijing Center, IEEE Technical
Committee of Distributed Processing, and the Hunan Computer Society, provided
valuable endorsement and sponsorship of ICCNMC 2005. We are truly grateful for their
contributions.

July 2005 Xicheng Lu and Wei Zhao
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Self-organizing Wireless Sensor Networks in Action

John A. Stankovic

Department of Computer Science, University of Virginia, USA
jas9f@virginia.edu

Abstract. Wireless sensor networks (WSN), composed of a large numbers of
small devices that self-organize, are being investigated for a wide variety of
applications. Two key advantages of these networks over more traditional
sensor networks are that they can be dynamically and quickly deployed, and
that they can provide fine-grained sensing. Applications, such as emergency
response to natural or manmade disasters, detection and tracking, and fine
grained sensing of the environment are key examples of applications that can
benefit from these types of WSNs. Current research for these systems is
widespread. However, many of the proposed solutions are developed with
simplifying assumptions about wireless communication and the environment,
even though the realities of wireless communication and environmental sensing
are well known. Many of the solutions are evaluated only by simulation. In this
talk I describe a fully implemented system consisting of a suite of more than 30
synthesized protocols. The system supports a power aware surveillance and
tracking application running on 203 motes and evaluated in a realistic, large-
area environment. Technical details and evaluations are presented for power
management, dynamic group management, and for various system
implementation issues. Several illustrations of how real world environments
render some previous solutions unusable will also be given.

X. Lu and W. Zhao (Eds.): ICCNMC 2005, LNCS 3619, p. 1, 2005.
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The Internet Control Architecture: Successes
and Challenges

Don Towsley

Department of Computer Science, University of Massachusetts, USA
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Abstract. The Internet has evolved into a very robust system that is integral
part of our lives today. In large part, this is due to the clever development and
engineering of routing algorithms and congestion controllers. In this talk we
explore how this came about, focusing on the major changes that have occurred
in the Internet control architecture over the years. We also examine the recent
development of formal modeling and control frameworks within which to study
these problems. These frameworks make us better able to appreciate earlier
decisions made during the 80s. At the same time, they also allow us to identify
shortcomings in the current architecture. In particular, the current control
architecture separates congestion control from routing. We present the
development of a new architecture that resolves these shortcomings as a
challenge. The talk concludes with some preliminary ideas for such an
architecture.

X. Lu and W. Zhao (Eds.): ICCNMC 2005, LNCS 3619, p. 2, 2005.
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for Mobile Sensor Networks"

Yanmin Zhu, Min Gao, and Lionel M. Ni
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Clear Water Bay, Kowloon, Hong Kong
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Abstract. Location information is crucial for many applications of sensor net-
works to fulfill their functions. A mobile sensor network is comprised of both
mobile and stationary sensors. So far little work has been done to tackle the
mobility of sensors in localization for sensor networks. In this paper, we pro-
pose the QoL-guided distributed refinements for anchor-free localization in
wireless mobile sensor networks. Accuracy is the core concern for localization.
We introduce the important concept of Quality of Localization (QoL) to indi-
cate the accuracy of a computed location for a specific sensor node. Our ap-
proach is divided into two phases. In Phase one, we propose the algorithm QoL-
guided spreading localization with refinements to compute locations for sensor
nodes right after the deployment of the sensor network when the mobile sensors
are required to stay static temporarily. In Phase two, the non-movement restric-
tion is released and we propose the mobile location self-updating algorithm to
update locations of mobile sensors regularly or on demand. Extensive simula-
tions are conducted, which demonstrate that our approach is a promising tech-
nique for localization in wireless mobile sensor networks.

1 Introduction

Recent years have witnessed the rapid development of wireless sensor networks
(WSN), which promises to revolutionize the way we monitor environments of inter-
est. Many attractive applications, such as habitat monitoring [1], will greatly benefit
from WSNs. To achieve the appealing potential, however, location information of
sensor nodes is very crucial for many applications of sensor networks. The term local-
ization refers to the process of determining the physical location of every sensor node
in a sensor network. If sensor nodes fail to obtain their locations, many applications
would become infeasible. For instance, for event reporting applications, whenever an
event is captured, the corresponding sensor node has to enclose its location in the
event to be routed back to the sink; otherwise, the operator has no way to identify
where the event occurred. And, many novel routing protocols for sensor networks [2]

* This research was supported in part by Hong Kong RGC Grants HKUST6264/04E and
AoE/E-01/99.

X. Lu and W. Zhao (Eds.): ICCNMC 2005, LNCS 3619, pp. 3—[2, 2005.
© Springer-Verlag Berlin Heidelberg 2005
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all presume that sensor nodes have the knowledge of their locations; otherwise, these
protocols would be useless. Therefore, localization is really an important building
block in sensor networks.

A lot of approaches have been proposed to provide per-node location information.
In general, these approaches can be divided into two categories: anchor-based and
anchor-free. An anchor (also known as beacon) in a sensor network is a node which
has the priori knowledge of its absolute location, via GPS or manual configuration.
Anchor-based approaches require that initially a number of anchors are deployed
across the sensor network. The goal is to compute the locations of other sensor nodes
by referencing to the anchors. Whereas, anchor-free approaches make no assumption
about the availability or validity of anchors, and aim to determine the relative loca-
tions of sensor nodes. Although anchor-based approaches can provide absolute loca-
tion information, they do have many limitations. Introducing GPS receivers for sensor
nodes is not feasible due to the extra power consumption and the line-of-sight restric-
tion posed by satellites.

This paper targets mobile wireless sensor networks, and focuses on the anchor-free
solution, with the goal of determining the relative locations of sensor nodes. A mobile
sensor network comprises both mobile and stationary sensors. To the best of our
knowledge, so far little research has been conducted to tackle the mobility of sensors
in localization for sensor networks. In this paper, we propose QoL-guided distributed
approach for anchor-free localization in mobile sensor networks. Accuracy is the core
concern for localization. We introduce the important concept of Quality of Localiza-
tion (QoL) to indicate the accuracy of a computed location for a specific sensor node.
The guidance of QoL throughout the process of localization is very advantageous for
accurate localization. Our approach is divided into two phases. In Phase one, we pro-
pose the algorithm QoL-guided spreading localization with refinements to compute
locations for sensor nodes. This phase takes place right after the deployment of the
sensor network when the mobile sensors are required to stay static temporarily. In
Phase two, the non-movement restriction is released and the mobile sensors are al-
lowed to move freely. We propose the mobile location self-updating algorithm to
update locations of mobile sensors regularly or on demand.

The remainder of the paper is organized as follows. Section 2 discusses the previ-
ous work in literature for localization in sensor networks. Section 3 describes the
proposed approach in detail. The simulation results are represented in Section 4. Fi-
nally, we conclude the paper in Section 5.

2 Related Work

A lot of anchor-based algorithms have been proposed. Bulusu et al. [3] proposed the
GPS-less approach, in which an idealized radio model is assumed, and a fixed number
of nodes in the network with overlapping regions of coverage are placed as reference
points. A connectivity-based localization method was proposed for localization. This
approach relies on the availability of the ideal radio model, but the radio signals in
real environments are highly dynamic, which reveals the inapplicability. In the DV-
hop method [4], initially each anchor floods its location to all nodes in the sensor
network. If an unknown node collects the locations of at least three anchors and the
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corresponding hop distances to them, this node can compute its location. DV-hop
only works well with dense and uniformly distributed sensor networks. Doherty et al.
[5] used the connectivity between nodes to formulate a set of geometric constraints
and then solved it using convex optimization to compute locations of sensor nodes.
One pitfall is that the optimization is performed in a centralized node. Robust Posi-
tioning Algorithm [6] proposed a refinement algorithm after sensor nodes get initial
location estimates. However, the refinement only utilizes the direct neighbors.

So far only a few anchor-free approaches have been proposed. Capkun, et al. [7]
proposed a distributed algorithm for the localization in an ad hoc network without the
support of GPS. The algorithm first establishes a local coordinate for each sensor
node. These local coordinate systems are then combined to form a relative global
coordinate system. Since this algorithm is originally designed for mobile ad hoc net-
works, other than sensor networks, communication overhead and power consumption
were not a concern in the solution. The algorithm makes the first step to anchor-free
localization; however, the computation of the local coordinate system is coarse-
grained, and some node may fail to be localized if the density is not so high. A clus-
ter-based approach for anchor-free localization proposed in [8] made some improve-
ments over the method presented in [7]. Less communication overhead is introduced
and shorter convergence time is needed. Priyantha et al. [9] proposed a decentralized
anchor-free algorithm AFL, in which nodes start from a random initial coordinate
assignment and converge to a consistent solution. The key idea is fold-freedom,
where nodes first configure into a topology that resembles a scaled and unfolded ver-
sion of the true configuration, and then run a force-based relaxation procedure. This
approach is complicated and introduces too much computation.

3 Distributed QoL-Guided Localization

The whole process can be divided into two phases. In Phase one, the sensor network
is just deployed, and we require that all the mobile sensors do not move around. The
QoL-guided spreading localization with refinements is proposed to compute locations
for sensor nodes. In Phase two, the mobile sensors are allowed to move unrestrictedly
in the sensor network. The mobile location self-updating algorithm is proposed to
update locations of mobile sensors regularly or on demand.

Before performing the localization for the static sensor network, we need an ini-
tialization for each sensor node. Initially, each sensor node maintains a list of its
neighbors with the corresponding distance estimates to them. To facilitate the follow-
ing operations, every sensor node is further required to obtain the lists maintained by
each of its neighbors so that it is able to be aware of the nodes and the corresponding
distance estimates within two hops. To this end, each sensor node exchanges its
neighbor list with all its neighbors.

The basic technique for locating a sensor node is multilateration. By referencing to
three or more other nodes, the location of a node can be uniquely determined. It is
intuitive that more reference nodes can result in more accurate location estimation.
Because of ranging errors, however, for a sensor node a computed location is proba-
bly a certain distance away from the real location. And the Euclidean distance
between the computed location and the real location reflects the accuracy of the com-
puted location for the sensor node, and hence is defined as the localization error.
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In our approach, we introduce the concept of Quality of Localization (QoL) to indi-
cate the accuracy of a computed location for a specific sensor node. Any computed
location is associated with a QoL. A better QoL means that the computed location is
much closer to the real location (less localization error). To quantitatively reflect the
QoL of a computed location, we represent a computed location with a circle (referred as
location circle). The center of the circle is considered as the location estimation. And the
real location of the sensor node is guaranteed to reside within the circle. It is intuitive
that a longer radius infers that the computed location is less accurate (i.e., a lower QoL).

Extensive research has been conducted on the distance measurement via RF signal
strength. Through the statistical technique [10], ranging errors could be effectively
restricted. In this paper, we assume that the ranging error (e) of a distance estimate (d)
is below S percent of d, i.e., lel < % % d. It follows that

d(1-B%)<d, <d(1+ %),

where d is the real distance. Later, we use d,z to denote the distance between nodes A
and B measured by node A, and dg, to denote the distance between nodes A and B
measured by node B. It is not necessary that d,p is equal to dps because of the dynam-
ics of RF signals.

3.1 Annulus Intersection Based Multilateration

We propose the annulus intersection based multilateration to locate a given node.
Given a measured distance between two nodes, if one end node has been located, we
can predict the area where the other end node possibly shows up. As shown in Fig. 1,
suppose that node P is a neighbor of node A, and the distance dp4 has been measured.
Provided that the location of node A has been computed and represented as a circle
with the radius R, we can conclude that P must be within the shadowed annulus.
Next, we explain how the annulus intersection based multilateration works to locate a
node. For simplicity while without losing generality, we illustrate trilateration in
Fig. 2. Nodes A, B and C are located already, and the distances dps, dpg and dpc are
known. We illustrate how node P is located. Nodes A, B and C form the annuluses,
respectively. As P must be within each of the annuluses, P must fall into the intersec-
tion area of the three annuluses. The smallest circle which fully contains the intersec-
tion area is taken as the location circle for P.

2p%vd, +2R, dak

Fig. 1. Annulus area Fig. 2. Trilateration
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3.2 Determination of the Coordinate System

Before we start to compute locations for sensor nodes, a unique coordinate system for
the sensor network must be settled. The sink node is responsible for determining the
unique coordinate system. In Fig. 3 the settlement of the coordinate system is
illustrated. Node S is the sink node, and the solid circle is the approximate communi-
cation coverage of the sink node. Determining the coordinate system is to fix both the
x-axis and the y-axis. To determine the x-axis, the sink selects the first node, say node

A, from its neighbors. Then the sink sets the ray SA as the x-axis of the coordinate
system. To determine the y-axis, the sink selects the second node from the shared
neighbors of § and A, and locates it based on the two measured distances dsg and dpa.
Since at least three reference nodes are needed to uniquely locate a node, there are
two candidate locations for B. By choosing one of the two candidate locations for B,
we can determine the direction of the y-axis. We require that the positive part of y-
axis and B are on the same side of the x-axis. Thus, the coordinate system is uniquely
defined by the sink, the x-axis and y-axis.

3.3 QoL-Guided Distributed Refinements

We proposed the QoL-guided spreading localization with refinements for localization
in the temporarily static sensor networks. The localization process is spread outward
from the sink to the edge of the sensor network like a water wave does. In the follow-
ing we describe the algorithm in detail.

Till now, two nodes (i.e., Nodes A and B) have been computed locations. Thus, be-
sides the sink, three nodes have been computed locations. Next, the sink tries to com-
pute the locations of its remaining neighbors incrementally. Each time the sink selects a
node with more than three neighbors that have been computed locations, and then com-
putes the location for the node. The sink does not terminate the process until all its
neighbors are computed locations. After the process, the sink forms a location update
message (LUM) which contains the list of all its neighbors and the sink itself with the
corresponding locations computed by it. Next, the sink starts the spreading localization
process by broadcasting the LUM to its neighbors. The localization process is then

Fig. 3. Settlement of coordinate system Fig. 4. Spreading localization
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spread outward from the sink. On receiving a LUM, a node in turn computes the loca-
tions of all its neighbors, forms a LUM, and then broadcasts it to all its neighbors.

We employ the hop distance technique to control the localization spreading. Each
sensor node is required to obtain the shortest hop distance between the sink and itself.
The hop distance of the sink is zero and a greater hop distance generally means that
the node is much farther from the sink. Many existing algorithms such as Gradient
[11] can easily compute the hop distance for every sensor node. We set the restriction
that a node only makes use of LUMs from those nodes with less hop distances. This
helps to prevent localization vibration and guarantee the eventual termination of the
localization process. It is also reasonable because of the intuitive observation that the
QoL of a node with a smaller hop distance is usually higher than that of a node with a
greater hop distance.

For a large-scale sensor network, rapid accumulation of localization errors is really
a serious problem. It is apparent that for those sensor nodes further from the sink
node, the accumulation of errors is more significant; however, we believe that QoLs
of these sensor nodes can be further improved by taking into account all location
instances received. Therefore, we propose the QoL-guided refinements to effectively
reduce the error accumulation. The basic idea is to determine the location of a sensor
node by referencing to as many other nodes as possible. To this end, we propose the
refining technique which is to be described shortly.

To present the algorithm, we take the following case as an example. Suppose that
node F'is a neighbor of node E, and F received a LUM from E (as shown in Fig.
4). Each sensor node locally maintains its location, and tries to refine its maintained
location using those location instances obtained from the LUMs received. If F re-
ceives a LUM from a neighbor with a greater hop distance, it does nothing but drop
the LUM received. Otherwise, there are two cases for F. Case 1: F has not determined
its location yet, and therefore its locally maintained location is still empty. Then F
simply sets the location instance obtained from the LUM sent by E as its location.
Case 2: F has determined its location. Then F tries to refine its location using this
location instance.

The proposed refinement technique is introduced here. Suppose that a node, say P,
locally maintains a location circle PL, and it receives a location instance represented
by circle PN. Now the problem is that given these two circles representing locations
of the same node respectively, how to compute a new location circle for the node
which has a better QoL (i.e., a shorter radius). In the following, we explain how the
location of P is refined using our refining technique. Since a location circle guaran-
tees to contain the real location of the sensor node, it follows that the real location of a
sensor node must fall into the intersection area of the two circles. Thus, the location of
P is adjusted to a new circle, which completely contains the intersected area.

3.4 Self-updating Locations of Mobile Nodes

After the spreading localization process over the static sensor network is done, the
non-movement restriction is released and those mobile sensor nodes are allowed to
move around freely. Now the problem is how to update the locations of those mobile
nodes when they are moving from place to place. We propose the mobile location
self-updating algorithm. Now the situation is that the whole sensors can be divided
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into two categories: mobile sensors and stationary sensors. A stationary sensor re-
mains to stay the place where it was deployed and its location will not be changed.
While, a mobile node may be moving from place to place, and its location must be
updated from time to time to the right location where it is momently. Because of the
movement, a new problem arises that a sensor must update its neighbor list and the
distance estimates to these neighbors in real-time.

The proposed mobile location self-updating algorithm is described as follows. It is
the mobile sensor itself that is responsible for updating its own location. Before up-
dating the location, a mobile sensor broadcasts a location informing request, expect-
ing that each neighbor sensor responds with sending back its respective current loca-
tion. Only those stationary sensors will respond by sending back their locations on
receiving such a request. When a mobile sensor receives a location informing request,
it simply drops it since because of the mobility, its inaccurate location will contribute
little to the multilateration of the neighbor. Once a mobile sensor collects the answers
from its stationary neighbors, it performs the annulus intersection based multilatera-
tion to compute its new location and hence updates its location.

4 Performance Evaluation

In this section we design various simulation experiments to evaluate the performance
of our proposed approach. The simulations are conducted on a sensor network which
is deployed over a rectangle region. The sensor nodes are randomly distributed across
the rectangle. The sink node is deployed at the center of the rectangle. The error of
each distance estimate is randomly generated. In Phase one, the error is less than %
of the real distance. In Phase two, for a mobile sensor, the error of any distance esti-
mate is less than % of the real distance. The statistical technique is less helpful In
Phase two because of the node movement, so ¢ is much greater than . The mobile
sensors are not allowed to move outside the rectangle region.

We design the first experiment to study the localization coverage achieved by our
algorithm in Phase one. The localization coverage is defined as the ratio of the num-
ber of nodes which finally got locations to the total number of nodes in the sensor
network. The coverage is examined with respect to different node densities. The node
degree of a sensor node is the number of its immediate neighbors. The average node
degree reflects the node density. As is shown in the Fig. 5, with the increasing aver-
age node degree the localization coverage increases rapidly. When the node degree is
nine, the coverage is as high as 90%. If the node degree is too low, some sensor nodes
may lack enough reference nodes and therefore cannot be computed the location. The
proposed distributed spreading localization scheme significantly alleviates the high
node density requirements commonly needed by other localization approaches due to
the novel spreading technique.

The second experiment is designed to study the localization accuracy achieved by
our algorithm in Phase one. The localization error is normalized to the average com-
munication range of sensor nodes. In this experiment, three different ranging error
parameters (i.e., =2, 5, and 10) are studied, respectively. As shown in Fig. 6, the
localization errors are decreasing with the increasing average node degree, which is
reasonable because a high node density always leads to more refinements. When the
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ranging error parameter S is relatively smaller, the resulting localization error is
smaller too. It can be concluded from the figure that the final localization error will
converge to a certain value which is greater than f. After the average node degree
reaches fourteen, the improvement due to the increase of node degrees becomes less
and less. The converging localization errors, however, are very small indeed with
respect to the given ranging error parameters.

The next experiment is to study the variance of localization errors after mobile sen-
sors are allowed to move. In this experiment, £ is set to 5, and ¢£ is set to 10 which is
double of f. In the sensor network, 10% are mobile sensors and the remaining are
stationary sensors. We examine the averaged localization errors of mobile sensors at
the moment when they stay static in Phase one and the moment when they are moving
around in Phase two. The variance is illustrated in Fig. 7. As can be seen that the
localization errors incurred when the mobile sensors are moving around are slightly
greater than the one incurred when these mobile sensors are static.
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We design the final experiment to study the impact of the relative quantity of mo-
bile sensors on the localization error. In this experiment, the average degree is set to
10, and the percentage of mobile sensors is increasing from 5% all the way to 40%.
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Two configurations are examined: one is f =5 and ¢ = 10, and the other one is f = 10
and ¢ = 20. As is shown in Fig. 8, with the increasing percentage of mobile sensors,
the localization error increases rapidly. This is because when the percentage of mobile
sensors is higher, the number of stationary neighbors that a mobile sensor can refer-
ence to become less, which leads to a lower quality of multilateration.

5 Conclusion

In this paper, we have proposed the QoL-guided localization refinements for anchor-
free localization in mobile sensor networks. We made the first step to tackle the sen-
sor mobility problem. Our contributions include: first, we introduced the novel and
helpful concept of QoL, and represented a computed location with a circle which
quantitatively reflects the QoL of the location by its radius. The location circle repre-
sentation is very convenient for multilateration in accordance with the framework of
QoL. Second, the proposed refinement technique based on the location circle repre-
sentation effectively improved the accuracy of resulting locations. Third, the proposed
mobile location self-updating algorithm provides each mobile sensor with distrib-
uted and robust capability to update its location on-demand by itself. Detailed simu-
lation results demonstrate that our approach achieves high localization coverage
even in face of relative low node densities, good localization accuracy and small
accuracy degradation in face of random movements of mobile sensors. Therefore,
the proposed approach is a very promising localization technique for wireless mo-
bile sensor networks.
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Abstract. Based on the binary sensor model, a novel method for target local-
ization in heterogeneous sensor networks is presented. With the binary
information reported by nodes, target’s position is locked into the intersection
area of sensing areas of all nodes which detect the same target, and then the
estimated position is computed by geometric means. The proposed method
adapts to heterogeneous sensor networks, moreover, it can integrate with
other target localization approaches easily. Simulation results demonstrate
that, in sensor networks composed of the same type of sensors, our method
lead to a decrease in average localization errors compared with the traditional
method; in heterogeneous sensor networks, the method renders more accurate
estimate of the target’s location.

1 Introduction

Advances in the fabrication and integration of sensing and communication technolo-
gies have facilitated the deployment of large scale sensor networks. A wireless sensor
network consists of tiny sensing devices, deployed in a region of interest. Each device
has processing and wireless communication capabilities, which enable it to gather
information from the environment and to generate and deliver report messages to the
remote base station (remote user). The base station aggregates and analyzes the report
messages received and decides whether there is an unusual or concerned event occur-
rence in the deployed area [1].

Because of its spatial coverage and multiplicity in sensing aspect and modality, a
sensor network is ideally suited for a set of applications: biomedicine, hazardous
environment exploration, environmental monitoring and military tracking. Target
localization is the foundation of many sensor networks’ applications, so research
about target localization in sensor networks has recently attracted much attention. For
example, Time of Arrival (TOA) technology is commonly used as a means of obtain-
ing range information via signal propagation time; Maximum Likelihood testing (ML)
[2] and minimum square estimation [3], are applied to compute the target’s position at
one node which in charge of collecting the data captured by other sensors. Some other
methods estimated the target location at one sensor by successively computing on the
current measurement and the past history at other sensors [4, 5, 6]. With hardware
limitations and the inherent energy constraints of sensor devices, all the signal proc-
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essing technologies present a costly solution for localization in wireless sensor net-
works. Unlike these approaches, our cooperative target localization method requires
only that a sensor be able to determine whether an object is somewhere within its
maximum detection ranger. Our proposed method is similar to the algorithm men-
tioned in [7] which considers the average x and y coordinates of all reporting nodes as
the target location. However, our algorithm can render more accurate target location
estimation without losing the briefness and efficiency.

This paper makes three major contributions to the target localization problem in
sensor networks. First, though many methods [2, 3, 4, 5, 6] have been proposed to
solve this problem, none of them has considered the networks composed of heteroge-
neous sensors. This paper provides a realistic and detailed algorithm to determine the
target’s location in heterogeneous sensor networks. Second, compared with the prior
algorithm such as that mentioned in [7], the proposed method renders more accurate
estimate of target’s location. Third, the presented approach can guarantee that the
target must be in a small intersection area X which our algorithm works out; that
means other methods do not need to search the whole area but only X.

The organization of the rest of this paper is as follows. Section 2 gives brief de-
scription of the binary sensor model, preliminaries and assumptions. In Section 3, we
present details of the target localization model and VSB (Valid Sensing Border) up-
dating method. Section 4 designs and analyses the Cooperative Target Localization
(CTL) Algorithm. In Section 5, we present simulation results, comparing CTL with
the traditional method mentioned in [7]. Section 6 concludes the paper and outlines
the direction for future work.

2 The Binary Sensor Network

Suppose a set of m different kinds of sensors S = {s;, 52, 83, . . ., s} are deployed
within a bounded 2-dimensional area, these sensors compose a binary sensor network.
In this binary sensor network, each sensor’s result is converted reliably to one bit of
information only. This binary information may have different meanings, for example,
it means whether an object is approaching or moving away from sensors in [8]. In this
paper, we define it as whether an object is somewhere within the maximum detection
range of sensors.

Nevertheless, in heterogeneous sensor networks, detection ranges of sensors are
different from one to another. For example, sensors with infrared or ultrasound sens-
ing devices have a circle-like sensing area as illustrated in Fig.1 (a); image sensors
have a sector-like sensing area, as illustrated in Fig.1 (b); some other sensors’ sensing
areas may be irregular as illustrated in Fig.1 (c). It is difficult to use these sensing
areas directly, so we uniformly define the sensing border of every sensor as a circle.

Definition 1. Sensing Radius: The sensing radius of one sensor s;€S is defined as
Maxls;pl, where p is one point of set Q which consists of all the points that can be
detected by sensor s;. We denote s;’s sensing radius as s;.R.

Definition 2. Sensing Border: Consider any sensor s;< S, the circle centered at this
node with radius s;.R is s;’s sensing border, denoted as s;.C.
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Definition 3. Sensing Area: Consider any sensor s;<S, its sensing border and the
inside area are s;’s sensing area, denoted as s;A.

(a) (b) (c)

Fig. 1. Sensing area of different kinds of sensors

Consider the sensing area shown in Fig.1 (a), based on the probability-based
sensor detection model [9], this kind of sensor’s sensing radius is R+r. For the image
sensor, valid sensing border is not a circle but an arc, such as inner arc p;p, illustrated
in Fig.1 (b). We will define the sensor’s valid sensing border in later sections.

In heterogeneous sensor networks, sensors have different sensing radiuses, which
may be caused by two reasons. First, sensors have different sensing radiuses initially.
Second, sensor’s sensing radiuses may change during its lifetime. For example, the
power level may have an impact on sensor’s sensing range. In this paper, we make the
assumption that sensing radiuses of every sensor are known and will not change
during the whole lifetime. Second, we suppose that each node knows its own location
and nodes are not moving. The node’s location information does not need to be
precise because we are using conservative sensing area to calculate target’s location.

Based on the above assumptions, for any sensor s;< S, one bit of information ‘1’ will
be sent if the distance between a target and itself is less than s;.R. If this distance is no
less than s;’s sensing radius, the binary information is ‘0’ and nothing will be sent.

3 Cooperative Target Localization Method in Heterogeneous
Sensor Networks

3.1 Target Localization Model for Binary Sensor Networks

In binary sensor networks, target localization problem can be formulated as follows.
Within a bounded 2-dimensional area, m binary sensors S = {s;, 2, 53, . . . , 8, } are de-
ployed. Assume a target 7 moves into the area and is located at (x,, y,), there will be a
set of sensors D = {d;, do, d;, . . . , d,} (D C §) detect a target appearing (for example,
6 nodes detect one target as illustrated in Fig.2) by signal processing approaches such as
LRT [6]. These nodes in D then send binary information ‘1’ to base station or Cluster
Heads which analyzes the report results and estimates the target’s location. With the
location information of each node and reported binary results, target can be locked into
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the intersection area X = d;.ANd,.ANd;.AN. . .Nd,.A; then the average x and y coordi-
nates of all vertexes of X will be regarded as the target’s location.

Fig. 2. Detection of one target by multi-sensors

Consider any two nodes d; and d; in D, suppose they are located at o; and o; respec-
tively. Since they detected the same target, sensing borders of d; and d; must intersect.
Let d;.C and d,.C touch at point p; and p,, then the target must appear in the area en-
veloped by arc op;p, and arc ojp,p,. Because sensors’ locations are known, the arcs
generated by intersections of all nodes’ sensing borders will be the most import in-
formation to compute area X.

Definition 4. Valid Sensing Border (VSB): Consider any sensor d;E D, its valid
sensing border is defined as all of the arcs which satisfy that for any point p on these
arcs and any sensor d; €D (i # j), p must be in the sensing area of d. If no such arc
exists, then the valid sensing border of d; is null. We denote d;’s valid sensing border
as d.arc.

Theorem 1. Suppose the area enveloped by all sensors’ valid sensing borders is R, the
intersection area of all sensors’ sensing areas is X, then R = X.

Proof: (1) We will prove that R < X .

Consider any sensor d;&D whose VSB is not null. For any point p on d,.arc, from
Definition 4, p must be in the area X = d;.ANd,.ANd;.AN. . .Nd,.A. Since sensor d;
and point p are randomly selected, that means for eachi =1, 2, . . ., n, if di.arc is not
null, it must be in the area X. Moreover, area R is enveloped by VSBs of all sensors,
so for any point ¢ in the area R, ¢ & X must holds. Thatis to say R € X .

(2) We will show X C R.

Assume by contradiction that the claim is false. This implies that there exists at
least one point p, and p is in the area X but not in R. If p is outside R, then p must not
be on d.arc (foreachi =1, 2, . .., n). From Definition 4, there must be at least one
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sensor d; which satisfies that p is not in d;.A. That means point p is not in X, this is
contradictory to our hypothesis. Thus, the expression X C R must holds.

Combining (1) and (2) completes the proof.

Based on Theorem 1, we can use VSBs of all nodes in D to compute the target’s
location instead of using the intersection area of all nodes’ sensing areas directly. In
this way, as Fig.1 (b) shows, we can initialize the VSB of image sensor as arc p;p,. In
the next section, we will discuss in detail how to update VSB of each sensor. After
getting every node’s VSB, we regard the average x and y coordinates of vertexes of
all sensors’ VSBs as the target’s location.

3.2 VSB Updating Method

Suppose every node in D has the same sensing radius, the case with different sensing
radius will be discussed later. Consider any sensor d;< D, assume its VSB is arc p;p,.
Since the sensing radius of each sensor is identical, the arc p;p, must be an inner arc.
In the following, if we do not indicate specially, the word ‘arc’ means inner arc. All
nodes in D detected the same target, so d;.C must intersect other sensors’ sensing
borders. Suppose d,.C touches with d;.C (another node’s sensing border) at point p;
and py, and then four cases will appear as shown in Fig.3 (a, b, c, d).
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Fig. 3. One sensor’s VSB intersects another’s sensing border. The arc drawn by real line is d;’s
VSB and the rectangle denotes the target

Case 1: As Fig.3 (a) illustrated, if only one point of p; and p, is on arc p;p, (without
loss of generality, suppose p; is on arc p;p,), then we must have only one point of
piand p; is on arc p;p, (suppose p; is on arc p;p4). Thus, the new VSB of d; is arc pyp;
ond,;.C.
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Case 2: As Fig.3 (b) illustrated, if both p; and p, are on arc p;p,, at the same time,
both p; and p, are not on arc p;p,, then the new VSB of d; is arc psp,.

Case 3: As Fig.3 (c) illustrated, if both p; and p, are not on arc p;p,, both p; and p,
are on arc pspy, then d;’s VSB is still arc p;p;.

Case 4: As Fig.3 (d) illustrated, if both p; and p, are not on arc p;p,, at the same time,
both p; and p; are also not on arc p3p,, based on Theorem 2, VSB of d, is null.

Theorem 2: Consider any two sensors d; and d; in the D, suppose d;.arc is arc p;p,
and d,.C intesects d;.C at point p; and p,. Thus, if both p; and p, are not on arc p,p,,
both p; and p; are not on arc p;p,, then VSB of d; is null.

Proof: Assume by contradiction that VSB of d; is not null. Then, from Definition 4,
for any point p on d.arc and any node d, €D (i # k), p must be in the sensing area of
dy. If we use p; and d; to replace p and d, then p; must be in d;.A. Since p; is on circle
d;.C, that means p; is in the d.ANd;.A. Because d;.C and d,.C touch at p; and p,, p;is
on d;.C, then p; must be on arc p;p, of d;.C. On the other hand, p; is not on arc p;py,
which is contradictory; thus, the claim d;.arc is null holds.

All the cases discussed above will happen if each node in D has the same sensing
radius. If sensing radiuses of sensors in D are different, there will be some new cases.
Firstly, we will define the distance of two sensors in S. Consider any two sensor s; and
s; in S, suppose they are located at (x; y;) and (x; y;) respectively; then the distance
between them is defined as:

dis(sl.,sj)z\/(xl.—xj)2+(yl.—yj)2 (1)

Since sensing radiuses of s; and s; are different, s;’s sensing border will completely
contains s;.C, which happens whenever s, R+dis(s;, s]-) <s;.R holds.

Case 5: If d.R+dis(d;, d_,~) <d.R, without further calculation, VSB of d; is null and
di.arc will not change. This is because target T can only be in the sensing area of dj,
and then there will be no VSB on d,.C.

Notice that if sensing radiuses are different from one to another, VSB of each sen-
sor will not always be an inner arc. If one sensor’s VSB is an outer arc, the updating
method mentioned above will still work for Case 1, 3 and 4. But for Case 2, the origi-
nal VSB will be cut into two pieces.

Case 2a: As Fig.3 (e, f) illustrated, if both p; and p, are on arc p;p,, both p; and p, are
on arc p;p., then the new VSB of d; are arc p;p; and arc pyp,.

In this case, the updating method mentioned above need some modifications since
d;.arc has more than one arc. Suppose d,.arc is composed of arc,, arc,, arc;, . . ., arcy
(later we will proof that k is less than n). Obviously, all these k arcs are inner arcs. We
firstly consider d;.arc has only one arc such as arc;, and then update this VSB accord-
ing to the method mentioned above. If Case 4 or Case 5 occurs, then wipe arc; out
from the original VSB of d;; otherwise, new VSB will replace arc;. In succession, let
d.arcis arc,, arcs, . . ., arcy, and then update the VSB.

Theorem 3: Every sensor in set D has at most n — 1 valid sensing borders.

Proof: Consider any node d; in D, d;.C will intersect at most n — 1 sensing borders of
other sensors in D, this can produce at most 2n — 2 points on the sensing border of d;.
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Since every VSB of sensor d; must be the arc between two points produced by sensing
borders’ intersection, these 2n — 2 points can build at most n — 1 arcs. That means
d;.arc has at most n — 1 arcs, so we complete the proof.

4 Cooperative Target Localization (CTL) Algorithm

Based on the above analysis, it is very important to find out VSBs of all node in D.
For the image sensor, as shown in Figl (b), we initialize its VSB as the arc p;p,; for
the other types, as Fig.1 (a, c) illustrated, their initial VSBs are null. Consider any
sensor d;€ D, our algorithm aims to calculate its new VSB after d;.C intersects the
sensing border of every other node d; (i #j) in D. If d;.arc is null, the arc produced by
the intersection of d;.C and dj.C is d;’s new VSB; if d..arc is not null, we use the VSB
updating method introduced in section 3.2 to get d;’s the new VSB. In some unusual
cases, sensing borders of d; and d; may touch at one point. That means the target is
located at this point, so we need no more calculations. After getting the new VSB of
d;, we apply the same method to d; and then update d.arc. Based on the VSB of each
node in D, we use formula 2 to calculate the target’s location.

n' ki

xzz (d'l..arcj.pl.x+d'l..arcj.p2.x)/2(k1+k2+---+kn')

i=1 j=I

2

n' ki

y=>.>(d" arc,p.y+d’ .arcj.pz,y)/Z(k1+k2+...+kn')

i=l j=1

In sensor set D, these sensors whose valid sensing borders are not null compose a
new set, we denote it as D’. For any node d’;ED’, assume its VSB has ki pieces of
arcs (1 < ki <n—1). Then we can use d’.arc;.p; and d’.arcip, (1 <i<n’, 1 <j<ki)
to denote two vertexes of the jth valid sensing border of d’;. Formula 2 aims to calcu-
late the average x and y coordinates of all vertexes of X.

Procedure CTL(D)
l:fori=1tondo
2: forj=i+1tondo
3: if d; and d; cross then
4:  ps, ps <The points of intersection between d; and dj;
5:  for every arc arcy of di.arc do
6
7
8

if only one of p; and p, is on arc, then /*Case 1%/
Wipe arc; out; Add the overlapped part of arc, and arc p;p, to d;.arc;
: end if

9: if both p; and p, are on arc, then
10: if both arc;.p; and arc,.p; are not on arc p;p, then /*Case 2%/
11: arcy.p;<— ps and arcy.p; < p4;
12: end if
13: if both arc;.p; and arc,.p; are on arc p3p, then /*Case 2a*/
14: Wipe arcy out; Add arc p;p; and arc p;, p, to d;.arc;

15: end if
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16: end if

17: if both p; and p, are not on arc, and [*Case 4%/
18. both arc,.p; and arcy.p, are also not on arc p;p, then

19: Wipe arc;, out from d;.arc;

20: end if

21:  end for

22: else /*Case 5%/
23:  ifd.R>d.R then d.arc < null;

24:  end if

25: end if

26: update d.arc using the same method;

27: end for

28: end for

29:fori=1tondo /*average x and y coordinates of all vertexes*/
30: while d.arc !=null do /* The initial values of x, y and num are 0*/
31: x<—dippx+d.prx+x;

32: y«—dipry+di.pry+y;

33:  num «— num + 1;

34: end while

35: end for

36: x «— x/(2xnum); y «— y/(2xnum);

37: return (x, y)

Based on Theorem 1, the region enveloped by all VSBs must contain the target; so
our CTL algorithm is right. In the following, we will discuss the running time of this
algorithm. Line 4, 6-8, 9-16, 17-20, 23-24 can be performed in O (1) time. Because
one sensor’s VSB has at most n — 1 arcs, line 3-25 is executed at most O (n) time. The
“for” loop in 2-3 requires O (nz) time, then line 1-28 takes at most O (n3 ) running
time. Line 29-35 contributes O (nz) to the running time. Thus, the total running time
of this algorithm is at most O (n’). Obviously, running time only depends on the num-
ber of sensors which detected the same target.

5 Simulation

We implemented a simulator for CTL in order to examine the accuracy of estimates.
Let networks cover a 1000mx1000m rectangle area which was divided into Imx1m
grids. Suppose the target is located on each grid, we record the distance between the
estimated and real target’s position. AvgXY denotes the method mentioned in [7].

5.1 Results

(1) We firstly define the Node Density (ND) as the average number of nodes per RxR
area where R is the sensing radius. If all sensors have the same sensing radius, let R =
20m, then Fig. 4 explores the localization estimation accuracy of two methods. From
this picture, we can easily find that the average localization errors of CTL are about 1
meter less than those of AvgXY.
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(2) In heterogeneous sensor networks composed by 10m and 30m sensors, we
define the ND as the average number of nodes per 20mx20m area. Fig5S shows that
the average localization errors of CTL are 2 meters less than AvgXY.

8

= 0 =]

=]

= g

—— AvgXY
—= (CTL

1 a i T 3 G o 11z

Node Density

Fig. 5. Average localization errors of two methods in heterogeneous sensor networks

(3) Given ND being a constant (assume ND = 6), Fig. 6 shows that estimation er-
rors of two methods increase as sensing radius become larger. However, CTL always
renders a less localization error than AvgXY .
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6 Conclusion

In this paper, we described a cooperative target localization algorithm for heterogene-
ous sensor networks. Based on the binary sensor model, we presented the definition of
sensing radius, sensing border, sensing area and valid sensing border; then give the
target localization model for heterogeneous sensor networks. Simulation results have
demonstrated that, not only in sensor networks consist of same types of sensors but
also in heterogeneous sensor networks, the proposed method lead to a decrease in
average localization errors compared with the traditional method. In addition, the
proposed approach can guarantee that the target is in a small region; this implies that
other target localization methods need only to consider this region instead of the
whole area. Moreover, if distances between the target and sensors are added into our
method, the estimation accuracy will be improved. If consider the target classification
information, we can implement the multiple targets localization method.
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Abstract. Sensor networks typically operate in hostile outdoor environments. In
such environments, sensor networks are highly susceptible to physical attacks
that can result in physical node destructions. In this paper, we study the impacts
of physical attacks on sensor network configuration. Lifetime is an important
metric during configuration for many sensor applications. While lifetime is con-
strained by limited energies and has been addressed before, prior results cannot
be directly applied in the presence of physical attacks. In this paper, we define a
practical lifetime problem in sensor networks under a representative physical at-
tack model that we define. We develop an anlytical approach to derive the
minimum number and deployment plan of sensors to meet lifetime requirement
under physical attacks. We make several observations in this paper. One of our
important observations is the high sensitivity of lifetime to physical attacks
highlighting the significance of our study.

1 Introduction

Sensor networks are typically expected to operate in hostile and inaccessible envi-
ronments. Instances are battlefields, seismic/volcanic areas, forests etc. Attackers can
“physically destroy” sensor nodes due to small sizes of the sensors and the distributed
nature of their deployment. We term such attacks as Physical attacks. Physical attacks
are patent and potent in sensor networks. Attacks can range from a simple and low
cost brute force destruction of sensor nodes like bombs, missiles, grenades, moving
tanks/vehicles etc. to more intelligent attacks. The end result of physical attacks can
be fatal. The backbone of the sensor network (the sensor nodes themselves) can be
destroyed resulting in severe performance degradation. While much attention has been
paid to other types of attacks [1, 2] in sensor networks, to the best of our knowledge
threats due to physical attacks is still unaddressed. We believe that viability of sensor
networks in the future is closely intertwined with their ability to resist physical attacks.
In this paper, we study the impacts of physical attacks on sensor network configu-
ration. Specifically the problem we study here is: Given a desired lifetime for which
the sensor network must be operational, determine the minimum number of nodes and
how they must be deployed in order to achieve the desired lifetime when the network
is subjected to physical attacks. While there are other variations of physical attacks, in
this paper we study physical attacks in the form of bombs targeted at a sensor network
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with the intention of destroying the sensors. The problem is significant and practical.
Lifetime is one of the most important metrics during sensor network configuration
[3, 4, 5, 6]. This is mainly due to the low energy availabilities in today’s sensors that
constrain their lifetimes. Sensor networks are typically expected to last for a specific
duration to sense desired events and the resources have to be procured and deployed
accordingly to meet the lifetime objective [7, 8]. Physical attacks are inevitable in
sensor networks, and as such the problem we study is significant. While a body of
work has appeared in studying lifetime, their results cannot be directly applied in
physically hostile environments primarily due to their not considering the threats of
physical attacks.

The output of our solution is the minimum number of nodes needed and the de-
ployment plan, which depend on several factors including the nodes deployment,
routing strategies, power availability etc. The presence of physical attack introduces
randomness along with the above factors, which make the problem more challenging.
We propose an analytical approach to solve this problem. The key idea is to determine
and deploy the nodes taking into account both energy minimization and lifetime re-
quirement. We conduct both analysis and simulations to validate our approach. Our
data show that results obtained through our analysis matches well with simulation.
Our data also show that the lifetime of sensor network is indeed sensitive to physical
attacks, which further highlight the significance of our work.

2 System Model and Problem Setup

2.1 Sensor Network Model

We consider a 2-tier hierarchical network model here. The sensor network consists of
n' uniformly deployed sensor nodes. Each sensor node initially has ¢’ joules of en-
ergy. Sensor nodes that sense the data use a set of nodes called forwarder nodes as
relays to continuously transmit their data to the BS. The forwarder nodes do not gen-
erate data. They just relay data using other forwarder nodes progressively closer to the
BS. The data transmission from a sensor node to its nearest forwarder node is one
hop, while the data from the forwarder node to the BS requires one hop or many hops
through other forwarder nodes to the BS. Each forwarder node initially has ¢’ joules of
energy.

The effectiveness of the sensor network is measured by the overall throughput in
bits per second received by the BS. Our analysis in this paper is not constrained by the
shape of the area of deployment. However, for ease of understanding of the corre-
sponding derivations, we assume the sensors are uniformly deployed over a circular
area of radius D, with the area of the network being 7- D*. The Base Station (BS) is
located at the center of the sensor field. All notations, their definitions and standard
values are given in Table 1.

! Empty fields in Column 3 imply that the corresponding parameters are variables in perform-
ance evaluation.
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Table 1. Notations, Definitions and Standard Values

Notation Definition Value Notation Definition
Value
oy Receiver constant 180nJ/bit C(t) Throughput at time ¢
(7 Transmitter constant | 10pJ/bit/m* C* Desired throughput
n Path loss factor 2 y! Attack arrival rate
Initial power of The radius of the area
e’ P 2 2200J A destroyed per attack
sensor node :
instance
¢ Initial power of3 18400J n’ Number of sensor nodes
forwarder node
r The sending rate 2kbps ' Number of forwarder
nodes
Characteristic 134.16 Density Pf forwarder
depar . Ba nodes at distance d from
distance Meters BS
T Desired lifetime D Sensor network radius
C(0) Initial throughput n® *r of Confidence

In the radio model [3], the power expended in relaying (receiving then transmit-
ting) a traffic flow with data rate r to a receiver located at distance d is given by,

pd)=r(a +o,d"). (1)

Assuming a 1/d" path loss [3], a; includes the energy/bit consumed by the transmit-
ter electronics (including energy costs of imperfect duty cycling due to finite startup
time) and the energy/bit consumed by the receiver electronics, and a, accounts for
energy dissipated in the transmit op-amp (including op-amp inefficiencies). Standard
values of a;, a,, n are given in Table 1. Forwarder nodes have more energy and can
increase their transmission range at the cost of more energy dissipation according to (1).

2.2 Attack Model

In this paper we study physical attacks in the form of bombs targeted at a sensor net-
work with the intention of destroying the sensors. Attack events occur in the sensor
field of interest. Each event destroys an area in the field. Nodes (sensor nodes and
forwarder nodes) located within this area are physically destroyed. Each attack event
destroys a circular region of radius A. In this paper we assume attack events follow a
Poisson distribution in time. The probability of k attacks in a time interval #, with a
mean arrival rate A is given by,

Pr[N=k] = M (A" k. )

% TInitial power for sensor node is based on 500mA-hr, 1.3V battery.
3 Initial power for forwarder node is based on 1700mA-hr, 3V battery which is similar to the
PicoNodes used in [9].
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The attack events are assumed to be uniformly geographically distributed over the
sensor field. While the sensor and the forwarder nodes can be destroyed due to at-
tacks, we assume here that the BS will not be destroyed during attacks.

2.3 Problem Setup

The problem we address is: Given a sensor network consisting of »° uniformly dis-
tributed sensor nodes that continuously send data to a BS and given a desired lifetime
T for which the network must maintain a minimum throughput C* with a confidence,
cf, determine the minimum number of forwarder nodes ' and the optimal geographic
deployment of these nodes in the sensor field such that the lifetime is guaranteed
under physical attacks. More specifically, the inputs to our problem are »n’, D, C*T, A,
/. We solve the problem by calculating the optimal number of forwarder nodes at
distance d away from the BS under physical attacks. We denote the density of for-
warder nodes d away from the BS as ;. The forwarder nodes in £, are distributed
uniformly in a ring at a distance d from the BS. In this case, d ranges between (0, D),
where D is the radius of the sensor field. The integration of S, is the total number of
needed forwarder nodes, .

3 Problem Solution

We now discuss how to determine S, and deployment plan of the forwarder nodes To
solve our problem, we need to derive formulas to compute total traffic throughput to
BS and power consumption of each forwarder node as follows.

3.1 Throughput and Power Consumption Rate Computation

In this subsection, we discuss how to compute the sensor network throughput and
then describe the derivation of the power consumption rate for each forwarder node.
The definitions for notations used here are provided in Table 1.

The sensor network throughput, C(¢), changes over time. To compute C(¢), we need
to know the total number of sensor nodes which send traffic to the BS. The number of
sensor nodes whose traffic can reach the BS without considering physical attacks is:

H(u,t)

dmm
S(t)=a-j z.ﬂ.u.Hff‘ (1) - du. A3)
u=0 i1 “,de (k,u,t)

In (3), d,.i, is the radius of the area centered at the BS within which the traffic from
the sensor nodes is required to be forwarded to guarantee the throughput requirement;

f’ (t) is an indicator that shows whether the forwarder nodes u distance away from

the BS are out of power (with value 0) or are active (with value 1) at time #; H(u,t) is
the number of forwarder nodes needed by a sensor node that are at a distance u away
from the BS at time ¢ to send traffic to the BS; m(?) is the number of physical attacks
that are expected to arrive in a time period t; d,(k,u,t) is the average hop routing dis-
tance of the k" hop for the sensor nodes that are at a distance u away from the BS at
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time ¢. Due to space limitation, we do not discuss the detail derivations of S(z) and
doins ff (t) , H(u,t), m(t) and d,,(k,u,t). Interested readers can refer to [10].

Clearly (7-D" —7z-A") / (- D’)is the ratio of remaining sensor or forwarder nodes
to the total initial number of sensor or forwarder nodes after one instance of physical
attack. Hence, the number of sensor nodes whose traffic can reach the BS at time ¢
under physical attacks is:

% d ) 5\ m(1)
sw=a ["2zuw[]r.  @adu(zD-za)x-DH)". @
u=0 iy (k)

It is now simple to calculate the overall network throughput. The network through-

put at time ¢ is S (1) r, where r is the sending rate of the sensor nodes. Thus the
throughput in the sensor network subject to physical attacks is given by,
H(u,t)
cw=["2zu[] s, t)-du-a-((x-D -z A)z-D))""-r. )
u=0 i=1 u—de(kAu,n

The power consumption rate changes over time and each forwarder node has a dif-
ferent power consumption rate. However, the sensor network we are studying is a
circle, the BS is at the center of the network, and the sensor nodes are uniformly dis-
tributed throughout the network area. Thus forwarder nodes with the same distance to
the BS have the same power consumption rate. We denote the power consumption

rate for a forwarder node at a distance d away from the BS at time ¢ as pdf (t). To

compute pdf (t) we need to compute the traffic forwarding rate of each forwarder node
d away from the BS and the next hop distance. The traffic load of a forwarder node at
distance d and time ¢, denoted by wd’ (1), is given by,

M £ @ due o (D7 - A7) DY
W, (=== u=d+d’2 R R 3 mn)
[ "2 mu B, (D = A" D) - du

u=d-d'l2

(6)

bl

where f, is the density of forwarder nodes at distance u away from BS.

For the forwarder nodes whose distance from the BS, d, is less than d _(1,d,t),
their next transmission distance is always d. However, for other nodes, their next
transmission distance will be d, (1,d,t) .Thus pj (t) can be given by the following
general formula:

[d: —(d+d (1,d,1)/2)'] -
2-d-d, (1,d,1)- B,

L, e, d, (,d, 0", if d > d,(,d, 1)

)

p, (1) =
[dl - (1,d,0)']-a-r
2-d°- B,

o, +ad"), if d<d, (1,d,1).
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The overall power consumption of a forwarder node that is at a distance d away
from the BS is given by jr p.(t)-dt. The total number of forwarder nodes in the

sensor network can be calculated by,
nf=J‘:2-7t~u-ﬂd-du (8)

Due to space limitation, we do not give detail derivations of throughput C(?), traffic
load of a forwarder node w’(r), and power consumption rate p; (?) . Interested read-
ers can refer to [10].

3.2 Our Solution

Having derived the formulas to compute C(z) and pj (t), our problem can be ex-

pressed as in Figure 1. The intuitive way to solve this problem is to deploy forwarder
nodes in such way that the energy spent by the forwarding nodes is minimized with
the intention of minimizing the total number forwarding nodes. However, we will see
this is not always the case.

Objective: Minimize n

Constraints:

[" pl@y-di<e’ 9. pis givenin (7)

J H (u,t) ﬂ Z » *
C(t):[_[“;"(‘: 2”"4'1_[ ffz (t)-du]-a»((ﬂDz—er')/(frD )) rzc’ (10)
) i=1 u=) dy, (k.u.r)

Fig. 1. Restated problem description

Energy consumption is determined by the routing policy. The routing policy in-
cludes the number of intermediate forwarder nodes and the transmission distance. In
[3], if each forwarder node’s transmission distance is equal to the d,, in (11), the
energy consumption is minimum. In (11), denoting a;, a,, and n as the receive,
transmit amplifier, and path loss constants, we have,

d,, =ile (e, (n—-1)) . an

To guarantee a routing distance of d,,,, a certain density of forwarder nodes needs
to be deployed so that the average distance between two neighboring forwarder nodes
towards the BS, d , should be less than or equal to d,.. Our solution gives a lower
bound of the required forwarder nodes number given desired lifetime. Thus, we need
a function to relate d with the lower bound of forwarder node density. We denote the
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function mapping the network forwarder node density § and d as G(.). A reasonable

G(.)is d = 1/l/ por g= 1/ d". For detailed explanation, refer to [10]. We denote the

lower bound of the network density which can guarantee d,, as S~ In order to
guarantee d,;,,, under physical attack over a time period ¢, the initial node density S

should be greater than or equal to 1/(dfhm_ (- D* l(x-D* —x-A*)"").
With the above routing arrangement, enough forwarder nodes will be available for

routing through the entire lifetime to guarantee d,,,,. Formula (10) can be simplified
as follows,

CH=rx-d’

min

(0 -ap?)" r2C (12)

We can determine the density of forwarder nodes based on the requirement of rout-
ing over a distance of d.,. In order to meet the lifetime requirement under attack,
assuming the routing distance d,,, we can also derive another minimum network
density requirement, denoted as B/, /" can be computed from (7), (9) and (12)
as following.

Given the routing distance is always d..,, d.(ku,t), the average routing distance of
the first next hop, is d.u, Once d,(ku,t) is determined, d,,;, can be calculated based
on (12), and then B,/°"*" can be computed from (7) and (9). Note that in general cases
d,.i, 1s less than D, the radius of the sensor network. However, in special cases, where,
for instance, C* is so big that the number of present sensor nodes cannot provide
enough traffic, d,,;, is larger than D. Under this situation, the network is not deployable.

If B/ >= Bepar, OUr assumption that d,y, can be guaranteed holds. Otherwise, the
forwarder node density of 8/°"" does not guarantee d,;,,. But the problem is: do we
have to guarantee d.,,,? The answer is no. Consider a simple case where each for-
warder node has enough power to handle all forwarding tasks. In this case only a few
or even one forwarder node is enough to meet the lifetime requirement. This in turn
means that the density of forwarder nodes is extremely small and routing distance
need not necessarily be d.;,, and optimal energy routing is not necessary here.

In the case when B, > B/, we do not deploy nodes with the intention of guar-
anteeing S, Instead we only need to deploy a minimal number of nodes to meet the
lifetime requirement. However, if we decrease the density to be smaller than £,
d . cannot be guaranteed, and optimum energy routing cannot be achieved. Conse-
quently, 8/, which is calculated assuming a routing distance of d,;,,, may need to
be increased due to the actual hop distance being larger than d,,,,. In order to get the
optimum, i.e. the optimal nodes density S, (and the corresponding hop distance) at the
distance d away from the BS, we design an iterative procedure to get the minimum
density which can satisfy (7), (9) and (12). Thus we obtain the optimum S;, lying
between B, , which gives an upper bound and B/, which gives the lower bound
of the network density when ., > 8/ .

With our solution, the routing distance cannot be always guaranteed to be d -
In fact,

d,(l,u,t)=max(d, (u,t),d,, ), 13)

char
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where d_,(u,t) is the actual average one hop distance for node that is at a distance u

away from the BS at time ¢, which is given by d, (u,1) = 1/ B, (1) (according to
G(.)). Here ﬂu (¢) stands for the forwarder nodes density in the area that is at a dis-

tance u away from the BS at time ¢. The density at initial time is 8, (0) = 5, .

4 Performance Evaluation

In this section, we report our performance data based on the analysis in Section 3. We
reiterate that our sensor network is a circular region of radius, D=1000 meters and BS
is located at the center of the region. Attack events follow a Poisson distribution with
a rate A. Each event destroys a circular region of radius A and attacks are uniformly
geographically distributed. Throughout our performance evaluation, the desired
throughput C* is set at 60% of the initial throughput C(0), cf = 95%.

Fig. 2 shows the sensitivity of / to 1 with different lifetimes when the radius of
one attack destruction area (A) is fixed as 20 meters. We make the following observa-
tions: First, the required number of forwarder nodes, nf, is sensitive to the physical
attack rate, A. When 4 is big, the attack occurs more frequently. More forwarder nodes
are needed in this case to meet the desired network lifetime.

400

400
~-T=1day —-T=1day
-e-T=2days -6~ T=2days /
T=3days T=3days
300 & T=4days 00 | ¥ T=4days
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= 200 / = 200
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I

1
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A (attacks/second) A (meters)
Fig. 2. Sensitivity of # to 1 Fig. 3. The sensitivity of #/ to A

Second, the sensitivity of #/to 4 is more pronounced with larger 4. When 4 is very
big, the attacks come in very frequently. Here, a little increase in A can increase the
attack intensity significantly. This change greatly increases the required n/. However,
when 4 is small, the attacks occur infrequently. In this case, 7’ is not too sensitive to /.
This is because when the physical attack comes in very infrequently, fewer nodes are
destroyed over a certain period of time. In such cases, 7’ is mainly decided by the
power consumption of the forwarder nodes. The impact of the physical attacks is not
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the deciding factor when the attacks are infrequent. Third, »is sensitive to sensor
network lifetime, 7. When the network lifetime increases, the sensitivity of 7 to at-
tack rate increases. The reason is that the number of nodes destroyed by the physical
attacks increases over time. Fourth, when A is too large, long lifetimes cannot be
achieved no matter how we deploy the forwarder nodes. As shown in Fig. 2, when / is
larger than 0.002/s, the lifetime, 7, of more than 3 days cannot be guaranteed.

Fig. 3 shows the sensitivity of n to A, with different lifetime 7, and a fixed A of
1/2000s. The figure shows that #/increases with increasing attack size, A. The reason
is that, the larger the attack size, the bigger the impact of each physical attack. This,
in turn, requires more forwarder nodes be deployed initially to maintain the forward-
ing task.

Fig. 4(a) shows the density of forwarder nodes and the sensitivity of S, (deploy-
ment) to the distance from the BS under different attack environments and lifetime
requirements. The density of required forwarder nodes decreases rapidly with dis-
tance, d. This is because there must be a larger number of forwarder nodes near the
BS (with small d) to forward the large volume of traffic destined for the BS. Also, the
area which these forwarder nodes occupy is very small. When d is large (far away
from the BS), the forwarding overhead on each forwarder node is small. Therefore
the necessary forwarder node density is small in the areas farther away from the BS.

In Fig. 4(b), we plot B, with respect to longer distances (d) away from the BS. We
enlarge the right hand part of Fig. 4(a) to plot Fig. 4(b). Across most of the network
in an infrequent attack and short lifetime environment the optimal forwarder node
deployment has a small node density and does not guarantee a hop distance of d,,,
between nodes sending and forwarding packets. The density is low because this opti-
mal deployment only uses the necessary number of forwarder nodes in order to main-
tain the required throughput for the required lifetime. The lower curve in Fig. 4(b) is
an example of this fact. On the other hand, when physical attacks are frequent and the
required lifetime is long, many forwarder nodes are deployed. This guarantees d,;,,
for most areas in the network and is depicted by the upper curve in Fig. 4(b).
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Fig. 4. The optimal forwarder node deployment S,
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We developed a deployment algorithm for findings of this paper to be practically
applied. The basic idea is to separate the entire circular area, whose radius is D, into
many homocentric rings with small widths. Forwarder nodes based on f, are ran-
domly, uniformly deployed in each ring. Interested readers can refer to [10] for the
details of the algorithm.

5 Final Remarks

Physical attacks are a patent and potent threat in sensor networks. Physical destruction
of small size sensors in hostile environments is inevitable. In this paper we studied
lifetime of sensor networks under physical attacks. We conducted a detained analysis
on how many nodes to deploy and their detailed deployment plan to achieve desired
lifetime objectives. Our analysis data matches quite well with simulations, highlight-
ing the fidelity of our analysis. There are several potential directions to extend our
study. One of our current focuses is effective counter measuring strategies against
physical attacks to enhance the security of the network from physical attacks. We also
plan to study impacts due to other forms of physical attacks. Attacks can be intelligent
in that they can target nodes to destroy with more sophistication and intelligence rais-
ing a host of interesting issues left to be addressed.
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Abstract. Location discovery is a challenging problem in sensor net-
works. However, many sensor network applications require the availabil-
ity of the physical sensor positions. In this paper, we present TPSS, a
time-based positioning scheme for sensor networks when a number of
short-range beacond] are randomly and uniformly deployed. By measur-
ing the Time Difference of Arrivals (TDoAs) of signals from nearby bea-
cons, nodes can use TPSS to effectively estimate their locations based on
the range differences through trilateration. TPSS requires no long-range
beacons to cover the entire network, an essential difference compared
to TPS [2] and iTPS [15]. Features of TPSS include high scalability, low
communication and computation overheads, no requirement for time syn-
chronization, etc. Simulation results indicate that TPSS is an effective
and efficient self-positioning scheme for sensor networks with short range
beacons.

1 Introduction

A wireless sensor network is composed of a large number of small and inexpen-
sive smart sensors for monitoring, surveillance and control [4U12]. Such a net-
work is expected to be deployed in unattended environments or hostile physical
locations.

Almost all sensor network applications require sensors to be aware of their
physical locations. For example, the physical positions should be reported
together with the corresponding observations in wildlife tracking, weather mon-
itoring, location-based authentication, etc [7ITJI7]. Location information can
also be used to facilitate network functions such as packet routing [BII0] and
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! In this paper we refer beacons to nodes being capable of self-positioning, while sensors
denote nodes with unknown positions. A beacon node could be a typical sensor
equipped with a GPS (Global Positioning System) receiver.
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collaborative signal processing [6], by which the complexity and processing over-
head can be substantially reduced. Further, each node can be uniquely identified
with its position, thus exempting the difficulty of assigning a unique ID before
deployment [19].

However, many challenges exist in designing an effective and efficient self-
positioning scheme for sensor networks. First, a localization algorithm must scale
well to large sensor networks. Further, the location discovery scheme should not
aggravate the communication and computation overheads of the network, since
the low-cost sensors have limited resource budget such as battery supply, CPU,
memory, etc. What’s more, the localization scheme should not raise the con-
struction cost of sensor nodes. Finally, the positioning scheme should be robust
enough to provide high precision even under noisy environments. In this paper,
we present TPSS, a time-based scheme that meets many of the requirements
mentioned above.

TPSS is different from TPS [2] and iTPS [15], even though all three rely on
TDoA measurements to calculate a sensor position through trilateration. The
beauty of TPSS lies in that there is no requirement for base stations to cover the
entire network by powerful long-range beacons. Only a number of short-range
beacon nodes with known positions need to be deployed. A beacon node could
be a typical sensor with GPS. Recall that TPS (iTPS) requires three (four) long-
range beacon stations with each being able to cover the entire network. TPSS
releases this restriction while retaining many nice features of the other two.
For example, all these three schemes require no time synchronization among
sensors and beacons. In TPSS, each sensor listens passively for signals from
the beacons in its neighborhood. A sensor computes the range differences to at
least three beacons and then combines them through trilateration to obtain its
position estimate. This procedure contains only simple algebraic operations over
scalar values, thus incurs low computation overhead. Since a beacon signal is
transmitted within a short range only, the communication overhead is low, too.
Whenever a sensor resolves its own position, it can work as a beacon and help
other nodes on location computation. Simulation results indicate that TPSS is
an effective self-positioning scheme for sensor networks with short range beacons.

This paper is organized as follows. Section[2] summarizes the current research
on location discovery. The new positioning scheme, TPSS, is proposed in Sec-
tion Bl Simulation results are reported in Section @ And we conclude our paper
in Section

2 Related Work

2.1 Current Location Detection Schemes

The majority of the current location detection systems first measure the dis-
tances or angles from sensors to base stations, then obtain location estimation
through techniques such as triangulation, trilateration, multilateration, etc. In
outdoor sensor networks, GPS is the most popular localization system. However,
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it is not practical to install GPS on each sensor due to the cost, form factors,
power consumption, antenna requirements, etc. Hence, extensive research has
been directed to designing GPS-less localization systems with either long-range
or short-range beacons.

Systems with long-range base stations [IJ2I13] have a fixed set of powerful
beacons, whose transmission range can cover the entire network. Usually these
base stations are manually deployed, are time-synchronized, and are equipped
with special instruments such as directional antennas. These systems shift the
design complexity from sensors to beacon stations. In systems with short-range
beacons [SI9IT7ITS], a small percentage of sensors with known positions are ran-
domly deployed amongst with other ordinary sensors. Some of them relies on
transmitting both RF and ultrasound signals at the same time [BITTITE], where
the RF is used for time-synchronizing the sender and the receiver. Connectivity-
based location discovery schemes [T4JT6I20] require either long-range beacons
or short-range beacons, but these schemes have poor scalability due to the use
of global flooding. TPSS exploits local connectivity information among beacon
nodes and requires no time synchronization. Therefore, it has better scalability.

2.2 TPS, iTPS, and TPSS

TPS [2] and iTPS [I5] rely on the transmission of RF signals from beacon sta-
tions for location discovery. Such schemes require no time synchronization in the
network and minimal extra hardware in sensor construction. TPS and iTPS are
localized algorithms, thus scale well to large networks. Since sensors just listen
passively to beacon signals, no extra communication overhead is introduced. As
the location detection algorithm involves only some simple algebraic operations,
the computation overhead is also low. TPSS retains the above nice features of
TPS and iTPS, but requires no powerful long-range beacons to cover the entire
network. With only a number of short-range beacons deployed, sensors can com-
pute their positions easily. TPSS can be applied to large-scale sensor networks
where the deployment of powerful long-range beacons are too expensive or not
practical.

3 TPSS: A Time-Based Positioning Scheme with Short
Range Beacons

3.1 Network Model

In this paper, we consider a sensor network deployed over a two-dimensional
monitored area. Actually, our TPSS scheme can be easily extended to a higher-
dimensional space. In this model, each sensor has limited resources (battery,
CPU, etc.), and is equipped with an omni-directional antenna. Some sensors,
called beacons, have the ability to position themselves. They are deployed to-
gether with typical sensors whose positions are to be computed with the TPSS.
The beacon nodes will broadcast beacon signals periodically to assist other sen-
sors with location discovery. Note that the only difference between a beacon and
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a sensor is whether the location is known. Whenever a sensor gets localized using
the TPSS algorithm, it will broadcast its own location and help other sensors
for position detection. In other words, it can work as a beacon node.

3.2 A Time-Based Location Detection Scheme with Short Range
Beacons

In this section, we propose TPSS, a time-based positioning scheme for sensor
networks with short range beacons. TPSS consists of three steps. In the first
step, a sensor collects all the signals from the neighboring beacons, and groups
them according to the sources of the signals. The next two steps work on the
signals belonging to the same group: the range differences from beacon nodes to
the sensor are computed and then the coordinates are resolved.

Step 1: Signal Collection

Assume each beacon node initiates a beacon signal once every T' seconds. This
signal contains the beacon’s location and a TTL (Time To Live) field with
an initial value > 3. The format of the message is demonstrated in Fig. [l A
beacon node hearing a beacon signal with TT'L > 0 will broadcast it again after
decreasing the TT'L value by 1 and after attaching both its own location and the
time difference between when the signal is received and when it is re-broadcasted.
This is indicated by the relay and delay fields in the message format shown in
Fig.[0l Each sensor with unknown location listens passively for the beacon signals
and group them according to the initiators of the messages. If a sensor receives
the same signal (originated from the same beacon) at least three times, the
location of the sensor can be readily determined by the following two steps.

‘ src ‘ TTL ‘ relay, ‘delay/ ‘ relay, ‘ delay, ‘ ...... ‘

src: location of the node generating the message
TTL: time to live
relay;: location of the i-th node relaying the message
delay;: time bw. the msg is received and re-broadcasted by the i-th relay

Fig. 1. Format of the Message Transferred

Step 2: Range Detection

We only consider groups containing at least three messages originated from the
same beacon node. In each group, select three where the involved beacons are
non-collinear.

We first assume the beacon signal is relayed without loss, that is, the signal
from the initiator as well as from all the intermediate relay nodes can successively
reach the sensor S. Fig. [ shows one such example. Beacon A starts a message
M =(A,3,—,—) which arrives S and beacon B at time t¢; and t;, respectively.
B modifies M to get M/:(A, 2, B, Aty) and re-broadcasts it at time t;), where
t;) =ty + Aty. M "arrives at S and beacon C' at time t5 and t., respectively.
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Fig. 2. Range Detection: Signal is Relayed Without Loss

C modifies M to get M“:(A, 1, B, Aty,, C, At.) and broadcasts M" at time t;,
where tlc = t. + At.. Finally, M "arrives at S at time t5. Assume all the nodes
transfer the signals at the same speed v. Let ds,, dsp, ds. represent the distance
between sensor S to beacons A, B, C. Let dg, d,. denote the distances between
beacons A and B, A and C, respectively. We have

da ds dsa
R ML L ) (1)
v v v
d c dsc ds
Y P ML LA (2)
v v v
which gives
dsq = dsp + k1, where ki =dgp —v- (tQ — 11 — Atb) (3)
dsc = dsb + kz, where kg = *dbc +v- (t3 — t2 — Atc) (4)

Eqgs. @)@) show that ki,ks can be obtained by measuring t1,ts,t3 with S’s
local timer, learning the positions of A, B, C' and time differences Aty, At. from
the beacon signals. We are going to apply trilateration with ki, k2 to compute
coordinates (z,y) for sensor S in Step 3.

Note that TPSS can still work if some beacon signals get lost during the
transmission from the initiator or any intermediate relay nodes. As long as a
sensor S receives one signal from three different relay beacons, S’s location can
be computed with TPSS. For example (Fig. Bl), M is a beacon signal travelling
along beacons 1, 2, 3, 4 and 5. The messages relayed by beacons 1 and 4 are lost
or destroyed during the transmission. S receives M only from beacons 2, 3, 5 at
time to, 1, t2, respectively. Let d;;(ds;) denote the distance between node i(s)
and j, and At; be the time difference information conveyed by beacon node 1.
We have:

d ds ds
£+At3+ 5 2:t1*t0 (5)
v v

d d ds ds

%4+At4+§+ﬂt5+ US* 2=ty -t (6)
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Fig. 3. Range Detection: Signal is Relayed With Loss

It follows that,

dSQ = dsg + kl, where kl = d23 — V- (tl - to - Atg) (7)
ds5 = dsg + kz, where ICQ = 7(d34 + d45) +v- (t2 - tl - At4 - At5) (8)

Comparing Eqs. (3) @) with (7)), we can summarize the result of range detec-
tion as following:

dsa - dsb + kl (9)
dsc - dsb + k2 (10)

where A, B, C are the three relay nodes in the same group that convey messages
originated from the same source and are sorted according to the order of relaying
the signal.

Remarks:

(7) All times are estimated locally. For example, the arrival times of the signals
(t1,12, etc.) are measured at sensor S’s local timer; the time differences at relay
nodes (Aty, At., etc.) are computed by beacon’s local timer and known system
delays.

(ii) For each sensor S, range detection is conducted on each group that contains
messages from the same initiator. Corresponding location computation is taken
in the next step. Averaging all the results computed for S, we obtain the final
coordinates of node S.

(#4t) For each group, there may exist multiple methods to select the three
messages. Consider a signal travelling along beacons 1 to 4, and assume all
the relayed signals arrive at S finally. We have dg; = ds;—1 + ki—1, where
ki = v (tig1 —ti — Atig1) —dijit1, dij(dsj) is the distance between node i(s) and
7, At; is the time difference at the relay node 4, and ¢; is the time .S receives the
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message from beacon i, for ¢ = 2,3, and 4. The three equations can be divided
into two overlapping groups. Group I contains dso = ds1 + k1, ds3 = dgo + ko;
while group II contains ds3 = dso + ko, dsqa = ds3 + k3. Each group can be used
to compute S’s coordinates in the next step independently.

Step 3: Location Computation
From Egs. @)@, dsq = dsp + k1, dsc = dsp + k2, we get the following three
equations with three unknowns x,y and dg, based on trilateration:

(@ —2)” + (y — ) = d3 (11)
(x —20)* + (y — Ya)? = (dsp + k1)? (12)
(.I - xC)Q + (y - yc)2 = (dsb + k2)2 (13)

As proposed in [2], we can solve these equations in two steps: First, transform the
coordinates into a system where A, B, C reside at (z1,0), (0,0) and (z2,y2), re-
spectively; Second, solve the equations with the efficient method proposed in [2].
Since the positions at the original coordinate system can always be obtained
through rotation and translation, the solution provided by [2] can be treated as
a general one:

—2kydgy, — k? + 22

x = o (14)
_ (2k1m2 - 2k2m1)d8b klajg k%.%j + x%axl + y%.lh — x%ajg (15)
4 2z1Y2 221y
where dgp, is the root of ad?, + Bdg, + = 0, with
Q= [k1y2 (k1xo — k2x1)2 - x%yg]v (16)
B = Ak (k7 — 27)y3 +
(klxg — k’gxl)(k%a:g — k3xy 4+ x3my +ysr — 220, (17)
= (K} —2%)%y3 + (kizo — ka1 + 232y + yo1 — aizs)”. (18)

Remarks:

Steps 2 and 3 are repeated on all triple messages within each group and all
valid groups that can help S estimate its position. The final coordinates (z,y)
are obtained by averaging all the results. Once S’s position is known, it will
become a beacon and help other sensors on location estimation. The iteration
of such process can help more and more sensors get localized, as shown by our
simulation results in Section [l

4 Simulation

We consider a sensor network deployed over a field of 100 by 100. The trans-
mission range of sensors and beacons is fixed to 10. We assume each sensor can
correctly receive from all the beacons within its transmission range. Each beacon
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initiates a beacon signal once per epoch. A sensor becomes a beacon node after
its position is resolved. Since MATLAB provides procedures to randomly deploy
sensors and beacons, it is selected to perform all the simulations.

According to Egs. @) @) and [@)(8]), the coordinates (z,y) are obtained from
the measurements of ¢;’s, At;’s. The accuracy of ¢;’s depends on the local timers
of the sensor nodes, whose measuring errors are affected by the TDoA timer
drift, the signal arrival time correlation error, and the reception delays, etc.
In the beacon node, At; is computed based on the beacon’s local timer and
the known system delay, whose inaccuracy is determined by the reception and
transmission delays, the time-stamping inaccuracies, and the turn-around delay
measurement errors, etc. In our simulation study, we only consider the inaccuracy
of the TDoA measurement at the sensors (¢;’s), since At;’s play the same role.
Such inaccuracy is modeled as a normal distribution in the simulation.

We will evaluate the effectiveness of TPSS. First, we want to study the per-
centage of sensors whose locations can be resolved while varying the percentage
of beacons. We consider a network with 300 nodes. Fig. @(a) reports the results
for the first 6 epochs. We can tell that the percentage of resolved nodes increases
as the percentage of the initial beacons increases. This also holds true as the
number of epochs increases. Second, we test the impact of network density on
the localization process. Fig. ll(b) illustrates the percentage of resolved sensors
when the percentage of the initial beacon nodes varies under different network
density. The number of epochs is set to 10. It shows that as the network den-
sity increases, more and more sensors get localized. This is reasonable. As the
network density increases, the number of beacons increases if the beacon per-
centage is fixed. Therefore the probability that a sensor can be reached by three
beacons will also increase, since the network is of fixed size. All the results are
the average of 100 runs. We obtain two observations from Fig. [l First, the more
beacons deployed, the more sensors get localized. Second, once more and more
sensors resolve their positions, more and more sensors get localized. Thus we can
expect that with only a small number of short-range beacons, many sensors can
be localized using our TPSS scheme.
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Fig. 5. Illustration of TPSS in terms of variant epochs (t) and resolved percentage.

The measuring errors are normally distributed w.r.t. N(0, 0.05). In each figure, “o”

represents a beacon, “x” represents the estimated location of a sensor which is linked
to the real position (denoted by *), and “” represents a node whose location is not

resolved yet

A snapshot of applying TPSS over a network with 400 nodes and 20% initial
beacons is shown in Fig[5l We observe that as the epoch (t) increases, the position
error tends to increase. This trend shows the effect of cumulative errors. Recall
that once a sensor gets localized, it will use its computed position to help others
on position estimation. Considering the unavoidable measuring errors, such a
process makes it possible to “pass” computation errors from resolved sensors
to others, though it does help in reducing the number of beacons necessary
for location discovery. As more sensors get localized, larger computation errors
are introduced, that is, the inaccuracy gets cumulated. However, as indicated by
Fighl such an error cumulation is quite slowly in TPSS. For most of the resolved
sensors, the localization error is still tolerable comparing with the transmission
range.

5 Conclusion

In this paper, we present TPSS, a time-based localization scheme that uses
only short-range beacons. While retaining most of the nice features that TPS
and iTPS have, TPSS releases the strict requirement that the beacon stations
should be able to reach all the sensor nodes in the network. Simulation results
show that TPSS is a simple, effective and practical location discovery scheme.
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Abstract. A major concern in wireless sensor networks is to maximize network
lifetime (in terms of rounds) while maintaining a high quality of services (QoS)
at each round such as target coverage and network connectivity. Due to the power
scarcity of sensors, a mechanism that can efficiently utilize energy has a great im-
pact on extending network lifetime. Most existing works concentrate on schedul-
ing sensors between sleep and active modes to maximize network lifetime while
maintaining target/area coverage and network connectivity. This paper general-
izes the sleep/active mode by adjusting sensing range to maximize total number
of rounds and presents a distributed heuristic to address this problem.

1 Introduction

The paramount concern in wireless sensor networks (WSNs) is power scarcity, driven
partially by battery size and weight limitations. Mechanisms that optimize sensor en-
ergy utilization have a great impact on extending network lifetime. Power saving tech-
niques can generally be classified in two categories: scheduling sensors to alternate
between active and sleep mode, or adjusting their sensing ranges. In this paper, we
combine both methods by dynamic management of node duty cycles in a high target
density environment. In this approach, any sensor schedules its sensing ranges from 0
to its maximum range, where range 0 corresponds to sleep mode.

Target coverage characterizes the monitoring quality of WSNs. The general require-
ment of target coverage is that each target should be covered by at least one sensor. The
energy consumption of target coverage is the total energies consumed by all sensors.
The problem of the single sensing range is that there exists a lot of targets covered
by several active sensors together, which causes redundancy in energy consumption.
Adjustable sensing ranges [[16] allow sensors more choices to reduce their energy con-
sumption, and thus prolong WSNs’ lifetime.

However, target coverage is not the only responsibility of WSNs. To reduce network
overhead and energy consumption, WSNs should also provide satisfactory network con-
nectivity so that sensors can communicate for data gathering or data fusion.

* The work was supported in part by NSF grants ANI 0083836, CCR 0329741, CNS 0422762,
CNS 0434533, EIA 0130806, NSFC (No. 60473092), and Program for New Century Excellent
Talents in University (No. NCET-04-0392). Email: {mlu2@, jie@cse., mihaela@cse. }fau.edu,
mlli @sjtu.edu.cn

X. Lu and W. Zhao (Eds.): ICCNMC 2005, LNCS 3619, pp. 43-32] 2005.
(© Springer-Verlag Berlin Heidelberg 2005
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In this paper, we study the problem of maximizing network lifetime (in terms of
rounds) in WSNs, where in each round, sensor-target coverage and sensor connectivity
are maintained. Unlike the traditional approaches [12], [[14] in area coverage where the
connectivity is trivialized by assuming that the transmission range is at least twice of
the sensing range, we focus on a more generic connectivity condition that can be used
even when the transmission range is less than twice the sensing range.

Although maximizing the lifetime of WSNs by scheduling sensors’ activity is not a
new problem, none of existing algorithms deal with the case of scheduling sensors’ ac-
tivity by self-configuring sensing ranges, in the environment where both discrete target
coverage and network connectivity are satisfied.

The main contributions of this paper are: 1) to introduce the adjustable sensing range
connected sensor cover (ASR-CSC) problem, where target coverage and connectivity
are maintained, 2) to present a generic connectivity condition, 3) to design efficient dis-
tributed heuristics to solve the ASR-CSC problem, 4) to demonstrate the performance
of our approach through simulations.

The rest of the paper is organized as follows. In section [2l we present related works
on coverage and connectivity problems. Section [3] formulates the ASR-CSC problem
and section @l presents our heuristic contributions. In section[3l we present the simulation
results and section[6] concludes our paper.

2 Related Work

The general target coverage problem is introduced in [1]], where the problem is modelled
as finding maximal number of disjoint set covers, such that every cover completely
monitors all targets. The general problem is NP-complete [1]]. This problem is extended
further in [2]], where sensors are not restricted to participation in only disjoint sets, i.e.
a sensor can be active in more than one set.

Authors in [[15] study area coverage and connectivity in an unreliable wireless sen-
sor grid network, and present a necessary and sufficient condition for coverage and
connectivity. In [[14], a sufficient condition, the transmission range being larger than
twice the sensing range, under which coverage implies connectivity, is given. A similar
sufficient condition is considered in [12] in the environment that requires target cover-
age and connectivity of active sensors in a large scale WSN. Although the connectivity
can be relatively easy to specify in the environment with area coverage and uniform
sensing range, such a condition will be hard to specify in the environment with with ad-
justable sensing range and discrete target coverage. In this paper, we present a generic
way to address this problem.

The work most relevant to our approach is 3], which extends [2] with adjustable
sensing range in point coverage (where target are discrete). Compared with [3]], we are
also concerned with maintaining network connectivity for the ASR-CSC problem. We
analyze the impact of connectivity on energy efficient management sensors, present a
generic connectivity condition, and design a distributed heuristic algorithm to maximize
the lifetime of WSNss.
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3 Problem Formulation

We have two important assumptions in this paper: 1) all sensors in WSNs are con-
nected; 2)any target should be located in the maximal sensing range of at least one
sensor. In this paper, we compute the sensor-target coverage and sensor-sensor connec-
tion relationship based on Euclidean distance, i.e., a sensor covers a target with sensing
range 7, if the Euclidean distance between them is no greater than r, and sensor ¢ is
connected to sensor j if their Euclidean distance is no greater than transmission range
r¢. In this paper, we adopt a fixed transmission range r. and adjustable sensing ranges
R = {ro,71, -+ ,7k, -+ ,7p}, in which r; is the k-th sensing range. In particular,
o = 0 is 0-th sensing range, corresponding to sleep mode, 7, the minimum sensing
range in active mode, is the 1-st sensing range, and rp the maximum sensing range,
is the P-th sensing range. For convenience, we index sensor ¢’s selected sensing range
by p(i), and p(i) = k means sensor ¢’s current sensing range is the kth range . For
consistance, we use R, to denote the transmission range set, i.e., R. = {r.}. We denote
S, T to be the set of sensors and the set of targets respectively, in which s; € S means
sensor ¢, and t; € T represents target j. Finally, we define S(i) the sensors within s;’s
transmission range.

Upon above notations, we model our problem on graph Gy U Gp, where Gy =

(S, R¢, Eg) is the sensor communication graph, and Gp = (S U T, R, Ep) is the
sensor-target coverage graph. Gy is undirected since sensors’ communication ranges
are the same, and G is directed since different sensors can set different sensing ranges.
Es = {(si,55)] |sisj| < re}is a subset of S x S, which characterizes the direct
connection between any two sensors. Ep = {(s;,7p(), ;)| [sitj| < rpi)} is a sub-
set of S x R x T, which represents the sensor-target coverage relationship. Triple
(84,7p(i), 1) means sensor s; with sensing range r,(; covering target ¢;. Let S, =
{silp(i) > 0,Vs; € S} be the active sensors in each round. Target coverage can be
defined: at any given time during the lifetime of WSNs, V¢; € T, 3s; € S, such that
(8is7p(i),tj) € Ep. WSNs’ connectivity depends on the connectivity of its commu-
nication graph G, thus we can adopt the following definition, network connectivity:
Vsi, 55 € Say 38y, 86y, 5 54, € Sa, such that (s4,8:,), (Siy,8i5)s > (85 5i;)
€ Eg. Thus, our problem can be formally defined as follows:
Definition 1. (ASR-CSC Problem) Given a set of targets and a set of sensors with
adjustable sensing ranges in a WSN, schedule sensors’ sensing ranges, such that the
WSN’s lifetime is maximized, under the conditions that both target coverage and net-
work connectivity are satisfied, and each sensor’s energy consumption should be no
more than initial energy F.

There are two energy models in this paper. The first model is linear model, in which
energy consumption is a linear function of the sensing range. The second model is
quadratic model, in which energy consumption is a quadratic function of the sensing
range. We do not consider the energy consumption caused by transmission. We denote
er = f(rk) the energy consumption under sensing range 7, in which f can be linear
or quadratic. A comparison of these two models is illustrated in section

Since AR-SC problem [3] is a special case of the ASR-CSC problem by assuming
the communication graph G to be a complete graph, according to restriction method
[6], the ASR-CSC problem is NP-complete.
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Fig. 1. Example of connected sensor covers

Figure [Tl shows an example with four sensors si, 82, 53, 54 and four targets ¢, ta,
ts, t4. In this example we assume a sensor’s sensing area is a disk centered at the sen-
sor, with a radius equal to the sensing range. Each sensor has two sensing ranges 1, 72
with 71 < ry. We use circles with solid lines to denote sensing area with range 71,
circles with dotted lines for area with range r5, and heavy solid lines for transmission
range r.. The sensor-target coverage relationships are illustrated in Figure [ (a), (c).
Figure [Tl (c) shows the targets covered by each sensor with range 71 : (s1,71) = {#1},
(s2,m1) = {t2}, (s3,71) = {3}, and (s4,71) = {t4}. Figure [ (a) shows the tar-
gets covered by each sensor with range ro: (s1,72) = {t1,t3}, (s2,72) = {t2,t4},
(s3,72) = {t3}, and (s4,72) = {t4}. The sensors’ connection relationships are pre-
sented in solid lines: S(s1) = {s3,84}, S(s2) = {s3,84}, S(s3) = {s1, 82,84},
5(84) = {817 S92, 83}.

All possible connected sensor covers C, Co, C3 are illustrated in Figure [Tl (c), (d),
and (e) respectively, where C1 = {(s1,71), (s2,71), (3,71), (84,71)}, Co = {(s1,71),
(s2,72), (s3,71)}, and C5 = {(s1,72), (82,71), (84,71)}. Figure[l(b) shows an sensor
cover which doesn’t meet the connectivity requirement.

In this example, we assume E = 2, e; = 0.5, and e5 = 1. Each set cover is active
for a unit time of 1. The optimal solution has the following sequence of sensor covers:
C1, C1, C1, C with maximum lifetime 4. After that, all sensors run out of energy.

If sensors do not have adjustable sensing ranges and the sensing range equal to 72,
then all sensors should be active. The reason is that s; and s have to be active to cover
t1 and 2, and one of s3 and s4 has to be active to maintain connectivity. Sensors can
be organized in two distinct set covers, i.e., Cy = {s1, S2, 53} and C5 = {s1, S2, S4}.
But no matter how we schedule the set of sensors, the life time can be no more than
2. Therefore, this example shows a 100% lifetime increase when adopting adjustable
sensing ranges.
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4 Solution for the ASR-CSC Problem

In this section, a distributed and localized algorithm is given to solve the ASR-CSC
problem. In the traditional area coverage, the connectivity is ensured if r. > 2 - ry
for the case of uniform sensing range 7. However, this result does not apply to point
coverage even when r, = rp. A simple illustration is shown in Figure[2] where heavy
solid lines represent transmission range 7. and circles with with light dotted lines denote
sensing area with the minimal sensing range r;. Two sensors ¢ and j with sensing ranges
Tp(i) and Tp(;y respectively take the responsibility of covering discrete targets. However,
1 and j are so far apart that a range r. (> 2 - r1) cannot connect ¢ and j. Therefore, we
have to select some sensors not for target coverage but for connecting ¢ and j. In this
case, three other sensors have to be active just for connectivity. The sensing ranges
of the three interconnected sensors are r; in order to save energy while maintaining
connectivity. In fact, r; can be considered the minimal energy consumption of an active
Sensor.

Instead of narrowing our efforts on the relationship between target coverage and
network connectivity, we focus on finding a generic way to satisfy both discrete target
coverage and network connectivity. We build a virtual backbone first to satisfy network
connectivity, and ensure coverage based on that backbone.

We first give a high level view of the whole algorithm. Our algorithm works in
rounds, at the beginning of each round the following steps execute: 1) Construct a vir-
tual backbone for the WSN; 2) For each sensor in the virtual backbone, set its sensing
range to be the minimal range r;; 3) All remaining sensors with range 7y (dominatees)
together with sensors with range r; (dominators) iteratively adjust their sensing ranges
based on contribution (the ratio of the number of covered targets to e (;), corresponding
to 7p(;)) until a full coverage is found; 4) Each active sensor 4 reduces e,;) from its
residual energy.

In providing such a virtual backbone in our algorithm, we first construct a connected
dominating set and prune redundant sensors by applying Rule-k in [13]]. Since it is a
distributed and localized method, to ensure network connectivity, we have to assume
that the sensors in a given area are dense enough so that all sensors in that area are
connected. However, target need not to be dense.

In this method, each sensor determines its status (active/sleep) by applying an el-
igibility rule. If it meets the rule’s requirement, then it decides to sleep; otherwise, it
chooses to work for the rest of the round. We formally define the rule : let Sy (i) be

p(i

Fig. 2. Sensors contribute only for connectivity
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the sensors in S(i) (Note S(i) is ’s neighbor sensors) with higher priority than 4’s. i
is able to sleep if and only if the following conditions are satisfied: 1) Sensors in Sy, (%)
are connected. 2) Sensor i’s low priority neighbor S(i) — Sj () are covered by sensors
in Sh(l)

The result of this connectivity initialization phase is the set of connected active
sensors (dominators). The sensing range of those sensors will be set to 71 in order to
save energy. Since dominators alone cannot guarantee target coverage, all dominators
together with all still inactive sensors (dominatees) will participate in a coverage initial-
ization phase to ensure target coverage. The reason for active sensors participating in
the coverage initialization phase is that dominators can contribute more than domina-
tees. Since some targets can be located in a distant location such that no dominators can
cover those targets, so dominatees should participate the coverage initialization phase.

‘We present the connectivity initialization phase. This phase is run by each individual
sensor before the coverage initialization phase.

Connectivity Initialization

i . W
start a timer ¢; «— 3 @)

if receiving message from s; before t; expires then
Sh(i) < Sp(i) Ug;
Construct subgraph (S(i), Eg(;));
if Sy, (4) is connected and covers S(i) — Sy (i) then
p(i) < 0;
end if
end if

p(i) <1

R A U S ol e

In the above algorithm, b(7) denotes the residual energy of sensor ¢, Sy, (i) repre-
sents sensor ¢’s neighbor sensors, which have higher residual energy than that of 7 or
have higher ID when residual energies are equal, and W is the longest back-off time.
Assigning higher priority to higher residual energy sensors is to balance energy con-
sumption among sensors in the virtual backbone.

In forming the virtual backbone, each sensor 7 self determines its responsibility
by testing Rule-k. If it is satisfied, ¢ decides to sleep; otherwise, it chooses to work.
After the connectivity initialization phase, all dominators will be active for the rest of
the round. But 7; is not the final sensing ranges for dominators. The dominators can
adjust their sensing range if more contributions can be obtained than other sensors’.
After the connectivity initialization phase, a second phase is issued to guarantee target
coverage. In the second phase, dominatees combined with dominators will jointly take
the responsibility to ensure target coverage, and a sensor’s sensing range is increased
based on its contribution to target coverage. Once the second phase is done, the sensors
whose sensing range greater than rg will form the connected sensor cover, while all
other sensors will be off-duty in the current round.

To complete our algorithm, we informally describe the coverage initialization phase.
For the coverage initialization phase, We use a distributed algorithm similar to the one
in [4] to handle target coverage. For brevity, we just describe the main idea of the target
coverage algorithm. In each round, each sensor ¢ backs off a time in reverse propor-
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tion to its maximal contribution. If before the back-off time is up, it receives messages
from its neighbors, it reduces its uncovered target set, recalculates its contribution, and
adjusts its back-off time. When the back-off time is up, it broadcasts p(i) (that corre-
sponds to the maximal contribution) and covered target set to its neighbors. At the end
of this stage, all the targets will be covered.

5 Simulation Results

In this section, we give an evaluation of our distributed algorithm. Our simulations are
based on a stationary network with sensor nodes and targets randomly located in a
100m x 100m area. We assume sensors are homogeneous and initially have the same
energy. In the simulation, we consider the following tunable parameters: 1) the number
of sensor nodes N. In our experiments we vary it between 50 and 150; 2) the number
of targets to be covered M. It varies it between 250 to 500; 3) the number of positive
sensing ranges P. We vary it between 1 and 6, and the sensing range values between
10m and 60m; 4) Time slot d, which shows the impact of the transfer delay on the
performance of the distributed greedy heuristic. We vary d between 0 and 1 with in-
crease 0.25.

In the first experiment in Figure Bla), we study the impact of the number of ad-
justable sensing ranges on network lifetime. We consider 500 targets randomly dis-

100 - s - - 35 T - -
6 sensing ranges —H&— Unit time d=0 —5—
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3 sensing ranges & 30 | Unit time d=0.5 -4 )]
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25

20

Lifetime
Lifetime

50 60 70 80 90 100 110 120 130 140 150 50 60 70 80 90 100 110 120 130 140 150

(@ (b)

40

Linear 250 targets —5—
Quadratic 250 targets -
35 Linear 500 targets &
Quadratic 500 targets e

Lifetime

60 80 100 120 140

©

Fig. 3. Simulation results
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tributed and we vary the number of sensors between 50 and 150 with an increment of
10. We let the largest sensing range be 30m for all cases. We observe the network life-
time when sensors support up to 6 sensing range adjustments: r; = 5m, ro = 10m,
r3 = 1bm, ry = 20m, r5 = 25m, and r¢ = 30m. A case with P positive sensing
ranges, where P = 1..6, allows each sensor node to adjust P + 1 sensing ranges 7o,
r1, T2, -+ ,7p. Note that P = 1 is the case when all sensor nodes have a fixed sens-
ing range with value 20m. The other environment parameters include initial energy 20.
Simulation results indicate that adjustable sensing ranges have great impact on network
lifetime.

In Figure Blb) we observe the network lifetime under different unit time assump-
tions. We measure the network lifetime when the number of sensors varies between 50
and 150 with an increment of 10 and the number of targets is 500. Each sensor has
3 sensing ranges with values 10m, 20m, and 30m. The energy consumption model is
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Fig. 4. Set covers example, where "o’ are sensors and "+ are targets. (a) Sensors and targets
deployment. (b) Connected dominating set (black nodes) selected by Connectivity Initialization.
(c) Partial coverage when all sensors in the connected dominating set work in sensing range 7.
(d) Full coverage
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quadratic. We change the length of the unit time d in the distributed greedy algorithm
tod = 0,d = 0.25, 0.5, 0.75 and 1. Network lifetime produced by the algorithm with
lower unit time is longer than those with higher unit time. This happens because, in
the distributed heuristic, breaking a tie is at the expense of back-off time, and there is
also no guarantee of avoid conflict. A conflict occurs the time between any two sensors’
broadcast is less than d. Then, there might be sensors that work instead of going to the
sleep state, even if the targets within their sensing ranges are already covered. As illus-
trated in Figure 3lb), the transfer delay also affects the network lifetime. The longer the
transfer delay, the shorter the lifetime.

In Figure Blc) we study the impact of two energy models on the network lifetime
computed by the distributed greedy heuristic when we vary the number of sensors be-
tween 50 and 150, and the number of targets is 250 or 500. Each sensor has P = 3
sensing ranges with values 10m, 20m, and 30m. The two energy models are the linear
model e, = ¢1 * 1y, and quadratic model e, = ¢3 * 2. In this experiment we defined
constants ¢; = E/2(Zf:1 rp) and cp = E/2(2:f,3:1 r2), where E = 20 is the sensor
starting energy. For both energy models, the simulation results are consistent and indi-
cate that network lifetime increases with the number of sensors and decreases as more
targets have to be monitored.

In Figure [ we give an example of active sensor set in a round. We assume a
100m x 100m area, with 40 sensors and 25 targets. We use a linear energy model.
The first graph represents the sensors’ and targets’ random deployment. The transmis-
sion range 7. is 25m. If the distance between any two sensor nodes is no more than
7., We connect these two sensors by a undirected link. Thus a connected graph is con-
structed, as shown in[l(b). Notice that the active sensors are blackened. Each sensor has
P = 3 sensing ranges with values 15m, 30m, and 45m. We use solid lines to represent
r1 = 15m, dashed lines for ro = 30m, and dotted lines for r3 = 45m. Figure 4] (c)
show a partial coverage when connected dominating sensors, which are selected in the
connectivity initialization phase, keep sensing range 71 . Figure[d(d) shows the schedule
satisfying both connectivity and coverage. Note the line type indicates the sensing range
value.

6 Conclusions

In this paper, we study the problem to maximize WSN’s lifetime (in terms of rounds)
while maintaining both discrete target coverage and network connectivity. This not only
provides satisfied quality of service in WSNs, but also presents more options and chal-
lenges to design an energy efficient sensor scheduling. We study the relationship be-
tween network connectivity and target coverage and introduce a generic condition to
guarantee network connectivity. We design a round-based distributed algorithm to co-
ordinately determine sensors’ sensing range based on different relations between trans-
mission range and maximal sensing range.

In the future, we will study the impact of the degree of coverage on network life-
time and its relationship with network connectivity. We will also take into account the
communication cost and its impact on network lifetime.
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Abstract. One fundamental issue in wireless sensor networks is the coverage
problem. In heterogeneous sensor networks composed of different types of sen-
sors, the difference of the sensing radius of nodes augments the computation dif-
ficulty of coverage degree. In this paper, we analyze the features of heterogene-
ous sensor networks and discuss the approaches to guarantee and calculate the
coverage degree of the region deployed by heterogeneous sensor networks.
Based on our analysis, a Distributed Coverage Optimization Algorithm by which
each node in the network can determine whether it should be turn active/inactive
is proposed. Simulation shows that our algorithm can make the extraneous nodes
inactive and minimize the number of nodes need to remain active.

1 Introduction

Recently, the research of wireless sensor networks has attracted more and more atten-
tion due to the wide-range of potential applications that will be enabled by such net-
works. In wireless sensor network, energy efficiency is a key research problem be-
cause the battery power of an individual sensor node is severely limited and can not
be replaced due to the remote and hazardous monitoring scenarios of sensor networks,
such as ocean floor and battlefield. However, the system lifetime of sensor networks,
which is measured by the time till all nodes have been drained out of their battery
power or the network no longer provides an acceptable event detection ratio [1], is
always expected relative long by many sensing applications.

Extending research and simulation have showed that significant energy savings
can be achieved by dynamic management of node duty rounds in sensor networks of
high node density. It is important for a sensor network to assign the extraneous nodes
an off-duty operation mode and minimize the number of nodes on duty while still
achieving acceptable quality of service, in particular, satisfying the sensing coverage
requirements of applications. Different applications require different degrees of sens-
i