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Preface 

Welcome to Zhangjiajie for the 3rd International Conference on Computer Network 
and Mobile Computing (ICCNMC 2005). 

We are currently witnessing a proliferation in mobile/wireless technologies and 
applications. However, these new technologies have ushered in unprecedented 
challenges for the research community across the range of networking, mobile 
computing, network security and wireless web applications, and optical network 
topics.  

ICCNMC 2005 was sponsored by the China Computer Federation, in cooperation 
with the Institute for Electrical and Electronics Engineers (IEEE) Computer Society. 
The objective of this conference was to address and capture highly innovative and 
stateof-the-art research and work in the networks and mobile computing industries. 
ICCNMC 2005 allowed sharing of the underlying theories and applications, and the 
establishment of new and long-term collaborative channels aimed at developing 
innovative concepts and solutions geared to future markets. 

The highly positive response to ICCNMC 2001 and ICCNMC 2003, held in 
Beijing and Shanghai, respectively, encouraged us to continue this international event. 
In its third year, ICCNMC 2005 continued to provide a forum for researchers, 
professionals, and industrial practitioners from around the world to report on new 
advances in computer network and mobile computing, as well as to identify issues 
and directions for research and development in the new era of evolving technologies. 

ICCNMC 2005 was the result of the hard work and planning of a large group of 
renowned researchers from around the world, who served on the technical Program 
Committee and the Organizing Committee. Their invaluable efforts in developing this 
technical program are most gratefully acknowledged. We also would like to take this 
opportunity to thank our keynote speakers and panelists.  

We would like to thank the Program Co-chairs, Prof. Xicheng Lu and Prof. Wei 
Zhao, for their devotion to ICCNMC 2005. We strongly feel that the interaction 
between the two working groups in the USA and China was especially important to 
the success of the conference. To help lay a foundation for a continuing dialogue, 
three keynote speakers were invited to provide perspectives on different aspects of the 
challenges we all face. 

We would like to express our special gratitude to the National Natural Science 
Foundation of China. Last but not least, we would also like to take this opportunity to 
thank our industrial sponsors. Without their extensive and generous supports for both 
the technical program and the local arrangements, we would not have been able to 
hold a successful conference at all.  

We hope that all of our participants found the conference both stimulating and 
enjoyable. 

July 2005                                                                               Chita Das and Hequan Wu 



Message from the Program Co-chairs 

Welcome to the proceedings of the 2005 International Conference on Computer 
Networks and Mobile Computing (ICCNMC 2005). This year’s conference was the third 
conference in its series aimed at stimulating technical exchange in the emerging and 
important fields of mobile, wireless, optical communications networks, and mobile 
computing.  

ICCNMC 2005 followed in the footsteps of its previous conferences in that it 
addressed in-depth, highly innovative and state-of-the-art research and work in the 
networks and mobile computing industries. This year’s technical program was extremely 
strong and diverse, with contributions in both established and evolving areas of research. 
The conference featured three keynote lectures by distinguished academic and industrial 
leaders and a panel discussion organized by outstanding computer scientists.  
Furthermore, a total of 662 papers came from over 28 different countries, representing a 
truly “wide area network” of research activity. The Program Committee engaged in a 
thorough and careful selection process. Due to the space constraints, only 133 papers 
were selected as normal papers, and 13 were selected as short presentations. Thus, we 
produced an excellent conference program that included a wide range of technical 
challenges in view of the growing interest in network architectures, protocol design and 
analysis, mobile computing, routing and scheduling, congestion management, quality of 
service, admission control, Internet and Web applications, multimedia systems, network 
security, and optical communication technologies.  

We would like to express our sincere gratitude to all those individuals whose 
contributions helped to make ICCNMC 2005 a successful and valuable conference. We 
were delighted to present Outstanding Service awards to Jiannong Cao, Xiuzhen Cheng, 
Jinshu Su, Jie Wu, and Ming Xu for their tireless efforts and significant contributions 
towards organizing the conference. Special thanks are due to Ming T. Liu, our Honorary 
Chair, whose guidance was always extremely valuable. We also wish to thank the 
General Co-chairs, Chita Das and Hequan Wu, for their support and contributions. We 
would like to express our appreciation to all authors for their contributions, to the 
Program Committee members, and to the external reviewers for their hard work in 
evaluating submitted papers. Finally, several prestigious organizations, including the 
China Computer Federation, IEEE Computer Society Beijing Center, IEEE Technical 
Committee of Distributed Processing, and the Hunan Computer Society, provided 
valuable endorsement and sponsorship of ICCNMC 2005. We are truly grateful for their 
contributions. 

July 2005                                                                                    Xicheng Lu and Wei Zhao 
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Abstract. Wireless sensor networks (WSN), composed of a large numbers of 
small devices that self-organize, are being investigated for a wide variety of 
applications. Two key advantages of these networks over more traditional 
sensor networks are that they can be dynamically and quickly deployed, and 
that they can provide fine-grained sensing. Applications, such as emergency 
response to natural or manmade disasters, detection and tracking, and fine 
grained sensing of the environment are key examples of applications that can 
benefit from these types of WSNs. Current research for these systems is 
widespread. However, many of the proposed solutions are developed with 
simplifying assumptions about wireless communication and the environment, 
even though the realities of wireless communication and environmental sensing 
are well known. Many of the solutions are evaluated only by simulation.  In this 
talk I describe a fully implemented system consisting of a suite of more than 30 
synthesized protocols. The system supports a power aware surveillance and 
tracking application running on 203 motes and evaluated in a realistic, large-
area environment.  Technical details and evaluations are presented for power 
management, dynamic group management, and for various system 
implementation issues. Several illustrations of how real world environments 
render some previous solutions unusable will also be given. 
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and Challenges 

Don Towsley 

Department of Computer Science, University of Massachusetts, USA  
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Abstract.  The Internet has evolved into a very robust system that is integral 
part of our lives today. In large part, this is due to the clever development and 
engineering of routing algorithms and congestion controllers. In this talk we 
explore how this came about, focusing on the major changes that have occurred 
in the Internet control architecture over the years. We also examine the recent 
development of formal modeling and control frameworks within which to study 
these problems. These frameworks make us better able to appreciate earlier 
decisions made during the 80s. At the same time, they also allow us to identify 
shortcomings in the current architecture. In particular, the current control 
architecture separates congestion control from routing. We present the 
development of a new architecture that resolves these shortcomings as a 
challenge. The talk concludes with some preliminary ideas for such an 
architecture. 
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Abstract. Location information is crucial for many applications of sensor net-
works to fulfill their functions. A mobile sensor network is comprised of both 
mobile and stationary sensors. So far little work has been done to tackle the 
mobility of sensors in localization for sensor networks. In this paper, we pro-
pose the QoL-guided distributed refinements for anchor-free localization in 
wireless mobile sensor networks. Accuracy is the core concern for localization. 
We introduce the important concept of Quality of Localization (QoL) to indi-
cate the accuracy of a computed location for a specific sensor node. Our ap-
proach is divided into two phases. In Phase one, we propose the algorithm QoL-
guided spreading localization with refinements to compute locations for sensor 
nodes right after the deployment of the sensor network when the mobile sensors 
are required to stay static temporarily. In Phase two, the non-movement restric-
tion is released and we propose the mobile location self-updating algorithm to 
update locations of mobile sensors regularly or on demand. Extensive simula-
tions are conducted, which demonstrate that our approach is a promising tech-
nique for localization in wireless mobile sensor networks. 

1   Introduction 

Recent years have witnessed the rapid development of wireless sensor networks 
(WSN), which promises to revolutionize the way we monitor environments of inter-
est. Many attractive applications, such as habitat monitoring [1], will greatly benefit 
from WSNs. To achieve the appealing potential, however, location information of 
sensor nodes is very crucial for many applications of sensor networks. The term local-
ization refers to the process of determining the physical location of every sensor node 
in a sensor network. If sensor nodes fail to obtain their locations, many applications 
would become infeasible. For instance, for event reporting applications, whenever an 
event is captured, the corresponding sensor node has to enclose its location in the 
event to be routed back to the sink; otherwise, the operator has no way to identify 
where the event occurred. And, many novel routing protocols for sensor networks [2] 
                                                           
∗  This research was supported in part by Hong Kong RGC Grants HKUST6264/04E and 

AoE/E-01/99. 
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all presume that sensor nodes have the knowledge of their locations; otherwise, these 
protocols would be useless. Therefore, localization is really an important building 
block in sensor networks. 

A lot of approaches have been proposed to provide per-node location information. 
In general, these approaches can be divided into two categories: anchor-based and 
anchor-free. An anchor (also known as beacon) in a sensor network is a node which 
has the priori knowledge of its absolute location, via GPS or manual configuration. 
Anchor-based approaches require that initially a number of anchors are deployed 
across the sensor network. The goal is to compute the locations of other sensor nodes 
by referencing to the anchors. Whereas, anchor-free approaches make no assumption 
about the availability or validity of anchors, and aim to determine the relative loca-
tions of sensor nodes. Although anchor-based approaches can provide absolute loca-
tion information, they do have many limitations. Introducing GPS receivers for sensor 
nodes is not feasible due to the extra power consumption and the line-of-sight restric-
tion posed by satellites.   

This paper targets mobile wireless sensor networks, and focuses on the anchor-free 
solution, with the goal of determining the relative locations of sensor nodes. A mobile 
sensor network comprises both mobile and stationary sensors. To the best of our 
knowledge, so far little research has been conducted to tackle the mobility of sensors 
in localization for sensor networks. In this paper, we propose QoL-guided distributed 
approach for anchor-free localization in mobile sensor networks. Accuracy is the core 
concern for localization. We introduce the important concept of Quality of Localiza-
tion (QoL) to indicate the accuracy of a computed location for a specific sensor node. 
The guidance of QoL throughout the process of localization is very advantageous for 
accurate localization. Our approach is divided into two phases. In Phase one, we pro-
pose the algorithm QoL-guided spreading localization with refinements to compute 
locations for sensor nodes. This phase takes place right after the deployment of the 
sensor network when the mobile sensors are required to stay static temporarily. In 
Phase two, the non-movement restriction is released and the mobile sensors are al-
lowed to move freely. We propose the mobile location self-updating algorithm to 
update locations of mobile sensors regularly or on demand.  

The remainder of the paper is organized as follows. Section 2 discusses the previ-
ous work in literature for localization in sensor networks. Section 3 describes the 
proposed approach in detail. The simulation results are represented in Section 4. Fi-
nally, we conclude the paper in Section 5. 

2   Related Work 

A lot of anchor-based algorithms have been proposed. Bulusu et al. [3] proposed the 
GPS-less approach, in which an idealized radio model is assumed, and a fixed number 
of nodes in the network with overlapping regions of coverage are placed as reference 
points. A connectivity-based localization method was proposed for localization. This 
approach relies on the availability of the ideal radio model, but the radio signals in 
real environments are highly dynamic, which reveals the inapplicability. In the DV-
hop method [4], initially each anchor floods its location to all nodes in the sensor 
network. If an unknown node collects the locations of at least three anchors and the 
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corresponding hop distances to them, this node can compute its location. DV-hop 
only works well with dense and uniformly distributed sensor networks. Doherty et al. 
[5] used the connectivity between nodes to formulate a set of geometric constraints 
and then solved it using convex optimization to compute locations of sensor nodes. 
One pitfall is that the optimization is performed in a centralized node. Robust Posi-
tioning Algorithm [6] proposed a refinement algorithm after sensor nodes get initial 
location estimates. However, the refinement only utilizes the direct neighbors.  

So far only a few anchor-free approaches have been proposed. Capkun, et al. [7] 
proposed a distributed algorithm for the localization in an ad hoc network without the 
support of GPS. The algorithm first establishes a local coordinate for each sensor 
node. These local coordinate systems are then combined to form a relative global 
coordinate system. Since this algorithm is originally designed for mobile ad hoc net-
works, other than sensor networks, communication overhead and power consumption 
were not a concern in the solution. The algorithm makes the first step to anchor-free 
localization; however, the computation of the local coordinate system is coarse-
grained, and some node may fail to be localized if the density is not so high. A clus-
ter-based approach for anchor-free localization proposed in [8] made some improve-
ments over the method presented in [7]. Less communication overhead is introduced 
and shorter convergence time is needed. Priyantha et al. [9] proposed a decentralized 
anchor-free algorithm AFL, in which nodes start from a random initial coordinate 
assignment and converge to a consistent solution. The key idea is fold-freedom, 
where nodes first configure into a topology that resembles a scaled and unfolded ver-
sion of the true configuration, and then run a force-based relaxation procedure. This 
approach is complicated and introduces too much computation.  

3   Distributed QoL-Guided Localization 

The whole process can be divided into two phases. In Phase one, the sensor network 
is just deployed, and we require that all the mobile sensors do not move around. The 
QoL-guided spreading localization with refinements is proposed to compute locations 
for sensor nodes. In Phase two, the mobile sensors are allowed to move unrestrictedly 
in the sensor network. The mobile location self-updating algorithm is proposed to 
update locations of mobile sensors regularly or on demand. 

Before performing the localization for the static sensor network, we need an ini-
tialization for each sensor node. Initially, each sensor node maintains a list of its 
neighbors with the corresponding distance estimates to them. To facilitate the follow-
ing operations, every sensor node is further required to obtain the lists maintained by 
each of its neighbors so that it is able to be aware of the nodes and the corresponding 
distance estimates within two hops. To this end, each sensor node exchanges its 
neighbor list with all its neighbors.  

The basic technique for locating a sensor node is multilateration. By referencing to 
three or more other nodes, the location of a node can be uniquely determined. It is 
intuitive that more reference nodes can result in more accurate location estimation. 
Because of ranging errors, however, for a sensor node a computed location is proba-
bly a certain distance away from the real location. And the Euclidean distance  
between the computed location and the real location reflects the accuracy of the com-
puted location for the sensor node, and hence is defined as the localization error.  
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In our approach, we introduce the concept of Quality of Localization (QoL) to indi-
cate the accuracy of a computed location for a specific sensor node. Any computed 
location is associated with a QoL. A better QoL means that the computed location is 
much closer to the real location (less localization error). To quantitatively reflect the 
QoL of a computed location, we represent a computed location with a circle (referred as 
location circle). The center of the circle is considered as the location estimation. And the 
real location of the sensor node is guaranteed to reside within the circle. It is intuitive 
that a longer radius infers that the computed location is less accurate (i.e., a lower QoL).  

Extensive research has been conducted on the distance measurement via RF signal 
strength. Through the statistical technique [10], ranging errors could be effectively 
restricted. In this paper, we assume that the ranging error (e) of a distance estimate (d) 
is below β percent of d, i.e., |e| ≤ β % × d. It follows that  

%)1(dd%)-d(1 0 ββ +≤≤ , 

where d0 is the real distance. Later, we use dAB to denote the distance between nodes A 
and B measured by node A, and dBA to denote the distance between nodes A and B 
measured by node B. It is not necessary that dAB is equal to dBA because of the dynam-
ics of RF signals.  

3.1   Annulus Intersection Based Multilateration 

We propose the annulus intersection based multilateration to locate a given node. 
Given a measured distance between two nodes, if one end node has been located, we 
can predict the area where the other end node possibly shows up. As shown in Fig. 1, 
suppose that node P is a neighbor of node A, and the distance dPA has been measured. 
Provided that the location of node A has been computed and represented as a circle 
with the radius RA, we can conclude that P must be within the shadowed annulus. 
Next, we explain how the annulus intersection based multilateration works to locate a 
node. For simplicity while without losing generality, we illustrate trilateration in  
Fig. 2. Nodes A, B and C are located already, and the distances dPA, dPB and dPC are 
known. We illustrate how node P is located. Nodes A, B and C form the annuluses, 
respectively. As P must be within each of the annuluses, P must fall into the intersec-
tion area of the three annuluses. The smallest circle which fully contains the intersec-
tion area is taken as the location circle for P.  

           

Fig. 1.  Annulus area                                      Fig. 2. Trilateration 
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3.2   Determination of the Coordinate System 

Before we start to compute locations for sensor nodes, a unique coordinate system for 
the sensor network must be settled. The sink node is responsible for determining the 
unique coordinate system. In           Fig. 3 the settlement of the coordinate system is 
illustrated. Node S is the sink node, and the solid circle is the approximate communi-
cation coverage of the sink node. Determining the coordinate system is to fix both the 
x-axis and the y-axis. To determine the x-axis, the sink selects the first node, say node 

A, from its neighbors. Then the sink sets the ray SA  as the x-axis of the coordinate 
system. To determine the y-axis, the sink selects the second node from the shared 
neighbors of S and A, and locates it based on the two measured distances dSB and dBA. 
Since at least three reference nodes are needed to uniquely locate a node, there are 
two candidate locations for B. By choosing one of the two candidate locations for B, 
we can determine the direction of the y-axis. We require that the positive part of y-
axis and B are on the same side of the x-axis. Thus, the coordinate system is uniquely 
defined by the sink, the x-axis and y-axis.  

3.3   QoL-Guided Distributed Refinements 

We proposed the QoL-guided spreading localization with refinements for localization 
in the temporarily static sensor networks. The localization process is spread outward 
from the sink to the edge of the sensor network like a water wave does. In the follow-
ing we describe the algorithm in detail. 

Till now, two nodes (i.e., Nodes A and B) have been computed locations. Thus, be-
sides the sink, three nodes have been computed locations. Next, the sink tries to com-
pute the locations of its remaining neighbors incrementally. Each time the sink selects a 
node with more than three neighbors that have been computed locations, and then com-
putes the location for the node. The sink does not terminate the process until all its 
neighbors are computed locations. After the process, the sink forms a location update 
message (LUM) which contains the list of all its neighbors and the sink itself with the 
corresponding locations computed by it. Next, the sink starts the spreading localization 
process by broadcasting the LUM to its neighbors. The localization process is then 
 

          

          Fig. 3. Settlement of coordinate system                 Fig. 4. Spreading localization 
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spread outward from the sink. On receiving a LUM, a node in turn computes the loca-
tions of all its neighbors, forms a LUM, and then broadcasts it to all its neighbors.  

We employ the hop distance technique to control the localization spreading. Each 
sensor node is required to obtain the shortest hop distance between the sink and itself. 
The hop distance of the sink is zero and a greater hop distance generally means that 
the node is much farther from the sink. Many existing algorithms such as Gradient 
[11] can easily compute the hop distance for every sensor node. We set the restriction 
that a node only makes use of LUMs from those nodes with less hop distances. This 
helps to prevent localization vibration and guarantee the eventual termination of the 
localization process. It is also reasonable because of the intuitive observation that the 
QoL of a node with a smaller hop distance is usually higher than that of a node with a 
greater hop distance. 

For a large-scale sensor network, rapid accumulation of localization errors is really 
a serious problem. It is apparent that for those sensor nodes further from the sink 
node, the accumulation of errors is more significant; however, we believe that QoLs 
of these sensor nodes can be further improved by taking into account all location 
instances received. Therefore, we propose the QoL-guided refinements to effectively 
reduce the error accumulation. The basic idea is to determine the location of a sensor 
node by referencing to as many other nodes as possible. To this end, we propose the 
refining technique which is to be described shortly. 

To present the algorithm, we take the following case as an example. Suppose that 
node F is a neighbor of node E, and F received a LUM from E (as shown in          Fig. 
4). Each sensor node locally maintains its location, and tries to refine its maintained 
location using those location instances obtained from the LUMs received. If F re-
ceives a LUM from a neighbor with a greater hop distance, it does nothing but drop 
the LUM received. Otherwise, there are two cases for F. Case 1: F has not determined 
its location yet, and therefore its locally maintained location is still empty. Then F 
simply sets the location instance obtained from the LUM sent by E as its location. 
Case 2: F has determined its location. Then F tries to refine its location using this 
location instance.  

The proposed refinement technique is introduced here. Suppose that a node, say P, 
locally maintains a location circle PL, and it receives a location instance represented 
by circle PN. Now the problem is that given these two circles representing locations 
of the same node respectively, how to compute a new location circle for the node 
which has a better QoL (i.e., a shorter radius). In the following, we explain how the 
location of P is refined using our refining technique. Since a location circle guaran-
tees to contain the real location of the sensor node, it follows that the real location of a 
sensor node must fall into the intersection area of the two circles. Thus, the location of 
P is adjusted to a new circle, which completely contains the intersected area.  

3.4   Self-updating Locations of Mobile Nodes 

After the spreading localization process over the static sensor network is done, the 
non-movement restriction is released and those mobile sensor nodes are allowed to 
move around freely. Now the problem is how to update the locations of those mobile 
nodes when they are moving from place to place. We propose the mobile location 
self-updating algorithm. Now the situation is that the whole sensors can be divided 



Distributed Localization Refinements for Mobile Sensor Networks 9 

 

into two categories: mobile sensors and stationary sensors. A stationary sensor re-
mains to stay the place where it was deployed and its location will not be changed. 
While, a mobile node may be moving from place to place, and its location must be 
updated from time to time to the right location where it is momently. Because of the 
movement, a new problem arises that a sensor must update its neighbor list and the 
distance estimates to these neighbors in real-time.  

The proposed mobile location self-updating algorithm is described as follows. It is 
the mobile sensor itself that is responsible for updating its own location. Before up-
dating the location, a mobile sensor broadcasts a location informing request, expect-
ing that each neighbor sensor responds with sending back its respective current loca-
tion. Only those stationary sensors will respond by sending back their locations on 
receiving such a request. When a mobile sensor receives a location informing request, 
it simply drops it since because of the mobility, its inaccurate location will contribute 
little to the multilateration of the neighbor. Once a mobile sensor collects the answers 
from its stationary neighbors, it performs the annulus intersection based multilatera-
tion to compute its new location and hence updates its location.  

4   Performance Evaluation 

In this section we design various simulation experiments to evaluate the performance 
of our proposed approach. The simulations are conducted on a sensor network which 
is deployed over a rectangle region. The sensor nodes are randomly distributed across 
the rectangle. The sink node is deployed at the center of the rectangle. The error of 
each distance estimate is randomly generated. In Phase one, the error is less than β% 
of the real distance. In Phase two, for a mobile sensor, the error of any distance esti-
mate is less than ξ% of the real distance. The statistical technique is less helpful In 
Phase two because of the node movement, so ξ is much greater than β. The mobile 
sensors are not allowed to move outside the rectangle region. 

We design the first experiment to study the localization coverage achieved by our 
algorithm in Phase one. The localization coverage is defined as the ratio of the num-
ber of nodes which finally got locations to the total number of nodes in the sensor 
network. The coverage is examined with respect to different node densities. The node 
degree of a sensor node is the number of its immediate neighbors. The average node 
degree reflects the node density. As is shown in the Fig. 5, with the increasing aver-
age node degree the localization coverage increases rapidly. When the node degree is 
nine, the coverage is as high as 90%. If the node degree is too low, some sensor nodes 
may lack enough reference nodes and therefore cannot be computed the location. The 
proposed distributed spreading localization scheme significantly alleviates the high 
node density requirements commonly needed by other localization approaches due to 
the novel spreading technique.  

The second experiment is designed to study the localization accuracy achieved by 
our algorithm in Phase one. The localization error is normalized to the average com-
munication range of sensor nodes. In this experiment, three different ranging error 
parameters (i.e., β=2, 5, and 10) are studied, respectively. As shown in Fig. 6, the 
localization errors are decreasing with the increasing average node degree, which is 
reasonable because a high node density always leads to more refinements. When the 
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ranging error parameter β is relatively smaller, the resulting localization error is 
smaller too. It can be concluded from the figure that the final localization error will 
converge to a certain value which is greater than β. After the average node degree 
reaches fourteen, the improvement due to the increase of node degrees becomes less 
and less. The converging localization errors, however, are very small indeed with 
respect to the given ranging error parameters.  

The next experiment is to study the variance of localization errors after mobile sen-
sors are allowed to move. In this experiment, β is set to 5, and ξ is set to 10 which is 
double of β. In the sensor network, 10% are mobile sensors and the remaining are 
stationary sensors. We examine the averaged localization errors of mobile sensors at 
the moment when they stay static in Phase one and the moment when they are moving 
around in Phase two. The variance is illustrated in Fig. 7. As can be seen that the 
localization errors incurred when the mobile sensors are moving around are slightly 
greater than the one incurred when these mobile sensors are static.  
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Fig. 5. Localization coverage after Phase one Fig. 6. Localization error after Phase one 
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Fig. 7. Variance of localization errors of mo-
bile sensors with and without movement 

Fig. 8. Impact of percentage of mobile 
sensors on localization error 

We design the final experiment to study the impact of the relative quantity of mo-
bile sensors on the localization error. In this experiment, the average degree is set to 
10, and the percentage of mobile sensors is increasing from 5% all the way to 40%. 
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Two configurations are examined: one is β = 5 and ξ = 10, and the other one is β = 10 
and ξ = 20. As is shown in Fig. 8, with the increasing percentage of mobile sensors, 
the localization error increases rapidly. This is because when the percentage of mobile 
sensors is higher, the number of stationary neighbors that a mobile sensor can refer-
ence to become less, which leads to a lower quality of multilateration.  

5   Conclusion 

In this paper, we have proposed the QoL-guided localization refinements for anchor-
free localization in mobile sensor networks. We made the first step to tackle the sen-
sor mobility problem. Our contributions include: first, we introduced the novel and 
helpful concept of QoL, and represented a computed location with a circle which 
quantitatively reflects the QoL of the location by its radius. The location circle repre-
sentation is very convenient for multilateration in accordance with the framework of 
QoL. Second, the proposed refinement technique based on the location circle repre-
sentation effectively improved the accuracy of resulting locations. Third, the proposed 
mobile location self-updating algorithm provides each mobile sensor with distrib-
uted and robust capability to update its location on-demand by itself. Detailed simu-
lation results demonstrate that our approach achieves high localization coverage 
even in face of relative low node densities, good localization accuracy and small 
accuracy degradation in face of random movements of mobile sensors. Therefore, 
the proposed approach is a very promising localization technique for wireless mo-
bile sensor networks. 
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Abstract. Based on the binary sensor model, a novel method for target local-
ization in heterogeneous sensor networks is presented. With the binary 
information reported by nodes, target’s position is locked into the intersection 
area of sensing areas of all nodes which detect the same target, and then the 
estimated position is computed by geometric means. The proposed method 
adapts to heterogeneous sensor networks, moreover, it can integrate with 
other target localization approaches easily. Simulation results demonstrate 
that, in sensor networks composed of the same type of sensors, our method 
lead to a decrease in average localization errors compared with the traditional 
method; in heterogeneous sensor networks, the method renders more accurate 
estimate of the target’s location. 

1   Introduction 

Advances in the fabrication and integration of sensing and communication technolo-
gies have facilitated the deployment of large scale sensor networks. A wireless sensor 
network consists of tiny sensing devices, deployed in a region of interest. Each device 
has processing and wireless communication capabilities, which enable it to gather 
information from the environment and to generate and deliver report messages to the 
remote base station (remote user). The base station aggregates and analyzes the report 
messages received and decides whether there is an unusual or concerned event occur-
rence in the deployed area [1].  

Because of its spatial coverage and multiplicity in sensing aspect and modality, a 
sensor network is ideally suited for a set of applications: biomedicine, hazardous 
environment exploration, environmental monitoring and military tracking. Target 
localization is the foundation of many sensor networks’ applications, so research 
about target localization in sensor networks has recently attracted much attention. For 
example, Time of Arrival (TOA) technology is commonly used as a means of obtain-
ing range information via signal propagation time; Maximum Likelihood testing (ML) 
[2] and minimum square estimation [3], are applied to compute the target’s position at 
one node which in charge of collecting the data captured by other sensors. Some other 
methods estimated the target location at one sensor by successively computing on the 
current measurement and the past history at other sensors [4, 5, 6]. With hardware 
limitations and the inherent energy constraints of sensor devices, all the signal proc-
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essing technologies present a costly solution for localization in wireless sensor net-
works. Unlike these approaches, our cooperative target localization method requires 
only that a sensor be able to determine whether an object is somewhere within its 
maximum detection ranger. Our proposed method is similar to the algorithm men-
tioned in [7] which considers the average x and y coordinates of all reporting nodes as 
the target location. However, our algorithm can render more accurate target location 
estimation without losing the briefness and efficiency. 

This paper makes three major contributions to the target localization problem in 
sensor networks. First, though many methods [2, 3, 4, 5, 6] have been proposed to 
solve this problem, none of them has considered the networks composed of heteroge-
neous sensors. This paper provides a realistic and detailed algorithm to determine the 
target’s location in heterogeneous sensor networks. Second, compared with the prior 
algorithm such as that mentioned in [7], the proposed method renders more accurate 
estimate of target’s location. Third, the presented approach can guarantee that the 
target must be in a small intersection area X which our algorithm works out; that 
means other methods do not need to search the whole area but only X. 

The organization of the rest of this paper is as follows. Section 2 gives brief de-
scription of the binary sensor model, preliminaries and assumptions. In Section 3, we 
present details of the target localization model and VSB (Valid Sensing Border) up-
dating method. Section 4 designs and analyses the Cooperative Target Localization 
(CTL) Algorithm. In Section 5, we present simulation results, comparing CTL with 
the traditional method mentioned in [7]. Section 6 concludes the paper and outlines 
the direction for future work. 

2   The Binary Sensor Network 

Suppose a set of m different kinds of sensors S = {s1, s2, s3, . . . , sm} are deployed 
within a bounded 2-dimensional area, these sensors compose a binary sensor network. 
In this binary sensor network, each sensor’s result is converted reliably to one bit of 
information only. This binary information may have different meanings, for example, 
it means whether an object is approaching or moving away from sensors in [8]. In this 
paper, we define it as whether an object is somewhere within the maximum detection 
range of sensors.  

Nevertheless, in heterogeneous sensor networks, detection ranges of sensors are 
different from one to another. For example, sensors with infrared or ultrasound sens-
ing devices have a circle-like sensing area as illustrated in Fig.1 (a); image sensors 
have a sector-like sensing area, as illustrated in Fig.1 (b); some other sensors’ sensing 
areas may be irregular as illustrated in Fig.1 (c). It is difficult to use these sensing 
areas directly, so we uniformly define the sensing border of every sensor as a circle. 

Definition 1. Sensing Radius: The sensing radius of one sensor si∈S is defined as 
Max|sip|, where p is one point of set Q which consists of all the points that can be 
detected by sensor si. We denote si’s sensing radius as si.R. 

Definition 2. Sensing Border: Consider any sensor si∈S , the circle centered at this 
node with radius si.R is si’s sensing border, denoted as si.C. 
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Definition 3. Sensing Area: Consider any sensor si∈S, its sensing border and the 
inside area are si’s sensing area, denoted as si.A. 

 

Fig. 1. Sensing area of different kinds of sensors 

Consider the sensing area shown in Fig.1 (a), based on the probability-based  
sensor detection model [9], this kind of sensor’s sensing radius is R+r. For the image 
sensor, valid sensing border is not a circle but an arc, such as inner arc p1p2 illustrated 
in Fig.1 (b). We will define the sensor’s valid sensing border in later sections. 

In heterogeneous sensor networks, sensors have different sensing radiuses, which 
may be caused by two reasons. First, sensors have different sensing radiuses initially. 
Second, sensor’s sensing radiuses may change during its lifetime. For example, the 
power level may have an impact on sensor’s sensing range. In this paper, we make the 
assumption that sensing radiuses of every sensor are known and will not change  
during the whole lifetime. Second, we suppose that each node knows its own location 
and nodes are not moving. The node’s location information does not need to be  
precise because we are using conservative sensing area to calculate target’s location.  

Based on the above assumptions, for any sensor si∈S, one bit of information ‘1’ will 
be sent if the distance between a target and itself is less than si.R. If this distance is no 
less than si’s sensing radius, the binary information is ‘0’ and nothing will be sent.  

3   Cooperative Target Localization Method in Heterogeneous 
Sensor Networks 

3.1   Target Localization Model for Binary Sensor Networks 

In binary sensor networks, target localization problem can be formulated as follows. 
Within a bounded 2-dimensional area, m binary sensors S = {s1, s2, s3, . . . , sm} are de-
ployed. Assume a target T moves into the area and is located at (x0, y0), there will be a 
set of sensors D = {d1, d2, d3, . . . , dn} ( D S⊆ ) detect a target appearing (for example, 
6 nodes detect one target as illustrated in Fig.2) by signal processing approaches such as 
LRT [6]. These nodes in D then send binary information ‘1’ to base station or Cluster 
Heads which analyzes the report results and estimates the target’s location. With the 
location information of each node and reported binary results, target can be locked into 
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the intersection area X = d1.A∩d2.A∩d3.A∩. . .∩dn.A; then the average x and y coordi-
nates of all vertexes of X will be regarded as the target’s location. 

 

Fig. 2. Detection of one target by multi-sensors 

Consider any two nodes di and dj in D, suppose they are located at oi and oj respec-
tively. Since they detected the same target, sensing borders of di and dj must intersect. 
Let di.C and dj.C touch at point p1 and p2, then the target must appear in the area en-
veloped by arc oip1p2 and arc ojp1p2. Because sensors’ locations are known, the arcs 
generated by intersections of all nodes’ sensing borders will be the most import in-
formation to compute area X. 

Definition 4. Valid Sensing Border (VSB): Consider any sensor di∈D, its valid 
sensing border is defined as all of the arcs which satisfy that for any point p on these 
arcs and any sensor dj∈D (i ≠ j), p must be in the sensing area of dj. If no such arc 
exists, then the valid sensing border of di is null. We denote di’s valid sensing border 
as di.arc. 

Theorem 1. Suppose the area enveloped by all sensors’ valid sensing borders is R, the 
intersection area of all sensors’ sensing areas is X, then R = X. 

Proof：(1) We will prove that R X⊆ . 

Consider any sensor di∈D whose VSB is not null. For any point p on di.arc, from 
Definition 4, p must be in the area X = d1.A∩d2.A∩d3.A∩. . .∩dn.A. Since sensor di 
and point p are randomly selected, that means for each i = 1, 2, . . . , n, if di.arc is not 
null, it must be in the area X. Moreover, area R is enveloped by VSBs of all sensors, 
so for any point q in the area R, q∈X must holds. That is to say R X⊆ . 

(2) We will show X R⊆ . 
Assume by contradiction that the claim is false. This implies that there exists at 

least one point p, and p is in the area X but not in R. If p is outside R, then p must not 
be on di.arc (for each i = 1, 2, . . . , n). From Definition 4, there must be at least one 
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sensor dj which satisfies that p is not in dj.A. That means point p is not in X, this is 
contradictory to our hypothesis. Thus, the expression X R⊆  must holds. 

Combining (1) and (2) completes the proof. 
Based on Theorem 1, we can use VSBs of all nodes in D to compute the target’s 

location instead of using the intersection area of all nodes’ sensing areas directly. In 
this way, as Fig.1 (b) shows, we can initialize the VSB of image sensor as arc p1p2. In 
the next section, we will discuss in detail how to update VSB of each sensor. After 
getting every node’s VSB, we regard the average x and y coordinates of vertexes of 
all sensors’ VSBs as the target’s location. 

3.2   VSB Updating Method 

Suppose every node in D has the same sensing radius, the case with different sensing 
radius will be discussed later. Consider any sensor di∈D, assume its VSB is arc p1p2. 
Since the sensing radius of each sensor is identical, the arc p1p2 must be an inner arc. 
In the following, if we do not indicate specially, the word ‘arc’ means inner arc. All 
nodes in D detected the same target, so di.C must intersect other sensors’ sensing 
borders. Suppose di.C touches with dj.C (another node’s sensing border) at point p3 
and p4, and then four cases will appear as shown in Fig.3 (a, b, c, d). 

 

Fig. 3. One sensor’s VSB intersects another’s sensing border. The arc drawn by real line is di’s 
VSB and the rectangle denotes the target 

Case 1: As Fig.3 (a) illustrated, if only one point of p3 and p4 is on arc p1p2 (without 
loss of generality, suppose p3 is on arc p1p2), then we must have only one point of 
p1and p2 is on arc p3p4 (suppose p2 is on arc p3p4). Thus, the new VSB of di is arc p2p3 
on di.C. 
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Case 2: As Fig.3 (b) illustrated, if both p3 and p4 are on arc p1p2, at the same time, 
both p1 and p2 are not on arc p3p4, then the new VSB of di is arc p3p4. 
Case 3: As Fig.3 (c) illustrated, if both p3 and p4 are not on arc p1p2, both p1 and p2 
are on arc p3p4, then di’s VSB is still arc p1p2. 
Case 4: As Fig.3 (d) illustrated, if both p3 and p4 are not on arc p1p2, at the same time, 
both p1 and p2 are also not on arc p3p4, based on Theorem 2, VSB of di is null. 

Theorem 2: Consider any two sensors di and dj in the D, suppose di.arc is arc p1p2 
and di.C intesects dj.C at point p3 and p4. Thus, if both p3 and p4 are not on arc p1p2, 
both p1 and p2 are not on arc p3p4, then VSB of di is null. 

Proof: Assume by contradiction that VSB of di is not null. Then, from Definition 4, 
for any point p on di.arc and any node dk∈D (i ≠ k), p must be in the sensing area of 
dk. If we use p1 and dj to replace p and dk, then p1 must be in dj.A. Since p1 is on circle 
di.C, that means p1 is in the di.A∩dj.A. Because di.C and dj.C touch at p3 and p4,  p1 is 
on di.C, then p1 must be on arc p3p4 of di.C. On the other hand, p1 is not on arc p3p4, 
which is contradictory; thus, the claim di.arc is null holds. 

All the cases discussed above will happen if each node in D has the same sensing 
radius. If sensing radiuses of sensors in D are different, there will be some new cases. 
Firstly, we will define the distance of two sensors in S. Consider any two sensor si and 
sj in S, suppose they are located at (xi, yi) and (xj, yj) respectively; then the distance 
between them is defined as: 

2 2( , ) ( ) ( )i j i j i jdis s s x x y y= − + −  (1) 

Since sensing radiuses of si and sj are different, si’s sensing border will completely 
contains sj.C, which happens whenever sj.R+dis(si, sj)＜si.R holds.  

Case 5: If dj.R+dis(di, dj)＜di.R, without further calculation, VSB of di is null and 
dj.arc will not change. This is because target T can only be in the sensing area of dj, 
and then there will be no VSB on di.C. 

Notice that if sensing radiuses are different from one to another, VSB of each sen-
sor will not always be an inner arc. If one sensor’s VSB is an outer arc, the updating 
method mentioned above will still work for Case 1, 3 and 4. But for Case 2, the origi-
nal VSB will be cut into two pieces. 

Case 2a: As Fig.3 (e, f) illustrated, if both p3 and p4 are on arc p1p2, both p1 and p2 are 
on arc p3p4, then the new VSB of di are arc p1p3 and arc p2p4.  

In this case, the updating method mentioned above need some modifications since 
di.arc has more than one arc. Suppose di.arc is composed of arc1, arc2, arc3, . . . , arck 

(later we will proof that k is less than n). Obviously, all these k arcs are inner arcs. We 
firstly consider di.arc has only one arc such as arc1, and then update this VSB accord-
ing to the method mentioned above. If Case 4 or Case 5 occurs, then wipe arc1 out 
from the original VSB of di; otherwise, new VSB will replace arc1. In succession, let 
dj.arc is arc2, arc3, . . . , arck, and then update the VSB.  

Theorem 3: Every sensor in set D has at most n – 1 valid sensing borders.  

Proof: Consider any node di in D, di.C will intersect at most n – 1 sensing borders of 
other sensors in D, this can produce at most 2n – 2 points on the sensing border of di. 
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Since every VSB of sensor di must be the arc between two points produced by sensing 
borders’ intersection, these 2n – 2 points can build at most n – 1 arcs. That means 
di.arc has at most n – 1 arcs, so we complete the proof. 

4   Cooperative Target Localization (CTL) Algorithm 

Based on the above analysis, it is very important to find out VSBs of all node in D. 
For the image sensor, as shown in Fig1 (b), we initialize its VSB as the arc p1p2; for 
the other types, as Fig.1 (a, c) illustrated, their initial VSBs are null. Consider any 
sensor di∈D, our algorithm aims to calculate its new VSB after di.C intersects the 
sensing border of every other node dj (i ≠ j) in D. If di.arc is null, the arc produced by 
the intersection of di.C and dj.C is di’s new VSB; if di.arc is not null, we use the VSB 
updating method introduced in section 3.2 to get di’s the new VSB. In some unusual 
cases, sensing borders of di and dj may touch at one point. That means the target is 
located at this point, so we need no more calculations. After getting the new VSB of 
di, we apply the same method to dj and then update dj.arc. Based on the VSB of each 
node in D, we use formula 2 to calculate the target’s location. 

'

1 2
1 1

'

1 2
1 1

( ' . . . ' . . . ) 2( 1 2 ')

( ' . . . ' . . . ) 2( 1 2 ')
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⎪
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∑∑

∑∑
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In sensor set D, these sensors whose valid sensing borders are not null compose a 
new set, we denote it as D’. For any node d’i∈D’, assume its VSB has ki pieces of 
arcs (1 ≤ ki ≤ n – 1). Then we can use d’i.arcj.p1 and d’i.arcj.p2 (1 ≤ i ≤ n’, 1 ≤ j ≤ ki) 
to denote two vertexes of the jth valid sensing border of d’i. Formula 2 aims to calcu-
late the average x and y coordinates of all vertexes of X. 

Procedure CTL(D) 
1: for i = 1 to n do 
2:  for j = i + 1 to n do 
3:    if di and dj cross then 
4:      p3, p4 ←The points of intersection between di and dj; 
5:      for every arc arck of di.arc do 
6:        if only one of p3 and p4 is on arck then                      /*Case 1*/ 
7:          Wipe arck out; Add the overlapped part of arck and arc p3p4 to di.arc; 
8:        end if 
9:        if both p3 and p4 are on arck then 

10:          if both arck.p1 and arck.p2 are not on arc p3p4 then  /*Case 2*/ 
11:            arck.p1 ← p3 and arck.p2 ← p4; 
12:          end if 
13:          if both arck.p1 and arck.p2 are on arc p3p4  then       /*Case 2a*/ 
14:            Wipe arck out; Add arc p1p3 and arc p2 p4 to di.arc; 
15:          end if 
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16:        end if 
17:        if both p3 and p4 are not on arck and                         /*Case 4*/ 
18.          both arck.p1 and arck.p2 are also not on arc p3p4 then 
19:          Wipe arck out from di.arc; 
20:        end if 
21:      end for 
22:    else                                                                                 /*Case 5*/ 
23:      if di.R > dj.R then di.arc ← null; 
24:      end if 
25:    end if 
26:    update dj.arc using the same method; 
27:  end for 
28: end for 
29: for i = 1 to n do              /*average x and y coordinates of all vertexes*/ 
30:  while di.arc != null do   /* The initial values of x, y and num are 0*/ 
31:    x ← di.p1.x + di.p2.x + x; 
32:    y ← di.p1.y + di.p2.y + y; 
33:    num ← num + 1; 
34:  end while 
35: end for 
36: x ← x/(2×num); y ←  y/(2×num); 
37: return (x, y) 

Based on Theorem 1, the region enveloped by all VSBs must contain the target; so 
our CTL algorithm is right. In the following, we will discuss the running time of this 
algorithm. Line 4, 6-8, 9-16, 17-20, 23-24 can be performed in O (1) time. Because 
one sensor’s VSB has at most n – 1 arcs, line 3-25 is executed at most O (n) time. The 
“for” loop in 2-3 requires O (n2) time, then line 1-28 takes at most O (n3) running 
time. Line 29-35 contributes O (n2) to the running time. Thus, the total running time 
of this algorithm is at most O (n3). Obviously, running time only depends on the num-
ber of sensors which detected the same target.  

5   Simulation 

We implemented a simulator for CTL in order to examine the accuracy of estimates. 
Let networks cover a 1000m×1000m rectangle area which was divided into 1m×1m 
grids. Suppose the target is located on each grid, we record the distance between the 
estimated and real target’s position. AvgXY denotes the method mentioned in [7]. 

5.1   Results 

(1) We firstly define the Node Density (ND) as the average number of nodes per R×R 
area where R is the sensing radius. If all sensors have the same sensing radius, let R = 
20m, then Fig. 4 explores the localization estimation accuracy of two methods. From 
this picture, we can easily find that the average localization errors of CTL are about 1 
meter less than those of AvgXY. 
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Fig. 4. Average localization errors of two methods with the same sensing radius 

(2) In heterogeneous sensor networks composed by 10m and 30m sensors, we  
define the ND as the average number of nodes per 20m×20m area. Fig5 shows that 
the average localization errors of CTL are 2 meters less than AvgXY. 

 

Fig. 5. Average localization errors of two methods in heterogeneous sensor networks 

(3) Given ND being a constant (assume ND = 6), Fig. 6 shows that estimation er-
rors of two methods increase as sensing radius become larger. However, CTL always 
renders a less localization error than AvgXY . 

 

Fig. 6. Average localization errors varying sensing radiuses 



22 Q. Yang et al. 

 

6   Conclusion 

In this paper, we described a cooperative target localization algorithm for heterogene-
ous sensor networks. Based on the binary sensor model, we presented the definition of 
sensing radius, sensing border, sensing area and valid sensing border; then give the 
target localization model for heterogeneous sensor networks. Simulation results have 
demonstrated that, not only in sensor networks consist of same types of sensors but 
also in heterogeneous sensor networks, the proposed method lead to a decrease in 
average localization errors compared with the traditional method. In addition, the 
proposed approach can guarantee that the target is in a small region; this implies that 
other target localization methods need only to consider this region instead of the 
whole area. Moreover, if distances between the target and sensors are added into our 
method, the estimation accuracy will be improved. If consider the target classification 
information, we can implement the multiple targets localization method. 
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Abstract. Sensor networks typically operate in hostile outdoor environments. In 
such environments, sensor networks are highly susceptible to physical attacks 
that can result in physical node destructions. In this paper, we study the impacts 
of physical attacks on sensor network configuration. Lifetime is an important 
metric during configuration for many sensor applications. While lifetime is con-
strained by limited energies and has been addressed before, prior results cannot 
be directly applied in the presence of physical attacks. In this paper, we define a 
practical lifetime problem in sensor networks under a representative physical at-
tack model that we define. We develop an anlytical approach to derive the 
minimum number and deployment plan of sensors to meet lifetime requirement 
under physical attacks. We make several observations in this paper. One of our 
important observations is the high sensitivity of lifetime to physical attacks 
highlighting the significance of our study.  

1   Introduction 

Sensor networks are typically expected to operate in hostile and inaccessible envi-
ronments. Instances are battlefields, seismic/volcanic areas, forests etc. Attackers can 
“physically destroy” sensor nodes due to small sizes of the sensors and the distributed 
nature of their deployment. We term such attacks as Physical attacks. Physical attacks 
are patent and potent in sensor networks. Attacks can range from a simple and low 
cost brute force destruction of sensor nodes like bombs, missiles, grenades, moving 
tanks/vehicles etc. to more intelligent attacks. The end result of physical attacks can 
be fatal. The backbone of the sensor network (the sensor nodes themselves) can be 
destroyed resulting in severe performance degradation.  While much attention has been 
paid to other types of attacks [1, 2] in sensor networks, to the best of our knowledge 
threats due to physical attacks is still unaddressed. We believe that viability of sensor 
networks in the future is closely intertwined with their ability to resist physical attacks.  

In this paper, we study the impacts of physical attacks on sensor network configu-
ration. Specifically the problem we study here is: Given a desired lifetime for which 
the sensor network must be operational, determine the minimum number of nodes and 
how they must be deployed in order to achieve the desired lifetime when the network 
is subjected to physical attacks. While there are other variations of physical attacks, in 
this paper we study physical attacks in the form of bombs targeted at a sensor network 
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with the intention of destroying the sensors. The problem is significant and practical. 
Lifetime is one of the most important metrics during sensor network configuration  
[3, 4, 5, 6]. This is mainly due to the low energy availabilities in today’s sensors that 
constrain their lifetimes. Sensor networks are typically expected to last for a specific 
duration to sense desired events and the resources have to be procured and deployed 
accordingly to meet the lifetime objective [7, 8]. Physical attacks are inevitable in 
sensor networks, and as such the problem we study is significant. While a body of 
work has appeared in studying lifetime, their results cannot be directly applied in 
physically hostile environments primarily due to their not considering the threats of 
physical attacks.  

The output of our solution is the minimum number of nodes needed and the de-
ployment plan, which depend on several factors including the nodes deployment, 
routing strategies, power availability etc. The presence of physical attack introduces 
randomness along with the above factors, which make the problem more challenging. 
We propose an analytical approach to solve this problem. The key idea is to determine 
and deploy the nodes taking into account both energy minimization and lifetime re-
quirement.  We conduct both analysis and simulations to validate our approach. Our 
data show that results obtained through our analysis matches well with simulation. 
Our data also show that the lifetime of sensor network is indeed sensitive to physical 
attacks, which further highlight the significance of our work. 

2   System Model and Problem Setup 

2.1   Sensor Network Model 

We consider a 2-tier hierarchical network model here. The sensor network consists of 
ns uniformly deployed sensor nodes. Each sensor node initially has es joules of en-
ergy. Sensor nodes that sense the data use a set of nodes called forwarder nodes as 
relays to continuously transmit their data to the BS. The forwarder nodes do not gen-
erate data. They just relay data using other forwarder nodes progressively closer to the 
BS. The data transmission from a sensor node to its nearest forwarder node is one 
hop, while the data from the forwarder node to the BS requires one hop or many hops 
through other forwarder nodes to the BS. Each forwarder node initially has ef joules of 
energy.  

The effectiveness of the sensor network is measured by the overall throughput in 
bits per second received by the BS. Our analysis in this paper is not constrained by the 
shape of the area of deployment. However, for ease of understanding of the corre-
sponding derivations, we assume the sensors are uniformly deployed over a circular 
area of radius D, with the area of the network being 2

Dπ ⋅ .  The Base Station (BS) is 
located at the center of the sensor field. All notations, their definitions and standard 
values are given in Table 11.  

                                                           
1 Empty fields in Column 3 imply that the corresponding parameters are variables in perform-

ance evaluation. 
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Table 1. Notations, Definitions and Standard Values 

Notation Definition Value Notation Definition 
 

Value 
α1 Receiver constant 180nJ/bit C(t) Throughput at time t  
α2 Transmitter constant 10pJ/bit/m2 C* Desired throughput  
n Path loss factor 2 λ Attack arrival rate  

es 
Initial power of 
sensor node 

2 
2200J A 

The radius of the area 
destroyed per attack 

instance 
 

ef 
Initial power of 
forwarder node 

3 
18400J ns Number of sensor nodes  

r The sending rate 2kbps nf 
 Number of forwarder 

nodes 
 

dchar 
Characteristic 

distance 
134.16  
Meters βd 

Density of forwarder 
nodes at distance d from 

BS 
 

T Desired lifetime  D Sensor network radius  
C(0) Initial throughput ns *r cf Confidence  

In the radio model [3], the power expended in relaying (receiving then transmit-
ting) a traffic flow with data rate r to a receiver located at distance d is given by,  

2
( ) ( )np d r dα α1= + .                                                       (1) 

Assuming a 1/dn path loss [3], α1 includes the energy/bit consumed by the transmit-
ter electronics (including energy costs of imperfect duty cycling due to finite startup 
time) and the energy/bit consumed by the receiver electronics, and α2 accounts for 
energy dissipated in the transmit op-amp (including op-amp inefficiencies). Standard 
values of α1, α2, n are given in Table 1. Forwarder nodes have more energy and can 
increase their transmission range at the cost of more energy dissipation according to (1). 

2.2   Attack Model 

In this paper we study physical attacks in the form of bombs targeted at a sensor net-
work with the intention of destroying the sensors. Attack events occur in the sensor 
field of interest. Each event destroys an area in the field. Nodes (sensor nodes and 
forwarder nodes) located within this area are physically destroyed. Each attack event 
destroys a circular region of radius A. In this paper we assume attack events follow a 
Poisson distribution in time. The probability of k attacks in a time interval t, with a 
mean arrival rate λ is given by, 

Pr[N = k] ( ) != / .kt
e t k

λ λ⋅ ⋅⋅                                            (2) 

                                                           
2  Initial power for sensor node is based on 500mA-hr, 1.3V battery. 
3 Initial power for forwarder node is based on 1700mA-hr, 3V battery which is similar to the 

PicoNodes used in [9]. 
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The attack events are assumed to be uniformly geographically distributed over the 
sensor field. While the sensor and the forwarder nodes can be destroyed due to at-
tacks, we assume here that the BS will not be destroyed during attacks. 

2.3   Problem Setup  

The problem we address is: Given a sensor network consisting of ns uniformly dis-
tributed sensor nodes that continuously send data to a BS and given a desired lifetime 
T for which the network must maintain a minimum throughput C* with a confidence, 
cf, determine the minimum number of forwarder nodes nf and the optimal geographic 
deployment of these nodes in the sensor field such that the lifetime is guaranteed 
under physical attacks. More specifically, the inputs to our problem are ns, D, C*,T, A, 
λ. We solve the problem by calculating the optimal number of forwarder nodes at 
distance d away from the BS under physical attacks. We denote the density of for-
warder nodes d away from the BS as βd.  The forwarder nodes in βd are distributed 
uniformly in a ring at a distance d from the BS. In this case, d ranges between (0, D), 
where D is the radius of the sensor field. The integration of βd is the total number of 
needed forwarder nodes, nf. 

3   Problem Solution  

We now discuss how to determine βd and deployment plan of the forwarder nodes To 
solve our problem, we need to derive formulas to compute total traffic throughput to 
BS and power consumption of each forwarder node as follows. 

3.1   Throughput and Power Consumption Rate Computation  

In this subsection, we discuss how to compute the sensor network throughput and 
then describe the derivation of the power consumption rate for each forwarder node.  
The definitions for notations used here are provided in Table 1.  

The sensor network throughput, C(t), changes over time. To compute C(t), we need 
to know the total number of sensor nodes which send traffic to the BS. The number of 
sensor nodes whose traffic can reach the BS without considering physical attacks is: 

min

1

( , )

0
( , , )1

( ) 2 ( ) .i

k

H u t
d f

u
u d k u ti m

S t u f t duα π

=

=
−=

= ⋅ ⋅ ⋅ ⋅ ⋅
∑

∏∫                          (3)  

In (3), dmin is the radius of the area centered at the BS within which the traffic from 
the sensor nodes is required to be forwarded to guarantee the throughput requirement; 

( )
f

u
f t  is an indicator that shows whether the forwarder nodes u distance away from 

the BS are out of power (with value 0) or are active (with value 1) at time t; H(u,t) is 
the number of forwarder nodes needed by a sensor node that are at a distance u away 
from the BS at time t to send traffic to the BS; m(t) is the number of physical attacks 
that are expected to arrive in a time period t; dm(k,u,t) is the average hop routing dis-
tance of the kth hop for the sensor nodes that are at a distance u away from the BS at 
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time t. Due to space limitation, we do not discuss the detail derivations of S(t) and 

dmin, ( )
f

u
f t , H(u,t), m(t) and dm(k,u,t). Interested readers can refer to [10]. 

Clearly 2 2 2
( ) ( )D A Dπ π π⋅ − ⋅ ⋅ is the ratio of remaining sensor or forwarder nodes 

to the total initial number of sensor or forwarder nodes after one instance of physical 
attack. Hence, the number of sensor nodes whose traffic can reach the BS at time t 
under physical attacks is: 

( )min

1

( , )
( )2 2 2

0
( , , )1

( ) 2 ( ) ( ) ( ) ./i

k

H u t
d m tf

u
u d k u ti m

S t u f t du D A Dα π π π π
=

= −=

∗ = ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ − ⋅ ⋅
∑

∏∫        (4) 

It is now simple to calculate the overall network throughput. The network through-

put at time t is *
( )S t r⋅ , where r is the sending rate of the sensor nodes. Thus the 

throughput in the sensor network subject to physical attacks is given by, 

( )min

1

( , )
( )2 2 2

0
( , , )1

( ) 2 ( ) ( ) ( ) ./
i

k

H u t
d m tf

u
u d k u ti m

C t u f t du D A D rπ α π π π
=

=
−=

= ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ − ⋅ ⋅ ⋅
∑

∏∫     (5) 

The power consumption rate changes over time and each forwarder node has a dif-
ferent power consumption rate. However, the sensor network we are studying is a 
circle, the BS is at the center of the network, and the sensor nodes are uniformly dis-
tributed throughout the network area. Thus forwarder nodes with the same distance to 
the BS have the same power consumption rate. We denote the power consumption 

rate for a forwarder node at a distance d away from the BS at time t as ( )f

d
p t . To 

compute ( )f

d
p t  we need to compute the traffic forwarding rate of each forwarder node 

d away from the BS and the next hop distance. The traffic load of a forwarder node at 

distance d and time t, denoted by ( )
f

d
w t , is given by, 

 
2 2 2 ( )

'

'/ 2 2 2 2 ( )

'/ 2

min
2 ( ) (( )

( )
2 (( )

) /
,

) /

d s m t

uf u u

d u d d m t

uu d d

u f t du D A D r
w t

u D A D du

π α

π β
=

= +

= −

⋅ ⋅ ⋅ ⋅ ⋅ ⋅ − ⋅
=

⋅ ⋅ ⋅ ⋅ − ⋅

∫
∫

                       (6) 

where βu is the density of forwarder nodes at distance u away from BS. 

For the forwarder nodes whose distance from the BS, d, is less than (1, , )
m

d d t , 

their next transmission distance is always d. However, for other nodes, their next 

transmission distance will be (1, , )
m

d d t .Thus ( )f

d
p t can be given by the following 

general formula:  

  

2 2

min

2

2 2

min

22

[ ( (1, , ) / 2) ]
( (1, , ) ), (1, , )

2 (1, , )

( )

[ ( (1, , )) ]
( ), (1, , ).

2

nm

m m

m d

f

d

nm

m

d

d d d d t r
d d t if d d d t

d d d t

p t

d d d t r
d if d d d t

d

α
α α

β

α
α α

β

1

1

− + ⋅ ⋅
⋅ + ⋅ ≥

⋅ ⋅ ⋅

=

− ⋅ ⋅
⋅ + <

⋅ ⋅

⎧
⎪
⎪⎪
⎨
⎪
⎪
⎪⎩

    (7) 
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The overall power consumption of a forwarder node that is at a distance d away 

from the BS is given by 
0

( ) .
T f

dt
p t dt

=
⋅∫  The total number of forwarder nodes in the 

sensor network can be calculated by, 

0
2

Df

du
n u duπ β

=
= ⋅ ⋅ ⋅ ⋅∫                                              (8) 

Due to space limitation, we do not give detail derivations of throughput C(t), traffic 

load of a forwarder node ( )
f

d
w t , and power consumption rate ( )f

d
p t . Interested read-

ers can refer to [10]. 

3.2   Our Solution 

Having derived the formulas to compute C(t) and ( )f

d
p t , our problem can be ex-

pressed as in Figure 1.  The intuitive way to solve this problem is to deploy forwarder 
nodes in such way that the energy spent by the forwarding nodes is minimized with 
the intention of minimizing the total number forwarding nodes. However, we will see 
this is not always the case.  

 
Objective:   Minimize nf   

Constraints: 

0
( )

T
f f

dt
p t dt e

=
⋅ ≤∫  (9), ( )f

d
p t is given in (7) 

( )min

1

( , )
( )2 2 2

0
( , , )1

*
( ) [ 2 ( ) ] ) / )( (

i

k

H u t
d m tf

u
u d k u ti m

C t u f t du D A D r Cπ α π π π

=

=
−=

= ⋅ ⋅ ⋅ ⋅ ⋅ − ⋅ ≥
∑

∏∫    (10) 

Fig. 1. Restated problem description 

Energy consumption is determined by the routing policy. The routing policy in-
cludes the number of intermediate forwarder nodes and the transmission distance. In 
[3], if each forwarder node’s transmission distance is equal to the dchar in (11), the 
energy consumption is minimum. In (11), denoting α1, α2, and n as the receive, 
transmit amplifier, and path loss constants, we have,  

 

1 2
/( )( 1)n

char
d nα α= − .    (11) 

To guarantee a routing distance of dchar, a certain density of forwarder nodes needs 
to be deployed so that the average distance between two neighboring forwarder nodes 
towards the BS, d , should be less than or equal to dchar. Our solution gives a lower 

bound of the required forwarder nodes number given desired lifetime. Thus, we need 
a function to relate d with the lower bound of forwarder node density. We denote the 
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function mapping the network forwarder node density β and d  as G(.). A reasonable 

G(.) is 1d β=  or 2
1 .dβ =  For detailed explanation, refer to [10]. We denote the 

lower bound of the network density which can guarantee dchar as βchar.  In order to 
guarantee dchar under physical attack over a time period t, the initial node density βchar 
should be greater than or equal to 2 2 2 2 ( )

(1 ( / ))( )m t
char D D Ad π π π⋅ ⋅ − ⋅⋅ . 

With the above routing arrangement, enough forwarder nodes will be available for 
routing through the entire lifetime to guarantee dchar. Formula (10) can be simplified 
as follows,  

( ) ( )2 2 2 2

min

*( ) ( ) / .
m t

D A DC t d r Cπ α= ⋅ ⋅ ⋅ − ⋅ ≥     (12) 

We can determine the density of forwarder nodes based on the requirement of rout-
ing over a distance of dchar. In order to meet the lifetime requirement under attack, 
assuming the routing distance dchar, we can also derive another minimum network 
density requirement, denoted as βd

power. βd
power can be computed from (7), (9) and (12) 

as following. 
Given the routing distance is always dchar, dm(k,u,t), the average routing distance of 

the first next hop,  is dchar. Once dm(k,u,t) is determined, dmin can be calculated based 
on (12), and then βd

power can be computed from (7) and (9). Note that in general cases 
dmin is less than D, the radius of the sensor network. However, in special cases, where, 
for instance, C* is so big that the number of present sensor nodes cannot provide 
enough traffic, dmin is larger than D. Under this situation, the network is not deployable. 

If βd
power >= βchar, our assumption that dchar can be guaranteed holds. Otherwise, the 

forwarder node density of βd
power does not guarantee dchar. But the problem is: do we 

have to guarantee dchar? The answer is no. Consider a simple case where each for-
warder node has enough power to handle all forwarding tasks. In this case only a few 
or even one forwarder node is enough to meet the lifetime requirement. This in turn 
means that the density of forwarder nodes is extremely small and routing distance 
need not necessarily be dchar and optimal energy routing is not necessary here. 

In the case when βchar > βd
power, we do not deploy nodes with the intention of guar-

anteeing βchar. Instead we only need to deploy a minimal number of nodes to meet the 
lifetime requirement. However, if we decrease the density to be smaller than βchar, 
dchar cannot be guaranteed, and optimum energy routing cannot be achieved. Conse-
quently, βd

power, which is calculated assuming a routing distance of dchar, may need to 
be increased due to the actual hop distance being larger than dchar. In order to get the 
optimum, i.e. the optimal nodes density βd (and the corresponding hop distance) at the 
distance d away from the BS, we design an iterative procedure to get the minimum 
density which can satisfy (7), (9) and (12). Thus we obtain the optimum βd, lying 
between βchar , which gives an upper bound and βd

power , which gives the lower bound 
of the network density when βchar > βd

power .   
With our solution, the routing distance cannot be always guaranteed to be dchar. 

In fact,  

(1, , ) max( ( , ), ),
ch charm

d u t d u t d=                                  (13) 
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where dch(u,t) is the actual average one hop distance for node that is at a distance u 

away from the BS at time t, which is given by ( , ) 1 ( )
ch u

d u t tβ=  (according to 

G(.)). Here ( )
u

tβ  stands for the forwarder nodes density in the area that is at a dis-

tance u away from the BS at time t. The density at initial time is (0) .
u u

β β=   

4   Performance Evaluation 

In this section, we report our performance data based on the analysis in Section 3. We 
reiterate that our sensor network is a circular region of radius, D=1000 meters and BS 
is located at the center of the region. Attack events follow a Poisson distribution with 
a rate λ. Each event destroys a circular region of radius A and attacks are uniformly 
geographically distributed. Throughout our performance evaluation, the desired 
throughput C* is set at 60% of the initial throughput C(0), cf = 95%.  

Fig. 2 shows the sensitivity of nf  to λ with different lifetimes when the radius of 
one attack destruction area (A) is fixed as 20 meters.  We make the following observa-
tions: First, the required number of forwarder nodes, nf, is sensitive to the physical 
attack rate, λ. When λ is big, the attack occurs more frequently. More forwarder nodes 
are needed in this case to meet the desired network lifetime. 

0

100

200

300

400

0 0.001 0.002 0.003 0.004

λ (attacks/second)

nf

T=1day

T=2days
T=3days

T=4days

T=5days

T=6days

                               

0

100

200

300

400

0 10 20 30 40 50

A (meters)

nf

T=1day

T=2days

T=3days

T=4days

T=5days

T=6days

 

   Fig. 2. Sensitivity of nf to λ                             Fig. 3. The sensitivity of nf to A 

 
Second, the sensitivity of nf to λ is more pronounced with larger λ. When λ is very 

big, the attacks come in very frequently.  Here, a little increase in λ can increase the 
attack intensity significantly.  This change greatly increases the required nf.  However, 
when λ is small, the attacks occur infrequently. In this case, nf is not too sensitive to λ. 
This is because when the physical attack comes in very infrequently, fewer nodes are 
destroyed over a certain period of time. In such cases, nf is mainly decided by the 
power consumption of the forwarder nodes. The impact of the physical attacks is not 
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the deciding factor when the attacks are infrequent. Third, nf is sensitive to sensor 
network lifetime, T. When the network lifetime increases, the sensitivity of nf to at-
tack rate increases. The reason is that the number of nodes destroyed by the physical 
attacks increases over time. Fourth, when λ is too large, long lifetimes cannot be 
achieved no matter how we deploy the forwarder nodes. As shown in Fig. 2, when λ is 
larger than 0.002/s, the lifetime, T, of more than 3 days cannot be guaranteed. 

Fig. 3 shows the sensitivity of nf to A, with different lifetime T, and a fixed λ of 
1/2000s.  The figure shows that nf increases with increasing attack size, A. The reason 
is that, the larger the attack size, the bigger the impact of each physical attack.  This, 
in turn, requires more forwarder nodes be deployed initially to maintain the forward-
ing task. 

Fig. 4(a) shows the density of forwarder nodes and the sensitivity of βd  (deploy-
ment) to the distance from the BS under different attack environments and lifetime 
requirements. The density of required forwarder nodes decreases rapidly with dis-
tance, d.  This is because there must be a larger number of forwarder nodes near the 
BS (with small d) to forward the large volume of traffic destined for the BS.  Also, the 
area which these forwarder nodes occupy is very small. When d is large (far away 
from the BS), the forwarding overhead on each forwarder node is small.  Therefore 
the necessary forwarder node density is small in the areas farther away from the BS.  

In Fig. 4(b), we plot βd with respect to longer distances (d) away from the BS. We 
enlarge the right hand part of Fig. 4(a) to plot Fig. 4(b).  Across most of the network 
in an infrequent attack and short lifetime environment the optimal forwarder node 
deployment has a small node density and does not guarantee a hop distance of dchar 
between nodes sending and forwarding packets. The density is low because this opti-
mal deployment only uses the necessary number of forwarder nodes in order to main-
tain the required throughput for the required lifetime. The lower curve in Fig. 4(b) is 
an example of this fact. On the other hand, when physical attacks are frequent and the 
required lifetime is long, many forwarder nodes are deployed.  This guarantees dchar 
for most areas in the network and is depicted by the upper curve in Fig. 4(b).  
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We developed a deployment algorithm for findings of this paper to be practically 
applied. The basic idea is to separate the entire circular area, whose radius is D, into 
many homocentric rings with small widths. Forwarder nodes based on βd are ran-
domly, uniformly deployed in each ring. Interested readers can refer to [10] for the 
details of the algorithm.  

5   Final Remarks 

Physical attacks are a patent and potent threat in sensor networks. Physical destruction 
of small size sensors in hostile environments is inevitable. In this paper we studied 
lifetime of sensor networks under physical attacks. We conducted a detained analysis 
on how many nodes to deploy and their detailed deployment plan to achieve desired 
lifetime objectives. Our analysis data matches quite well with simulations, highlight-
ing the fidelity of our analysis. There are several potential directions to extend our 
study. One of our current focuses is effective counter measuring strategies against 
physical attacks to enhance the security of the network from physical attacks. We also 
plan to study impacts due to other forms of physical attacks. Attacks can be intelligent 
in that they can target nodes to destroy with more sophistication and intelligence rais-
ing a host of interesting issues left to be addressed.  
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Abstract. Location discovery is a challenging problem in sensor net-
works. However, many sensor network applications require the availabil-
ity of the physical sensor positions. In this paper, we present TPSS, a
time-based positioning scheme for sensor networks when a number of
short-range beacons1 are randomly and uniformly deployed. By measur-
ing the Time Difference of Arrivals (TDoAs) of signals from nearby bea-
cons, nodes can use TPSS to effectively estimate their locations based on
the range differences through trilateration. TPSS requires no long-range
beacons to cover the entire network, an essential difference compared
to TPS [2] and iTPS [15]. Features of TPSS include high scalability, low
communication and computation overheads, no requirement for time syn-
chronization, etc. Simulation results indicate that TPSS is an effective
and efficient self-positioning scheme for sensor networks with short range
beacons.

1 Introduction

A wireless sensor network is composed of a large number of small and inexpen-
sive smart sensors for monitoring, surveillance and control [4,12]. Such a net-
work is expected to be deployed in unattended environments or hostile physical
locations.

Almost all sensor network applications require sensors to be aware of their
physical locations. For example, the physical positions should be reported
together with the corresponding observations in wildlife tracking, weather mon-
itoring, location-based authentication, etc [7,11,17]. Location information can
also be used to facilitate network functions such as packet routing [3,10] and
� The research of Dr. Xiuzhen Cheng is supported by NSF CAREER Award No.

CNS-0347674; The research of Dr. Dechang Chen is supported by NSF grant CCR-
0311252.

1 In this paper we refer beacons to nodes being capable of self-positioning, while sensors
denote nodes with unknown positions. A beacon node could be a typical sensor
equipped with a GPS (Global Positioning System) receiver.
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c© Springer-Verlag Berlin Heidelberg 2005



34 F. Liu et al.

collaborative signal processing [6], by which the complexity and processing over-
head can be substantially reduced. Further, each node can be uniquely identified
with its position, thus exempting the difficulty of assigning a unique ID before
deployment [19].

However, many challenges exist in designing an effective and efficient self-
positioning scheme for sensor networks. First, a localization algorithm must scale
well to large sensor networks. Further, the location discovery scheme should not
aggravate the communication and computation overheads of the network, since
the low-cost sensors have limited resource budget such as battery supply, CPU,
memory, etc. What’s more, the localization scheme should not raise the con-
struction cost of sensor nodes. Finally, the positioning scheme should be robust
enough to provide high precision even under noisy environments. In this paper,
we present TPSS, a time-based scheme that meets many of the requirements
mentioned above.

TPSS is different from TPS [2] and iTPS [15], even though all three rely on
TDoA measurements to calculate a sensor position through trilateration. The
beauty of TPSS lies in that there is no requirement for base stations to cover the
entire network by powerful long-range beacons. Only a number of short-range
beacon nodes with known positions need to be deployed. A beacon node could
be a typical sensor with GPS. Recall that TPS (iTPS) requires three (four) long-
range beacon stations with each being able to cover the entire network. TPSS
releases this restriction while retaining many nice features of the other two.
For example, all these three schemes require no time synchronization among
sensors and beacons. In TPSS, each sensor listens passively for signals from
the beacons in its neighborhood. A sensor computes the range differences to at
least three beacons and then combines them through trilateration to obtain its
position estimate. This procedure contains only simple algebraic operations over
scalar values, thus incurs low computation overhead. Since a beacon signal is
transmitted within a short range only, the communication overhead is low, too.
Whenever a sensor resolves its own position, it can work as a beacon and help
other nodes on location computation. Simulation results indicate that TPSS is
an effective self-positioning scheme for sensor networks with short range beacons.

This paper is organized as follows. Section 2 summarizes the current research
on location discovery. The new positioning scheme, TPSS, is proposed in Sec-
tion 3. Simulation results are reported in Section 4. And we conclude our paper
in Section 5.

2 Related Work

2.1 Current Location Detection Schemes

The majority of the current location detection systems first measure the dis-
tances or angles from sensors to base stations, then obtain location estimation
through techniques such as triangulation, trilateration, multilateration, etc. In
outdoor sensor networks, GPS is the most popular localization system. However,
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it is not practical to install GPS on each sensor due to the cost, form factors,
power consumption, antenna requirements, etc. Hence, extensive research has
been directed to designing GPS-less localization systems with either long-range
or short-range beacons.

Systems with long-range base stations [1,2,13] have a fixed set of powerful
beacons, whose transmission range can cover the entire network. Usually these
base stations are manually deployed, are time-synchronized, and are equipped
with special instruments such as directional antennas. These systems shift the
design complexity from sensors to beacon stations. In systems with short-range
beacons [8,9,17,18], a small percentage of sensors with known positions are ran-
domly deployed amongst with other ordinary sensors. Some of them relies on
transmitting both RF and ultrasound signals at the same time [5,17,18], where
the RF is used for time-synchronizing the sender and the receiver. Connectivity-
based location discovery schemes [14,16,20] require either long-range beacons
or short-range beacons, but these schemes have poor scalability due to the use
of global flooding. TPSS exploits local connectivity information among beacon
nodes and requires no time synchronization. Therefore, it has better scalability.

2.2 TPS, iTPS, and TPSS

TPS [2] and iTPS [15] rely on the transmission of RF signals from beacon sta-
tions for location discovery. Such schemes require no time synchronization in the
network and minimal extra hardware in sensor construction. TPS and iTPS are
localized algorithms, thus scale well to large networks. Since sensors just listen
passively to beacon signals, no extra communication overhead is introduced. As
the location detection algorithm involves only some simple algebraic operations,
the computation overhead is also low. TPSS retains the above nice features of
TPS and iTPS, but requires no powerful long-range beacons to cover the entire
network. With only a number of short-range beacons deployed, sensors can com-
pute their positions easily. TPSS can be applied to large-scale sensor networks
where the deployment of powerful long-range beacons are too expensive or not
practical.

3 TPSS: A Time-Based Positioning Scheme with Short
Range Beacons

3.1 Network Model

In this paper, we consider a sensor network deployed over a two-dimensional
monitored area. Actually, our TPSS scheme can be easily extended to a higher-
dimensional space. In this model, each sensor has limited resources (battery,
CPU, etc.), and is equipped with an omni-directional antenna. Some sensors,
called beacons, have the ability to position themselves. They are deployed to-
gether with typical sensors whose positions are to be computed with the TPSS.
The beacon nodes will broadcast beacon signals periodically to assist other sen-
sors with location discovery. Note that the only difference between a beacon and
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a sensor is whether the location is known. Whenever a sensor gets localized using
the TPSS algorithm, it will broadcast its own location and help other sensors
for position detection. In other words, it can work as a beacon node.

3.2 A Time-Based Location Detection Scheme with Short Range
Beacons

In this section, we propose TPSS, a time-based positioning scheme for sensor
networks with short range beacons. TPSS consists of three steps. In the first
step, a sensor collects all the signals from the neighboring beacons, and groups
them according to the sources of the signals. The next two steps work on the
signals belonging to the same group: the range differences from beacon nodes to
the sensor are computed and then the coordinates are resolved.

Step 1: Signal Collection
Assume each beacon node initiates a beacon signal once every T seconds. This
signal contains the beacon’s location and a TTL (Time To Live) field with
an initial value ≥ 3. The format of the message is demonstrated in Fig. 1. A
beacon node hearing a beacon signal with TTL > 0 will broadcast it again after
decreasing the TTL value by 1 and after attaching both its own location and the
time difference between when the signal is received and when it is re-broadcasted.
This is indicated by the relay and delay fields in the message format shown in
Fig. 1. Each sensor with unknown location listens passively for the beacon signals
and group them according to the initiators of the messages. If a sensor receives
the same signal (originated from the same beacon) at least three times, the
location of the sensor can be readily determined by the following two steps.

src relay1TTL delay1

   src:  location of the node generating the message

relayi:  location of the i-th node relaying the message
delayi:  time bw. the msg is received and re-broadcasted by the i-th relay

  TTL:  time to live

relay2 delay2 ......

Fig. 1. Format of the Message Transferred

Step 2: Range Detection
We only consider groups containing at least three messages originated from the
same beacon node. In each group, select three where the involved beacons are
non-collinear.

We first assume the beacon signal is relayed without loss, that is, the signal
from the initiator as well as from all the intermediate relay nodes can successively
reach the sensor S. Fig. 2 shows one such example. Beacon A starts a message
M =(A, 3,−,−) which arrives S and beacon B at time t1 and tb, respectively.
B modifies M to get M

′
=(A, 2, B, ∆tb) and re-broadcasts it at time t

′
b, where

t
′
b = tb + ∆tb. M

′
arrives at S and beacon C at time t2 and tc, respectively.
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Time Time Time Time

Fig. 2. Range Detection: Signal is Relayed Without Loss

C modifies M
′

to get M
′′
=(A, 1, B, ∆tb, C, ∆tc) and broadcasts M

′′
at time t

′
c,

where t
′
c = tc + ∆tc. Finally, M

′′
arrives at S at time t3. Assume all the nodes

transfer the signals at the same speed v. Let dsa, dsb, dsc represent the distance
between sensor S to beacons A, B, C. Let dab, dac denote the distances between
beacons A and B, A and C, respectively. We have

dab

v
+ ∆tb +

dsb

v
− dsa

v
= t2 − t1 (1)

dbc

v
+ ∆tc +

dsc

v
− dsb

v
= t3 − t2 (2)

which gives

dsa = dsb + k1, where k1 = dab − v · (t2 − t1 − ∆tb) (3)
dsc = dsb + k2, where k2 = −dbc + v · (t3 − t2 − ∆tc) (4)

Eqs. (3)(4) show that k1, k2 can be obtained by measuring t1, t2, t3 with S’s
local timer, learning the positions of A, B, C and time differences ∆tb, ∆tc from
the beacon signals. We are going to apply trilateration with k1, k2 to compute
coordinates (x, y) for sensor S in Step 3.

Note that TPSS can still work if some beacon signals get lost during the
transmission from the initiator or any intermediate relay nodes. As long as a
sensor S receives one signal from three different relay beacons, S’s location can
be computed with TPSS. For example (Fig. 3), M is a beacon signal travelling
along beacons 1, 2, 3, 4 and 5. The messages relayed by beacons 1 and 4 are lost
or destroyed during the transmission. S receives M only from beacons 2, 3, 5 at
time t0, t1, t2, respectively. Let dij(dsj) denote the distance between node i(s)
and j, and ∆ti be the time difference information conveyed by beacon node i.
We have:

d23

v
+ ∆t3 +

ds3

v
− ds2

v
= t1 − t0 (5)

d34

v
+ ∆t4 +

d45

v
+ ∆t5 +

ds5

v
− ds3

v
= t2 − t1 (6)
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Fig. 3. Range Detection: Signal is Relayed With Loss

It follows that,

ds2 = ds3 + k1, where k1 = d23 − v · (t1 − t0 − ∆t3) (7)
ds5 = ds3 + k2, where k2 = −(d34 + d45) + v · (t2 − t1 − ∆t4 − ∆t5) (8)

Comparing Eqs. (3)(4) with (7)(8), we can summarize the result of range detec-
tion as following:

dsa = dsb + k1 (9)
dsc = dsb + k2 (10)

where A, B, C are the three relay nodes in the same group that convey messages
originated from the same source and are sorted according to the order of relaying
the signal.

Remarks:
(i) All times are estimated locally. For example, the arrival times of the signals
(t1, t2, etc.) are measured at sensor S’s local timer; the time differences at relay
nodes (∆tb, ∆tc, etc.) are computed by beacon’s local timer and known system
delays.
(ii) For each sensor S, range detection is conducted on each group that contains
messages from the same initiator. Corresponding location computation is taken
in the next step. Averaging all the results computed for S, we obtain the final
coordinates of node S.
(iii) For each group, there may exist multiple methods to select the three
messages. Consider a signal travelling along beacons 1 to 4, and assume all
the relayed signals arrive at S finally. We have ds,i = ds,i−1 + ki−1, where
ki = v · (ti+1 − ti−∆ti+1)−di,i+1, dij(dsj) is the distance between node i(s) and
j, ∆ti is the time difference at the relay node i, and ti is the time S receives the



TPSS: A Time-Based Positioning Scheme for Sensor Networks 39

message from beacon i, for i = 2, 3, and 4. The three equations can be divided
into two overlapping groups. Group I contains ds2 = ds1 + k1, ds3 = ds2 + k2;
while group II contains ds3 = ds2 + k2, ds4 = ds3 + k3. Each group can be used
to compute S’s coordinates in the next step independently.

Step 3: Location Computation
From Eqs. (9)(10), dsa = dsb + k1, dsc = dsb + k2, we get the following three
equations with three unknowns x, y and dsb based on trilateration:

(x − xb)2 + (y − yb)2 = d2
sb (11)

(x − xa)2 + (y − ya)2 = (dsb + k1)2 (12)
(x − xc)2 + (y − yc)2 = (dsb + k2)2 (13)

As proposed in [2], we can solve these equations in two steps: First, transform the
coordinates into a system where A, B, C reside at (x1,0), (0,0) and (x2, y2), re-
spectively; Second, solve the equations with the efficient method proposed in [2].
Since the positions at the original coordinate system can always be obtained
through rotation and translation, the solution provided by [2] can be treated as
a general one:

x =
−2k1dsb − k2

1 + x2
1

2x1
(14)

y =
(2k1x2 − 2k2x1)dsb

2x1y2
+

k2
1x2 − k2

2x1 + x2
2x1 + y2

2x1 − x2
1x2

2x1y2
(15)

where dsb is the root of αd2
sb + βdsb + γ = 0, with

α = 4[k2
1y

2
2 + (k1x2 − k2x1)2 − x2

1y
2
2 ], (16)

β = 4[k1(k2
1 − x2

1)y
2
2 +

(k1x2 − k2x1)(k2
1x2 − k2

2x1 + x2
2x1 + y2

2x1 − x2
1x2)], (17)

γ = (k2
1 − x2

1)
2y2

2 + (k2
1x2 − k2

2x1 + x2
2x1 + y2

2x1 − x2
1x2)2. (18)

Remarks:
Steps 2 and 3 are repeated on all triple messages within each group and all
valid groups that can help S estimate its position. The final coordinates (x, y)
are obtained by averaging all the results. Once S’s position is known, it will
become a beacon and help other sensors on location estimation. The iteration
of such process can help more and more sensors get localized, as shown by our
simulation results in Section 4.

4 Simulation

We consider a sensor network deployed over a field of 100 by 100. The trans-
mission range of sensors and beacons is fixed to 10. We assume each sensor can
correctly receive from all the beacons within its transmission range. Each beacon
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initiates a beacon signal once per epoch. A sensor becomes a beacon node after
its position is resolved. Since MATLAB provides procedures to randomly deploy
sensors and beacons, it is selected to perform all the simulations.

According to Eqs. (3)(4) and (7)(8), the coordinates (x, y) are obtained from
the measurements of ti’s, ∆ti’s. The accuracy of ti’s depends on the local timers
of the sensor nodes, whose measuring errors are affected by the TDoA timer
drift, the signal arrival time correlation error, and the reception delays, etc.
In the beacon node, ∆ti is computed based on the beacon’s local timer and
the known system delay, whose inaccuracy is determined by the reception and
transmission delays, the time-stamping inaccuracies, and the turn-around delay
measurement errors, etc. In our simulation study, we only consider the inaccuracy
of the TDoA measurement at the sensors (ti’s), since ∆ti’s play the same role.
Such inaccuracy is modeled as a normal distribution in the simulation.

We will evaluate the effectiveness of TPSS. First, we want to study the per-
centage of sensors whose locations can be resolved while varying the percentage
of beacons. We consider a network with 300 nodes. Fig. 4(a) reports the results
for the first 6 epochs. We can tell that the percentage of resolved nodes increases
as the percentage of the initial beacons increases. This also holds true as the
number of epochs increases. Second, we test the impact of network density on
the localization process. Fig. 4(b) illustrates the percentage of resolved sensors
when the percentage of the initial beacon nodes varies under different network
density. The number of epochs is set to 10. It shows that as the network den-
sity increases, more and more sensors get localized. This is reasonable. As the
network density increases, the number of beacons increases if the beacon per-
centage is fixed. Therefore the probability that a sensor can be reached by three
beacons will also increase, since the network is of fixed size. All the results are
the average of 100 runs. We obtain two observations from Fig. 4. First, the more
beacons deployed, the more sensors get localized. Second, once more and more
sensors resolve their positions, more and more sensors get localized. Thus we can
expect that with only a small number of short-range beacons, many sensors can
be localized using our TPSS scheme.
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(a) t=1, 15.94% resolved (b) t=3, 51.56% resolved (c) t=5, 69.69% resolved

Fig. 5. Illustration of TPSS in terms of variant epochs (t) and resolved percentage.
The measuring errors are normally distributed w.r.t. N(0, 0.05). In each figure, “o”
represents a beacon, “x” represents the estimated location of a sensor which is linked
to the real position (denoted by *), and “·” represents a node whose location is not
resolved yet

A snapshot of applying TPSS over a network with 400 nodes and 20% initial
beacons is shown in Fig.5. We observe that as the epoch (t) increases, the position
error tends to increase. This trend shows the effect of cumulative errors. Recall
that once a sensor gets localized, it will use its computed position to help others
on position estimation. Considering the unavoidable measuring errors, such a
process makes it possible to “pass” computation errors from resolved sensors
to others, though it does help in reducing the number of beacons necessary
for location discovery. As more sensors get localized, larger computation errors
are introduced, that is, the inaccuracy gets cumulated. However, as indicated by
Fig 5, such an error cumulation is quite slowly in TPSS. For most of the resolved
sensors, the localization error is still tolerable comparing with the transmission
range.

5 Conclusion

In this paper, we present TPSS, a time-based localization scheme that uses
only short-range beacons. While retaining most of the nice features that TPS
and iTPS have, TPSS releases the strict requirement that the beacon stations
should be able to reach all the sensor nodes in the network. Simulation results
show that TPSS is a simple, effective and practical location discovery scheme.
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Abstract. A major concern in wireless sensor networks is to maximize network
lifetime (in terms of rounds) while maintaining a high quality of services (QoS)
at each round such as target coverage and network connectivity. Due to the power
scarcity of sensors, a mechanism that can efficiently utilize energy has a great im-
pact on extending network lifetime. Most existing works concentrate on schedul-
ing sensors between sleep and active modes to maximize network lifetime while
maintaining target/area coverage and network connectivity. This paper general-
izes the sleep/active mode by adjusting sensing range to maximize total number
of rounds and presents a distributed heuristic to address this problem.

1 Introduction

The paramount concern in wireless sensor networks (WSNs) is power scarcity, driven
partially by battery size and weight limitations. Mechanisms that optimize sensor en-
ergy utilization have a great impact on extending network lifetime. Power saving tech-
niques can generally be classified in two categories: scheduling sensors to alternate
between active and sleep mode, or adjusting their sensing ranges. In this paper, we
combine both methods by dynamic management of node duty cycles in a high target
density environment. In this approach, any sensor schedules its sensing ranges from 0
to its maximum range, where range 0 corresponds to sleep mode.

Target coverage characterizes the monitoring quality of WSNs. The general require-
ment of target coverage is that each target should be covered by at least one sensor. The
energy consumption of target coverage is the total energies consumed by all sensors.
The problem of the single sensing range is that there exists a lot of targets covered
by several active sensors together, which causes redundancy in energy consumption.
Adjustable sensing ranges [16] allow sensors more choices to reduce their energy con-
sumption, and thus prolong WSNs’ lifetime.

However, target coverage is not the only responsibility of WSNs. To reduce network
overhead and energy consumption, WSNs should also provide satisfactory network con-
nectivity so that sensors can communicate for data gathering or data fusion.
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In this paper, we study the problem of maximizing network lifetime (in terms of
rounds) in WSNs, where in each round, sensor-target coverage and sensor connectivity
are maintained. Unlike the traditional approaches [12], [14] in area coverage where the
connectivity is trivialized by assuming that the transmission range is at least twice of
the sensing range, we focus on a more generic connectivity condition that can be used
even when the transmission range is less than twice the sensing range.

Although maximizing the lifetime of WSNs by scheduling sensors’ activity is not a
new problem, none of existing algorithms deal with the case of scheduling sensors’ ac-
tivity by self-configuring sensing ranges, in the environment where both discrete target
coverage and network connectivity are satisfied.

The main contributions of this paper are: 1) to introduce the adjustable sensing range
connected sensor cover (ASR-CSC) problem, where target coverage and connectivity
are maintained, 2) to present a generic connectivity condition, 3) to design efficient dis-
tributed heuristics to solve the ASR-CSC problem, 4) to demonstrate the performance
of our approach through simulations.

The rest of the paper is organized as follows. In section 2 we present related works
on coverage and connectivity problems. Section 3 formulates the ASR-CSC problem
and section 4 presents our heuristic contributions. In section 5 we present the simulation
results and section 6 concludes our paper.

2 Related Work

The general target coverage problem is introduced in [1], where the problem is modelled
as finding maximal number of disjoint set covers, such that every cover completely
monitors all targets. The general problem is NP-complete [1]. This problem is extended
further in [2], where sensors are not restricted to participation in only disjoint sets, i.e.
a sensor can be active in more than one set.

Authors in [15] study area coverage and connectivity in an unreliable wireless sen-
sor grid network, and present a necessary and sufficient condition for coverage and
connectivity. In [14], a sufficient condition, the transmission range being larger than
twice the sensing range, under which coverage implies connectivity, is given. A similar
sufficient condition is considered in [12] in the environment that requires target cover-
age and connectivity of active sensors in a large scale WSN. Although the connectivity
can be relatively easy to specify in the environment with area coverage and uniform
sensing range, such a condition will be hard to specify in the environment with with ad-
justable sensing range and discrete target coverage. In this paper, we present a generic
way to address this problem.

The work most relevant to our approach is [3], which extends [2] with adjustable
sensing range in point coverage (where target are discrete). Compared with [3], we are
also concerned with maintaining network connectivity for the ASR-CSC problem. We
analyze the impact of connectivity on energy efficient management sensors, present a
generic connectivity condition, and design a distributed heuristic algorithm to maximize
the lifetime of WSNs.
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3 Problem Formulation

We have two important assumptions in this paper: 1) all sensors in WSNs are con-
nected; 2)any target should be located in the maximal sensing range of at least one
sensor. In this paper, we compute the sensor-target coverage and sensor-sensor connec-
tion relationship based on Euclidean distance, i.e., a sensor covers a target with sensing
range rk if the Euclidean distance between them is no greater than rk , and sensor i is
connected to sensor j if their Euclidean distance is no greater than transmission range
rc. In this paper, we adopt a fixed transmission range rc and adjustable sensing ranges
R = {r0, r1, · · · , rk, · · · , rP }, in which rk is the k-th sensing range. In particular,
r0 = 0 is 0-th sensing range, corresponding to sleep mode, r1, the minimum sensing
range in active mode, is the 1-st sensing range, and rP the maximum sensing range,
is the P -th sensing range. For convenience, we index sensor i’s selected sensing range
by p(i), and p(i) = k means sensor i’s current sensing range is the kth range rk. For
consistance, we use Rc to denote the transmission range set, i.e., Rc = {rc}. We denote
S, T to be the set of sensors and the set of targets respectively, in which si ∈ S means
sensor i, and tj ∈ T represents target j. Finally, we define S(i) the sensors within si’s
transmission range.

Upon above notations, we model our problem on graph GU ∪ GD, where GU =
(S, Rc, ES) is the sensor communication graph, and GD = (S ∪ T, R, ED) is the
sensor-target coverage graph. GU is undirected since sensors’ communication ranges
are the same, and GD is directed since different sensors can set different sensing ranges.
ES = {(si, sj)| |sisj | ≤ rc} is a subset of S × S, which characterizes the direct
connection between any two sensors. ED = {(si, rp(i), tj)| |sitj | ≤ rp(i)} is a sub-
set of S × R × T , which represents the sensor-target coverage relationship. Triple
(si, rp(i), tj) means sensor si with sensing range rp(i) covering target tj . Let Sa =
{si|p(i) > 0, ∀si ∈ S} be the active sensors in each round. Target coverage can be
defined: at any given time during the lifetime of WSNs, ∀tj ∈ T , ∃si ∈ Sa such that
(si, rp(i), tj) ∈ ED . WSNs’ connectivity depends on the connectivity of its commu-
nication graph GU , thus we can adopt the following definition, network connectivity:
∀si, sj ∈ Sa, ∃si1 , si2 , · · · , sim ∈ Sa, such that (si, si1), (si1 , si2), · · · , (sim , sij )
∈ ES . Thus, our problem can be formally defined as follows:

Definition 1. (ASR-CSC Problem) Given a set of targets and a set of sensors with
adjustable sensing ranges in a WSN, schedule sensors’ sensing ranges, such that the
WSN’s lifetime is maximized, under the conditions that both target coverage and net-
work connectivity are satisfied, and each sensor’s energy consumption should be no
more than initial energy E.

There are two energy models in this paper. The first model is linear model, in which
energy consumption is a linear function of the sensing range. The second model is
quadratic model, in which energy consumption is a quadratic function of the sensing
range. We do not consider the energy consumption caused by transmission. We denote
ek = f(rk) the energy consumption under sensing range rk , in which f can be linear
or quadratic. A comparison of these two models is illustrated in section 5.

Since AR-SC problem [3] is a special case of the ASR-CSC problem by assuming
the communication graph GU to be a complete graph, according to restriction method
[6], the ASR-CSC problem is NP-complete.
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Fig. 1. Example of connected sensor covers

Figure 1 shows an example with four sensors s1, s2, s3, s4 and four targets t1, t2,
t3, t4. In this example we assume a sensor’s sensing area is a disk centered at the sen-
sor, with a radius equal to the sensing range. Each sensor has two sensing ranges r1, r2

with r1 < r2. We use circles with solid lines to denote sensing area with range r1,
circles with dotted lines for area with range r2, and heavy solid lines for transmission
range rc. The sensor-target coverage relationships are illustrated in Figure 1 (a), (c).
Figure 1 (c) shows the targets covered by each sensor with range r1 : (s1, r1) = {t1},
(s2, r1) = {t2}, (s3, r1) = {t3}, and (s4, r1) = {t4}. Figure 1 (a) shows the tar-
gets covered by each sensor with range r2: (s1, r2) = {t1, t3}, (s2, r2) = {t2, t4},
(s3, r2) = {t3}, and (s4, r2) = {t4}. The sensors’ connection relationships are pre-
sented in solid lines: S(s1) = {s3, s4}, S(s2) = {s3, s4}, S(s3) = {s1, s2, s4},
S(s4) = {s1, s2, s3}.

All possible connected sensor covers C1, C2, C3 are illustrated in Figure 1 (c), (d),
and (e) respectively, where C1 = {(s1, r1), (s2, r1), (s3, r1), (s4, r1)}, C2 = {(s1, r1),
(s2, r2), (s3, r1)}, and C3 = {(s1, r2), (s2, r1), (s4, r1)}. Figure 1 (b) shows an sensor
cover which doesn’t meet the connectivity requirement.

In this example, we assume E = 2, e1 = 0.5, and e2 = 1. Each set cover is active
for a unit time of 1. The optimal solution has the following sequence of sensor covers:
C1, C1, C1, C1 with maximum lifetime 4. After that, all sensors run out of energy.

If sensors do not have adjustable sensing ranges and the sensing range equal to r2,
then all sensors should be active. The reason is that s1 and s2 have to be active to cover
t1 and t2, and one of s3 and s4 has to be active to maintain connectivity. Sensors can
be organized in two distinct set covers, i.e., C4 = {s1, s2, s3} and C5 = {s1, s2, s4}.
But no matter how we schedule the set of sensors, the life time can be no more than
2. Therefore, this example shows a 100% lifetime increase when adopting adjustable
sensing ranges.



Energy-Efficient Connected Coverage of Discrete Targets in WSNs 47

4 Solution for the ASR-CSC Problem

In this section, a distributed and localized algorithm is given to solve the ASR-CSC
problem. In the traditional area coverage, the connectivity is ensured if rc ≥ 2 · rk

for the case of uniform sensing range rk. However, this result does not apply to point
coverage even when rk = rP . A simple illustration is shown in Figure 2, where heavy
solid lines represent transmission range rc and circles with with light dotted lines denote
sensing area with the minimal sensing range r1. Two sensors i and j with sensing ranges
rp(i) and rp(j) respectively take the responsibility of covering discrete targets. However,
i and j are so far apart that a range rc (≥ 2 · r1) cannot connect i and j. Therefore, we
have to select some sensors not for target coverage but for connecting i and j. In this
case, three other sensors have to be active just for connectivity. The sensing ranges
of the three interconnected sensors are r1 in order to save energy while maintaining
connectivity. In fact, r1 can be considered the minimal energy consumption of an active
sensor.

Instead of narrowing our efforts on the relationship between target coverage and
network connectivity, we focus on finding a generic way to satisfy both discrete target
coverage and network connectivity. We build a virtual backbone first to satisfy network
connectivity, and ensure coverage based on that backbone.

We first give a high level view of the whole algorithm. Our algorithm works in
rounds, at the beginning of each round the following steps execute: 1) Construct a vir-
tual backbone for the WSN; 2) For each sensor in the virtual backbone, set its sensing
range to be the minimal range r1; 3) All remaining sensors with range r0 (dominatees)
together with sensors with range r1 (dominators) iteratively adjust their sensing ranges
based on contribution (the ratio of the number of covered targets to ep(i), corresponding
to rp(i)) until a full coverage is found; 4) Each active sensor i reduces ep(i) from its
residual energy.

In providing such a virtual backbone in our algorithm, we first construct a connected
dominating set and prune redundant sensors by applying Rule-k in [13]. Since it is a
distributed and localized method, to ensure network connectivity, we have to assume
that the sensors in a given area are dense enough so that all sensors in that area are
connected. However, target need not to be dense.

In this method, each sensor determines its status (active/sleep) by applying an el-
igibility rule. If it meets the rule’s requirement, then it decides to sleep; otherwise, it
chooses to work for the rest of the round. We formally define the rule : let Sh(i) be

r
cr

1r

rp(i)

rp(j)
1

Fig. 2. Sensors contribute only for connectivity
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the sensors in S(i) (Note S(i) is i’s neighbor sensors) with higher priority than i’s. i
is able to sleep if and only if the following conditions are satisfied: 1) Sensors in Sh(i)
are connected. 2) Sensor i’s low priority neighbor S(i)− Sh(i) are covered by sensors
in Sh(i).

The result of this connectivity initialization phase is the set of connected active
sensors (dominators). The sensing range of those sensors will be set to r1 in order to
save energy. Since dominators alone cannot guarantee target coverage, all dominators
together with all still inactive sensors (dominatees) will participate in a coverage initial-
ization phase to ensure target coverage. The reason for active sensors participating in
the coverage initialization phase is that dominators can contribute more than domina-
tees. Since some targets can be located in a distant location such that no dominators can
cover those targets, so dominatees should participate the coverage initialization phase.

We present the connectivity initialization phase. This phase is run by each individual
sensor before the coverage initialization phase.

Connectivity Initialization
1: start a timer ti ← W

b(i)

2: if receiving message from sj before ti expires then
3: Sh(i)← Sh(i) ∪ j;
4: Construct subgraph (S(i), ES(i));
5: if Sh(i) is connected and covers S(i)− Sh(i) then
6: p(i)← 0;
7: end if
8: end if
9: p(i)← 1

In the above algorithm, b(i) denotes the residual energy of sensor i, Sh(i) repre-
sents sensor i’s neighbor sensors, which have higher residual energy than that of i or
have higher ID when residual energies are equal, and W is the longest back-off time.
Assigning higher priority to higher residual energy sensors is to balance energy con-
sumption among sensors in the virtual backbone.

In forming the virtual backbone, each sensor i self determines its responsibility
by testing Rule-k. If it is satisfied, i decides to sleep; otherwise, it chooses to work.
After the connectivity initialization phase, all dominators will be active for the rest of
the round. But r1 is not the final sensing ranges for dominators. The dominators can
adjust their sensing range if more contributions can be obtained than other sensors’.
After the connectivity initialization phase, a second phase is issued to guarantee target
coverage. In the second phase, dominatees combined with dominators will jointly take
the responsibility to ensure target coverage, and a sensor’s sensing range is increased
based on its contribution to target coverage. Once the second phase is done, the sensors
whose sensing range greater than r0 will form the connected sensor cover, while all
other sensors will be off-duty in the current round.

To complete our algorithm, we informally describe the coverage initialization phase.
For the coverage initialization phase, We use a distributed algorithm similar to the one
in [4] to handle target coverage. For brevity, we just describe the main idea of the target
coverage algorithm. In each round, each sensor i backs off a time in reverse propor-
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tion to its maximal contribution. If before the back-off time is up, it receives messages
from its neighbors, it reduces its uncovered target set, recalculates its contribution, and
adjusts its back-off time. When the back-off time is up, it broadcasts p(i) (that corre-
sponds to the maximal contribution) and covered target set to its neighbors. At the end
of this stage, all the targets will be covered.

5 Simulation Results

In this section, we give an evaluation of our distributed algorithm. Our simulations are
based on a stationary network with sensor nodes and targets randomly located in a
100m× 100m area. We assume sensors are homogeneous and initially have the same
energy. In the simulation, we consider the following tunable parameters: 1) the number
of sensor nodes N . In our experiments we vary it between 50 and 150; 2) the number
of targets to be covered M . It varies it between 250 to 500; 3) the number of positive
sensing ranges P . We vary it between 1 and 6, and the sensing range values between
10m and 60m; 4) Time slot d, which shows the impact of the transfer delay on the
performance of the distributed greedy heuristic. We vary d between 0 and 1 with in-
crease 0.25.

In the first experiment in Figure 3(a), we study the impact of the number of ad-
justable sensing ranges on network lifetime. We consider 500 targets randomly dis-
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tributed and we vary the number of sensors between 50 and 150 with an increment of
10. We let the largest sensing range be 30m for all cases. We observe the network life-
time when sensors support up to 6 sensing range adjustments: r1 = 5m, r2 = 10m,
r3 = 15m, r4 = 20m, r5 = 25m, and r6 = 30m. A case with P positive sensing
ranges, where P = 1..6, allows each sensor node to adjust P + 1 sensing ranges r0,
r1, r2, · · · , rP . Note that P = 1 is the case when all sensor nodes have a fixed sens-
ing range with value 20m. The other environment parameters include initial energy 20.
Simulation results indicate that adjustable sensing ranges have great impact on network
lifetime.

In Figure 3(b) we observe the network lifetime under different unit time assump-
tions. We measure the network lifetime when the number of sensors varies between 50
and 150 with an increment of 10 and the number of targets is 500. Each sensor has
3 sensing ranges with values 10m, 20m, and 30m. The energy consumption model is
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Fig. 4. Set covers example, where ′′◦′′ are sensors and ′′+′′ are targets. (a) Sensors and targets
deployment. (b) Connected dominating set (black nodes) selected by Connectivity Initialization.
(c) Partial coverage when all sensors in the connected dominating set work in sensing range r1.
(d) Full coverage
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quadratic. We change the length of the unit time d in the distributed greedy algorithm
to d = 0, d = 0.25, 0.5, 0.75 and 1. Network lifetime produced by the algorithm with
lower unit time is longer than those with higher unit time. This happens because, in
the distributed heuristic, breaking a tie is at the expense of back-off time, and there is
also no guarantee of avoid conflict. A conflict occurs the time between any two sensors’
broadcast is less than d. Then, there might be sensors that work instead of going to the
sleep state, even if the targets within their sensing ranges are already covered. As illus-
trated in Figure 3(b), the transfer delay also affects the network lifetime. The longer the
transfer delay, the shorter the lifetime.

In Figure 3(c) we study the impact of two energy models on the network lifetime
computed by the distributed greedy heuristic when we vary the number of sensors be-
tween 50 and 150, and the number of targets is 250 or 500. Each sensor has P = 3
sensing ranges with values 10m, 20m, and 30m. The two energy models are the linear
model ep = c1 ∗ rp, and quadratic model ep = c2 ∗ r2

p. In this experiment we defined

constants c1 = E/2(
∑P

r=1 rp) and c2 = E/2(
∑P

r=1 r2
p), where E = 20 is the sensor

starting energy. For both energy models, the simulation results are consistent and indi-
cate that network lifetime increases with the number of sensors and decreases as more
targets have to be monitored.

In Figure 4, we give an example of active sensor set in a round. We assume a
100m × 100m area, with 40 sensors and 25 targets. We use a linear energy model.
The first graph represents the sensors’ and targets’ random deployment. The transmis-
sion range rc is 25m. If the distance between any two sensor nodes is no more than
rc, we connect these two sensors by a undirected link. Thus a connected graph is con-
structed, as shown in 4 (b). Notice that the active sensors are blackened. Each sensor has
P = 3 sensing ranges with values 15m, 30m, and 45m. We use solid lines to represent
r1 = 15m, dashed lines for r2 = 30m, and dotted lines for r3 = 45m. Figure 4 (c)
show a partial coverage when connected dominating sensors, which are selected in the
connectivity initialization phase, keep sensing range r1. Figure 4(d) shows the schedule
satisfying both connectivity and coverage. Note the line type indicates the sensing range
value.

6 Conclusions

In this paper, we study the problem to maximize WSN’s lifetime (in terms of rounds)
while maintaining both discrete target coverage and network connectivity. This not only
provides satisfied quality of service in WSNs, but also presents more options and chal-
lenges to design an energy efficient sensor scheduling. We study the relationship be-
tween network connectivity and target coverage and introduce a generic condition to
guarantee network connectivity. We design a round-based distributed algorithm to co-
ordinately determine sensors’ sensing range based on different relations between trans-
mission range and maximal sensing range.

In the future, we will study the impact of the degree of coverage on network life-
time and its relationship with network connectivity. We will also take into account the
communication cost and its impact on network lifetime.
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Abstract. One fundamental issue in wireless sensor networks is the coverage 
problem. In heterogeneous sensor networks composed of different types of sen-
sors, the difference of the sensing radius of nodes augments the computation dif-
ficulty of coverage degree. In this paper, we analyze the features of heterogene-
ous sensor networks and discuss the approaches to guarantee and calculate the 
coverage degree of the region deployed by heterogeneous sensor networks. 
Based on our analysis, a Distributed Coverage Optimization Algorithm by which 
each node in the network can determine whether it should be turn active/inactive 
is proposed. Simulation shows that our algorithm can make the extraneous nodes 
inactive and minimize the number of nodes need to remain active.  

1   Introduction 

Recently, the research of wireless sensor networks has attracted more and more atten-
tion due to the wide-range of potential applications that will be enabled by such net-
works. In wireless sensor network, energy efficiency is a key research problem be-
cause the battery power of an individual sensor node is severely limited and can not 
be replaced due to the remote and hazardous monitoring scenarios of sensor networks, 
such as ocean floor and battlefield. However, the system lifetime of sensor networks, 
which is measured by the time till all nodes have been drained out of their battery 
power or the network no longer provides an acceptable event detection ratio [1], is 
always expected relative long by many sensing applications. 

Extending research and simulation have showed that significant energy savings 
can be achieved by dynamic management of node duty rounds in sensor networks of 
high node density. It is important for a sensor network to assign the extraneous nodes 
an off-duty operation mode and minimize the number of nodes on duty while still 
achieving acceptable quality of service, in particular, satisfying the sensing coverage 
requirements of applications. Different applications require different degrees of sens-
ing coverage. For example, target surveillance may only require that every location in 
the sensing region be monitored by one node, while target localization and tracking 
require at least three coverage degrees [2] [3].Recent three years, the problem of sens-
ing coverage has been investigated extensively, several coverage schemes and proto-
cols have been addressed. In [4], adjustable probing range and wakeup rate of sensor 
nodes were adopted to control the degree of sensing coverage. Literature [5] proposed 
a distributed node-scheduling algorithm, in which each node arithmetically calculates 
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the union of all the sectors covered by its neighbors and determines its working status 
according to the calculation result. In [6], a differentiated surveillance scheme was 
presented, the scheme schedules the sensing phase of each node and makes all the 
nodes work alternatively to achieve the energy balance of the network. Literature  
[7, 8] addressed how to combine consideration of coverage and connectivity mainte-
nance in a single activity scheduling. 

However, most of coverage schemes can only be applied to the homogeneous sen-
sor networks. Based on the analysis of the heterogeneous sensor networks, we pro-
posed a Distributed Coverage Optimization Algorithm, DCOA by which each node in 
the network can determine whether it should be turn active/inactive.  

2   Characters of Heterogeneous Sensor Networks 

2.1   Heterogeneous Sensing Model 

Heterogeneous sensor network is such a network which consists of sensors with dif-
ferent functions and different sensing ranges. In this paper, we define A as the convex 
region where sensor nodes are deployed in, Bond(A) as the boundary of region A. 
Assume each kind of nodes can do 360° observation, for any sensor s in the node set 
S, We define the boundary of s’s coverage region as a circle C(s), the radius of C(s) as 
the sensing range of s, denoted by Rs(s). We also define Rc(s) as the maximal com-
munication radius of s. In order to guarantee the connectivity of the network, we as-
sume that for any pair of sensors s1,s2∈S,  Rc(s1)≥2Rs(s2) [7,8]. 

Intuitively, for any point p in A, p is assumed to be covered by a node s if their 
Euclidian distance is less than the sensing range of s, i.e. d(ps)<Rs(s). Similarly, we 
define the convex region A as having a coverage degree of K if every location inside 
A is covered by at least K nodes. In this paper, we denote the coverage degree of p 
and A as Cov(p) and Cov(A). 

2.2   Unnecessary Sensor Node 

Based on the above model, we begin to discuss the characters of heterogeneous sensor 
network. The difference of the sensing radius of sensor nodes in heterogeneous sensor 
networks augments the computational difficulty of coverage degree. For example, 
consider the scenario illustrated by Figure 1, the sensing area of s2 and s3 is entirely 
enclosed by the sensing circle of s1. 

 

Fig. 1. Unnecessary Sensor Node 
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The phenomena of “enclose” in heterogeneous sensor networks create a new kind 
of nodes which we call Unnecessary Sensor Node, USN. Before giving the definition 
of USN, we introduce several notions as follows. 

Definition 1: Region Point. The intersection or tangent point of the boundary of re-
gion A and the sensing circle of a sensor node, is called Region Point, denoted as RP. 

Definition 2: Sensor Point. The intersection or tangent point of the sensing circles of 
two adjacent sensor nodes, is called Sensor Point, denoted as SP.  

For a given node, there may exist two special kinds of points covered within its 
sensing area, defined as follows. 

Definition 3: Circle Point. For any sensor s∈S, the Region Point or the Sensor Point 
on the sensing circle of s, is called Circle Point, denoted as CP.  

Definition 4: Interior Point. For any sensor s∈S, the Region Point or the Sensor 
Point inside the sensing circle of s, is called Interior Point, denoted as IP.  

In this paper, for any point p in region A, we define Cro(p) as the number of the 
sensing circles that cross p. Generally, Cro(p) = 2 if p is a Sensing Point while Cro(p) 
= 1 if p is a Region Point. In some unusual cases, there may exist more than 2 circles 
crossing a point. Shown as Figure 1, point p1 and p2 are Sensor Points, they are the 
Circle Points of the nodes s2 and s3; Simultaneity, they are also the Interior Points of 
node s1. On the other hand, Region Point also can be the Circle Point or Interior Point 
of a certain node in the sensing region. 

Now, let’s define the notion of USN. 

Definition 5: Unnecessary Sensor Node. For any sensor node s∈S, if s has no Circle 
Point on its sensing circle, we call s an Unnecessary Sensor Node, denoted as USN. 

USN has no Circle Point, but may have Interior Point. The Interior Points of USN 
are the intersection or tangent points of the sensing circles enclosed by the circle of 
USN, we call them Unnecessary Points, UP. On the other hand, the intersection or 
tangent points in region A which are outside the circles of USN are called Necessary 
Point, NP. 

Theorem 1: Whether the Unnecessary Sensor Node is active does not affect the cov-
erage degree of the deployed region. 

Proof: Intuitively, the coverage degree of the deployed region is the degree of the 
location in this region which is monitored by the smallest number of sensor nodes. 
Therefore, to prove the theorem, we should prove that the location with the lowest 
coverage degree is outside the sensing circle of USN. 

We prove by contradiction. Illustrated by Figure 2(a), suppose si is an USN, p is 
the point that has the lowest coverage degree K in region A, p1 is a randomly selected 
point on C(si). Join pp1 and extend it until it intersects the sensing circle of a node 
(denoted as sj) at p2. Assume p3 is a randomly selected point on p1p2, there are two 
possible cases. 

Case 1: All the points including p3 on p1p2 are outside C(sj). Clearly, Cov(p3) is 
smaller than Cov(p) because the sensing area of si covers p, but does not cover p3. 
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Fig. 2. Samples of Theorems about Unnecessary Sensor Node 

Case 2: All the points including p3 on p1p2 are inside C(sj). Since si is an USN, C(si) 
does not have any intersection point with the rest nodes in region A, thus C(sj) must 
enclose C(si), and the points p and p3 are both inside the sensing area of sj. Therefore, 
Cov(p)>Cov(p3) still holds. 

From the proof of case 1 and case 2, we can come into the conclusion that p is not 
the point with the lowest coverage degree. This contradicts with the assumption, so 
the theorem is proved. 

Theorem 2: Whether the node whose sensing circle is enclosed by the sensing circle 
of an USN is active doesn’t affect the coverage degree of the deployed region. 

Proof: Illustrated by Figure 2(b), similar to the proof of theorem 1, it is easy to prove 
that the point having the lowest coverage degree doesn’t lie in the sensing area of 
node sj whose sensing circle is enclosed by the sensing circle of si, an Unnecessary 
Sensor Node. 

Theorem 3: All the Region Points are Necessary Points. 

Proof: Illustrated by Figure 2(c), suppose rp1 is a Region Point of node si and region 
A. For any node whose sensing area covers rp1, such as sj, since the length of segment 
sjrp1 is not longer than Rs(sj), i.e. d(sjrp1)≤Rs(sj), sj must intersects region A. There-
fore, sj is not an USN, and rp1 is not covered by any USN. rp1 is a Necessary Point. 

Based on Theorem 3, only the Sensor Points in the deployed region are likely to 
be USN, thus we sort them into Necessary Sensor Points and Unnecessary Sensor 
Points. 

3   Coverage Guarantee of Heterogeneous Sensor Networks 

For a heterogeneous sensor network, it is important to find out whether the deployed 
region achieves the expected coverage degree. Obviously it is impossible to calculate 
the coverage degree of every location in the deployed region. Some papers [1, 5, 6, 7] 
have dealt with this problem, however, their strategies can not be applied to heteroge-
neous sensor networks. Based on the analysis of heterogeneous sensor network in 
previous paragraph, we propose a Coverage Guarantee Theorem. 

Theorem 4: Suppose convex region A is deployed by a heterogeneous sensor net-
work, A is K-covered if and only if all of the following conditions are satisfied: 
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Condition 1: There exist Region Points in region A 
Condition 2: There exist Necessary Sensor Points in region A 
Condition 3: For any Region Point rp in A, Cov(rp) – Cro(rp)≥K 
Condition 4: For any Necessary Sensor Point sp in A, Cov(sp) – Cro(sp)≥K 

Proof: Firstly, we try to prove the if part, i.e. prove that if region A is K-covered, the 
four conditions must be satisfied. 

Condition 1: As illustrated in Figure 3(a), let p be any point on the boundary of re-
gion A, since A has a coverage degree of K, p is monitored by at least K sensors. Let 
node s be any of the sensors covering p, since d(sp)≤Rs(s), s must have intersection 
or tangent points with the boundary of A, thus there exist Region Points in region A. 

Condition 2: We prove by contradiction, suppose there is no Necessary Sensor Point 
in region A. As illustrated in Figure 3(b-1) and (b-2), let si be the node that has the 
largest sensing radius; let sj be the node whose circle is closest to the circle of si, i.e., 
for any s∈S, d(sisj)-Rs(si)-Rs(sj)≤d(sis)-Rs(si)-Rs(s). Join si and sj, suppose p1 is the 
intersection point of the segment sisj and C(si), and p2 is the intersection of segment 
sisj and C(sj). Let p be a randomly selected point on p1p2, since A has a coverage de-
gree of K, p is monitored by at least K sensors. Let node sk be any of the sensors cov-
ering p, Join si and sk, suppose the line which joins si and sk intersects two sensing 
circles at points p3 and p4 respectly. Draw a line tangent to C(sk) at point p4 which 
intersects the segment sisj at point p5. There are two possible cases: the sensing area of 
sj is outside C(sk)(illustrated by Figure 3(b-1)) or inside C(sk)(illustrated by Figure 
3(b-2)). In both cases, it is obvious that the length of right-angle side sip4 is shorter 
than the length of slope side sip5 in right triangle sip4p5, thus d(p3p4)<d(p1p5)<d(p1p2). 
This implies that C(sk) is closer to C(si) than C(sj), which contradicts with the assump-
tion. Therefore sk is inexistent. From the above analysis, we can draw the conclusion 
that the sensing circles of nodes si and sj must have intersection or tangent points. 
Since C(si) is the largest circle in region A, there exist Sensor Points in region A. 

Condition 3: As illustrated in Figure 3(c), suppose rp1 is any Region Point which is 
created by C(si) and Bond(A). Outside the sensing area of si, let rp2 be the Region 
Point that has the shortest path to rp1 along Bond(A). There are two possible cases: rp1 
is outside C(sj) or inside C(sj). Suppose p is a randomly selected point on path rp1rp2, 
in both case1 and case2, it is obvious that all points on path rp1rp2 have the same 
coverage degree, thus Cov(rp1) – Cro(rp1) = Cov(p). Since A has a coverage degree of 
K, p is monitored by at least K sensors. Therefore, Cov(rp1) – Cro(rp1) = Cov(p)≥K. 

Condition 4: Suppose sp1 is any Necessary Sensor Point which is created by C(si) 
and C(sj). Join sp2sp1 and extend it until it intersects a sensing circle (As illustrated in 
Figure 3(d-1)) or Bond(A) (As illustrated in Figure 3(d-2)) at point p1. Similar to the 
proof of condition 3, all points on segment p1sp1 have the same coverage degree, thus 
it is easy to prove that for any point p on the segment p1sp1, Cov(sp1) – Cro(sp1) = 

Cov(p)≥K. 
Therefore, the if part is proved. 
Then, we try to prove the only if part, i.e. prove that region A must be K-covered, 

if the four conditions are satisfied. 
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Fig. 3. Proofs of the if part 

To prove that A is K-covered, we should prove that all the points in A are K-
covered. We split our consideration into two cases. In case 1, we discuss the points 
inside Bond(A), in case 2, we discuss the points on Bond(A). 

Case 1: As illustrated in Figure 4(a), suppose p is any point inside Bond(A). Based on 
Condition 2, there exists Necessary Sensor Point in region A. Let sp1 be the closest 
Necessary Sensor Point to p, i.e., for any sp in region A, d(psp1)≤d(psp). Join psp1, 
suppose p1 is the closest intersection point to p on the segment psp1, which is created 
by the intersection of psp1 and the sensing circle of a node (denoted as sk). If sk is an 
USN,  turn it off (by Theorem 1) and continue to search the closest intersection to p on 
psp1, until the closest intersection of psp1 and the sensing circle of a non-USN is 
found. If this intersection is sp1, since all points on segment psp1 have the same cov-
erage degree, Cov(p) = Cov(sp1) – Cro(sp1). Based on Condition 4, Cov(sp1) – 
Cro(sp1)≥K, thus Cov(p)≥K. If this intersection is not sp1, denote it as pm, suppose it 
is created by the intersection of segment psp1 and the circle of non-USN sm. Assume 
sp2 is the closet Sensor Point to pm along C(sm). Since all the points on segment ppm 
have the same coverage degree and at the same time, all the points on arc pmsp2 have 
the same coverage degree, thus based on Condition 4, Cov(p) = Cov(pm) – Cro(pm) = 
Cov(sp2) – Cro(sp2)≥K. 

Case 2: As illustrated in Figure 4(b), suppose p is any point on Bond(A), Based on 
Condition 1, let rp1 be the Region Point that has the shortest path to p along Bond(A). 
If p is located outside C(si), then Cov(p) = Cov(rp1) – Cro(rp1); If p is located inside 
C(si), Cov(p) > Cov(rp1) – Cro(rp1). Based on Condition 3, Cov(rp1) – Cro(rp1)≥K, 
thus Cov(p)≥K. 

Therefore, the only if part is proved. Now we can draw the conclusion that the 
theorem is true.  

Based on the Coverage Guarantee Theorem of heterogeneous sensor network, a 
conclusion can be drawn that for any Region Point or Sensor Point p in the deployed 
region, if the value of Cov(p) – Cro(p) is not lower than the given coverage degree, 
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Fig. 4. Proofs of the only if part 

the coverage of this region is guaranteed. Therefore, for a convex region A, the cover-
age degree of A can be calculated by the following formula. 

Cov(A) = min(min(Cov(RP) – Cro(RP)), min(Cov(SP) – Cro(SP))) (1) 

4   Distributed Coverage Optimization Algorithm 

4.1   Coverage Calculation of Sensor Node 

If we regard the sensing area of a sensor node s as the deployed region, then the  
Circle Point of s can be considered as the Region Point of this circle region, and the 
Interior Point of s can be considered as the Sensor Point. Based on the Coverage 
Calculation Formula for the deployed region, we can derive a formula to calculate the 
coverage degree of s.  

Cov(S) = min(min(Cov(CP) – Cro(CP)+1), min(Cov(IP) – Cro(IP))) (2) 

Different from Formula (1), we should add 1 to the value of Cov(CP) – Cro(CP) 
because the bound of this region, i.e., the sensing circle of s, is included in the count 
of Cro(CP). 

4.2   Design and Analysis of Algorithm 

Based on Formula (2), to determine whether a node s should be turn active/inactive, 
we must find all the Circle Points and Interior Points of this node. Therefore, all the 
nodes having intersecting sensing area with s should be considered. We call such 
nodes the Neighbor Nodes of s, which compose the Neighbor Set of s. 

Definition 6: Neighbor Set. Suppose node s∈S, for any other node si∈S, if 
d(ssi)≤Rs(s)+Rs(si), then si∈NS(s). 

Now we introduce the Distributed Coverage Optimization Algorithm. For any 
given node s, the input is the expected coverage degree K and the output is a Boolean 
Variable s.active which denotes whether s should be turn active/inactive. 
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Procedure Coverage Optimization(s,K) 
/* Search Neighbor Sensors */ 

1: for any si∈S  do 
2:   if d(ssi)≤Rs(s)+Rs(si) 
3:     then NS(s)←si; end if  end for 
/* Search Region Points of s and put them into Circle Point Set */ 

4: CP(s)←{p | p∈the intersection or tangent points of s and A}; 
/* Neighbor Set */ 

5: n←NS(s).length; 
6: for i ←1 to n do 
/* Search Sensor Points of s and put them into Circle Point Set */ 

7:   if d(snsi)≥|Rs(s)-Rs(nsi)| 
8:     then CP(s)←{p | p∈the intersection or tangent points of s and nsi }; 
9:   end if 
/* Search Region Points of Neighbor Sensors and put them into Interior Point Set */ 

10:   IP(s)←{p | p∈the intersection or tangent points of nsi and A  
&& d(sp)≤Rs(s)}; 

/* Search Sensor Points of Neighbor Sensors and put them into Interior Point Set */ 
11:   for j ← i to n do 
12:     if d(nsinsj)≤Rs(nsi)+Rs(nsj) && d(nsinsj)≥|Rs(nsi)-Rs(nsj)| 
13:       then IP(s)←{p | p∈the intersection or tangent points of nsi and nsj 

&& d(sp)≤Rs(s)}; 
14:     end if  end for  end for 

/* Calculate minimal coverage degree of Circle Points of s */ 
15: m←CP(s).length; 
16: int minCP←∞;                //initialize the minimal coverage degree with a large value 
17: for i←1 to m do 
18:   Cov(cpi)←1;                  //cpi is at least covered by s 
19:   for j ←1 to n do 
20:     if d(cpinsj)<Rs(nsj)      //subtract Cro(cpi) from Cov(cpi) by excluding the case of “=” 
21:       then Cov(cpi)++; end if  end for 
22:   if Cov(cpi)<minCP 
23:     then minCP ← Cov(cpi); end if  end for 

/* Calculate minimal coverage degree of Interior Points of s */ 
24: m←IP(s).length; 
25: int minIP ←∞;               //initialize the minimal coverage degree with a large value 
26: for i ←1 to m do 
27:   Cov(ipi)←1;                      //ipi is at least covered by s 
28:   for j←1 to n do 
29:     if d(ipinsj)<Rs(nsj)        //subtract Cro(ipi) from Cov(ipi) by excluding the case of “=” 
30:       then Cov(ipi)++; end if  end for 
31:   if Cov(ipi)<minIP 
32:     then minIP←Cov(ipi); end if  end for 

/* Calculate coverage degree of s */ 
33: if minCP>minIP 
34:   then Cov(s)←minIP; 
35:   else Cov(s)←minCP; end if 

/* whether s is an Unnecessary Sensor Node */ 
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36: if |CP(s)|=0; 
37:   then s.active←false; 
38:   else s.active←true; end if 

/* whether the coverage degree of s is higher than expected */ 
39: if Cov(s)>K; 
40:   then s.active←false; 
41:   else s.active←true; end if 

/* return the optimization result that s should be turned active/inactive */ 
42: return s.active; 

5   Experimentation 

In this section, we evaluate the Distributed Coverage Optimization Algorithm by 
simulation experiments. Suppose the test region is a 100m×100m rectangular area, 
and we deploy three homogeneous sensor networks and one heterogeneous sensor 
network in the test region separately. Suppose the sensing radiuses of sensor nodes in 
three homogeneous sensor networks are 20m, 25m and 30m respectly, and the hetero-
geneous sensor network is composed of same number of these three types of nodes.  

We investigate the performances of coverage optimization using DCOA for these 
four sensor networks, and all the results in this section are based on at least fives runs 
with different random network topologies. 
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Fig. 5. The minimal numbers of nodes need to remain active 

As illustrated in Figure 5, in homogeneous sensor networks, for any expected  
coverage degree from 1 to 10, the minimal number of nodes that needs to be deployed 
reduces with the increase of sensing radius. For the heterogeneous sensor network, the 
minimal number of nodes needs to be deployed in the test region is between the  
25m-homogeneous sensor networks and the 30m-homogeneous sensor network. 

As illustrated in Figure 6, in homogeneous sensor networks, for any expected  
coverage degree from 1 to 10, the average coverage degree in the test region increases 
with the augment of sensing radius. For the heterogeneous sensor network, the  
average coverage degree in the test region is lower than any of the three homogeneous 
sensor networks. 
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Fig. 6. The average degree of the deployed region 

6   Conclusion 

In this paper, we explore the problem of coverage in wireless sensor networks. Differ-
ent from the previous schemes, the algorithm and protocol presented in this paper can 
be applied to not only homogeneous sensor networks, but also heterogeneous sensor 
networks. In heterogeneous sensor networks, the difference of sensing radius of sen-
sor nodes should be taken into account because this difference can create Unneces-
sary Sensor Nodes which have no intersection or tangent points with the sensing cir-
cle of other nodes. The Distributed Coverage Optimization Algorithm proposed in this 
paper is a good solution for this problem. It can turnoff the abundant nodes including 
Unnecessary Sensor Nodes as well as guarantee the expected coverage degree of the 
deployed region. 
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Abstract. 3G-324M is a multimedia transmission protocol designed for 3G 
communication environment. Meanwhile H.245 standard is a control protocol 
in 3G-324M and gives specific descriptions about terminal information  
messages in H.245 control channel as well as the procedures using them. The 
message syntax is defined using an external data representation standard called 
Abstract Syntax Notation One (ASN.1). For transmission, ASN.1 formatted 
data is transformed into bit-stream based on an ASN.1 encoding standard called 
Packed Encoding Rules (PER). In order to meet the requirement of high speed 
data transfer in 3G communication, it is important to design the procedure of 
message processing as simple as possible. In this paper, we propose Single-step 
Direct Message Transformation (SDMT) for the optimization of tree-structured 
message processing in H.245 module. By testing in realistic environments in 
some China industries, performance evaluation shows that code redundancies in 
terms of file size and code size are reduced significantly. 

1   Introduction 

With wider bandwidth of third-generation networks (3G) and increasing number of 
multimedia service categories, the mobile communication market has grown at an 
explosive rate in recent years, especially 3G is launching in different places in the 
world. 3G wireless multimedia communications are particularly referred to as Interna-
tional Mobile Telecommunications 2000 (IMT-2000) that has been deployed and 
developed substantially. 3G-324M [1] is a standard umbrella protocol for supporting 
multimedia transmission using 3G technologies. In 3G communication environments, 
it consists of a signaling channel which is used for the exchange of capabilities and 
opening of video, audio and data channels between two different phones. The signal-
ing channel is defined by H.245 protocol [2].   
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H.245 standard has been defined to be independent of the underlying transport 
mechanism, but is intended to be used with a reliable transport layer, which provides 
guaranteed delivery of correct data. H.245 specifies syntax and semantics of messages 
as well as the procedures for in-band negotiation at the start of or during communica-
tion. The message syntax is defined using Abstract Syntax Notation One (ASN.1) [3]. 
ASN.1 is a specification language for describing structured information using in 
communication protocols and allows a protocol designer to define parameters in Pro-
tocol Data Units (PDU) without concerning how they are encoded for transmission. 
The definition of data types in ASN.1 can be grouped into two categories: primitive 
type and constructive type. If the data value contains other data values, then it is de-
fined as a constructive type, otherwise it is a primitive type. There are over 20 primi-
tive data types in ASN.1 including BOOLEAN, INTEGER, ENUMBERATED, 
REAL, BIT STRING, OCTET STRING, NULL, ANY and OBJECT IDENTIFIER. 
Examples of constructive data types in ASN.1 are SET, SEQUENCE, SET OF, 
SEQUENCE OF and CHOICE. For transmission of messages in H.245 control chan-
nel, ASN.1 formatted data is transformed into bit-stream based on an ASN.1 encoding 
standard called Packed Encoding Rules (PER) [4]. PER is one of derivatives of Basic 
Encoding Rules (BER) [5] and especially designed for high speed data transfer. PER 
provides a much more compact encoding than BER and tries to represent data units 
using the minimum number of bits. 

A BER encoding is highly structured [5] and comprised of a sequence of octets. In 
BER, ASN.1 uses Tag-Length-Value (TLV) format for encoding the data types. The 
TAG field consists of a tag which is uniquely associated with a specific ASN.1 data 
type. The LENGTH field indicates the length of the contents encoded in case of defi-
nite length encoding, while indefinite length encoding uses an end-of-contents (EOC) 
indicator to delimit the contents. The VALUE field contains either a value of a primi-
tive type or values of different component types of a constructive type.  

PER is not a TLV style of encoding, so tags are not encoded at all. Only data of 
some primitive types will have their length encoded. Data of constructive types do not 
have their length encoded explicitly; instead they rely on their components to define 
their length. The compactness of PER encodings requires that the decoder knows the 
complete original abstract syntax of the data structure to be decoded. In other words, 
PER encodings are not self-defining, thus less flexible than BER encodings. As a 
result, the implementation of PER is much complicated than BER. 

With the control of H.245 module during a communication session, messages are 
generated and encoded into binary bits streams in ASN.1 syntax based on PER. After 
that, the encoded bits streams are delivered to transport layer to send to the peer com-
municators. In both initialization and the communication stages, H.245 module is first 
invoked, and then messages are generated and sent dynamically during the runtime. As 
a result, message processing of encoding and decoding may be invoked many times 
flexibly, and its efficiency will affect the whole performance of H.245 module. 

Based on the above observations, in this paper, we propose a Single-step Direct 
Message Transformation (SDMT) for the optimization of tree-structured message 
processing in H.245 module. It increases the difficulty to design SDMT for PER 
which is a complicated encoding scheme. Our implementation has been tested in a 
realistic heterogeneous 3G communication environment in some China industries. It 
shows that the scheme of SDMT has lower code redundancy and higher efficiency 
because of the simplified encoding and decoding routines.  
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The rest of the paper is organized as follows. Section 2 describes the common tree-
structured implementations of message processing in H.245 module. Section 3 pre-
sents our proposed Single-step Direct Message Transformation (SDMT) for message 
processing in H.245 module. Its implementation and performance evaluation are pre-
sented in Section 4. Section 5 concludes the paper. 

2   Tree-Structured Message Processing in H.245 Module 

To provide guaranteed delivery of correct data, H.245 specifies syntax and semantics 
of terminal information messages in H.245 control channel as well as the procedures 
for in-band negotiation at the start or during the communication. The messages cover 
receiving and transmitting capabilities as well as mode preference, logical channel 
signaling and control. In H.245 module, Signaling Entity (SE) is referred to as a pro-
cedure that is responsible for special functions. It is designed as state machine and 
changes its current state upon reaction to an event occurrence. 

In H.245 module, messages are defined in tree-like structure. H.245 defines a gen-
eral message type MultimediaSystemControlMessage (MSCM). Four types of special 
messages are further defined in MSCM as request, response, command and indica-
tion. A request message results in a specific action and requires an immediate 
response. A response message responds to a request message. A command message 
requires an action but no explicit response. An indication message contains informa-
tion that does not require action or response. Messages with various types are trans-
formed into MSCM for uniform processing and parameters in MSCM are set to dis-
tinguish different types of messages. 

Each of the four types of special messages has a number of its own subtypes, and is 
further defined as one of them. The number of subtypes of request, response,  
command and indication is 16, 25, 13 and 24 respectively. A message defined with 
subtype consists of values of a number of elements of ASN.1 notation. These ele-
ments may be of primitive type or constructive type. As mentioned in Section 1, a 
constructive type is defined by a number of primitive types and constructive types. An 
illustrative example is shown in the following. For MasterSlaveDetermination type, it 
is defined as a RequestMessage in the first level of message definition, and then the 
definition is refined as a MasterSlaveDeterminationMessage in the second level of 
message definition. Finally, the definition of all elements of MasterSlaveDeter- 
minationMessage is declared in the third level of message definition. 

Message Definition in H.245 Specification 

Level 1 Definition (Definition of MultimediaSystemControlMessage) 
MultimediaSystemControlMessage ::=CHOICE  
{ 

request RequestMessage, 
response ResponseMessage, 
command CommandMessage, 
indicationIndicationMessage, 
... 

} 
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Level 2 Definition (Definition of RequestMessage of MultimediaSystemCon-
trolMessage) 

RequestMessage ::=CHOICE  
{ 

nonStandard NonStandardMessage, 
masterSlaveDetermination MasterSlaveDetermination, 
terminalCapabilitySet TerminalCapabilitySet, 
openLogicalChannel OpenLogicalChannel, 
closeLogicalChannel CloseLogicalChannel, 
requestChannelClose RequestChannelClose, 
multiplexEntrySend MultiplexEntrySend, 
requestMultiplexEntry RequestMultiplexEntry, 
requestMode RequestMode, 
roundTripDelayRequest RoundTripDelayRequest, 
maintenanceLoopRequest MaintenanceLoopRequest, 
..., 
communicationModeRequest CommunicationModeRequest, 
conferenceRequest ConferenceRequest, 
multilinkRequest MultilinkRequest, 
logicalChannelRateRequest LogicalChannelRateRequest, 
genericRequest GenericMessage 

} 

Level 3 Definition (Definition of MasterSlaveDeterminationMessage of 
RequestMessage of MultimediaSystemControlMessage) 

MasterSlaveDetermination ::=SEQUENCE  
{ 

terminalType INTEGER (0..255), 
statusDeterminationNumber INTEGER (0..16777215), 
... 

} 

Since H.245 defines messages in tree-structure, following the specification in H.245, 
the procedure of message processing is also in tree-structure. In tree-structured  
message processing approach, it contains numerous encoding/decoding routines and 
parsing routines. They are in parallel to corresponding data representations at specific 
message definition levels in H.245 protocol. Hence, the top-level encoding/decoding 
routines correspond to the definition of messages, and the bottom-level contains the 
encoding/decoding routines of each ASN.1 given data type. The encoding/decoding 
routines provide translations of ASN.1 data between abstract type and transfer type, 
while the parsing routines are designed for classification of elements of a message 
definition level in H.245 protocol. 

Fig. 1 shows the flowchart of tree-structured message processing in H.245 module. 
In order to process messages in H.245 module, the top-level parsing routine calls the 
lower level parsing routines, and the parsing routines at different levels set values to 
classify their element types which are stored as intermediate data representations in 
buffer. The process of parsing continues and is complete when the lowest level of 
parsing is called. Once messages are classified, by using the intermediate data stored 
in buffer, the encoding process starts to transform the terminal information message 
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Fig. 1. Flowchart of Tree-structured message processing in H.245 module 

into bit-stream. The top-level encoding routine calls the lower level encoding routines 
and the encoding routines at different levels set values to the corresponding items in a 
message. The processes go ahead until the messages are encoded into a bit-stream 
eventually. The similar work is done for the decoding process. 

The tree-structure approach works efficiently in dealing with maintenance. How-
ever, as parsing process has to be completed before encoding/decoding process starts, 
the tree-structured definition in H.245 protocol has to be considered in parsing proc-
ess and encoding/decoding process separately. The lengthy and complicated encoding 
rules are executed step by step along the tree-structure for twice. Note that the lower 
the level of definition of message is, the higher the complexity of message definition 
is. Thus, the message processing is still complex especially for a complicated encod-
ing scheme such as PER and it results in a high code redundancy. 

For existing implementation, codes of encoding and decoding are usually auto-
matically generated by ASN.1 compilers. The ASN.1 compiler proposed in [6] called 
CASN.1 translates data without converting data into an intermediate form but is only 
based on the fundamental encoding scheme BER, while PER for high speed data 
transfer in 3G is much complicated and not suitable to use. Based on these observa-
tions, in this paper, we propose Single-step Direct Message Transformation (SDMT) 
in H.245 module. The methodology of SDMT will be described in detail in Section 3. 

3   Single-Step Direct Message Processing (SDMT) in H.245 
Module 

For data transfer, terminal information messages have to be processed in H.245 mod-
ule before transmission. In H.245 module, all messages are expected to be parsed into 
MSCM and then encoded by PER. Thus messages received from peer terminals 
should be parsed and decoded for further processing. The implementation of parsing 
and encoding/decoding involves some similar memory access and bitwise logical 
operations. To better utilize the limited resources of a terminal, we propose a simple 
and efficient approach on implementation of message processing in H.245 module 
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called Single-step Direct Message Transformation (SDMT), in which some proce-
dures in parsing and encoding/decoding are compressed and integrated. 

The differences of processing flow between tree-structured implementation and our 
single-step implementation are described as follows. In the tree-structured implemen-
tation, to transfer data, we need to parse a semantic terminal information message into 
MSCM in accordance with tree-structure specification, and then MSCM is encoded 
into a bit-stream by PER based on the tree-structured specification again. As the tree-
structure specification has to be referred twice, the recursive callings of descend func-
tions are executed twice, one for parsing and the other for encoding. Besides, the data 
received by peer terminals is also parsed and decoded for further processing. In our 
implementation, in order to simplify the process, we have combined the parsing and 
encoding procedures into one procedure by directly transforming the message (i.e., 
the leaves of the tree) into a bit-stream. Based on the same idea, the decoding proce-
dures are also combined with the corresponding parsing procedures. As the message 
is not reduced into MSCM as defined in H.245 specification, the complexity of mes-
sage transformation between semantic messages of ASN.1 notation and encoded mes-
sages with use of PER is greatly decreased. 

Fig. 2 shows the flowchart of Single-step Direct Message Processing (SDMP) in 
H.245 module. The top-level encoding routine calls the lower level encoding routines. 
Unlike tree-structured message processing, SDMP combines the parsing and encoding 
routine of the same level into one integrated encoding routine. Thus the encoding 
routine at each level calls the corresponding parsing routine, classifies the structure of 
message at the view of the level, sets values to the corresponding items and then en-
codes them accordingly. The processes go ahead until messages are encoded into a 
bit-stream eventually. The similar work is done for the decoding process. 

 

Fig. 2. Flowchart of Single-step Direct Message Processing in H.245 module 

Our implementation has two main characteristics: (1) Parsing procedures execute 
within the encoding/decoding procedures at each level. It differs from tree-structured 
approach which all parsing procedures have to be completed before the encoding 
procedures start. The reason for the feasibility of our approach is described as follows. 



70 M.-C. Yuen et al. 

 

In H.245 module, information messages are defined and presented in the form of a 
number of levels for increasing readability when implementing the protocol. SDMP 
translates data values directly between the ASN.1 formatted data structures and the 
PER transfer syntax thus eliminating the overhead in converting the data into an inter-
mediate stage. In this way, it greatly reduces the encoding/decoding codes with same 
maintainability and simplifies their complexity of encoding/decoding operations.  

(2) For high-level messages containing a number of ASN.1 data values, in our 
simplified implementation concepts, a high-level message and its ASN.1 data values 
can be viewed as a linked list and nodes connected by the linked list respectively. It 
makes the coding in encoding/decoding procedures still to be readable and maintain-
able. In abstract concept, each information message contains a number of elements 
that are ASN.1 data structure. An element in a message is taken as a node and the 
nodes in a message are linked together into a list that represents the message. It gives 
a quick mapping to the syntax of MSCM. All messages in a communication sessions 
are further linked together into a global list. The global list refers to the encoded bit 
stream, which is the output of bottom level encoding routine. In [4], PER rules are 
defined according to different data types, thus we have implemented the explicit en-
coding/decoding functions for each data type accordingly. When encoding/decoding a 
message, the nodes in the message list are encoded one by one using corresponding 
PER data type encoding functions. This approach is still easy to manage, and we have 
packed the procedures into our final implementation. As a result, based on this ap-
proach, the PER codec in our implementation is simplified without increasing the 
workload of encoding/decoding operations or modifying the syntax and semantics of 
the messages. 

Without encoding tags indicating types of encoded data, PER is less flexible than 
BER. Thus the design of ASN.1 compiler with the use of PER is much complex than 
BER, and it is necessary to have a simpler design approach for PER codec compared 
with BER codec. Our PER codec implementation is simplified based on Single-step 
Direct Message Processing (SDMP) design approach compared with that of others. In 
SDMP, each encoded ASN.1 data structure can be self-descriptive and used in high-
level encodings directly. In this way, without implementing the intermediate syntax in 
our PER codec, specific ASN.1 syntax specification information still can be included 
in encoded bit stream, thus enough information is obtained for decoding process in 
PER after data transfer. Moreover, our H.245 module is much simple in design and 
implementation. 

4   Our Implementation 

Our PER codec is written in programming language C. We select C language as our 
target language, because translation for most data types between ASN.1 and C can be 
achieved simply by direct mapping. As ASN.1 contains a richer set of types, some 
ASN.1 types require programmer defined C structures for the translation. However, 
all the ASN.1 types can be simply represented by using C structures. The major part 
of the ASN.1 standard is presently implemented in our PER codec.  

In the implementation of our PER codec, the C files contain encoding and decod-
ing routines for data types of both primitive type and constructive type. Note that in 
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SDMP, each encoded ASN.1 data structure can be self-descriptive and used in high-
level encodings directly. We present the implementation issues in our Single-step 
Direct Message Processing (SDMP) in H.245 module in Section 4.1 and evaluate the 
performance of our approach comparing with the tree-structure message processing 
approach in Section 4.2.   

4.1   Message Processing 

In our PER codec, without implementing the intermediate syntax, specific ASN.1 
syntax specification information still can be included in encoded bit stream, thus 
enough information is obtained for decoding process in PER after data transfer. 
Moreover, our H.245 module is much simple in design and implementation. In this 
part, the implementation of message processing of our PER codec is presented in 
detail. As the definition of MasterSlaveDetermination message is shown in Section 2, 
it is also used as an example to demonstrate our implementation. The following shows 
the pseudo code for encoding of MasterSlaveDetermination message.  

Pseudo code for encoding of MasterSlaveDetermination message 

EncodedBits* h245_encode_MasterSlaveDetermination(BYTE *bit_stream, int 
*pos, int terminalType, int statusDeterminationNumber) 
{   

EncodedBits *head,*tail,*newBits 
enc_init(&head,&tail)) 

   /* encode the choice in MultimediaSystemControlMessage */ 
newBits = enc_choice(3,RequestMessage_chosen,4) 
encode_append_bits(head,&tail,newBits) 

   /* encode the choice in RequestMessage */ 
newBits = enc_choice(10,MasterSlaveDetermination_chosen,16) 
encode_append_bits(head,&tail,newBits) 

   /* encode the extension marker in MasterSlaveDetermination message */ 
newBits = enc_seq(0,1) 
encode_append_bits(head,&tail,newBits) 

   /*** start encoding content of MasterSlaveDetermination message ***/ 
   /* encode the terminalType */ 

newBits = enc_integer(0,255,terminalType) 
encode_append_bits(head,&tail,newBits) 
/* encode the statusDeterminationNumber */ 
newBits = enc_integer(0,16777215,statusDeterminationNumber) 
encode_append_bits(head,&tail,newBits) 

   /*** end of encoding content of MasterSlaveDetermination message ***/ 
   /* concatenate the encoded bit stream */ 

enc_concatenate(head,&tail)  
   return head 
} 

There are four input parameters: (1) bit_stream is a pointer pointing to the input bit 
stream data; (2) pos indicates the bit position of the first byte of the bit_stream; (3) 
terminalType is one of the two elements of MasterSlaveDetermination message and it 
is an integer between 0 to 255; (4) statusDeterminationNumber is another element of 
MasterSlaveDetermination message and it is an integer between 0 to 16777215. After 
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initialization of a pointer of bit stream, the message is encoded based on the first level 
message definition, which is MultimediaSystemControlMessage. It is CHOICE type 
with an extension marker after index 3 and has 4 elements totally. MasterSlaveDeter-
mination message is defined as a RequestMessage in MultimediaSystemControlMes-
sage definition, while Request_chosen is a constant representing the index of Re-
questMessage in the MultimediaSystemControlMessage definition. Note that, the 
encoded bits resulted from the encoding of each level message definition are ap-
pended to a bit stream. In next step, message encoding is based on the second level 
message definition, Request message. Request message is a CHOICE type with an 
extension marker after index 10 and has 16 elements totally. MasterSlaveDetermina-
tion_chosen is a constant representing the index of MasterSlaveDetermination mes-
sage in the RequestMessage definition.  

MasterSlaveDetermination message is of SEQUENCE type. For encoding of 
SEQUENCE type, it has an extension marker but without extension part, so that the 
first input parameter is 0. The bit map is 1 because the message has two elements and 
the index of the last element is 1. Note that the indexing starts from 0. The two 
INTEGER elements of the MasterSlaveDetermination message are then encoded and 
appended to the bit stream. Finally, the bit stream is concatenated in the octet string (a 
multiple of 8 bits) if aligned PER encoding is used. 

The decoding procedure of MasterSlaveDetermination message is just the reverse 
of the encoding process of the message. Firstly the MasterSlaveDetermination  
message is decoded based on the first level message definition MultimediaSystem-
ControlMessage, and the index of RequestMessage in the CHOICE is resulted. Then, 
the message is decoded based on the second level message definition RequestMes-
sage, it results the index of MasterSlaveDetermination message in the CHOICE. Fi-
nally, the decoding of the bottom level message definition (decoding of the ASN.1 
basic data types) carries out, and all the elements of MasterSlaveDetermination mes-
sage, terminalType and statusDeterminationNumber, are decoded. 

4.2   Performance Evaluation 

In this section, we evaluate the performance of our Single-step Direct Message Proc-
essing (SDMP) approach comparing with the tree-structure message processing ap-
proach. Our implementation has been tested in a realistic heterogeneous 3G commu-
nication environment in some China industries. Applying Single-step Direct Message 
Transformation (SDMT) in H.245 module, the intermediate processes are skipped and 
the complexity of the overall process in H.245 is expected to be decreased. Two 
measurement criteria are used to evaluate the performance for code redundancies 
called file size and code size. The file size is the size of files containing the source 
code, while the code size is the size of files containing object code originated from 
compilation. Table 1 shows the performance comparison on H.245 module between 
two implementation approaches, and they are traditional tree-structured message 
processing and our Single-step Direct Message Transformation (SDMT). 



 Simplified Message Transformation for Optimization of Message Processing 73 

 

Table 1. Performance Comparison on H.245 module between two implementation approaches 

 File Size 
(Source code) 

Code Size 
(Object generated 
from compilation) 

Traditional approach 434 KB 261 KB 
Our proposed SDMT 306 KB 221 KB 

Reduction Rate of SDMT 29.5% 15.3% 

The file and code sizes of the implementation of traditional design as the PER 
specification are 434 KB and 261 KB, respectively. In the implementation of Single-
step Direct Message Transformation (SDMT), the file size is 306 KB and the code 
size is 221 KB. As a result, the reduction rates in file size and code size of our ap-
proach are 29.5% and 15.3% respectively. It shows a significantly reduction in code 
redundancies, which is very important for a mobile terminal with limited memory. 

5   Conclusion 

In this paper, we proposed Single-step Direct Message Transformation (SDMT) for 
the optimization of tree-structured message processing in H.245 module, which is the 
control module defined in an umbrella protocol 3G-324M for supporting multimedia 
communication in 3G environment. SDMT simplifies the encoding/decoding routine 
in H.245 message processing even using PER codec which can give high compression 
rate but also high implementation complexity. Performance evaluation shows that 
code redundancies in terms of file size and code size are reduced significantly.  
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Abstract. A scheduling scheme is proposed to dynamically allocate resources 
for the downlink data transmission in orthogonal frequency division 
multiplexing (OFDM) networks. In addition, an algorithm with linear 
complexity is also presented that is based on maximizing the utility function 
with respect to average waiting time to allocate subcarriers among users. The 
total utility is obtained by the algorithm taking advantage of multiuser diversity 
which includes the current channel conditions and queue length. Several 
feasible assumptions are allowed to achieve high efficiency while maintaining 
fairness, which involve frequency and time multiplexing, the information of 
channel condition being available to the scheduler by pilot signals and each user 
having a buffer with large capacity for its incoming packets. We demonstrate 
the effectiveness of our scheme through mathematical analysis and simulation. 

Keywords: OFDM, utility function, packet scheduling, fairness, delay-
sensitive. 

1   Introduction 

The unique characteristics of wireless channel created many technical issues for 
efficient resource scheduling. Quality-of-Service (QoS) challenges for high-speed 
bursty data traffic over wireless fading channels are provided due to limited 
bandwidth, time-varying fading channels, and resource competition among multiple 
users. Utilizing multiuser diversity, the base station can schedule transmissions to 
users when their channels are in good condition because of the delay tolerance of data 
traffic. However, many applications such as music, video streams are delay-sensitive. 
The gain of multiuser diversity that utilizes independent channel fluctuations is 
restricted by the relatively low latency tolerance of applications. Therefore, a cross-
design is needed that balances delay QoS and efficient resource utilization by making 
use of information of channel and queuing states as well as user’s subjective 
performance metrics. 

Recently, adaptive resource management for multiuser orthogonal frequency 
division multiplexing (OFDM) systems has attracted enormous research interests. It 
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was proved in [1], [2] that the system spectral efficiency can be greatly enhanced by 
adjusting the allocation of subcarrier, power and constellation sizes in accordance 
with the user’s channel conditions. However, with the fast emergence of wireless 
packet-access services, new issues arise because packets arrive according to a random 
process. Thus, the resource allocation algorithms should be able to utilize the traffic 
variation as well as queue state information. In spite of system efficiency being 
crucial, fairness among the operating users is also an important factor. Therefore, 
resource allocation schemes should be able to provide fairness to all traffics admitted 
by the system since different subcarriers have different channel qualities and there are 
always some subcarriers with good conditions to be used for packets transmission. 
Much of work deals with modifications of fair queuing scheduling or earliest due date 
previously developed in wireline network [3], [4]. These modified schemes do not 
exploit multiuser diversity to enhance efficiency. Proportionally fair (PF) scheduling 
is studied in [5], [6]. Its objective is to maximize the long-term throughput of users 
with respect to their average channel conditions, however, it is not efficient for delay-
sensitive applications. In [7], Max delay utility (MDU) is investigated that takes 
channel conditions and queue length into account, but does not consider empty-after-
service (EaS) events. 

In this paper, we focus on data services that are delay-sensitive and the scheduling 
for downlink data transmission in OFDM networks is investigated. It is verified in [8] 
that maximizing utility can automatically balance resource efficiency and fairness. 
Based on utility function relative to average waiting time, an algorithm is proposed to 
dynamically allocate subcarriers among users which considers the current subcarrier's 

channel conditions and queue length. A utility function, ( ) ( )1r  ≥−= rWWU r  is 

introduced to guarantee fairness. Compared with PF and MDU algorithms, the 
proposed algorithm can provide better delay performance and enlarging the queue 
stable region. The effectiveness of our scheme is verified through complexity analysis 
and simulation. 

2   System Model  

OFDM provides a physical layer basis for multiple shared channels. The scheduler at 
base station (BS) simultaneously serves M users. To obtain high performance, in this 
paper, it is assumed that frequency and time multiplexing is allowed in the whole 
resource, the channel state information, signal-to-noise (SNR) is obtained by the 
scheduler by pilot signals and each user has a buffer with large capacity for its 
incoming packets. To predict channel conditions, the BS transmits the pilot signals to 
each user. Upon receiving the pilot signals, users estimate the channel state 
information, signal-to-noise (SNR) and feed the information back to BS by which the 
scheduler at BS can determine the achievable data transmission rate and allocate 
subcarriers for users.  Having obtained the channel conditions and the required BER 
of each user, scheduler allocates subcarriers based on average waiting time. The 
granularity offered by OFDM is exploited in this scheme. Packets scheduling for 
downlink data transmission is achieved using the proposed algorithm. The scheduling 
model for downlink data transmission with N subcarriers and M users is shown in  
Fig. 1. 
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Fig. 1.  Scheduling for downlink packet transmission in OFDM networks 

3   Packet Scheduling 

3.1   Problem Formulation 

Assume that total bandwidth is B consisting of K subcarriers channels, hence each 
subcarriers has a bandwidth of ∆f  =B / K. Let S denote the subcarrier index set  
S ={1, 2, …,K}. The lower the variance of the service transmission rate, the shorter 
queuing latency according to the queuing theory [9]. A high peak data transmission 
rate contributes to shortening the delay of bursty traffic. Our objective is to minimize 
queuing delay by dynamic allocating subcarriers in terms of the current queue length 
and channel quality. Considering delay-sensitive applications, when the traffic load is 
heavy, the violation probability, Pr {.}can be denoted by:  Pr { T > T max }≈ exp 
{―T max / W } that can be utilized in G1/ G /1 queues. T and T max are a packet 
waiting time and the delay bound respectively. W is the expected value of T, E [T]. 
Hence, it is acquired that shortening the average waiting time is approximately 
equivalent to minimizing the delay violation when the traffic is heavy. It is reasonable 
to formulate optimization problems using the mean of delays since most delay 
violations are caused during heavy traffic.    

Utility theory provides the exact means to formulate the relations between user 
experience and various network performance matrices. It relates network resource to 
user-perceived application performance [10]. In this paper, we denote utility function 
as U(r) that relates effective serving rate to user's application requirement that is 
delay-sensitive by using average waiting time.  

3.2   Utility Function 

Assume that control mechanism is perfect which is typically a combination of link 
layer ARQ and advanced modulation schemes obtained by selecting the appropriate 
one, therefore, for delay-sensitive applications, U(r) depends upon channel quality 
that is determined by the current channel signal-to-noise ratio (SNR) and the 
resources that are the subcarriers and buffers provided for users. In terms of the user's 
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perception of application performance, the required bit-error-rate (BER) is considered 
when formulating a utility function. Let the achievable data transmission rate per Hz 
for user i on subcarrier k during time slot n be Ci[k,n]. In a general way, Ci[k,n] are 
determined by the current channel SNR and the bit-error-rate (BER) required by user. 
When continuous rate adaptation is exploited, the achievable transmission rate (per 
Hz) on subcarrier k for user i can be formulated as a function relative to the SNR, 
ρi[k,n] [10]. Ci[k,n] = log2 ( 1 + β ρi[k,n] ), and β is a constant determined by the 
required  BER ,  β = ─1.5 / ln ( 5BER ). 

Establishment of the Utility Function.   Let ( )n
iD  denote the set subcarriers indices 

allocated to user i at time n. In OFDM systems, since each subcarriers cannot be 
shared by multiple users, we have: 

( ) ( ) jDD n
j

n
i ≠∀= i       ,        φI  (1) 

With subcarrier allocation, when continuous rate adaptation is used, the data 
transmission rate of user i at time slot n, ri[n]  can be expressed by [11]: 

[ ] [ ]
( )

∑
∈

∆=
n

iDk
ii fnkcnr   ,          (2) 

For a given user service, the required BER is a constant, which means the 
corresponding β is fixed. Therefore, ci[k,n] is only determined by ρi[k,n]. In a OFDM 
system, ∆f is fixed, hence, we can express ri[n] as a function with respect function 

ρi[k,n]. For delay-sensitive applications, according to: Pr{ T > Tma x}≈exp {−Tmax / W}, 
when keeping Tmax constant, the delay violation in the heavy-traffic scenario can be 
minimized by shortening the average waiting time. Without loss of generality, most 
delay violations occur during heavy traffic load, thus we consider it reasonable to 
formulate optimization problems by exploiting the mean of delays. Denote the 
average arrival bit rate of user i as λi, which is defined to be:  

[ ]
n

nA

T
i

ns
i

∞→
= lim  1      λ  (3) 

where, Ai[n] represents the total amount of bits arriving during (0, nTs) and Ts is the 
length of each time slot in OFDM system where signaling is time-sloted. We denote 
Qi[n] as the amount of bits in the queue of user i at time nTs. Assuming that Qi[n] is 
ergodic, with Little's law, we express the average waiting of time for user i as Wi,  
Wi = Qi/λi  and  have: 

[ ] NnQQ
N

on i
N

i ⎟⎟
⎠

⎞
⎜⎜
⎝

⎛= ∑ −

=∞→

1
lim  (4) 

The scheduler serves user i at rate ri[n] during time slot n. Let ai[n] denote the 
amount of arrival bits during time slot n, the queue length of user i at time (n+1)TS, 
Qi[n+1] can be expressed as, Qi[n+1] = Qi[n] −ri[n]Ts + ai[n]. Let Tw denote a time 
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window length. When ρw = Ts / Tw, the average queue length over the time window of 

user i at time nTs, [ ]nQi

−
 is derived from: 

[ ] ( ) [ ] [ ]nQnQnQ iwiwi ρρ        11       +−−=
−−

 (5) 

Let the average waiting time over time window at time nTs be [ ] [ ] iii nQnW λ
−

= , 

since Qi[n] is ergodic, the predicted average waiting time at the end of time slot n is 
computed through: 

[ ] [ ] iii nQnW λ   1          1ˆ +=+
−

 (6) 

Since the expectation of ai[n] is equal to its average value, using E{ai[n]}=λiTs and 
according to (4),(5),(6), we have: 

[ ] ( ) [ ] [ ] [ ]( )nrTTnQnWnW isiwswiiwiwi λρρλρρ             11 −++−=+
∧

 (7) 

Optimization Objective. It is obtained from (7) that the predicted average waiting 
time at time (n+1)Ts is a function of the service rate during time slot n, ri[n]. The 
optimization objective is to maximize the total utility function with respect with the 

average waiting time at each time slot, [ ]( )1ˆ +nWUi  , which is expressed as 

[ ] { }
[ ]( )∑

=∈
+

M

i

i
Minr

nWU
i 1

...2,1,
1ˆ  max . According to differential calculus theory, it can be 

derived through: ∂U /∂ri = ( −∂Ui / ∂ri) (ρwTs  / λi ) when given the arrival process. 
Since ri[n-1] is constant at time slot n, when ρw  is small enough, the optimization can 
be obtained by  maximizing a linear function with respect to ri[n] :  

( )
[ ]( ) [ ]∑

=∈
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where, iλ̂  that can be estimated  with Poisson distribution is the expected value of iλ  

and (8) is subject to: ( ) ( ) ( ) nn
j

n
i

n
i

Ei
EjijiDDSD

n
∈∀≠=⊆

∈
,,, φIU . 

En  = {i:Qi[n]>0},   .is the user set in which each user's queue is not empty at time 

nTs after being served.  

4   Subcarrier Allocation Algorithm 

Although the optimization objective can be achieved by using (8), there is the case 

that when ri[n]Ts ≥ Qi[n], user i 's queue is empty after being served by scheduler, 
This is called EaS case in this paper. In this situation, the scheduler may waste 
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subcarriers shared by users and the optimization of allocating subcarriers can be 
obtained by: 

( )
[ ]( ) [ ]( ) siiii

EiD
TnQnWU

nn
i

λ̂max '

, ∈
 (9) 

where nE is the user set where each user's queue is empty at time nT S after being 
served. Using (9), some subcarriers provided for the users with the EaS case are 
reassigned to those users without such case to maximize allocating efficiency of each 
step. To implement it, it must be determined how often the EaS event occurs. Assume 
that for user i, the number of EaS events is qi during (0, nTs), i ∊{1,2,… M}, the 
average cycle length of EaS event of user i is Li = nTs/qi and we can obtain when  

i =1,2….M, Li is bounded by: max {1/(nTs/qi)} ≤  1/Li ≤  ∑1/(nTs/qi). Moreover, 
according to [12], we also can obtain the long-term average cycle length for user i, Li 

by: Li = Wi + 1/λi. Therefore, Li is subject to: max{1/(Wi+1/λi)}≤ 1/Li≤∑{1/(Wi+1/λi)} 
(i = 1,2,….M ). It is shown that the smaller Li is the lower Wi is. This means that the 
downlink is less congested. Let [ ]nkm ,ˆ  be subcarrier k to be user i at time n, and 
execute the algorithm at start of an EaS event, the algorithm is as follows: 

Step 1: Obtain the cycle length of EaS event, Li.. 
Step 2: Compute each user's BER, and SNR. 
Step 3: Allocate subcarriers to user i according to:  

[ ]
( )

[ ]( ) [ ] siiii
EiD

TnQnWUnkm
nn

i

λ̂maxarg,ˆ '

,
⎟
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⎝
⎛←

∈
 (10) 

Step 4: Repeat Step 2, and, if not reaching the start of cycle of next EaS event, 
allocate subcarrier to user i, using:  

[ ]
( )

[ ]( ) [ ]∑
∈∈

←
n

nn
i Ei

iiii
EiD

nrnWUnkm λ̂    maxarg,ˆ '

,
 (11) 

Otherwise, return to Step 1. 

For the computational complexity, according to (10), (11) and max{1/(Wi+1/λi)}≤ 

1/Li≤∑{1/(Wi+1/λi)} ( i =1, 2,…M ), it can be verified that the algorithm has linear 
complexity both in the number of users and the number of subcarriers, hence, it  is 
very simple and efficient.  

Based on this algorithm, the utility function, U(W) = −W r / r ( r ≥ 1) is introduced 
to provide fairness among users by adjusting r while maintaining the efficiency. 

5   Simulation 

It the simulation, the number of users M is 20 and each user’s channel suffers 
multipath Rayleigh fading with bad-urban delay profile. Let the 20 users have 
different distance from the BS, thus their average achievable transmission rates are 
different due to path loss. The 20 users have the same average arrival rate. The 
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required BER is 10-6. Doppler shift is 15Hz, which means each user is slowly moving. 
The total channel bandwidth is 1.92MHz consisting of 128 subcarriers. For the 20 
users, the average achievable transmission rate of best user is 1.26kbps (per kHz), and 
that of the worst user is 0.20kbps (per kHz). An ON-OFF model is used to capture the 
random traffic stream from 20 users. During a burst ON period, Poisson distribution is 
utilized to capture the packet arrival rate. An exponential distribution is for the OFF 
duration [11]. The packet length is constant and a set achievable transmission rate in 
bits per Hz, {1, 2, 4, 6, 8,…} is used instead of being consistent with (2). The 
performance of the mean delay is expressed as a function with respect to average 
arrival rate.  
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Fig. 2. Delay performance of the worst user with different average arrival rate 
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Fig. 3. Delay performance of the best user with different average arrival rate 
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queue state information into account, but does not consider EaS events. Let r =3, the 
results are shown in Fig.2. and Fig.3. 

 It is shown in Fig. 2 and Fig. 3 that when PF is used, for both the best user and the 
worst best, if the arrival rate exceeds 80 kbps, the system becomes unstable, causing 
the mean delay to sharply increase. For MDU algorithm, the stable region can reach 
110kbps and the mean delay of the best user is lower than that of the worst user. 
Utilizing our algorithm, the stable region for the worst user is enlarged to 130kbps, 
and for the best user, it increases to about 132kbps.  

To estimate the throughput of system, the performance are provided by simulation. 
In this simulation, we also compare our algorithm with PF and MDU. The number of 
users is 20 and the average arrival rate and SNR is same for each user. However, 
different users have different distances from the BS. For all 20 users, the maximum 
delay is 20ms and the length of packet is 8k (bit). Fig. 4 shows the results that the 
ratio of throughput is as a function of the average SNR.  
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Fig. 4. Throughput ratio of system with respect to the average SNR 
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Fig. 5.  Mean delay vs. average arrival with different r 
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Fig. 4 shows that when the average SNR is greater than 10dB, the ratio of 
throughput can arrive at about 97% using our algorithm. However, when SNR is11dB, 
the ratio of throughput correspondingly reaches 94% and 92.5% by using PF and 
MDU algorithm respectively. This is because that our algorithm considers the EaS 
events caused by the case that the achievable transmission rate is different among 
users due to their path difference.   

The utility function, U(W) = −W r / r ( r ≥ 1) is introduced that can provide the 
different degree of delay fairness, which is demonstrated through simulation, shown 
in Fig. 5. 

It is shown in Fig. 5 that regardless of both the best user and the worst user, the 
stable regions where the value of low mean delay is provided can be enlarged by 
enhancing r. When r increases to 3 from 1, for the best user and the worst user, their 
mean delay is still very low if the average arrival rate is less than 120kbps. This 
provides low delay transmission while guaranteeing the level of fairness. 

6   Conclusion 

In this paper, concentrating on delay-sensitive applications, we propose a dynamic 
scheduling scheme for downlink packet transmission in OFDM networks. The current 
information of buffer length and channel conditions is efficiently utilized to 
dynamically allocate subcarriers among users. Based on utility function relative to 
average waiting time, an algorithm is presented that can efficiently allocate 
subcarriers to users while guaranteeing fairness. Simulation results show that 
significant extension of stable range and low mean delay can be achieved by using the 
algorithm. Therefore, the scheme is suitable for delay-sensitive traffic. The efficiency 
of scheme is verified using mathematical analysis and simulation. 
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Abstract. Channel estimation is very important for MIMO (Multiple Input 
Multiple Output) OFDM (Orthogonal Frequency Division Multiplexing) 
systems, while computation required is relatively large. Block-pattern optimal 
pilot reduces the computation, but is not suitable for high speed mobile 
environment. In this paper, comb-pattern optimal pilot is proposed to reduce the 
error of channel estimation. It can be proved by simulation that performance of 
system with comb-pattern optimal pilot is much better than that with 
block-pattern optimal pilot, and the computation required is still small. 

Keywords: comb-pattern, pilot, MIMO, OFDM. 

1   Introduction 

Wide-band wireless communication system faces the challenges of multi-path fading 
and bandwidth efficiency. OFDM can deal with multi-path fading effectively by 
changing the wide-band fading channel into several flat sub-channels. On the other 
hand, MIMO technique can improve the transmission rate without additional 
bandwidth requirement by introducing multiple transmit antennas and multiple receive 
antennas. Therefore, a lot of interest has been given to the combination of OFDM and 
MIMO techniques. [1][2][3][4] 

Channel estimation of MIMO-OFDM system is much more complex than that of 
SISO (Single Input Single Output) OFDM system since the independent channels 
from transmit antennas to receive antennas share the same bandwidth.[5][6] Block 
pattern optimal pilot sequence was proposed in [7][8]. It reduces computational 
complexity by changing the inversion of a common matrix to that of a diagonal matrix. 
On the other hand, it uses all the sub-carriers in a symbol as pilots, which is only 
suitable for training period, and is not good for catching up the time-variant property 
of fading channel.  

In this paper, optimal pilot sequence in comb-pattern is proposed. It is verified with 
simulation that better performance is achieved in high speed mobile environment. In 
section 2, MIMO-OFDM system is introduced. Optimal pilot sequence in block pattern 
is discussed in section 3. Section 4 introduces optimal pilot sequence in comb pattern, 
and section 5 presents simulation results. Finally, conclusion is drawn in section 6.  
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2   MIMO-OFDM System 

The concept of OFDM was proposed by Saltzberg in 1960s, and DFT (Discrete Fourier 
Transform) was introduced into OFDM in 1971 [9][10].  

Consider a data sequence (X0, X1, ……, XN-1), where Xk is a complex number 

expressed as Xk = ak+jbk. Modulate Xk with orthogonal complex baseband signals, 
tj ke ω , and carrier signal, tj ce ω , we have 
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where Tkk /2,* 00 πωωω == , T is the symbol duration of the data sequence, 

and cω  is the carrier frequency of modulation. The equivalent base-band signal is 

given by 
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Sampling signal )(' tx  at the time NnTtn /= , the process of modulation can be 

implemented with IFFT (Inverse Fast Fourier Transform) process 
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Consequently, demodulation is achieved with FFT (Fast Fourier Transform) 

{ })(nxFFTX k = .                        (4) 

Hence, a complete digital implementation could be accomplished to carry out 
modulation and demodulation of an OFDM system. 

To improve capacity of the system, multiple transmit antennas and multiple receive 
antennas can be adopted. Compared with SISO system with flat fading channel, a 
MIMO system can improve the capacity by the factor of the minimum number of 
transmit and receive antennas. [11] 

In practical MIMO-OFDM systems, STC (Space Time Code) is introduced to 
achieve better performance. Fig. 1 presents the structure of a MIMO-OFDM system 
with STC. Accurate STC decoding needs information of channel, which implies the 
importance of channel estimation.  
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Fig. 1. MIMO-OFDM system with STC 

3   Optimal Pilot Sequence in Block Pattern 

Consider a MIMO-OFDM system with M transmit antennas, N receive antennas, and K 
sub-carriers. The received signal of the k-th sub-carrier from the j-th receive antenna in 
the n-th symbol can be expressed as  

∑ +=
i

jiijj knkntknHknr ],[],[],[],[ ω .              (5) 

where ti[n,k] is the transmitted signal from the i-th transmit antenna, ],[ knjω  is the 

noise in channel, and Hij[n,k] is the channel transfer function from the i-th transmit 

antenna to the j-th receive antenna.  

The channel transfer function is independent from different receive antennas, thus 
the subscript of receive antenna can be ignored, and (5) can be expressed as  
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i

ii knkntknHknr ],[],[],[],[ ω .               (6) 

If the impulse response of channel has K0 non-zero values, the channel transfer 
function in frequency domain can be derived from  
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where ],[ lnhi  is the channel impulse response from the i-th transmit antenna in the 

n-th OFDM symbol, and K
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In a MIMO-OFDM system with two transmit antennas, when all the sub-carriers are 
used as block-pattern pilots, the channel impulse response is given by [5] 
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can be obtained from Fourier transform of correlation function of the pilots, and   
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But matrix inversion in (8) needs much computation. According to this, optimal 
pilot sequence in block pattern  

ikK
Ki Wkntknt 0],[],[ 0
−= .                    (12) 

was proposed, where 
⎥⎦
⎥

⎢⎣
⎢=

M

K
K 0

.[7][8] It changes the matrix ][nQ  to a diagonal 

matrix, which greatly reduces computation of matrix inversion. 

But pilot sequence in block pattern uses all the sub-carriers as pilots, which is 
unnecessary when the number of sub-carriers is relatively large. And at the same time, 
it is difficult to catch the property of channel between pilot symbols in high-speed 
mobile environment.  

4   Optimal Pilot Sequence in Comb Pattern 

As described in the previous section, pilot sequence in block pattern is not good for 
catching up time-variant multi-path channel. But if keeping pilots in continuous 
symbols, and using enough pilots to make over-sampling of the channel transfer 
function, information of the channel transfer function will be kept, and continuous 
detection will be accomplished. 



88 Q. Ge and H. Yang 

 

If there are K0 non-zero samples in channel impulse response )(lh , and K 
sub-carriers in MIMO-OFDM system, the channel transfer function of the whole 
bandwidth can be expressed as 
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If P ( 0K
M

P ≥ ) pilots are uniformly distributed in the sub-carriers, pilot channel 

transfer function will be sampling of HK(n) 
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In a system with M transmit antennas and N receive antennas, the p-th received pilot 

in the n-th symbol can be expressed as  
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where ),( pnω is white Gaussian noise in channel. Since there is no Inter-Symbol 

Interference (ISI) among the OFDM symbols due to the guard interval, the parameter n 

can be omitted, and the received pilot from estimated channel impulse response 

becomes 

∑∑∑∑ −

=

−

=

−

=

−

=
== 1

0

1

0

1

0

1

0

0 )())(
~

()())(
~

()(
~ K

n i
np

Pi

M

i

P

n i
np

Pi

M

i
pSWnhpSWnhpR , 

1......,1,0 −= Pp .                   (16) 

where P
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P eW
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= . Then we can get error of received pilot 
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where )( pR  is accurate value of received pilot. Let 0
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where 1,......,1,0 0 −= Km . 
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Then Eqn. 18 can be rewritten as 
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the previous equation can be expressed in matrix form hX
~•Ψ= , or 

Xh •Ψ= −1~
. 

From the analysis above, we can get channel impulse response of MIMO-OFDM 

system with comb pattern pilot, but inversion of matrix Ψ needs much computation.  

Introducing some restriction among the pilot from different antennas 
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When 1|)(| 0 =pS , 

))(()( nQijPnij −−= δϕ .                (24) 

The sub-matrixes of Ψ  will be analyzed below. 

As to the sub-matrixes on the diagonal of Ψ , or ji = , only when 0=n , 

0)( ≠nijϕ . As to the sub-matrixes not on the diagonal of Ψ , or ji ≠ , when 

0KQ ≥ , 0=Ψij . In the summary, when 0KQ ≥ , Ψ  can be written in diagonal 

form 
0KMUP ⋅⋅=Ψ , where 

0KMU ⋅  is a )()( 00 KMKM ⋅×⋅  unit matrix. This 

way, inversion of Ψ  becomes inversion of a diagonal matrix, and the estimation of 

channel impulse response becomes X
P

h
1~ = .  

5   Simulation Results 

A QPSK MIMO-OFDM system with 2 transmit antennas and 2 receive antennas is 
used in the simulation with carrier frequency of 2GHz and bandwidth of 5MHz. The 
vehicle speed is 20m/s, resulting in the maximum Doppler frequency of 133Hz. The 
total number of all sub-carriers is 2048. In block pattern, 1/8 of all the OFDM symbols 
are used as pilot, while in comb pattern, 1/8 of all the sub-carriers in an OFDM symbol 
are used as pilot. The channel model used in this study is the Rayleigh channel 
recommended by ETSI (European Telecommunication Standards Institute) for 
European 3G standard. The channel parameters are shown in Table 1. 

Table 1. Parameters of channel 

Tap Relative delay (ns) Average power (dB)
1 0 0.0 
2 310 –1.0 
3 710 –9.0 
4 1 090 –10.0 
5 1 730 –15.0 
6 2 510 –20.0 
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Space-Time Block Code (STBC) is used to transmit payload. Complex vector 

⎟
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1 nn SS  from two transmit antennas.  

Fig. 2 presents error of channel estimation with different pilot patterns, and Fig. 3. 
gives out BER (Bit Error Ratio) of the system. It can be concluded from the figures that 
the performance with comb pattern pilot is much better than that with block pattern 
pilot.  

 

 Fig. 2. Error of channel estimation Fig. 3. BER of the system 

6   Conclusion 

A lot of interest has been given to MIMO-OFDM for achieving high bandwidth 
efficiency in multi-path fading channel, however channel estimation of it needs much 
computation. In this paper, comb pattern optimal pilot sequence is proposed to reduce 
computation of channel estimation. At the same time, it is more suitable for the 
high-speed mobile environment, comparing with traditional block pattern optimal pilot 
sequence. Error of channel estimation and BER of the whole system are greatly reduced, 
implying potentials of the proposed algorithm in the future MIMO-OFDM systems. 
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Abstract. Wireless packet-scheduling is a crucial component for providing 
quality of service (QoS) in CDMA networks. In this paper, we propose  
channel-adaptive rate-scheduling based on Generalized Processor Sharing (CA-
GPS) to guarantee minimum service rate and to provide proportional fairness 
among heterogeneous multimedia traffic for QoS differentiation. The CA-GPS 
scheduler assigns different GPS weights according to traffic priorities, to pro-
vide differentiated services under time-varying channel conditions. Soft-uplink 
capacity analysis is performed and used to improve the utilization of CDMA 
system resources. The performance analysis and evaluation of proposed CA-
GPS is achieved via simulation in terms of achievable throughput, delay, and 
proportional fairness. 

1   Introduction 

There are many needs to support heterogeneous multimedia traffic having different 
quality of service (QoS) requirements in wideband CDMA networks. This paper tack-
les an efficient scheduling to provide maximum uplink system throughput, minimum 
average delay and proportional fairness in accordance with traffic priority through 
dynamic resource allocation under the different traffic QoS requirements and time-
varying channel conditions. 

An ideal fairness scheduler is Generalized Processor Sharing (GPS) [1] which as-
signs each traffic a different fixed weight and dynamically allocates bandwidth to all 
backlogged traffic according to their weights and traffic load. Several GPS-based 
schedulers have been proposed for wired/wireless networks [2~7]. However these 
schedulers are implemented using a time-scheduling approach, which represents high 
complexity due to the extensive computation for each packet’s virtual time. The time-
scheduling approach is suitable for time-division multiple access (TDMA) or hybrid 
time division duplex (TDD)/CDMA. The CDMA system is interference-limited and 
the system capacity depends on the sum of the allocated rate in each block of data. 
The optimum scheduling scheme is required to incorporate relationships with these 
traffic rates and received powers. 

Previous work relating to GPS-based uplink- scheduling for CDMA environments 
are mentioned in Refs. [4][8][10]. However the available system capacity in this work 
is treated as static, with patterns that do not vary over time, resulting in poor total 
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system throughput and which cannot adapt efficiently to channel conditions. Also the 
scheduling schemes do not consider QoS requirements and requested QoS differentia-
tion at the same time. Efficient scheduling in a CDMA system should consider entire 
CDMA system resources representing as soft capacity [8]. Uplink system capacity is 
especially subject to the variation of signal-to-interference ratio (SIR) and requested 
rates of users in the cell. 

In this work, we will tackle channel-adaptive wireless packet scheduling method, 
considering the time-varying system capacity in order to maximize the system 
throughput while providing proportional fairness using different GPS weightings, and 
also providing QoS differentiation in accordance with traffic priorities. This paper 
proposes QoS-aware traffic and channel-adaptive scheduling based on GPS to esti-
mate up-link capacity and to provide weighted service rates upon traffic priority. Our 
scheduling function has the features of (1) higher system throughput by analyzing 
uplink capacity; (2) QoS differentiation among traffic; and (3) proportional fairness 
via different GPS weights; and (4) guaranteeing the minimum service rate in time-
varying CDMA systems. 

This paper is organized as follows: The system model we consider in CDMA cellu-
lar networks is briefly described in Section 2. The formulation of a CDMA system 
capacity analysis is described in Section 3.  In Section 4, we propose a channel-
adaptive GPS (CA-GPS) scheduling algorithm to achieve objectives of high system 
throughput, delay, and fairness under time-varying system capacity. Simulation re-
sults are shown in Section 5 to demonstrate the performance of CA-GPS schemes, 
followed by our conclusion in Section 6. 

2   System Model 

Direct Sequence (DS)-CDMA systems are considered in this work. This paper fo-
cuses on an uplink scheduler that resides at each base station (BS). The physical data 
channels in the uplink are distinguished by pseudo-noise (PN) codes. In this paper we 
assume the uplink capacity is interference-limited and is not limited by the number of 
available PN codes due to multiple-access interferences (MAI).   

The power control of the user with a low speed is nearly perfect for maintaining 
the target bit error rate (BER).  On the other hand, the power control is difficult for 
fast-moving users due to fast channel fading. In this paper we assume that all users in 
the cell move slowly for perfect power control without loss of generality. 

The transmitting channel rate of each mobile station (MS) is scheduled on a  
time-slot basis. The required BER is different according to voice, video, and data 
traffic. The minimum SIR to meet the minimum required BER, however, is targeted 
to satisfy CDMA systems. The leaky-bucket regulator is required to shape each traffic 
source in order to achieve a bounded delay for a user. Fig. 1 is the system queueing 
model for our proposed CA-GPS scheduling.  All active users share time-varying 
uplink capacity and the scheduler can allocate each user’s rate differently.  The avail-
able system capacity may be different from different time slot. 
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Fig. 1. System model of CA-GPS 

3   The Estimation of CDMA System Capacity 

Uplink capacity of a CDMA system is dynamically changing according to time and 
users’ position. In this section, we will estimate the uplink capacity in order to maxi-
mize the total throughput. Let us consider the uplink of a CDMA system containing 
B(t) backlogged mobile users at time t. Without loss of generality we assume that 
each user has only one flow active at a given time. The transmission power of a mo-

bile user i is denoted by ip . Let iG  be the spreading gain of user i and iγ  be its 

minimal SIR required to satisfy its QoS requirements. The corresponding QoS con-
straints are given by: [10]  
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where W : Bandwidth, )(thi : Channel gain at time t, 0η : One-sided power spectral 

density of additive white Gaussian noise. 
The optimal power solution can easily be derived when all QoS constraints are met 

with equality.  
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Eq. (2) can be modified to:  
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If we write Eq. (3) for all i’s and add those equations, it can be shown that:  
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By employing Eq. (4) in Eq. (3), the optimum power solution is determined:   
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Since the power value should be positive and limited, the following necessary con-

dition, 1
)(

1

<
+∑

=

tB

i ii

i

G γ
γ ,  must be satisfied.  

However, when the left-hand side of the necessary condition is close to 1, the  
optimal power levels may be too high to be sustainable. Moreover, the increase in the 
total power of users in one cell may adversely affect the surrounding cells and stimu-
late an increase in intercell interference. Therefore, it is necessary to impose the  
inequality: 
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From now on, we’re going to show the available uplink capacity based on above 
statements. The received power level at the base station is restricted. Here, the power 
constraints are defined as: 

max0 ii PP ≤≤  (7) 

where max
iP  is the maximum transmission power limit of user i. Using Eqs. (5) and 

(7) implies that [10][11]: 
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is power index of user i. 

Finally, we can obtain the available maximum uplink capacity at time t, )(tψ , by 

comparing  Eqs. (6) and (8). 
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Eq. (9) indicates that )(tψ is mainly affected by channel gain and power index of 

user i.  

4   Proposed Channel-Adaptive GPS (CA-GPS) Scheduling 

In this section, the CA-GPS scheme is introduced, allocating resources to all users, 

while considering the soft capacity. Let )(kri  be the allocated service rate of user i, 

)(kB  and )(kR be the set of active users and the total amount of allocated service 

rates (i.e., ∑
∈ )(

)(
kBi

i kr ) for time slot k, respectively. Also, let )(kψ  be the available 

maximum uplink capacity in time slot k. iφ  denotes the weight of user i. The set of 

user i is not allocated by any service rate that is represented for compensation 

as )(kα . The CA-GPS scheduler allocates each allocated rate to user i, )(kri , using 

the following steps as in Fig.2:  
In this algorithm, we calculate )(kR  using )(kψ  for estimating the available up-

link capacity. Users have fixed-service rates in previous work. However we consider 
a minimum service rate in order to serve more users in the same period. This causes 
the main difference in terms of total system throughput and efficiency. After that we 
allocate the extra resources to other active users considering various traffic priorities. 
This is for providing proportional fairness to all active users.  

The case of branch 1 is for bad channel. If the amount of all active users’ minimum 
service rates is more than )(kR , we allocate resources to users randomly until 

)(kC is less than )(min min
ii r as shown in the middle area in Fig.2. Since traffic has 

higher priority and a higher minimum service rate, we have to check the minimum 
service rates of all users in order to maximize utilization in the remaining resources. 
The reminder of resource has to be compared with priority order and allocated to the 
other user having a minimum service rate less than the reminder. If a minimum  
service rate is not considered as other works, we can’t guarantee quality of service 
when channel state is bad. We give more priority to the total system throughput rather 
than achieving proportional fairness. The case of branch 2 is for good channel. (we 
show it in the left side of Fig.2).  

Another feature in this algorithm is compensation, i.e., we serve users who were 
not served on time due to the channel state condition. This also improves total system 
throughput. Consequently, the proposed algorithm provides proportional fairness and 
higher throughput compared to other GPS-based schemes. 

The above resource allocation procedure is aimed at finding )(kri  of user i, while 

maximizing the total throughput and satisfying the GPS fairness constraint. This  
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algorithm also provides the minimum service rate with higher priority and increases 
the throughput of each user due to the compensation in subsequent user allocation for 
the users who are in the set )(kα and received insufficient services in previous time  

interval. 
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Fig. 2. CA-GPS Algorithm 
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5  Simulation Results 

In this section, simulation results are presented to demonstrate the performance of the 
proposed CA-GPS scheme in terms of delay, system throughput and proportional 
fairness. The scheduling period T is 10ms. In simulation, the CA-GPS scheme is 
compared with the CDGPS [8] under heterogeneous traffic environments. 

The total bandwidth is assumed to be a constant W = 5Mb/s. The total available 
uplink capacity is estimated by solving Eq. (9). Ten flows are considered, and as-
signed as different weights. All flows are modeled by a Poisson process with average 
arrival rate λ  and packet length L , shaped by a leaky-bucket regulator for providing 
the bounded delay. The corresponding values of all the parameters used throughout 
our study are shown in Table 1 [10][12]. 

Table 1. Simulation Parameter Values 

Parameter Value 
Packet size 5kbits 

AWGN spectral density )( 0η  610−
 

Minimum channel gain ))(( thi  0.25 

Maximum transmission power )( max
iP  0.5W 

Weight(user 0,1,2,3,4,5,6,7,8,9) (1,1,1,1,1,2,2,2,4,4) 

Required SIR )( eb IE  5dB 

Scheduling cycle )(T  10ms 

Minimum required service rate )( min
ir  192,320,640kbps 

 

 

Fig. 3. Throughput comparison: CA-GPS and CDGPS 
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Fig. 4. Average delay 

 

Fig. 5. Proportion fairness 

Fig. 3 shows the throughput comparison of being used CA-GPS and CDGPS. The 
traffic load is the sum of average arrival rates of the ten data flows. The proposed 
scheme throughput is higher than CDGPS because CA-GPS uses the concept of mini-
mum service rate. It is shown that CA-GPS can improve the uplink throughput. 

Fig. 4 shows the average delay with different system loads. In this figure, it can be 
seen that the average delay performance of CA-GPS with a soft capacity is better than 
CDGPS with a fixed capacity. The minimum required service rate is the first consid-
eration in CA-GPS. Therefore, more users can be served. 

Fig. 5 shows the throughput with different weights. Flow weights have proportions 
of 1:2:4 and the throughput of flows are close to the proportion in CA-GPS. On the 
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other hand, CDGPS does not consider the minimum service rate. Consequently, the 
flow has a lower weight that sometimes cannot be served when the channel condition 
is bad.  

6   Conclusion 

In this work, an efficient scheduler is proposed to satisfy the QoS requirements of 
multimedia traffic in a CDMA uplink system. The time-varying capacity is estimated 
with the consideration of a user’s QoS requirements, channel fading effect, and trans-
mitting power. The proposed channel-adaptive scheduling based on GPS (CA-GPS), 
adapts the time-varying channel capacity and minimum required service rate in order 
to improve system utilization, average delay and proportional fairness. The perform-
ance of proposed scheduling is compared with CDGPS [8] as “fixed capacity” shown 
in Fig. 3~5.  The proposed scheduling method is closer to fluid-modeled GPS than 
other GPS-based scheduling for CDMA systems.  
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Abstract. Since the capacity in WCDMA system is limited by interference, an 
efficient radio resource mechanism is important to enhance overall perform-
ance. Previous researches have shown that uni-access mode is an efficient way 
to reduce intracell interference caused by other transmitting users, and hence 
higher performance is attained compared to traditional multi-access mode. 
However, due to the constraint in the practical system, a single user might not 
fully utilize the available bandwidth. Consequently, the system capacity as well 
as throughput will be not optimized. This paper introduces a novel Transport 
block size based Adaptive Scheduling Scheme (TASS) that utilizes radio re-
source more efficiently and sufficiently. Different from both uni-access and 
multi-access mode, the TASS can be seen as a mixed version of them called 
hybrid-access mode. Via the transmission strategy, less power is required while 
achieving equivalent throughput and thus higher performance is expected. In 
order to guarantee the delay time of each user, the scheduling algorithm earliest 
deadline first (EDF) is applied. As a result, the TASS is suitable for real-time 
traffics. The experiment results demonstrate that this new transmission strategy 
carries advantages in system capacity, average delay and overall throughput.  

1   Introduction 

Wideband code-division multiple-access (WCDMA) is selected as the radio interface 
technology in UMTS and is designed for packet-based multimedia services in 3G 
wireless communication network [1]. In WCDMA systems, the radio resource can be 
allocated to the users by regulating their transmission powers and spreading gains so 
as to satisfy the diverse QoS requirements of the users and maximize utilization of the 
available bandwidth. The data transmission rate can be controlled by employing a 
variable spreading factor (VSF) method [2]. The method for dynamic rate variation is 
attractive due to its simplicity in implementation and potential for low power con-
sumption at the mobile handsets.  

Since mobile users in WCDMA cellular system transmit in the same frequency at 
the same time, spectrum sharing introduces interference, which degrades the ability of 
reliable communications. By this, the capacity in WCDMA system is limited by  
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interference. The total received interference consists of intra-cell interference, result-
ing from simultaneous transmissions within the same cell, and inter-cell interference, 
caused by transmitters in other cells. To mitigate the impact of intercell and intracell 
interference, transmitting power thus is an important controllable resource for balanc-
ing the desired signal and interference powers at the receiver. In addition to power 
control, it is feasible to manage interference by means of scheduling transmissions. 
Under this scheduled transmission strategy, some traffics are deferred so that only few 
users are transmitting within each cell. Consequently, the intracell interference is 
reduced and the throughput of remaining transmitting users is increased.  

Under this concept, two radio-access options are classified as uni-access and multi-
access [3]. In multi-access mode, all mobiles access the channel simultaneously as 
they need and this is the way current CDMA systems operate. In uni-access mode, 
users are operated in the consecutive time slots one after the other and only one mo-
bile is allowed to access the channel at any time instant, which is like TDMA over 
CDMA. The results show that the uni-access mode can reduce interference thus the 
available bandwidth is utilized more efficiently and higher data rate is expected.  

This paper is organized as follows. In Section 2, radio resource management and 
transmission strategies in previous studying are described. Our proposed transmission 
scheme, a novel transport block size based adaptive scheduling Schemes (TASS) is 
presented in Section 3. In Section 4, we show the simulation models as well as scenar-
ios and the simulation results compared with transitional WCDMA, TDMA over 
CDMA are demonstrated. Finally, conclusions and the future works are given in  
Section 5. 

2   Related Works 

[4] and [5] address the problem of maximizing throughput in cellular CDMA net-
works by jointly controlling the data rates and transmit powers of users, subject to 
some constraints. The constraints are specified in terms of minimum required data 
rate, the maximum power used by a mobile host, and the minimum achieved SIR 
value. The optimization criterion is the maximization of the sum of the transmission 
rates. No scheduling policy is considered.  

A different QoS constraint for non-real-time traffics based on an average data rate 
rather than an instantaneous data rate is proposed in [6]. It requires an amount of data 
of user should be delivered during a period of time. Therefore, as a higher transmis-
sion rate is applied, a shorter transmission time will be obtained. By the concept, the 
transmissions can be scheduled. It shows that with the scheduling policy only one 
user in the cell is allowed to transmit at a time, the same amount of data can be deliv-
ered with less energy.  

In [7], two classes of users consist in the system: real-time and non-real-time users. 
The optimization criterion is maximization of throughput subject to target SIR value. 
It is found that higher throughput can be obtained by scheduling transmitting users 
properly. That is, only one user is allowed to transmit at a time optimizes throughput. 
This gain does not necessarily require more average transmission power. Because of 
the delay caused by waiting for service, only non-real-time users are scheduled, and 
the real-time terminals are always allowed to transmit when they wish. However, 
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there is no scheduling strategy considered. For example, schedule a user locates near 
the base station to transmit performs better than schedule a user locates far away the 
base station.  

A hybrid multiple access (HMA) transmission strategy is proposed in [8]. Since 
uni-access and multi-access transmission modes carry advantages in different re-
spects, the HMA coordinate to access these two modes to enhance system perform-
ance. Real-time traffics are chosen to operate in multi-access mode because of the 
delay problem of uni-access mode. In the contrast, the delay-tolerant traffics operate 
in uni-access mode for the sake that the BER requirements can be easily achieved. 
Otherwise, scheduling algorithms are applied including the EDF (early deadline first) 
for real-time traffics and the static priority scheduling (SPS) for non-real-time traffics 
to fulfill different demands of these two traffic types. 

 In [9], the authors address the problem of dynamic resource allocation in a CDMA 
network that supports real-time and non-real-time services. A jointly transmission 
power and spreading gain allocation strategy is provided for non-real-time users that 
manages the multiple access interference efficiently so as to maximize throughput, 
subject to power constraint imposed by real-time users. The target SIR is not specified 
by non-real-time users, and the reliability is assured via retransmissions. The resulting 
resource allocation strategy is implemented as a hybrid CDMA/TDMA strategy. Al-
though the proposed allocation policy maximizes the spectrum efficiency of the sys-
tem, however, an unfair allocation of the resource among users may occur.  

Uni-access mode has been considered as a better transmission scheme since no en-
ergy is wasted on resisting interference caused by other transmitting users. However, 
it is hard to always fully utilize the radio resource by a single user due to the con-
straint in the practical system that data rate is impossible to increase without limita-
tion. For example, for a user transmitting alone, the only interference is background 
noise. Suppose the maximal usable power level of this user is 3mW. When it is 
transmitting with maximal possible data rate (that is, with minimal spreading factor), 
if only 2mW is required for the user to attain its acceptable transmission quality, the 
remaining 1mW is wasted. In this case, if we allow another user to transmit simulta-
neously, higher overall throughput is expected. By this, we obtain a novel transmis-
sion scheme which is a modification of uni-access but not equivalent to multi-access 
mode. It can be seen as a mixed version of them and we call this hybrid-access mode, 
as depicted in Figure 1(c). Compare it to uni-access and multi-access modes.   

 

Fig. 1. Different transmission modes 

(c) Hybrid-access mode 

Rate for active mobiles

Time
(b) Multi-access mode (a) Uni-access mode 

Rate for active mo-

Time Time

Rate for active mobiles 
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In this paper, we propose a novel Transport block size based Adaptive Scheduling 
Scheme (TASS) scheme in hybrid-access mode, which utilizes the available band-
width more efficiently and sufficiently than multi-access mode and uni-access mode, 
respectively. It can be seen as a dynamic adjustment between these two transmission 
modes to obtain best performance adapting to different conditions. 

3   TASS (Transport Block Sized Based Adaptive Scheduling 
Scheme) 

A. Optimal Power Allocation  
A centralized optimal power allocation strategy for multiple rates with diverse QoS 
requirements has been widely discussed [10] [11]. In this paper, we focus on the up-
link WCDMA channel. Each user, i, specifies a target SIR value, denoted as γi, which 
determines the experienced bit error rate (BER) of user i at the receiver. Since uplink 
transmission power is provided by mobile host’s battery, every user also specifies a 

maximal transmission power limitation P
max
i . The path gain of the user is noted as hi.  

The goal of power allocation can be addressed as follows: assign Pi to user i as its 
transmission power, i = 1, 2 … k, where k is the number of users who are scheduled 
transmitting, such that the QoS requirements (also expressed as target SIR) and power 
constraints of different users are satisfied. The problem can be formulated as the fol-
lowing well known inequality:  

i
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Here Fi is the spreading factor defined as Fi =
iR

W
, where Ri is the data rate as-

signed to user i and W is the total system bandwidth. The η presents the background 
noise, and the intercell interference is denoted as Iinter. According to (1), the optimal 
solution can be obtained as:  
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The term gi is called as the power index of user i. Equation (2) is in the sense that 
the SIR requirements of all scheduled users are met with equality. The solution is 
feasible as long as the conservative constraint is not violated. That is, the aggregate 
power index has to be always kept below a threshold:  
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∆ is the reserved power index used to limit the assigned power levels. Equation (4) 
can be seen as the power capacity in each frame.  
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B. TASS Transmission Strategy  
1) Hybrid-access Transmission Mode  
The total power of transmissions is derived from (2):  
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Regardless of channel condition of each user, it shows that the total transmission 
power depends on the sum of power index g. From (3), we know that each g is influ-
enced by transmission rate when target SIR is the same. If we can use least g to 
achieve equivalent overall throughput, the power is saved.  

Lemma 1: while achieving equivalent overall throughput over a span of time, the 
way of allocating resource to fewer users performs better than the way of allocating 
resource to more users in the aspect of power consumption.  

Proof: assume user A is transmitting with data rate X kb/s. Equivalent throughput can 
be achieved by sum of K other users. Suppose all users specify the same target SIR, 
and each of K users is allocated with data rate Yi, i = 1, 2 … K, ΣYi = X. The sum of 
power index of K users is:  
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And the power index of user A is:  
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Since X ≥ Yi, i = 1, 2 … K, it appears that gA ≤ gK. Consequently, Lemma 1 is 
proved.  

According to Lemma 1, we know that achieving equivalent throughput by fewer 
users consumes less power than more users. Since WCDMA is an interference-limited 
system, lower power is expected to improve performance. By this, we first schedule 
users to transmit horizontally as uni-access mode rather than vertically as multi-access 
mode. In order to accommodate most users in horizontal, the data rate assigned to 
each user is as high as possible such that the amount of time they occupy will be least. 
If the horizontal capacity is full, we then allocate users vertically.  

The TASS allocation scheme is based on this. The transport block is the basic data 
unit transmitted between the physical layer and the MAC layer. We assume that a 
transport block is the basic data unit transmitted between the physical layer and the 
MAC layer. We assume that a transport block can be completely transmitted just in a 
frame time with the required data rate generated by the user.  Suppose that the frame 
time, denoted by T, is fixed and the transmission rate can be selected from the set of 
rates {Φ0, Φ1 … ΦΠ}, where Φn = nΦ1 (n = 0, 1 … Π), and Φ1 is defined as basic rate. 
For any user i, let R*

i be the minimum required data rate that user i specifies, and Ri is 
the transmission rate assigned to user i. If Ri is equal to R*

i, one frame time, that is T, 
is required to transmit an entire transport block of user i. For Ri = 2R*

i, only T/2 is 
needed. If two users, i, j, are assigned with transmission rate that Ri = 2R*

i, Rj = 2R*
j, 
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then T/2 is needed for both of them. As a result, they can be scheduled to transmit one 
by one instead of transmitting simultaneously as in conventional CDMA systems do 
while the delay requirement of them are still satisfied. The time fraction of a frame 
occupied by user i is denoted by τi, 0 ≤ τi ≤ T, i = 0, 1, 2 … k, and can be expressed as  

i

i
i R

RT *⋅
=τ           (5) 

For this, if total time fraction for users is less than a frame time T, we can easily 
schedule users to transmit one by one. Otherwise, some users will be scheduled to 
transmit simultaneously. That is, if the total time fraction of some “layer” will exceed 
T when we assign some user to this layer, this user will be assigned to next layer 
instead of this one. According to such concept, the allocation problem becomes what 
transmission rate should be assigned to users and during what period of a frame they 
are allowed to transmit.  

Since different layers cause interference to each other, it is expected that the layers 
should be as less as possible to enhance performance. The allocation problem can be 
re-addressed as: assign data rate and transmission period to users to accommodate 
most users in a frame time to transmit with least layers. An exhaustive search for 
optimal solution is not efficient because of the complexity. We will present a Best Fit 
Decreasing (BFD) approximation algorithm to solve the problem.  

2) BFD Allocation Algorithm  
In order to shorten the time fraction of each user, every user uses ΦΠ as its initial 
transmission rate of the allocation procedure and the time fraction size of each will 
then be counted by (5) according to the data rate and size of the transport block. The 
term decreasing means that users are allocated in decreasing order of their time  
fraction size. When allocating a user, we first find out the layer which after 
accommodating the user will have the least amount of time left. This is what the term 
best fit means.  

After assigning a user to some layer, the conservative constraint (4) should be 
checked between users in different layers. If (4) is violated, the user should not be 
assigned to this layer, and the next fit layer will be tried, and so on until some layer 
can accommodate the user or all layers are tried and failed. If no layer can accommo-
date the user while (4) is still satisfied, select the user, suppose it is i, with largest time 
fraction τi so far and reduce its current transmission rate Ri = Φn to Φn-1. Note that Ri 
should be larger than or equal to the minimum required rate Ri

* or this transport block 
cannot be completely transmitted during T. After that, the BFD allocation algorithm 
procedure will do again until all transport blocks are allocated, or no user can further 
decrease its transmission rate, which presents that the system is overload.  

The TASS can also be used as admission control. For each transport block, the 
BFD allocation algorithm is applied with those already admitted ones. The block will 
be admitted if it can be successfully allocated. Otherwise, it will be blocked.  

3) Scheduling  
Since delay is the key QoS requirement for real-time traffics, we adopt an earliest 
deadline first (EDF) algorithm to guarantee that the traffic with most urgent deadline 
will be serviced first. The transport block with earliest deadline is scheduled to trans-
mit first and the block with next earliest deadline will also be scheduled during the 
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same time frame as long as it can be successfully allocated in BFD. For those blocks 
with the same deadline, they are admitted in decreasing order of conservative con-
straints (4) for the sake of that the larger one can accommodate more users to transmit 
simultaneously.  

C. Implementation Issue  
The TASS is centralized and the base station is the logical entity to perform the 
scheduling procedure. The length of allocation iteration is set to be one frame. The 
assigning information to each user includes transmit power, transmission rate and 
transmitting period during the frame. Compare to conventional resource management 
which contains transmit power and transmission rate, we believe that the signal over-
head will not increase too much. In order to follow the time structure specified in 
3GPP, slot is the basic time unit of transmission. For example, if a user needs 1/4 
frame to transmit a transport block according to the assigned rate, 4 slots (since there 
are 15 slots per frame) will be given to the user. By this, the transmission format is 
not necessary to be modified.  

Since transmissions in the proposed TASS are separated more detained, synchroni-
zation is an important issue or the QoS requirements of each user may be violated. In 
[12], the USTS addresses the synchronization problem in uplink. This needs addi-
tional signal to carry the amount of timing adjustment, it is expected that only a small 
amount of signaling load will increase at call setup phase and for handover. 

4   Simulation Results 

A. Single Cell Evaluation 
In the following experiment, we evaluate that how TASS scheme enhances perform-
ance. Real-time and non-real-time traffics coexist in the system and are uniformly 
distributed in the serving cell. Each real-time user specifies a minimal required trans-
mission rate 60kbps, while no constraints for non real-time users. The system chip 
rate is 3.84M chips per bit, and the candidate spreading factor value is 4 to 256 as 
specified in UMTS. The proposed TASS transmission scheme is compared with con-
ventional CDMA and TDMA-like one by one scheduled transmission strategy.  

Since we argue that the TASS scheme is power-saved, we compare the capacities 
of each strategy first. High capacity means that more users can be tolerant to transmit 
during a frame time while the quality of each including delay requirement is guaran-
teed. Thus, higher performance is expected. The effect of different background noise 
level to capacity for each strategy is depicted in figure 2. We can see that when back-
ground noise level is low, TDMA-like scheduling policy performs better than conven-
tional CDMA strategy. As background noise increases, the capacity of TDMA-like 
scheduling policy reduces quickly while the conventional CDMA strategy only de-
creases a little and becomes better than the TDMA-like policy. This is because when 
background noise is relatively low, the interference experienced by users is mainly 
from other users. Thus defer some traffics will efficiently reduces interference to 
users, and the TDMA-like scheduling policy performs well. On the contrary, when the 
background noise is relatively high, the effect of other user becomes out of considera-
tion. As a result, simultaneous transmission may utilize resources more adequately.  



 An Adaptive Scheduled Transmission Strategy 109 

 

However, from figure 2, we find that the maximal capacity of TDMA-like schedul-
ing policy is 15 and hard to get larger. This is by the reason of the spreading factor 
specified in UMTS is limited to 4. So under the constant system chip rate, a user can-
not get higher transmission rate, and the radio resource is then not fully utilized. The 
proposed TASS overcomes this problem, thus a higher capacity is achieved, and it 
always performs best no matter under what situation.  

Figure 3 shows the comparison of average power consumption of conventional 
CDMA and TASS scheme in different number of real-time users. The result shows 
that as user number increases, the consumed power of conventional CDMA increases 
sharply, while in TASS it is pretty moderate. This is because in CDMA, every user 
transmits simultaneously. When user number increases, not only interference sources 
increase, but also the transmit power of each to resist the severer interference, which 
speeds up the condition to go down. In TASS, the scheduled transmission policy will 
gentle this situation. Note that the conventional CDMA can accommodate at most 10 
users at the same time while the TASS scheme can reach to 17.  

In figure 4, we show the maximal achievable throughput for non-real-time users in 
different number of transmitting real-time traffics while not violate the QoS of them. 
Assume that the number of non-real-time users is large enough such that the remain-
ing resource after all real-time users are scheduled can be fully utilized.  

B. Multicell Simulation  
In the following we simulate the conditions may occur in real systems. In the experi-
ment, the multicell environment consists of a center cell surrounded by six cells of the 
same size. Inter-cell interference is considered, and we evaluate performance only in 
the center cell.  

Mobile users are distributed in the area and the speed of these users is distributed 
between 0 km/hr and 60 km/hr. We use four traffic models as specified in UMTS, 
including voice, video and interactive and background applications. Voice is modeled 
with two states, “TALK SPURT” and “SILENCE”. The probability of both states is 
50%. During the “TALK SPURT” state, voice packets are generated as CBR with the 
bit-rate 60kb/s and delay bound 100ms. A packet is segmented into fixed size trans-
port blocks and each of their size is 600 bits. The portion of voice traffic is 0.6. For 
video streaming, a mean transmission rate of 240kb/s is assigned. It varies with mean 
0.5kbps and standard deviation 10kbps. During the simulation, the bit rate is regener-
ated every 10ms. The delay bound of video traffic is 250ms. The portion of video 
traffic is 0.1. The burst nature of data is given to non-real-time traffics. For WWW 
traffic, the inter-arrival time between packets is 0.4 second, and each time has 12 
packets. For e-mail traffic, the inter-arrival time is modified to 0.65 second, and each 
time has 8 packets. The portion respect to WWW and e-mail traffic is 0.2 and 0.1.  

We compare the performance in average delay and throughput between proposed 
TASS, conventional CDMA and HMA (hybrid multi access) transmission schemes. 
The HMA proposed in [8] is a strategy that chooses when to operate in uni-access and 
multi-access in different condition to improve performance.  

The mean packet delay includes both queuing delay and the transmission delay, so 
the delay time counted here is the duration between the time the packet arrives into 
the queue and the time it is transmitted completely. In figure 6 and figure 7, they 
show that the TASS performs much better than CDMA and HMA both in voice and 
video packets average delay.  
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The average delay of all users of three schemes is depicted in figure 8. Totally 
speaking, the average delay of TASS is the lowest, and the HMA performs better than 
conventional CDMA. The growing up speed in TASS is also slower than both others.   

As system load increases, throughput of real-time users increases as well in TASS. 
Notice the real-time user throughput of HMA and CDMA is bounded to 690kbps and 
590kbps respectively and hardly to increase. This is because the system load limit is 
achieved in both schemes. Since higher capacity is expected in TASS, the throughput 
can be up to 1000kpbs. The throughput of non-real-time users in CDMA and HMA is 
getting decreasing from 15 and 18 respectively due to the system is full loaded and 
higher priority is for real-time users to transmit, while in TASS, the non-real-time 
user throughput is start to decrease in 25.  

Fig. 2. Capacity in different  
background noise level 

Fig. 3. Power consumption Fig. 4. Maximal achievable 
throughput of NRT users 

Fig. 5. Multicell environ-
ment 

Fig. 6. Average delay for 
voice users

Fig. 7. Average delay for 
video users

Fig. 8. Average delay for all 
users  

Fig. 9. Average throughput 
for RT users

Fig. 10. Average through-
put for NRT users 



 An Adaptive Scheduled Transmission Strategy 111 

 

5   Conclusions 

In this paper, we propose a novel scheduled transmission scheme for real-time users. 
The previous uni-access and multi-access transmission strategy performs well under 
different conditions respectively. The uni-access reduces the interference experienced 
by the user. However, we argue that the radio resource is not fully utilized. The multi-
access mode avoids this problem, but the radio resource is not utilized efficiently 
because much power is wasted on resisting interference caused by other transmitting 
users in the same cell. The proposed novel transmission strategy TASS is different 
from both of them and forms a new transmission scheme called hybrid-access mode. 
TASS can be seen as a dynamic adjustment between uni-access and multi-access 
modes to attain best performance adapting to different situations.  

The simulation results show that the best capacity is obtained in TASS which 
means that it can accommodate more users during a frame time while the QoS of each 
user is not violated compare to conventional CDMA and TDMA-like scheduling 
policies, and thus it is more suitable for real-time transmissions. The results also show 
that since less power is required in achieving the same throughput, higher throughput 
is expected when the same power is consumed.  

The effect of multi-cell resource allocation is not demonstrated in the proposed 
TASS. For example, if more resource is assigned to one cell, the surroundings will 
experience more intercell interference such that less throughput can be achieved. How 
to allocate radio resource between different cells to obtain maximal overall through-
put will be studied in our future work.  
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Abstract. Former approaches to VHE resulted in considerable traffic loads and 
security threats by moving service logics across networks. In order to minimize 
extra traffic resulted by VHE, here we employ semantic web technology to 
setup a semantic background, upon which VHE could comprehend the 
expectations of users and the abilities of services, thus could automatically and 
precisely select an appropriate local service for a service request of a roaming 
user. As a first step to reach the semantic web enabled VHE, we model related 
knowledge into ontologies and present a suggested architectural framework. 

1   Introduction 

In recent years, 3rd generation mobile telecommunications gradually reached its 
maturity, while 3rd-party value-added service provider (VASP) plays a more 
important role in the value chain. Armed by more broadband networks capable of 
switching packet data and more powerful terminals, future mobile users will be able 
to enjoy a tremendous amount of value-add services (VASs), just like what they do 
with their PCs in the current fixed Internet. Different with standardized voice services 
provided by mobile network operators (MNOs), many VASs only serve a relative 
small group of users, or even some of them are configured with particular values for 
some certain parameters in order to meet the requirement of only one single user. 
Making these personalized services continuously available for roaming users is a big 
challenge in mobile Internet. In order to fulfill this goal, 3GPP proposed a concept so-
called Virtual Home Environment (VHE) [1]. 

From 3GPP’s perspective, the concept of VHE is such that users are consistently 
presented with the same personalized features, User Interface customization and 
services in whatever network and whatever terminal (within the capabilities of the 
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terminal and the network), wherever the user may be located [1] [2]. The main idea 
behind VHE is providing personalized service portability across network boundaries 
and between terminals, offering users the same look and feel. 

VHE offers an opportunity for a new competitor named Mobile Virtual Network 
Operator (MVNO) to play a role in the mobile Internet arena [3]. MVNOs do not run 
mobile network infrastructures; neither do they create VASs. A MVNO attracts users 
by listing out a huge number of services (just like a Internet portal does seen in the 
fixed Internet today) serving an area maybe wider then a single MNO covers, as well 
as allowing the user to customize the services they subscribed and enjoy the services 
regardless of the point of access. There may be a range of flexible and attractive 
services instead of some certain “killer applications”. It is considerably similar to the 
service model of fixed Internet today [4]. 

2   Former Approaches to VHE 

2.1   Former Research Examples 

Although being considered as promising service provision architecture, VHE is 
merely a concept and has not been fully standardized at this time, hence could be 
realized using any existing technology. The basic thought of former approaches to 
VHE is to deploy a VHE middleware between users (terminals) and accessed 
networks, as well as between services and networks infrastructures. Figure 1 presents 
the conceptual architecture of VHE reflecting above thought. In this architecture, 
VHE middleware communicate with underlying networks via Parlay APIs [5] for the 
purpose of operating over a heterogeneous network environment. 

S e r v i c e s
…

U s e r  A P I s

G S M

S e r v i c e  A P I s

V H E  M i d d l e w a r e

P a r l a y  A P I s
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Fig. 1. VHE Conceptual Architecture 

In order to consistently provide personalized service portability, VHE middleware 
should take on the responsibilities of, firstly, storing the home environment of each 
user, including the services he subscribes and their features; secondly, gathering 
information involved in the service provision while a roaming user initiates a service, 
including context of that service request, such as the user’s preference about this 
service and the capability of his currently used terminal; and at last, offering user an 
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appropriate service with his familiar look and feel. It is really a heavily complicated 
and dynamic process. Till now, there have been a range of researches trying to realize 
this process. 

Paper [3] illustrates three kinds of control mechanisms apply for VHE services 
provision, which are home domain control, visited domain control and distributed 
control. In home domain control scenario, home network provider maintains the 
user’s service profile data, service-related data and service logic, and directly provides 
service for users roaming in visited network. In visited domain control scenario, while 
a roaming user requests a service, almost all components of service logic, user’s 
service profile/data and so on are temporarily downloaded to and stored in visited 
network, which will control required service. Distributed control means that only 
partial service logic, partial service profile/data are downloaded to visited network, 
and the required service is controlled by both home and visited network. The authors 
point out that visited domain control will lead to lowest signaling/traffic load, since 
all required objects are downloaded/stored within nearby visited network, while 
distributed control is a trade-off concerning signaling/traffic load and flexibility. 

CAMELEON (Communication Agents for Mobility Enhancements in a Logical 
Environment of Open Networks) [6], an european ACTS (Advanced Communications 
Technologies and Services) project, proposed an entirely agent-based VHE 
architecture in which service is split into two distinct parts: user interface 
implemented by a user interface agent (UIA) and actual (core) service implemented 
by a service agent (SA). Both UIA and SA are designed as autonomous mobile agents 
capable to move to users’ terminals or visited network nodes, respectively. The use of 
mobile agents fit the nature of service portability over heterogeneous networks, and 
assumed by CAMELEON it could significantly reduce network traffic and make 
service provisioning more efficient, because the service logics’ migration from home 
to visited network could lower signaling load across network boundary. 

2.2   Limitations of Former Approaches 

Efficiency of service portability is a nature of VHE needs to be considered. VHE is a 
large-scale system, and needs to control and manage several networks and serves a 
large number of users. Only reducing imposed extra traffic load as well as costly 
resources usage as much as possible, could VHE provide users familiar services with 
same look and feel of price. That is why both approaches described above pay many 
attentions on efficiency and both of them adopt similar solution of moving service 
logics to visited operator’s domain. But actually, which one of migration of service 
logics and transfer of service signaling would cause less extra traffic, is hard to be 
determined beforehand. Therefore, when or in what situation should service logics be 
moved, or when or in what situation should signaling be transferred, is really an 
awkward dilemma in practical operation.  

Another negative of moving service logics is about security. Particularly, it is not 
an easy task for visited network nodes to prevent malicious attacks or potential 
damages hiding in service logics migrate from other foreign networks. 

From above points of view, moving service logics between networks maybe is not 
a very good idea. If possible, providing service portability without migration of 
service logics would be much better. 
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3   Semantic Web Enabled VHE 

3.1   Introduction of IMSP 

A project named “Foundational Research for Intelligent Mobile Service Platform 
(IMSP)”, which is funded by National Natural Science Foundation of China, is 
currently conducted by the State Key Laboratory of Networking and Switching 
(Beijing University of Posts and Telecommunications). The objectives of IMSP are: 
(1) Theory and technologies of providing personalized service with regard to user’s 
habit and hobby and other preferences; (2) Portability of service across networks; (3) 
Adaptability of service including content delivered to user and method of delivering, 
with regard to capability of terminal and physical situation of communication channel 
currently used; (4) Openability and extensibility of platform; (5) Realization of a 
prototype. The 2nd and 3rd objectives are the standard requirements of VHE, while the 
1st objective is not in the coverage of 3GPP’s VHE definition but could be looked as 
valuable features provided to VHE users in order to give them friendly service 
experiences.  

In IMSP, in order to fulfill above objectives, we employ many possible concepts 
and technologies, such as Parlay, JAIN, OSA (Open Service Access), XML, Web 
Service, MExE (Mobile Execution Environment), SAT/USAT (SIM/USIM 
Application Toolkits), and the state-of-art semantic web technology [7]. In the 
remaining part of this paper, we only focus on the implementing of semantic web in 
order to fulfill above mentioned VHE-like objectives (1) (2) (3) of IMSP. 

3.2   Brief Overview of Semantic Web 

The boom of research activities related to semantic web started in the late 1990s. The 
original intention of semantic web is to make web contents could be comprehended 
instead of only could be read by machines, thus machines could process those 
contents as knowledge instead of data.  

Ontology [8] and its modeling languages such as Ontology Web Language (OWL) 
[9] are key enabling foundations for semantic web. Ontology is a formal, explicit 
specification of a shared conceptualization [10]. It organizes the knowledge of a 
domain into taxonomies of concepts, each with its attributes, and describes 
relationships between concepts. Semantic web enables the reasoning about logical 
relationships hiding in text contents which have been marked up with ontologies; 
hence machines could understand the semantic in those contents. Ontology modeling 
languages such as OWL enable creation of ontologies for any domain. 

3.3   Semantic Web Based VHE Solution in IMSP 

3.3.1   Basic Philosophy 
The limitation of former approaches to VHE mentioned above motivates us to try a 
new approach for VHE in IMSP. The basic philosophy is that, if possible, present 
roaming users with service provided by local providers, and still keep VHE features. 

While a roaming user requests a service he subscribed in his home network, if 
visited network could provide appropriate service with same or similar look and feel, 
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it evidently will minimize extra traffic as well as unnecessary occupations of system 
resources, since there isn’t any service logic migration neither any signaling control 
relationship between user and service provider located in home network, only some 
necessary data such as description of requested service needs to be transferred across 
networks. Likewise, the security threat resulted by service logic’s migration will also 
disappear. 

In mobile Internet, there are a huge number of all kinds of VASs created by 
VASPs, and therefore it is quite possible to find a local service meet the requirement 
of a roaming user. It is just like in today’s fixed Internet, users could nearly always 
find many web-sites providing same or similar contents or services such as news and 
weather forecasting. It also fits the sense of service provision in real word, for 
example, we could book an airplane ticket in local agency. Further more, we suggest 
that VHE users should subscribe VASs from VHE middleware provider (VHEP). In 
another word, there are subscription relationships between users and VHEP as well as 
business relationships between VASPs and VHEP, while there is no direct contractual 
relationship between users and VASPs. So, VHEP could well guide VASs 
development in order to achieve that in each network there are some counterparts of 
each kind of service. Another advantage of this business model is that VHEP could 
maintain a consistent view of the user’s preference, which is very important for 
service personalization. 

3.3.2   Related Issues and Requirements 
In our vision, VHE is a middleware in charge of filtering local services with regard to 
roaming user’s service personalization, irrespective of terminal and network. In 
developing of such a VHE middleware, there are some important related issues need 
to be considered: 

(1) In order to provide roaming user a local VAS similar with the one he 
subscribed in his home network without renegotiating with him, the expectation of his 
service request (such as booking a tomorrow airplane ticket from Beijing to New 
York) should be clearly declared. Likewise, the features of each VAS, including its 
purpose (such as weather forecasting) and behaviors (such as its charging plan) need 
to be predefined as a VAS profile. The consistency across multiple users and VASPs 
about service request declarations and VAS profiles should be guaranteed, thus VHE 
could conduct filtering and matching process and determine an appropriate service for 
the user. Surely, this consistency is not only in format or syntactic level, but also in 
human-human semantic level. So that VHE can easily parse and interpret and 
understand the requirements of users and the abilities and behaviors of VASs, and 
make a precise and effective matching for these two parties accordingly. Ontology 
technology, which promises shared understanding of domain knowledge, is 
considered to be the semantic foundation of IMSP and used to mark up VAS profiles 
as well as service request declarations. 

(2) The context of service is also an important factor of personalized VAS. In the 
domain of VAS provision, we comprehend context as a term comprising information 
relative to and maybe influence the service provision in runtime, including user’s 
preferences, network’s performances and terminal’s capabilities. If a VAS has the 
ability of intelligently cooperate with context in order to give users more friendly 
experiences, such context-aware feature should be retained by VHE for roaming 
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users. It is crucial to obtain a clear and deep understanding of context concept, and 
model context into a certain ontology. Hence there could be a uniform way for 
developing context-aware services serving VHE users. A high-level view of 
suggested context modeling ontology will be presented later in this paper. 

(3) VHE middleware should have the ability of managing VAS profiles marked up 
with some certain ontologies, and automatically selecting an available appropriate 
service semantically matches the user’s expectation. If it results in more than one 
equivalent service, VHE middleware will select one with regard to some certain 
policies such as “the cheaper, the better”. Particularly, if the user request a service 
with the feature of context-aware, VHE middleware should select a VAS fits the 
current context, or select a context-aware VAS and deliver the context marked up 
with ontologies to that VAS. Moreover, VHE middleware should have the ability of 
interacting with other VHE middlewares. 

3.3.3   Ontologies Design and Usage 
Considering the issues described above, we divide related knowledge in the domain of 
service matching into two groups: the service and the context, and design two 
ontologies for modeling them respectively. 

The service ontology (SO) models the knowledge directly reflects the service 
characteristics, such as name, provider, purpose, charging plan, QoS, supported 
geographic area, access method and so on. Figure 2 is a high-level illustration of SO. 
In this figure, ellipses indicate concepts while arrows indicate properties of concepts.  

Service

nam
e pr

ov
id

er

purpose
surporting-network

serving-area

charging-plan

portal-URL
quality

related-context
&context; #Context

 

Fig. 2. High-level View of Service Ontology 

Each service within VHE domain has a description document so called service 
profile (SP). All SPs should be marked up with SO and other necessary ontologies. 
For example, the “purpose” property of an e-commerce service should be marked up 
with an ontology of e-commerce domain, and the “related-context” property of 
service should be marked up with context ontology described below. All SPs should 
be registered in SP storage within VHE middleware when VASPs publish their 
services. 

Likewise, while a user subscribes a service, a description of his personalized 
service named user service profile (USP) is created with semantic markups and stored 
in USP storage within VHE middleware. Each user could hold many USPs, because 
he could subscribe many services as well as many personalized counterparts (each 
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relate to a USP) of one single service with different sets of features. Actually, while a 
user initiates a VHE service, his terminal sends the URL of the corresponding USP to 
VHE middleware. 

The context ontology (CO) models the environmental information which maybe 
will influence matching or adapting of service, including gender of the user, location 
of the user, available bandwidth, user's generic usage preferences and interface 
features of terminal, and so on. Figure 3 is a high-level illustration of CO. 
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Fig. 3. High-level View of Context Ontology 

In our vision, VHE middleware adopts different methods to obtain and manage 
different kinds of context. At the beginning of a user subscribes to be a VHE user or 
later, he could register or edit his personal and preference context. This information is 
marked up with ontologies and formatted as user profile (UP) stored in UP storage 
within VHE middleware. Other context, such as terminal, network, location and time 
should be gathered from terminal or network at the time of service request or during 
service execution. This gathered context could be formatted as a document with 
semantic markups and sent to VHE middleware. Particularly, for terminal and 
network context, another alternative method for context gathering is that VHE 
middleware predefined profiles describing the commonly used terminals and 
frequently encountered network situations, which are named terminal profiles (TPs) 
and network profiles (NPs), respectively; and then, VHE middleware will 
comprehend the terminal or network context of a service by receiving a URL to a 
certain profile. 

3.3.4   Suggested Architectural Framework 
Figure 4 illustrate our suggested architectural framework for VHE middleware in 
client-server paradigm. A client-side context collector is deployed inside the terminal, 
taking the charge of collecting terminal context and delivering them to the server side. 
The terminal context delivered could be a formatted document with CO markups, or a 
URL indicating the predefined TP, just as we described in last section. 
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Fig. 4. Architectural Framework for VHE middleware 

Modules on the server side are: 

(1) Profile storage, stores all profiles within this VHE middleware and temporarily 
caches profiles migrated from other VHE middlewares. 

(2) Ontology library, stores all ontologies including SO and CO. Other ontologies 
cooperate with SO and CO to mark up profiles are also encouraged to be stored 
here. Otherwise the failure of node storing necessary ontology will lead to 
failure of obtaining that ontology, hence lead to failure of service matching. 

(3) Context collector, takes charge of collecting context from profile storage or 
underlying networks or client-side context collector. 

(4) Service matching, takes charge of selecting appropriate local service for user, 
according to the expectation of service request, the abilities of available 
services and service context. This module mainly cooperates with profile 
storage, ontology library and context collector. 

(5) Service registration, allows VASPs to register their service profile before 
service publishing. 

(6) User subscription, allows users to subscribe services and register or edit their 
UPs. 

(7) Authentication, prevents illegal logins. 
(8) Media adaptation, adapts media flow according to the capabilities of user’s 

terminal or performance of network, such as screen size or supported 
bandwidth. 

(9) Connectivity, connects to underlying heterogeneous networks via Parlay APIs. 
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(10) Accounting, takes charge of service charging and billing. 
(11) Interaction, interacts with other VHE middlewares. 
(12) Administration, allows system operators to manage the server-side system. 

4   Conclusion and Future Work 

VHE is proposed by 3GPP as the global ubiquitous service environment for 3rd 
generation mobile telecommunications and currently under standardization. It 
promises to provide services for roaming users in their familiar look and feel across 
multiple providers, various terminals and heterogeneous underlying network, and 
hence, new business opportunities for network, terminal and service providers. 

Several exiting works in the realization of VHE obtain service mobility by service 
logic migration which leads to extra traffic load between networks and potential 
security threats. However, we believe that the expected huge number of services 
available in the future mobile Internet make it possible to select an appropriate service 
meet the requirement of a roaming user. In another word, migration of service logics 
is unnecessary in most situations. 

This paper elaborates our early-stage approach to VHE in the project of IMSP. 
Different with former works, our approach establishes a firm semantic foundation for 
VHE, upon which the users’ expectations of requested services and the features of 
available services as well as the context of services could be specified as semantic 
knowledge, which could be comprehended and automatically matched by VHE 
middleware. Ability of selecting local services compatible with home services to 
serve roaming users minimizes the resulting traffic load across networks and makes 
services more cost-effective and affordable and safe. As the first step to this target, a 
couple of ontologies modeling related knowledge of VHE service provision and a 
suggested architectural framework for realization are presented. 

Our future works include investigating the theory and technologies for realization 
of service composition within VHE middleware. If such objective could be achieved, 
VHE middleware could provide a roaming user with integrated service composed by 
several services even in the situation that there is no a single appropriate service ready 
for the user’s request. We will also build a semantic web enabled VHE prototype. 
Surely, problems of scalability, reliability, security, and QoS-guaranteed mechanism 
have to be faced. 
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An Adaptive Replication Algorithm in Overlay 
Networking 

Yuancheng Wu, Wenhua Lang, and Mingtian Zhou 

School of Computer Science and Engineering, UESTC, Chengdu 

Abstract. We present ARK (Adaptive Replication of Keywords) which is a 
replication algorithm working on DHT overlay networks. We proved in this 
paper that ARK is near optimal in load balance and is competitive in replica 
management overhead. Simulations show that ARK has great improvements in 
load balance and fault tolerance, comparing with existing replication algorithms 
in CAN, Pastry and Bamboo. ARK is achieved without explicit metadata or the 
need for a replica directory service, works as an independent building block on 
top of any overlay system. Nodes unaware of ARK can work well with nodes 
equipped with ARK. Although our research is part of a content indexing 
system, the algorithm is suitable for any overlay based data item storage and 
lookup system. 

1   Introduction 

Overlay network provides scalability, robustness, flexibility and much more 
properties that can support large scale distributed system. There are many researches 
that focus on build distributed systems on top overlay network. The grid community 
also begins to build grid services on top of p2p network [5], which is one kind of 
overlay network. 

To provide real-world distributed applications on top of overlay network, system 
load-balance and fault tolerance must be well treated. Replication mechanism is a 
great choice. The idea of replication is not new, but in the area of overlay network, the 
research is relatively inadequate. Currently, most DHT-based replication algorithms 
adapt uniform distributed replicas, which work well in uniform distributed query 
environment. Unfortunately, real-world queries often change popularity over time, 
and the popularity follows the distribution of Zipf[3]. Under such situation, nodes that 
hold popular keywords will have much more load than those holding unpopular 
keywords. The load for the nodes is extremely unbalanced. This can do harm to the 
overlay network, where the nodes may be owned by different entities. 

Moreover, the placement and subsequent efficient location of replicas in DHT 
systems remain open problems, especially (1) the requirement to update replicated 
content, (2) working in the absence of global information, and (3) determination of 
the locations in a dynamic system without introducing single points of failure. 

In this paper, we present Adaptive Replication of Keyword algorithm (ARK). The 
design goals of ARK include: 
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1. The load balance performance of ARK is better than current adapted algorithms. 
2. While facing large portion of nodes' failure, the network can still has good 

availability. And ARK performs better than current algorithms. 
3. The replica number is dynamically adaptive to the access pattern and the 

operations overhead on add/remove replicas must have upper bound even in worst 
situation. 

4. Replica locating scheme must be simple and clean. Nodes without knowing 
replication algorithm can work together with ARK. 

5. On obtaining the previous advantages, the runtime replica number must not 
increase significantly. 

This paper is organized as follows: In section 2, we introduce related works and 
their limitations. After that, we put forward our work on replication algorithm, with 
analysis on optimization and competitiveness. Our experiments of replication 
technology on overlay-based content search will show improvements in respect with 
load balance and fault resilience. At last, we give conclusion and future works. 

2   Related Work 

In [11], replication strategies in unstructured P2P network are analyzed. In 
unstructured P2P network, the main problem is the great amount of query messages 
the flooding algorithm generates. So the main concern of replication strategy is to 
reduce the amount of query message. In DHT network, the number of query messages 
is managed, and we no longer have to cope with it, so we can put our attention in load 
balancing. 

Replication algorithm under unstructured p2p system is discussed in [1], which 
addresses load balance.  In this paper, replicas are added/removed on the read rate of 
querying node. Replica is created at the source of query, near randomly, so it is 
difficult to locate and refresh replicas. Moreover, each nodes have to remember all 
replicas. In our work, we borrowed the idea of control replica number by upper/lower 
threshold and adapted better method of locating replicas. 

CDDR[2] also provide an adaptive replication algorithm, in which number of 
replicas changes according to read/write pattern of the system. But its algorithm 
heavily relies on “primary replica” for every data item, which brings central failure 
point for each data with replicas.  

Replication mechanism has already been used in DHT based overlay network. In 
CAN[5], replication is achieved by using multiple hash functions on the same data 
item. But to achieve optimized load balance, the number of replica must change 
according to the access pattern, different hash functions for different replica is not 
feasible. 

In Pastry[6] and Tapestry[7], replication is attained by storing an object on the k 
Pastry servers whose identifiers are closest to the object key in the namespace. 
Bamboo[9] also has its replication scheme, which uses fixed number of replicas 
stored in continuous nodes in identifier-space.  

Locality[10] is a great feature being added into overlay networks. In locality-aware 
networks, nodes that are close in physical location are also close in identifier space, so 
that to prevent long distance in physical network while close in identifier space, 
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which brings long and unnecessary overhead of query and data transform. But if we 
store replicas in identifier-space closed nodes, they will probably be crowded in a 
same intranet, which may lead to all the replicas in the intranet suddenly unavailable 
if the router of the intranet fails. So it is not a good idea to store replicas for a same 
data item in continuous nodes. 

3   The ARK Replication Algorithm 

In this section, we describe our adaptive replication of keyword (ARK) algorithm. 
The term “keyword” refers to a data item consists of data related to the keyword. In 
this paper, keyword is the atom element of replication. 

Rule 1: The basic item for replication is the keyword  
Although the length of the data for different keywords varies radically, we don't plan 
to divide keywords into fragments, because that will complicate the algorithm a lot 
and add much overhead to the operations. The tradeoff must be made. 

Rule 2: The location of a replica is determined by the hash result out of the 
keyword AND the sequence number of the replica  
Identifier of a keyword determines which node the keyword will be stored. Without 
replication, the identifier (id) of a keyword is obtained from (1). In our algorithm, 
identifiers are calculated with additional ingredient: sequence number.  For example, 
identifier for the second replica for “key1” will be calculated by (2). 

 ( )keyhash=id  (1)

 ( )''key1,hash=id 2  (2)

For the first replica of a key, the symbol '1' will not be added in hash calculation, that 
is, use (1), for back compatible to nodes unware of replication. Because one of basic 
hash function properties, we can believe that different replicas for a same keyword is 
distributed evenly among the identifier space, thus replicas are distributed across the 
network than aggregated to some areas, while the replicas locations are easy obtain.  

This replica locating scheme makes it easy to locate any replica immediately, 
without having to maintain any metadata to manage replica locations. We can see that 
our design goal 4 is met. 

Rule 3: The number of replicas for a keyword is adaptive to the access pattern  
We denote the number of replicas for a keyword by r  . To leverage r  , each replica 
monitors the access pattern. In this paper, we use the term “time unit” to describe the 
minimal time about operations. Real system may take one “time unit” as several 
seconds, one minute, or one hour. 

• θ : Recent read rate. The replica records the number of read operations towards it 
in recent 0t time units. When θ grows, we consider the replica is more loaded. We 

use (3) to update θ . 
 

( ) ( ) recentθ+
t

tθ=+tθ ⎟⎟
⎠

⎞
⎜⎜
⎝

⎛
−

0

1
11  

 
(3) 



126 Y. Wu, W. Lang, and M. Zhou 

 

where recentθ is the read times monitored in recent ONE time unit, and denote 

by ( ) ( )1+tθ,tθ the value of θ at time 1+tt, , respectively. 

Some constants are used to regulate the increase/decrease of r . 

• τ : Expected read rate for one replica. This value is determined by the system 
capacity and nodes' capability of handling replicas. 

• ρ : Possibility of add/remove replica: This is a damping factor that prevent 

frequently useless add/remove of replica. 10 <ρ< . 

• maxr : Maximal number of replicas of a keyword. 

• minr : Minimal number of replicas of a keyword. 

Given these parameters, we can describe the process of increase (decrease) of r  . In a 
replica, a value called estimated-deviation( δ ) is calculated. 

 ( )τtθr=δ −0/  (4)

For ( )0,1∈p , If δ exceeds τ , when
τr

δρ
<p , a new replica is added. If δ lower than τ , 

when ⏐
⏐
⏐⏐

⏐
⏐

τr

δρ
<p , a replica is removed.  

Rule 4: The add/remove operations only target the last replica 
When an add operation is decided, the node responsible for ( )1+rkey1,hash=id is 

notified. The node initializes the state as 0tτ=θ ⋅ which is the average value of δ  , 

copies the replica to local place. Then all the replicas refresh their state by 1+r=r . 
The remove operation is alike. The last replica abandons its replica, and all the 

remaining replicas refresh their state by 1−r=r . 

Rule 5: The read/write operations 
We follow the “read one, write all” rule. When A wants to read, it first obtains the 
number of replicas of the keyword interested. A consults the first replica to get r , if 
fails, the second replica is consulted, until maxr is reached or one replica answers. With 

the knowledge of r , A choose one to proceed with read, each replica with equal 
property. If the chosen replica fails to response, another replica is chosen, until all the 
possible replicas are all probed, which leads to the keyword to be unavailable.  

When A wants to write, it does the same operation in the first step in reading to 
obtain r . Then A locks all the replicas, writes to them, then unlock. 

ARK doesn't treat node failures directly. When one node fails, the lookup process 
just consults another replica location, instead of trying to fix the problem. We leave 
this work to the underlying overlay system, waiting for the node to recover or some 
other node takes over its job. After a write operation, the gap will be filled. 

4   Analysis 

In this section, we prove that our algorithm is near optimal in load balance, and is 
competitive in replica operation overhead. 
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4.1   Optimal Load-Balance Analysis 

Assume we have a DHT network of N nodes; each has the capacity 
of ( )N.,=nmn 1,2,. to hold replicas. We put K distinct keywords Kk,kk ..2,.1, into the 

network, each has ( )K.,=iri 1,2,. replicas, respectively. When a keyword is queried, 

each of its replicas has the same possibility of 
ir

1
to be accessed, which is true in ARK 

(rule 5). The query rate against each keyword ( )K.,=iqi 1,2,. is not uniformly 

distributed, but has the distribution ( )iq=qi . Thus each replica for keyword ik will 

receive queries at rate iii rq=λ / in average. The goal of load balancing is to 

make iλ uniform. We use deviation of iλ to indicate the level of load balance, as shown 

in (5) and we call D the “load balance factor” (LBF). 

 
D

i 1

K

i
2 K

 
(5) 

where 
 

i 1

K

i K
 

(6) 

is the average value for iλ . 

To achieve load balance, the question becomes 

( )( )iλDMinimize when ( )iq=qi and ∑∑ ≤
N

=n
n

K

=i
i mr

11

. 

Theorem 1: The distribution is optimal if the distribution of ir is proportional to that 

of iq .  

Proof is omitted due to space limitation. 

Theorem 2: ARK is optimal in load balance. 

Proof: To prove our algorithm is optimal, we need to show that for different 
keyword 1k 2k , the number of replicas for the keywords is proportional to the request 

rates against them.  

That is, if we define
2

1
2/1 r

r
=r and

2

1
2/1 q

q
=q , we need to prove (7). 

 2/12/1 q=r  (7)

Assume at some time t , ( ) ( )tq<tr 2/12/1 . Because
0t

θr
=q ii

i , where iθ is “recent read 

rate” of a replica for ik , calculated from (3), we get 21 θ>θ . As in rule3, if 

021 τt>θ>θ ( 210 θ>θ>τt ), both 1r and 2r will decrease (increase), until 

021 τtθ>θ
�

≅ ( 210 θ>θτt ≅ ). If 021 τtθ>θ ≅ , observe (4), 2r will keep steady 

and 1r will continue to increase when τ>δ , thus 212/1 / rr=r will increase. On the other 
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hand, if 210 θ>θτt ≅ , 1r will keep steady and 2r will decrease, thus 2/1r will  also 

increase. So if ( ) ( )tq<tr 2/12/1 , 2/1r will increase. Likely, if at some time t , 

( ) ( )tq>tr 2/12/1 , we can deduce 2/1r will decrease. 

So we can conclude that the algorithm will adapt towards 2/12/1 q=r .                  □ 

In fact our algorithm is just “near optimal”, because there is some constraints that 
prevent the strict proportional distribution of r . First, every keyword must have at 
least minr replica(s), even when there is no reads against it for a long time. Second, 

there must be an upper bound of replica number to put the replication under control, 

but this also prevents r from growing freely to meet the need of ⏐
⏐
⏐⏐

⏐
⏐

τr

δρ
<p . Third, to 

prevent r change too quickly when the query pattern changes, some mechanism is 
introduced to slow down the add/remove process, which also leads to “near optimal”. 

4.2   Competitive Analysis 

Competitiveness is a widely-accepted way to measure the performance of an on-line 
algorithm [12]. Formally, a dynamic replication algorithm P is said to be c-
competitive if there are two constants c and d , such that for any request 
sequenceψ , ( ) ( ) d+ψCOSTcψCOST AP ⋅≤ , where A is the optimal algorithm that is 

designed at a priori knowledge of the input sequence. The competitiveness property 
bounds the worst case cost to be within a constant factor of optimal algorithm A.  

a. Number of Keywords per Query b. Distribution of keywords 

Fig. 1. Query properties in experiment 

Note that the optimal offline algorithm A is different with the optimal load-
balanced algorithm discussed in the previous section. We are talking about the cost of 
read/write operations for the replication algorithm in this section. 

We assume the least operations required to read or write a replica to be 1, and 
denote by dc the cost of transmitting the data of a keyword from one node to another, 
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and cc the cost of transmitting a control-message from one node to another, such as 

messages consulting for number of replicas.  

Theorem 3: ARK is ( ) maxdc rc+c ⋅ -competitive.  

The proof is omitted due to space limitation. 
With the analysis of competitiveness of ARK, we can see that ARK meets our 

design goal 3. Note that the competitive ratio has less meaning than the competitive 
property itself. In fact, algorithms with higher competitive ratio usually work better in 
practice [12]. 

5   Experiments 

In this section, we compare ARK with available replication algorithms on top of DHT 
overlay network. As was mentioned, CAN, Pastry, and Bamboo utilize roughly same 
replication algorithm, which we call in this paper as CPB. We compare the 
performance of load balance and communication overhead. 

5.1   Load Balance 

We simulate an overlay network consists of 1,000 nodes, with 10,000 keywords 
scatter among these nodes. Each keyword is replicated in two ways: CPB used in 
CAN, Pastry and Bamboo, and ARK.  

The queries against these keywords are issued as follows, each query has one or 
more keywords, the number is under the distribution shown in Fig1a, which is the 
typical search pattern discovered by [3].  Researches show that queries of keywords 
have different popularity. The popularity follows a Zipf distribution [3]. The most 
popular keywords is searched for a large portion among all the queries. Fig1b is an 
example of keyword popularity distribution generated by our simulator. 

a. Load Balance  
 

b. Fault Tolerance 

Fig. 2. Performance Comparing 
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The simulation parameters in this section are 20010000,1000, =r=K=N max .  For 

each time unit, the system generates 1,000 queries, as described above. After every 
time unit, the system polls the network parameters. The result for load balance factor 
defined in (5) is shown in Fig 2. 

The load balance result is shown in Fig2a, where 'cpb-1' 'cpb-4' means CPB 
algorithm with fixed replica number of 1 and 4, respectively. 'roo=' means in ARK 
algorithm, we take different values of ρ . 

We can observe that fix-numbered replication algorithm CPB(used in CAN, Pastry, 
Bamboo) present a almost steady LBF(load balance factor), while ARK has a much 
lower LBF. The improvement is about 60 times, which indicates ARK meets our 
design goal 1. We can also see that ARK first act badly, its LBF is much higher than 
that of CPB, that is because ARK initially allocates one replica for each keyword, 
while in CPB each keyword have 4. Soon the system adapts the input queries. In less 
than 20 time units, ARK reaches a steady state. We can also see from the graph that 
the different values of ρ result in different speed of aggregation, bigger ρ leads to 

faster aggregation. But big ρ also has drawbacks. When ρ increases, the add/remove 

operation overhead increases a lot. For example, when 0.5=ρ , the operations needed 

in first 100 time units are 1802, while when 0.01=ρ , the number is 112. 

5.2   Fault Tolerance 

We use the percent of success queries (PSQ) to measure the fault tolerance 
performance. For a query consists of 1 to 10 keywords, only when all the involved 
keywords are successfully read, can be a success query. 

The fault model of any node is as follows. Every node works an expected period 
ofT time units before it fails. If one node fails, the nodes that are close to it in the 
identifier space will also get failed in possibility of failp , which has the 

distribution ( ) | | | | l<ii,
l

ii
=pf fail 0

0 −−
, where i  is the identifier of nearby node, 0i is 

the identifier having been failed, l is the range that a failed node will affect. After 
failure, the node will recover after a while. The time length is et , with the 

distribution ( )
( )

e0e
e0

e0e

e0
e t<t<,t

tt

e
tπ

=tf 202

2

2 2

2−

, where et is the average time of 

recovery. 
In the simulation, we use 510,50, =l=t=T e0 , and the results are shown in Fig2b, 

which illustrates the network failure node rate, CPB and ARK unsuccessful query 
rate. The number after “CPB-” denotes the number of replicas used in CPB algorithm, 
and the number after “ARK-” denotes different minr values taken in ARK algorithm. 

In our simulation, the overlay network nodes' failure rate is higher than 40%. When 
using CPB algorithm, when using replica number 1 and 4, the PSQ is 35% and 68%, 
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respectively. With ARK, when 1,2,4=rmin , the PSQ is 42%, 70%, 94%, respectively, 

which is much higher than CPB. This means that ARK meets our design goal 2. 

5.3   Runtime Replica Number 

Fig. 3 shows the total number of replicas needed, when, 1,4=rmin respectively. 

Comparing that CPB occupies fixed number of replicas, typically, uses 40,000 
replicas, ARK in same level uses about 40060, occupying 0.15% more storage. 
Overall, ARK requires less than additional K0.01 replicas, where K is the number of 
keywords, to trade for much more better performance of load balance and fault 
tolerance.  

(a) 1=rmin  (b) 4=rmin  

Fig. 3. Total Replica Number for ARK 

6   Conclusion and Future Works 

In this paper, we present ARK (Adaptive Replication of Keywords). We proved in 
this paper that ARK is near optimal in load balance and is competitive in replica 
management. 

Comparing with the replication algorithms adapted in the famous DHT systems 
CAN, Pastry and Bamboo, simulations show that ARK has much better performance 
in load balance and in fault tolerance. Specially, comparing CPB-4 and ARK 
with 4=rmin , the load balance factor of ARK is less than 16,000, while CPB is about 

200,000. When the network fail rate is as high as 40%, 94% queries can be 
successfully served, while CPB-4 only does 60%. As the price for these 
improvements, the replicas occupied by ARK are K⋅0.01 more than the CPB 
counterpart. The algorithm is applicable to any content storage scheme on top DHT 
based overlay networks.  
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We are working on build ARK on top of publicly available Bamboo-DHT system 
[8], which is described by [9]. Bamboo uses the Pastry geometry. Although Bamboo 
has its own replication algorithm, we changed the source slightly to disable it so as to 
use ARK. 

There are much works left to adapt this theory to the real system. Concurrency 
issues must be taken into account when all the nodes run ARK at the same time. For 
example, locks must be put when updating replication status, and in add/remove 
actions. 

We also plan to study optimistic replication strategy, which avoid the atom 
property of write to all replicas, thus improve the overall system performance. We are 
considering put this into our future replication algorithm. 
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Abstract. This paper is a performance study of peer-to-peer systems over 
mobile ad hoc networks. We present a performance model towards an in-depth 
understanding of mobile peer-to-peer systems. Our results provide potential 
useful guidelines for mobile operators, value-added service providers and 
application developers to design and dimension mobile peer-to-peer systems. 

1   Introduction 

Peer-to-Peer (P2P) computing is a networking and distributed computing paradigm 
which allows the sharing of computing resources and services by direct, symmetric 
interaction between computers. With the advance in mobile wireless communication 
technology and the increasing number of mobile users, peer-to-peer computing, in 
both academic research and industrial development, has recently begun to extend its 
scope to address problems relevant to mobile devices and wireless networks.  

Mobile Ad hoc Networks (MANET) and P2P systems share a lot of key 
characteristics: self-organization and decentralization, and both need to solve the 
same fundamental problem: connectivity. It seems natural and attractive to deploy 
P2P systems over MANET due to this common nature, but the special characteristics 
of mobile environments and the diversity in wireless networks bring new challenges 
for research in P2P computing.  

Though both P2P and MANET have recently becoming popular research areas due 
to the widely deployment of P2P applications over Internet and rapid progress of 
wireless communication, few research has been done for the convergence of the two 
overlay network technologies. In fact, the scenario of P2P systems over MANET 
seems feasible and promising, and possible applications for this scenario include car-
to-car communication in a field-range MANET, an e-campus system for mobile e-
learning applications in a campus-range MANET on top of IEEE 802.11, and a small 
applet running on mobile phones or PDAs enabling mobile subscribers exchange 
music, ring tones and video clips via Bluetooth, etc.  

This paper is a performance study of peer-to-peer systems over mobile ad hoc 
networks. In the following section we will review previous work on P2P and 
MANET. In section 3, we present a performance model towards an in-depth 
understanding of mobile peer-to-peer systems. In section 4, we apply our analytical 
model to practical network design problems and analyze some important QoS issues. 
Finally, section 5 concludes the paper. 
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2   Background and State-of-the-Art 

Since both P2P and MANET are becoming popular only in recent years, the research 
on P2P systems over MANET is still in its early stage. The first documented system is 
Proem [1], which is a P2P platform for developing mobile P2P applications, but it 
seems to be a rough one and only IEEE 802.11b in ad hoc mode is supported. 7DS [2] 
is another primitive attempt to enable P2P resource sharing and information 
dissemination in mobile environments, but it is rather a P2P architecture proposal than 
a practical application. In a recent paper [3], Passive Distributed Indexing was 
proposed for such kind of systems to improve the search efficiency of P2P systems 
over MANET, and in ORION [4], a Broadcast over Broadcast routing protocol was 
proposed. The above works were focused on either P2P architecture or routing 
schema design, but how efficient is the approach and what is the performance 
experienced by users are still in need of further investigation. 

Previous work on performance study of P2P over MANET was mostly based on 
simulative approach and no concrete analytical mode was introduced. Performance 
issues of this kind of systems were first discussed in [5], but it simply shows the 
experiment results and no further analysis was presented. There is a survey of such 
kind of systems in [6] but no further conclusions were derived, and a sophisticated 
experiment and discussion on P2P communication in MANET can be found in [7]. 
Recently, B. Bakos etc. with Nokia Research analyzed a Gnutella-style protocol query 
engine on mobile networks with different topologies in [8], and T. Hossfeld etc. with 
Siemens Labs conducted a simulative performance evaluation of mobile P2P file-
sharing in [9]. However, all above works fall into practical experience report category 
and no performance models are proposed. 

We believe that to understand the performance issues of such kind of systems, 
rigorous analytical models are needed, which capture the relation between key system 
parameters and performance metrics. In the remaining sections we present our effort 
towards an in-depth understanding of mobile peer-to-peer systems, especially from 
users’ point of view, e.g. a download performance model towards an in-depth 
understanding of mobile peer-to-peer systems. Our results provide potential useful 
guidelines to design and dimension mobile peer-to-peer systems. 

3   Modeling Download Performance 

The download performance modeling is a relatively new issue compared to the search 
performance modeling, which was already extensively studied in some P2P and 
MANET research [10, 11, 12]. In this section, we would like to present our efforts 
towards a performance model of downloading in such kind of systems, and thus 
answer the question: “what is the performance experience when many users try to 
retrieve data with parallel downloading scheme?” 

3.1   Preliminary Assumptions 

Though early research on modeling had mainly focused on routing performance and 
searching efficiency, recently, there were some works on modeling the download 
performance. The Markov chain approach was brought forth in [13] for a queue system 
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model and some measurement studies were mentioned in [14]; more recently, 
Stochastic fluid models are studied in [15, 16, 17], which provide a more intuitive and 
deterministic approach. Our work uses the same approach as [17, 18]; but taking the 
idea into mobile environments, more realistic scenarios and physical constraints 
should be introduced, and old notions should have new interpretations. 

Since the introduction of Tornado Code [19, 20] has been a popular technique on 
recently parallel downloading systems, here we assume: (1) the parallel download 
process in our model is Tornado-like, which reduces the requirement for coordination 
and signalling. Due to the limited bandwidth of existing wireless networks (probably 
accompanied with expensive data transmission charge, e.g. cellular network), (2) it is 
reasonable to allow pure downloader (i.e. leech) exist in the system. Therefore, as 
illustrated in Figure 1, there are three types of peers in our model: (a) normal peer (i.e. 
contributor), which owns part of the file (i.e. ordinary downloader), but still allows 
others to download from itself. This type is the most common one and it actually 
constitutes the majority in our system. (b) pure downloader (i.e. leech), which just 
downloads but never uploads. The realistic implication of this type may be physically 
constrained mobile devices (e.g. cellular phones with limited bandwidth or associated 
with too expensive data transmission charge). (c) pure uploader (i.e. seed), which 
already have all pieces of the file but still stays in the system to allow others to 
download from itself. The realistic implication of that type may be content publishers 
(e.g. mobile operator’s service point). 

 

Fig. 1. Three Types of Peers 

Although there is heterogeneity in realistic infrastructure [21], such as bandwidth, 
latency, availability, etc., here we make a trade-off between the simplicity of the 
model and its ability to capture all facets, and assume (3) all peers in our model have 
equal capacity (i.e. all peers have the same upload and download bandwidth). With 
the above assumptions and the parameters in Table 1, we can derive that at time t, 
there are β x(t) leeches and (1- β) x(t) contributors in our system. 

3.2   The Model 

The queue-like model of one peer in our system is illustrated in Figure 2. As noted 
here, during the download and upload process, it is also possible that peers will get 
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offline or abort the process, and in order to make the model simple, here we use abort 
rate ρ and leave rate κ to model these interrupted processes. 

Table 1. Parameters Used in the Model 

Parameter Meaning 
x(t) Number of downloaders (i.e. contributors and leeches) at time t 
β Selfish rate (i.e. leech portion) 

y(t) Number of seeds at time t 
λ Arrival rate of new download request (Possion process) 
µ Upload bandwidth of each peer 
τ Download bandwidth of each peer 
ρ Abort rate of downloaders 
κ Leave rate of seeds 

 

Fig. 2. Queue-Like Model of One Peer 

In a P2P download and upload scheme, it is natural to expect more on the 
download side (i.e. this implies τ ≥ µ); so taken the download bandwidth constraint 
into account, the total upload bandwidth should be min(µ((1- β) x(t) + y(t)), τ x(t)), and 
the arrival and departure rate of download request will be λ and min(µ((1- β) x(t) + 
y(t)), τ x(t)) + ρ x(t) respectively, and the arrival and departure rate of upload request 
will be min(µ((1- β) x(t) + y(t)), τ x(t)) and κ y(t). Thus the fluid model is derived as 

t
x t( )d

d
λ min µ 1 β−( )x t( ) y t( )+ τx t( ),⎡⎣ ⎤⎦⎡⎣ ⎤⎦− ρx t( )−

t
y t( )d

d
min µ 1 β−( )x t( ) y t( )+ τx t( ),⎡⎣ ⎤⎦⎡⎣ ⎤⎦ κy t( )−

 
In a steady state, the number of downloaders and seeds should be independent of 

time (i.e. d(x(t))/dt) = d(y(t))/dt = 0); and then if we define 
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where ι can be interpreted as effective upload bandwidth compared to nominal upload 
bandwidth µ (i.e. after considering the impact of leeches), the equations can be solved as 

where the limited download bandwidth and limited upload bandwidth is the constraint 
respectively. Furthermore, if we define  

where φ can be interpreted as bottleneck bandwidth intuitively, we obtain an elegant 
solution 

Finally, we derive the average download time for a peer with Little’s Law [22]

 

4   Performance Analysis with the Model 

In the model presented in the previous section, it is clear that different settings of β, µ, 
τ, ρ and κ will lead to different performance; so in this section we will use our analysis 
model to provide some insights in the network. 
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4.1   Selfish Peers 

For a fixed set of network parameters, we first study the impact of β on the network 
performance. The realistic interpretation of β is interesting, which is somehow related 
to peer strategy and incentive mechanism (i.e. selfish peers or leeches). 

 

Fig. 3. Impact of β on Network Performance 

The network parameters we have chosen are: µ = 12kbps, τ = 20kbps, ρ = 10kbps, 
κ0 = 50kbps, κ1 = 12kbps, κ2 = 2kbps. In this scenario, we consider the effect of 
selfish peers. Intuitively, the existing leeches will degrade the system performance 
because they just download from others and never upload. The red curve in Figure 3 
for κ0 = 50kbps justifies our intuition; besides the observation that Time is a non-
decreasing function of β, we can also find the upper bound and lower bound of Time 
if we consider two extreme cases: β = 1 (i.e. all downloaders are selfish and no one 
uploads to others) and β = 0 (i.e. there is no leeches in the system). At this point, we 
are all happy with our intuition; but if we change the value of κ into κ1 = 12kbps and 
κ2 = 2kbps, something strange happens. As shown in Figure 3 as two overlapped 
horizontal lines, the network performance is constant, independent of β. We briefly 
comment on this situation: recall the bottleneck bandwidth definition in the previous 
section, it actually means the downloading bandwidth is the bottleneck since µ ≥ κ; 
in such a situation, the leeches make no harm to the system since the whole system 
performance is constrained by the limited download speed (i.e. selfishness is not 
always harmful). From this phenomenon, we argue that it is reasonable to introduce 
leeches into our model as in our preliminary assumptions, and actually there are lots 
of leeches existed in realistic systems. In other words, what is rational is real and 
what is real is rational.1 

                                                           
1 Taken from Hegel’s famous dictum Das Wirkliche sei vernuenftig und das Vernuenfitige 

wirklich. 
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4.2   Download Bandwidth’s Role 

In the previous subsection, we have seen the download bandwidth’s impact on the 
system performance. Intuitively, increasing the download bandwidth will lead to a 
shorter downloading time, as often observed in our daily experiences; but is this 
common sense always true? Now we study the impact of τ on the system performance 
(i.e. download bandwidth’s role). 

 

Fig. 4. Impact of τ on Network Performance 

The network parameters we have chosen are: β = 0.2, µ = 12kbps, ρ = 2kbps, κ = 
50kbps. Shown as the red curve in Figure 4, Time is a non-increasing function of τ. 
Besides, we can also derive the upper bound and lower bound of Time if we set τ = 0 
(i.e. the download channel is actually blocked) and τ = ∞ (i.e. the download 
bandwidth is much higher than upload bandwidth) respectively. 

The left half part of the curve justifies our intuition perfectly, but the right half 
seems to yaw from the common sense. The key to the phenomenon is still bottleneck 
bandwidth: initially, when τ increases, Time decreases accordingly because download 
bandwidth is the bottleneck now; however, once τ becomes big enough, increasing τ 
will not decrease Time any more, because the download bandwidth is no longer the 
bottleneck of the system performance. In fact, if we consider the impact of µ on 
network performance (i.e. upload bandwidth’s role), we will get a similar curve. From 
these phenomena, we argue that there are not always performance gains with 
increased download bandwidth, and the key to network performance gains is to keep a 
good balance of download bandwidth and upload bandwidth, and actually to increase 
bottleneck bandwidth. In other words, every coin has two sides.2 

4.3   Importance of Seeds 

The seeds are a special kind of peers, which upload but don’t download. Compared to 
leeches, seeds can be deemed as selfless peers. Intuitively, it is very important to have 

                                                           
2 Ancient proverb. 
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seeds in the system; and in this subsection, we study the impact of κ on the system 
performance (i.e. seeds’ contribution). 

The network parameters we have chosen are: β = 0.2, µ = 2kbps, ρ = 1kbps, τ0 = 
1kbps, τ1 = 2kbps, τ2 = 6kbps, τ3 = 20kbps. With the curves shown in Figure 5, we are 
now not surprised to see the divisions of these curves and their singular points, 
because we already know their roots in the bottleneck bandwidth concept. Here we 
just briefly comment on the situation τ2 = 6kbps because this speed seems to coincide 
with the practical speed of our daily cellular networks (e.g. GPRS): the ideal scenario 
is κ = 0 (i.e. all seeds are persistent in the network), where the lower bound of Time 
resides. As κ increases, initially, the slight loss of seeds doesn’t degrade the system 
performance since the system is download bandwidth constrained; however, once κ is 
big enough, the system turns into upload bandwidth constrained, and the system 
performance degrades sharply with the loss of seeds; this also explains the singular 
point in the curve. 

 

Fig. 5. Impact of κ on Network Performance 

The realistic interpretation of seeds is service points or completed downloaders 
(but not all completed downloaders become seeds due to the existence of leeches), 
and the realistic meaning of the phenomenon is: it would be an effective way for 
mobile operators to improve QoS in such kind of systems via providing more service 
points. 

5   Concluding Remarks 

In this paper, we studied the performance issues of peer-to-peer systems over mobile 
ad hoc networks. After characterizing the variability of the system by taking some 
preliminary assumptions, we then present a performance model towards an in-depth 
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understanding of mobile peer-to-peer systems. We also briefly discussed three 
analytical examples on apply this model to capture the behavior of the system in 
steady states.  

In order to make the paper concise, we didn’t use the model to analyze the system 
in inequilibrious states, though it is not hard to simulate these cases with the given 
fluid model. Our results provide potential useful guidelines for mobile operators, 
value-added service providers and application developers to design and dimension 
mobile peer-to-peer systems, and as a foundation for our long term goals [23, 24]. 
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Abstract. Anonymity has been one of the most challenging issues in Ad Hoc 
environment such as P2P systems. In this paper, we propose an anonymous pro-
tocol called Random Walk based Anonymous Protocol (RWAP), in decentral-
ized P2P systems. We evaluate RWAP by comprehensive trace driven simula-
tions. Results show that RWAP significantly reduces traffic cost and encryption 
overhead compared with existing approaches.  

1   Introduction 

Thanks to its high scalability and easy implementation, Peer-to-Peer (P2P)[3, 6, 7] 
becomes a killer application in distributed environments. P2P applications have been 
rapidly developed from the very beginning of this millenary. Researchers are strongly 
encouraged to dig into this up-and-coming approach further. In short, P2P architecture 
has predominant features including scalability, redundancy, flexibility, autonomy, and 
anonymity compared with traditional Client-Server models [9, 10, 13, 14, 16]. Al-
though, anonymity [1], which is a concern of user’s privacy, has been given a lot of 
attention, it has not been fully addressed. The primary P2P systems merely provide 
incomplete anonymity designs. With tremendous increase in users, current P2P sys-
tems face urgent needs for both privacy and security. 

1.1   Anonymity Categories 

Previous anonymity studies fall into three categories: resistant-censorship (or publish-
ing anonymity); initiator or responder anonymity; and mutual anonymity (giving both 
the initiator and responder anonymity). This paper focuses on the third category.  

Usually initiator or responder anonymity is only a one-way model, in which a  
system can provide an initiator an anonymous transmission from a sender to receivers, 
responder anonymity vice versa. Aside from them, mutual anonymity is a more  
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completed situation for the privacy requirement from users. Strictly defined, mutual 
anonymity includes three aspects: an anonymous initiator, an anonymous responder, 
and the anonymous communication between these two units.  

1.2   P2P Anonymity 

Although P2P file-sharing paradigms have many advantages over traditional client-
server approaches, its open and free join-leave policy leads to a complete lack of 
protection for system participators, which exposes them to attacks from malicious 
peers. A sharply increasing amount of P2P users exaggerates the probability of  
suffering this threat. As a basic design purpose, user’s privacy is an important issue 
over the P2P systems. However, most P2P prototypes are vulnerable under malicious 
attacks. We argue that P2P’s weak anonymity feature cannot guarantee safety for their 
good users without suffering attacks from collaborating ones based on the following 
observations. First, some malicious peers can acquire information easily by monitor-
ing packet flows, distinguishing packet types, (e.g., the QueryHits message [4] sent 
from responder), and analyzing the TTL value of these queries. Consequently, initia-
tors and responders are completely exposed to their neighbors and P2P systems fail to 
provide anonymity in each peer’s local environment. Second, in an untrustworthy 
public network, when the files or messages are transferred in a plain text, their con-
tents also help the attackers on the path to collaborate and guess the identities of the 
communication parties. Therefore, current P2P systems cannot provide anonymity 
guarantees. In this paper, we propose a mutual anonymity protocol in decentralized 
P2P systems, called Random Walk based Anonymous Protocol (RWAP). RWAP 
allows users achieve a mutual anonymity with low traffic and cryptographic overhead 
compared with previous mutual anonymity protocols.  

The rest of this paper is organized as follows. In Section 2, we introduce the back-
ground knowledge of random walk. In Section 3, we propose the RWAP approach. In 
Section 4, we discuss anonymity degree of RWAP. We evaluate RWAP by compre-
hensive trace driven simulations in Section 5. We present related works in Section 6 
and conclude this work in the last section. 

 2   Random Walk 

Before we present the RWAP design, we give a short introduction on random walk, 
which recently acts as one of the basic algorithms in P2P protocols to deal with con-
tent location and topology maintenance issues. As an optional search model of the 
content location, it has been discussed in many previous works [12, 15, 17].  

In most of current unstructured P2P systems, such as Gnutella and KaZaA, peers 
use flooding-based search to locate desired contents. Blind flooding causes large 
amount of unnecessary traffic, particularly in densely connected graphs. To keep the 
system scalable, researchers made considerable efforts in order to reduce traffic cost 
caused by search operations. Random Walk is such a substitute, in which a query 
message is forwarded to one or several randomly chosen neighbors at each hop until it  
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Fig. 1. Basic Random Walk 

reaches a volunteer resource provider within a limited hop number. An example is 
shown in Fig. 1. The message here is called a walker. The original version of random 
walk has only one walker. Compared with flooding search, one walker technique 
significantly improves search efficiency. However, users might suffer a long wait 
time before it receives a response.   

3   RWAP 

In this section, we present our Random Walk based Anonymity Protocol. RWAP is 
designed for decentralized file sharing system like Gnutella–KaZaA. Without modify-
ing the basic architecture, we revise Gnutella 0.6 [4] protocol by adding a local stor-
age space to each servant. Packets can be temporarily stored in each reached peer. 

As we mentioned in Section 2, a maximum hop number is set to a peer-count field 
of each walker. When the message is randomly walking, this value is decremented 
after each hop. The message continues walking until this field equal to zero. As a 
result, the length of random walk path is constrained. 

3.1   System Architecture and Initialization 

When a peer joins our system, it first contacts the bootstrap server to obtain a peering 
node list. With the help of this list, it can construct several neighboring relationships 
with chosen peers.  

Before presenting our protocol, we define some notations used in this paper. We 
assign F as the requesting file and f as its query id; we use S denote the initiator, and 
R denote the query responder. Pi denotes a middle peer in the P2P system, and sq 
denotes a sequence number to link query message and key message. We use A→B: M 
to represent A sending a message M to B. We define EK(M) as encrypting the message 
M with a symmetric key K , and DK(C) as decrypting a cipher C with the symmetric 
key K. 

3.2   Anonymous Query 

For an initiator S, before searching some query, it first creates symmetric session Key 
K and a pair of RSA keys KS+ (public key of S) and KS- (private key of S). Here we 
choose 128bit-AES [2] as the symmetric encryption algorithm. S encrypts f with  
K: C = EK(f). For distinguishing same messages coming from an identical source, S 
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brands this cipher message with a sequence number SN. To construct an anonymous 
return path, S also generates a reversed onion path RP: 

}}},...}}{,{...{,{,{ +++= XYS KKKSNSYXRP  

Before starting query, S encapsulates two message packets: One is the query mes-
sage which contains C, and the other is the key message includes K, KS+ and RP. We 
let C and K to represent them respectively. 

When C and K are ready, S randomly chooses one neighbor to forward cipher C. 
After a short waiting time (more like the SIFS of CSMA/CA in IEEE 802.11), S 
chooses another neighbor to send K. This key message will also be embedded with 
same sequence number SN as the cipher message. 

A

S

Key  PathCipher Path

 

Fig. 2. RWAP anonymous query 

Each peer receiving a cipher message saves a copy in its local storage and ran-
domly forwards it to one of its neighboring peers. For those who receive the key mes-
sage, they check in their stored cipher records to find those ones with the same SN as 
in this message. If there is any record, for example, a C’ matching the key message, 
this peer try to recover M from C’ with the K: M’ = DK(C’). If M’ is a meaningful 
query, this peer has successfully recovered an original query message. Otherwise, it 
stops the key message randomly walking. Figure 2 presents an example of such a 
procedure. 

3.3   Finding Responders and Delivering Files Back 

A voluntary middle peer, who recovers a query message M, selects itself as a query 
agent for an unknown peer. It then starts a normal flooding search. To help the poten-
tial responder sending files back, it attaches the reversed path RP and KS+ in each 
query message. 

We suppose that this query message reaches a certain volunteering responder R 
that occupies such a file. Before it sends the file to S, it should do some following 
preparations: 

R generates a session K’, and encrypts file F: CF = EK’(F). Then R encrypts session 
key K’ to CK’ = EKS+

(K’). After this digital envelope being sealed, R sends CF + CK + 

RP’ to the first relay peer X. 
This combined chunk data will eventually flow back to S along the RP path. Thus, 

S can first recover the session Key K’ using its private key and then obtain the desired 
file by decrypting CF. We illustrate this procedure in Fig. 3. 
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Fig. 3. Searching and driving files back 

In a practical environment, to decrease the delay, the initiator can increase the 
number of cipher walkers. That is, the initiator peer sends out multiple cipher walkers, 
and each walker takes its own random walk. 

3.4   Mimic Traffic 

In our basic algorithm presented in the previous section, peers are vulnerable to the 
attacks from local eavesdropper. Those malicious peers can observe all communica-
tions sent from and to an individual user. Without any protection, when the initiating 
peer issues a query, it is immediately exposed to the local eavesdropper. Since all the 
input and output traffics are under their monitoring, local eavesdroppers can easily 
distinguish an initiator or a responder by detecting the non-corresponding input or 
output. 

To prevent against the local malicious peers listening, each peer periodically sends 
out noise cipher or key messages as mimic traffics. To confuse attackers, we use the 
average interval time between two consecutive normal queries as the interval time of 
mimic traffic queries of each peer. In our experiments, the basic interval between two 
consecutive queries is about 10 seconds. In RWAP design, the bootstrap server can 
provide this default parameter to each joining peer. And every peer can dynamically 
adjust this setting according its query load. At one time, an idle peer should send out 
just one noise packet. If this peer wants to obtain a high anonymity, it can increase the 
frequency of sending noise packets. Since each message uses a hop-count to control 
its coverage range, the traffic overhead could be limited salable. Meanwhile, such 
mimic traffic would cause some extra decryption operations in P2P systems. Since the 
recovering action simply uses the AES, which is a fast symmetric encryption algo-
rithm, the total additional decryption overhead is also very little. 

4   Anonymity Degree 

In this section, we first analyze anonymity degree of our protocol. 

Initiator Anonymity: We define the anonymity degree of any initiator as the possi-
bility of make a correct guess to identify this sender by a receiver or other observers. 
It is obvious that a receiver, which can only monitor its own links, cannot recognize 
an original initiator, since the initiator information is not included in the packet.  
And we call such a receiver a passive guesser. With the help of other collaborating  
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adversary, a receiver is able to obtain a list of the possible peers which could have 
sent the packet. We call such a peer correspondingly an active guesser.  

Theoretically the degree of sender anonymity is 1/(n-1) from the passive peer’s 
point of view, where n is the number of P2P peering nodes in the system. For those 
active receivers, they can make some collusion with other adversary.  

Theorem 1. The probability that collaborating adversaries correctly guess an initiator 
is less than na /)1(2 + , where n is the number of total peers and a is the number of 

attackers in the system. 

Proof: Supposing the Ak and AC are the attackers in the key and cipher message ran-

dom walk paths respectively. Let kH , )1( ≥k , denote the event that the first adver-

sary on the path occupies the kth position on the path, where the initiator itself occu-
pies the 0th position. We denote I an event that initiator is the direct predecessor of an 
attacker. We also define K∨∨∨= +++ 21 mmmm HHHH . Obviously H1 = I. There-
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Analogously, the probability that Ac guess the initiator correctly is 
n

a 1+ . So the 

probability that the adversaries (Ak and Ac) guess the initiator correctly is at most 

n
a )1(2 +

. 
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Responder Anonymity: With the onion path, the expected number of path reforma-
tions required for c attackers to determine the initiator out of n participants is 
O((n/c)l), where l is the length of the path between the initiator and responder [19].  

5   Performance Evaluation 

We use DSS Clip2 [5] trace to simulate P2P topologies. The results are consistent 
with different traces and here we show two of them: May 17, 2001 and May 31, 2001, 
denoted as Trace 1 and Trace 2, respectively. 

In our simulation, we implement random walk used in a decentralized P2P network 
by conducting Depth First travels algorithm from a specific node. A query operation 
is simulated by randomly choosing a peer as the sender, and a keyword according to 
Zipf [8] distribution. In each run, 2,000 search operations are simulated.  

We also run the crypto software kits on a desktop PC with PIV 3.2GHz CPU, 
512MBytes memory, 40G hard disk, and 10/100M Ethernet card. We found that the 
average 1024-bit RSA decryption rates are 210 per second. The encryption rates are 
about 5600 per second. In our simulation, we choose the 1024-bit RSA as the crypto 
process in the onion path and use these average values as the reference value of the 
1024-bit RSA performance. Meanwhile, our statistics show that the encryption speed 
for 128 bit AES is averagely 63.230 Mbps. Therefore, we choose this value as AES 
speed. 

We also simulate the dynamic changes in P2P systems by assigning a lifetime to 
every peer. The average of this value is 10 minutes. The lifetime decreases by one 
after each passing second. When a peer’s lifetime reaches zero, it leaves in the next 
second. After a certain number of peers leave the network, we then randomly pick the 
same number of peers from the physical network to join the P2P overlay. 

In our experiment, we define the unit of traffic as a link between two neighboring 
peers. The traffic cost added by RWAP is mainly caused by two kinds of actions: 
mimic traffic and random walk of massage. The latter has a really trivial additional 
overhead. The upper bound of traffic caused by an anonymous query is LK + LC, 
where LC and LK are the length of cipher message and key massage walk path respec-
tively. Meanwhile we show the mimic traffic in Figures 4 and 5. In our experiment, 
we increase the average interval for each peer, and observe the diminished change of 
average mimic traffic. We find that the optimal average interval of sending noise 
packet is about 20 second. Under this situation, the total additional mimic traffic is 
from 16000 to 16550, and is just about half of a single original flooding search.  

Correspondingly, the relevant AES encryptions and decryptions overhead are also 
trifling. We show the changes in different average query time intervals in Fig. 6  
and 7. Since the file is transferring to initiator along an onion path, the average RSA 
encryptions are employed (LO + 1) times per query as well as RSA decryptions, where 
LO is the onion path length. 

Although RWAP make a scalable traffic increase to P2P systems, we also observed 
the hit rate of key message. We define a hit happening when a cipher message is suc-
cessfully recovered when a peer receives a key message. Figures 8 and 9 show that if 
the path length, which equals the hop-count, is greater than 3, the average hit rate 
reaches approximately 60%. Moreover, if we extend the path length to 7, the average 
hit rate is much closed to 100%. 
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Fig. 4. Mimic Traffic Cost of TRACE 1 Fig. 5. Mimic Traffic Cost of TRACE 2 
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Fig. 6. Mimic Encryption of TRACE 1 Fig. 7. Mimic Encryption of TRACE 2 
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Fig. 8. Query Hit Rate of TRACE 1 Fig. 9. Query Hit Rate of TRACE 2 
  

6   Related Work 

Anonymous transmission includes initiator, responder, and mutual anonymity as we 
mentioned above, as well as anonymous data transferring. In MorphMix [19] and Tor 
[11], initiator predetermines an anonymous path to hide original identification infor-
mation, called as path-based approaches. Analogously, Crowds [18] and Hordes [21] 
complete the path selection through middle peers.  
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Some studies, such as Anonymous Peer-to-Peer File Sharing (APFS) [20], and 
Shortcut-responding Protocol [22], have been proposed to provide mutual anonymity 
in P2P systems.  

APFS is more like a hybrid structured anonymous system. Some coordinator nodes 
act as a superior peer and maintain a list of all the peering nodes. Some peers in these 
lists volunteer to issue queries for others. All communications of this framework are 
based on the onion path to guarantee the anonymity and hence no centralized author-
ity exists in this system.  

In Shortcut-responding Protocol [22], the initiator establishes an reply block, which 
includes a onion-based reversed path, before sending each query. Each peer that re-
ceives the query determines whether or not devotes itself as a query agent peer in a 
probability of pv. If a peer acts as the query agent for the initiator, it floods this query 
into P2P systems. Upon requests, a responder builds another onion path to anony-
mously send the file to the query agent peer. The query agent peer delivers the file 
along the reversed path to the initiator and drops duplicate copies. Because of reduc-
ing the length of the return path, this approach achieves a shorter response time than 
other anonymous protocols.  

7   Conclusion 

In this paper, we propose a mutual anonymity protocol Random Walker based 
Anonymous Protocol (RWAP) in decentralized P2P systems. By employing random 
walk concept, RWAP allow peers issue queries and deliver requested files  
anonymously. RWAP achieves mutual anonymity in P2P systems with a satisfied 
degree of anonymity and low traffic overhead. We also evaluate RWAP by trace-
driven simulations.  

In future work, we will improve RWAP model in decentralized P2P systems by 
employing Bias k-random walkers schemes to acquire higher efficiency and accuracy. 
We will also implement RWAP prototype over a real decentralized P2P system.  
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Abstract. In this paper, we propose a distributed hierarchical intrusion 
detection system for ad hoc wireless networks, based on a power level metric 
for potential ad hoc hosts, which is used to determine the duration for which a 
particular node can support a network monitoring node. We propose an iterative 
power-aware power-optimal solution to identifying nodes for distributed agent-
based intrusion detection. The advantages that our approach entails are several, 
not least of which is the inherent flexibility SPAID provides. We consider 
minimally mobile networks in this paper, and considerations apt for mobile ad 
hoc networks and issues related to dynamism are earmarked for future research. 
Comprehensive simulations were carried out to analyze and clearly delineate 
the variations in performance with changing density of wireless networks, and 
the effect of parametric variations such as hop-radius. 

1   Introduction 

An intrusion is defined as "any set of actions that attempt to compromise the integrity, 
confidentiality, or availability of a resource" [1]. Several algorithms have been 
published in recent years to deal with intrusion detection, which incorporated the 
essence of the wireless nature of wireless ad hoc networks. Intrusions in wireless 
networks amount to interception, interruption, or fabrication of data transmitted 
across nodes. Intrusion into a wireless network is possible if an intruder node attempts 
to access unauthorized data. Ad hoc networks are particularly prone to such dangers, 
considering the dynamic and geographically distributed nature of the nodes. Ad hoc 
networks can hence be classified on the basis of their dynamism as minimally mobile 
or highly mobile. In this paper, we primarily focus on minimally mobile networks, 
where the power levels of the nodes are absolutely critical in determining the kinds of 
processes they can run in a sustainable fashion. We briefly discuss PLANE, a metric 
we suggest for comparing power levels across nodes for running agent-based network 
monitoring processes.  
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Agent-based systems are inherently reconfigurable, since the agents can easily be 
migrated to other hosts, and are by themselves lightweight, and thus suit the power 
sensitive nature of networks such as wireless sensor networks. A complete analysis of 
possible network threats to general ad-hoc networks is found in [2]. We adopt the 
hierarchical model proposed in [5] and, in SPAID, extend it to include power 
awareness of individual nodes. 

2   Existing Approaches 

The intrusion problem can typically be tackled by adding additional intrusion 
detection layers on top of the protocol, or through alterations to the wireless protocol 
itself. For the former style of enforcing security, two types of intrusion detection 
systems (IDS) are typically used, as a reminiscence of wired intrusion detection 
techniques [5]. 

2.1   Network Based Systems 

Network-based systems (NIDS) can be passive or active systems, listening in on 
network traffic. By capturing and examining individual packets flowing through a 
network, NIDS can analyze across all layers of the network protocol and are able to 
look at the payload within a packet, to see which particular host application is being 
accessed and with what options, and raise alerts when an attacker tries to exploit a 
bug in such code, by detecting known attack signatures. NIDS often require dedicated 
hosts or special equipment, and thus can be prone to network attacks. Further 
considerations are discussed in [6,7]. 

2.2   Host Based Systems 

Host-based intrusion detection systems [8,9] monitor each individual host by running 
on each host. They are able to detect actions such as repeated failed access attempts or 
changes to critical system files, and normally operate by accessing log files or 
monitoring real-time system usage [5]. To ensure effective operation, host IDS clients 
have to be installed on every host on the network, tailored to the specific host 
configuration. Host-based systems require dedicated processes to run for network 
monitoring, and, as their name suggests, are not bandwidth dependent. The 
disadvantage of such comprehensive host-based systems is that they can considerably 
slow down the hosts that have IDS clients installed. 

To circumvent these problems agent-based lightweight models were proposed for 
wireless networks, which are more bandwidth efficient, and provide a heuristic 
approach to intrusion detection. Our approach combines the approach in [5] of 
providing a hop-based hierarchical agent-based model with our own approach for 
power-awareness in selection of nodes. 

2.3   “Secure” Protocols for Wireless Ad Hoc Networks 

Protocol-based security measures provide for encryption mechanisms and other 
extensions such as one-way hash chains used in [4], to deal with routing update 
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attacks. Some approaches also suggest symmetric cryptographic methods to alter  
the MAC sub-layer to improve security [10]. Research on secure versions of  
existing protocols such as link state protocols [13] and variations of distance vector 
protocols [4] has been performed. It is clear that such “secure” additions correspond 
to an increase in the rigidity of wireless ad hoc networks, which in essence curtails 
their usefulness. Certain protocols such as that in [4] seem to improve on the base 
protocol but comparisons with other approaches is still in its infancy and the increased 
cryptographic overhead in some applications cannot be justified. Examples of 
protocol-based security extensions and measures can be found in [3], [4], [11], [12] 
and [13]. 

3   Preliminary Considerations for SPAID 

The agent-based model proposed in [9] approaches the IDS problem with a technique 
that handles intrusions with an agent running on each system. Also, the suggestion of 
statistical methods for classifying network data seems to have been proven to be 
inappropriate, in light of the Support Vector Machine (SVM) based model suggested 
in [14]. Further, the model in [9] is not suitable for a power-aware IDS, since such a 
system warrants energy consumption in systems irrespective of their current battery 
levels, i.e. it suggests an IDS without considering the feasibility of the assumption 
that network monitoring and analysis is justified in nodes with minimal power, such 
as robust wireless sensor networks (WSN).  

3.1   Modular IDS Architecture 

The IDS we propose is built on a mobile agent framework. It is a non-monolithic 
system and employs several sensor agents that perform certain functions, such as: 

•  Network monitoring: Only certain nodes will have sensor agents for network 
packet monitoring, since we are interested in preserving the total computational 
power and battery power of mobile hosts. 

•  Host monitoring: Every node on the mobile ad hoc network will be monitored 
internally by a host-monitoring agent. This includes monitoring system-level and 
application-level activities.  

•  Decision-making: Every node will decide the intrusion threat level on a host-level 
basis. Certain nodes will collect intrusion information and make collective 
decisions about network level intrusions. 

•  Action: Every node will have an action module that is responsible for resolving 
intrusion situation on a host (such as locking out a node, killing a process, etc). 

A hierarchy of agents has been devised in order to achieve the above goals. We 
will adapt the hierarchy for our purposes. There are three major agent classes as used 
in [5], categorized as monitoring, decision-making and action agents. Some are 
present on all mobile hosts, while others are distributed to only a select group of 
nodes, as discussed further. The monitoring agent class consists of packet, user, and 
system monitoring agents. The following diagram shows the hierarchy of agent 
classes. 
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3.2   Agent Distribution 

As mentioned above, not all the nodes on a wireless ad-hoc network will host all 
types of IDS agents. To save resources, some of the functionality must be distributed 
efficiently to a (small) number of nodes. The modular architecture we use employs 
the architecture in [5]. The decision making module incorporates the energy metric 
Power Loss/Availability for Network-monitoring Estimate (PLANE), a node-specific 
measure of the mean power loss per node for running the network monitoring agent. 
PLANE is can directly be related to the wireless protocol used, mean number of 
wireless links for the specific node, average node maintenance energy consumption, 
and the battery power remaining. PLANE ultimately estimates the duration the node 
can last on the same power without replenishment. To calculate the power 
consumption metrics such as those in [15] are often used. The reception costs are 
multiplied by the number of links for the node to yield an average reception cost, to 
which we add the average cost of sending a message. Thus, these costs are dependent 
on the density of the network and the routing/link exchange protocols used. 

3.3   Calculating PLANE 

The calculation of PLANE involves calculating the duration for which the node can 
continue to support a network monitor along with its normal operations. We therefore 
calculate PLANE by calculating the time for which node can last as the network 
monitoring node as shown below in Equation 1. 

In Equation 1, BPR is the total battery power remaining at the instant of node 
selection, i.e. SPAID in Section 4, and TECnm is the total energy consumption with 
network monitoring node processes running. In the absence of measurement of exact 
networking monitoring energy consumption, we assume PLANE as PLANE’. The 
value PLANE’ is typically available directly from most distributed wireless networks, 
such as sensor networks, and hence finds a presence in the above calculation. 

nmTEC

BPR
PLANE =  (1) 

Action 

Decision 

Monitoring 

Packet-Level 

User-Level 

System-Level 

Fig. 1. Typical agent hierarchy, depicting the multi-level decision making process for intrusion 
detection 
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TEC is the total energy consumption before the node is selected for network 
monitoring.  PLANE can be tailored to suit the needs of the type of network 
monitoring required and the nature of the actual node on which it runs.  We shall not 
deal in further detail with PLANE in this paper, but rather focus our attention on the 
iterative algorithm for network monitoring node selection. TEC values are represented 
by different wireless nodes running in different ad hoc modes which consume 
between 741 mW and 843 mW [15]. 

4   The SPAID Algorithm 

In SPAID, we deal with multi-hop network monitoring clustered node selection.  This 
type of a node selection has its inherent advantages in allowing complete coverage of 
all nodes and links in a network, but with an added factor of redundancy in the 
collection of intrusion detection data. Additionally, by varying the hop-radius of the 
algorithm and the PLANE/Topology constraints, redundancy in overlap of monitored 
nodes can be achieved, which allows us to prune the set of nodes selected for network 
monitoring. Considering that we are dealing with minimally mobile wireless ad hoc 
networks, topological changes shall not be considered in PLANE evaluation, and are 
deemed to be constant during the process of node selection. 

4.1   SPAID Node Selection Algorithm for Network Monitoring Nodes 

The SPAID algorithm uses the agent hierarchy presented in Fig.1, with a significantly 
adapted node selection mechanism to incorporate power-awareness, and is best 
detailed by the following six steps.  

Step 1: Set PLANE Constraint/ Topology Constraint. Set a constraint on the 
PLANE value of nodes which are allowed to compete for becoming a network 
monitoring node. These depend upon the duration for which the topology is expected 
to be unchanged, and IDS active duration. Further, certain nodes which have very 
small number of adjacent nodes may be discarded by setting the Topology Constraint. 

Step 2: PLANE Calculation and PLANE Ordered List (POL). Arrange the different 
nodes in increasing values of PLANE as calculated previously, for all nodes which 
satisfy the PLANE Constraint. This implies that nodes that can last longer as a 
network monitoring node take higher precedence in consideration for selection. 

Step 3: Hop Radius.  Set the hop radius to one initially, and increment for each 
insufficient node selection with the current hop radius.  

Step 4: Expand Working Set of Nodes. Consider node selection incrementally, 
initially from the first node, (node with highest PLANE), to finally the set of all nodes 
in the network, incrementing the set of nodes under consideration by one node each 
time. We call this set the working set (WS) of nodes. The WS is expanded only if the 
addition leads to an increase in number of represented nodes. 

Step 5: Voting. We use the voting system for Node Selection, as used in [5], except 
that we limit the candidates to just the nodes which are part of WS. Under this voting 
system, each node votes for that node within the hop radius which it feels is the best-
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connected node in the network. The connectivity indices used in [5] do not have to be 
calculated in our approach. 

Step 6: Check acceptability of nodes. If all links/nodes are not represented by the 
set of nodes covered by the voting scheme, then we expand the WS and repeat the 
process from Step 4. If WS equals the POL, then increment the hop radius, and repeat 
from Step 3. It is suggested that the increment in hop radius be considered a final 
resort, as it effectively increases the amount of processing per monitoring node.  

4.2   An Example  

Let us consider a network (with node density D=3) given below in Fig. 2, listed with 
the PLANE values for different nodes. The node density is a count of the number of 
nodes on average adjacent to other nodes at the instant of running SPAID.   

 

Fig. 2. An example network with a D = 3. The PLANE values (in relative time) for the different 
nodes are shown 

The POL is therefore given by {5,4,10,2,11,9,1,7,8,6,3} where each number 
represents the node number. We initially set the hop radius to 1, in case an allocation 
is not possible, SPAID continues with higher hops. We depict the Working Set as WS 
{<node list>}, and iteratively augment the list with nodes from the PLANE Ordered 
List. For this example, we begin with WS {5}, i.e. we take the first node, Node 5, 
which has the highest PLANE. 

 

Fig. 3. Example 1 with WS {5} 

Next, considering that all nodes have not been covered, we choose the next node, 
in this case node 4, and so on. Fig. 4 and Fig. 5 portray the next two steps. 

Represented Node 

Candidate Node 
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Fig. 4. Example 1 with WS{5,4}                             Fig. 5. Example 1with WS{5,4,10} 

 

Fig. 6. Example1. Final node selection {5,4,10,9}.  WS{5,4,10,2} and  WS{5,4,10,2,11} were 
skipped since no new nodes are represented 

The current WS {5,4,10} has the next choice in accordance with SPAID, as node 2, 
followed by node 11. The addition of these nodes, however, provides no additional 
information from any node that cannot be obtained from the current WS. Thus we 
skip potential working sets {5,4,10,2} and {5,4,10,11}.  

All nodes are represented and hence the solution set WS is {5,4,10,9} as shown in 
Fig 6. It is clear from the above example that the percentage of packet monitors varies 
inversely with the node density, but the node selection varies in slightly different 
fashion in low density and high density networks as illustrated in Section 5. 

4.3   Rerunning SPAID 

Dynamism in SPAID is a very important concept, considering that power levels drop 
considerably if a node persistently runs as a network monitoring node. The SPAID 
algorithm needs to be run when a change in the power level of the current WS 
indicates that another node has a better chance of lasting longer as a network 
monitoring node. 

In Example 1, after current WS {5,4,10,9} has run for about 200 seconds 
(assuming idle power consumption as uniform),  the power level in node 9 would 
have dropped below that in node 1. In this case, the SPAID algorithm needs to be run 
again, to ensure a power-optimal solution to the multiple-sensor network monitoring 
problem is maintained as the power levels change. 
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5   Performance Comparisons 

Comparisons between single-hop and multiple-hop radius for allocating network 
monitoring nodes provides a neat measure of the tradeoff involved vis-à-vis the 
number of nodes needed. As the node density (D) increases drastically, the percentage 
of nodes allocated for network monitoring increases gradually and then stabilizes. The 
performance of SPAID can be appraised using the percentage of nodes selected as 
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Fig. 7. Performance in Sparse Wireless Networks with low average number of adjacent nodes 
(D) per node using SPAID. The near constant percentage of nodes used is evident 
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Fig. 8. Performance in Dense Wireless Networks with high average number of adjacent nodes 
(D) per node using SPAID. The gradual change in percentage of nodes towards stable levels is 
to be noted 

network monitors as a metric. The density of the network clearly plays a major role, 
since the more the number of adjacent nodes per node, the fewer the network 
monitors needed to verify their authenticity. For high density (D greater than or equal 
to 8) wireless ad hoc networks, such as wireless sensor networks, we find that the 
density of network monitors stabilizes to near constant levels, and mimics the values 
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presented in [5], which represent the performance of a non-power-aware iterative 
node selection algorithm.  As evident from the succeeding graphs, increasing node 
density and adjacency reduces the percentage of nodes to be selected as network 
monitoring nodes. Thus, intrusion detection systems adapt quite efficiently to SPAID 
when using high-density ad-hoc networks with a large number of nodes.  

A practical limit of 2 hops is necessary, as this limits the amount of network 
monitoring traffic to be transferred through intermediate nodes, since the amount of 
traffic varies as a quadratic of the hop-limit. 

6   Conclusion 

In this paper, we have suggested an iterative algorithm SPAID, that culminates from 
our consideration of individual node power-levels using PLANE. Our algorithm, 
SPAID, provides a capable means of power-aware node selection. Selection of 
network monitoring nodes plays a key role in determining the effectiveness of 
coverage of any intrusion detection technique which runs on each node, and through 
this paper we propose an a scheme that combines power-awareness with agent-based 
node selection.  We are currently working on an adaptive version of SPAID, 
specifically for multi-tiered hierarchical IDS architectures, where different node 
selection procedures can be employed for rapid learning and efficient detection.  
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Abstract. ISP needs multicast service to save the bandwidth and costs
when more and more large-scale live media applications are emerging in
the Internet. There are no proper methods because the localization of IP
multicast and Application Level Multicasts. Here we present a suggestion
called Layered Overlay Multicast Network (LOMN) for the ISP’s live
media services. LOMN set up the core multicast tree for live streams
by strategically deploying the service brokers (SvBs) and the algorithm
of Bandwidth-satisfied multicast in overlay network (BSMON), which is
to set up an efficient QoS-satisfied overlay connections between SvBs,
balance the overlay traffic and the load on the SvBs. we address critical
issues such as scalability, low delays, little delay variations and minimal
the cost of multicast tree.

1 Introduction

More and more large-scale live media applications using group communication
technology are emerging in the Internet, such as video conferencing, video on-
demand, network games, distributed interactive simulation, etc. Because Multi-
cast is better than multiple unicast for group communication for Internet Ser-
vice Providers (ISPs), there have been tremendous efforts to provide multicast
service, ranging from IP multicast to recently proposed application-layer mul-
ticasts(ALM), which are in development. IP multicast is still far from being
widely deployed on the Internet [1] and its most critical ones include: the lack of
a scalable interdomain routing protocol, the state scalability issue with a large
number of groups, the lack of support in access control, the requirement of global
deployment of multicast-capable IP routers and the lack of appropriate pricing
models, as make ISPs reluctant to deploy and provide multicast service. ALM’s
multicast-related features are implemented at end hosts, data packets are trans-
mitted between end hosts via unicast, and are replicated at end hosts. They are
not require infrastructure support from intermediate nodes (such as routers),
and thus can be easily deployed. But its lacks are less QoS for live media and
generally low scalable to support large multicast groups due to its relatively low

X. Lu and W. Zhao (Eds.): ICCNMC 2005, LNCS 3619, pp. 163–172, 2005.
c© Springer-Verlag Berlin Heidelberg 2005



164 Y. Zhao et al.

bandwidth efficiency and heavy control overhead caused by tree maintenance at
end hosts. In addition, it is hard for it to have an effective service model to make
profit for an ISP.

To facilitate the support for existing and new overlay applications for ISP,
we propose a framework called Layered Overlay Multicast Network (LOMN)
that not only can be shared by a variety of applications, but also can provide
scalable, efficient, and practical multicast support for a variety of group commu-
nication applications. Services brokers (SvBs) composed of the cores of LOMN,
and Bandwidth-satisfied multicast in overlay network for large-scale live media
applications (BSMON) is proposed for LOMN. The main function of BSMON is
to search bandwidth-satisfied overlay multicast paths forming overlay networks
for upper layer QoS-sensitive overlay applications, and balance overlay traffic
load on SvBs and overlay links. With the increase in QoS-sensitive applications
in the Internet, it is necessary to support QoS-aware routing service for the whole
Internet. With the placement of SvBs by ISPs, BSMON can also be used to pro-
vide end-to-end QoS-aware multicasting services without significant changes in
the Internet infrastructure.

2 Relative Works

Recently the efforts on overlay networks have been very active. In the proposals,
Some is for specific application such as Host multicast [2], content distribution
networks [3], peer-to-peer file sharing [4]; and the others aiming at developing
generic overlay service networks for a variety of applications. For example, Yoid
[5] is a generic overlay architecture, which is designed to support a variety of
overlay applications that are as diverse as net news, streaming broadcasts, and
bulk email distribution. Another similar effort is the Planet-lab [6] experiment
whose goal is to build a global testbed for developing and accessing new network
services. X-Bone [7] operates at the IP layer and based on IP tunnel technique.
OverQoS [8] is an architecture proposed to provide Internet QoS using overlay
networks. Our effort is complementary to most of the above approaches. We
share common goals as OverQoS, SON, and Yoid. However, this paper is mainly
focused on to set up QoS-satisfied overlay connections between SvBs, balance the
overlay traffic and the load on the SvBs. None of the other work has addressed
this aspect adequately. In addition, we address critical issues such as scalability,
low delays, little delay variations and minimal the cost of multicast tree.

3 Layered Overlay Multicast Network

LOMN consists of service brokers which are strategically deployed by ISP who
dimensions its overlay network according to end user requests and sells its mul-
ticast services to group coordinators via a service contract. Most of the Internet
domains can have one or more SvBs that depends on the needs of live media
communication. These SvBs provide a unified platform to serve several overlay
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applications at the same time. For supporting large-scale live media communica-
tion to enhance scalability, LOMN have a hierarchical architecture. The groups
of contiguous SvBs are grouped to form clusters, which in turn are grouped to-
gether to form super-clusters. And an end host could form a cluster with other
end hosts close by. In the cluster, overlay multicast is used for efficient data
delivery between the limited number of end users. The user clusters connect to
the LOMN by the access SvBs on the edge of LOMN.

3.1 Service Brokers

SvBs are specialized nodes that can be placed in the Internet to provide generic
overlay service support to overlay multicast applications. These SvBs are inter-
connected over the transfer layer to form the LOMN. They cooperate with each
other across the Internet to provide overlay services support. SvBs can be placed
either at the edge of a domain or in the core and subscribe high bandwidth con-
nections to the Internet backbone. Usually they are designed to different levels
according to the relationship of the ASs. The SvBs of one domain know the
addresses of the SvBs of the neighboring domains using dynamic hash table
(DHT). This knowledge can be incorporated during deployment or through ex-
change of messages with the neighboring domains. The SvBs are also responsible
for encapsulation and decapsulation of the outgoing and incoming packets of the
overlay network, respectively.

3.2 Formulation of the Hierarchical Topology

If the physical network topology is modelled as an undirected graph G = (V, E),
where V and E denotes the sets of network nodes (or routers) and physical links
respectively, the overlay dimensioning problem can be formulated as follows:
given a set of groups {Mi} with group member distribution and bandwidth
requirement, and a physical network topology G=(V,E), find a virtual topology
G′ on top of G so that G′ can accommodate all the groups, while keep the
cost of G′ minimum under the bandwidth waste threshold. Here, we assume the
multicast group set Mi is obtained from the service contract (between the users
and the ISP) or from long-term measurement in the steady state of the network
and group dynamics. The G′ is the LOMN network.

In LOMN, Using Dx denotes a AS x, the set {Dx, x ∈ N} composed of
the graph G, and from the overlay point, it also composed of the graph of G′,
G′ = (V ′, E′), V ′, E′are the set of the SvBs and the edges of the overlay edges.
V ′

i denotes the node SvB i, E′
ij denotes the overlay edge between the node SvB

i and the node SvB j, |V ′| denotes the numbers of the SvBs, |E′| denotes the
numbers of the connections between the node SvB i and the node SvB j.

Basic Link Regular: If V ′
i , V ′

j ∈ Dx, then existing E′ between them and
|E′| = 1.

InterDomain Link Regular: If V ′
i ∈ Dx and Vj ∈ Dy, then existing E′,

which link Dx and Dy, called interE′, and |E′|=1; If more than one physical
links between the Dx and Dy, then existing corresponding interE′, and |E′| ≥ 1.
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Node Hierarchy Regular: If V ′
i has an interE′, it is called top SvB, denotes

as topV ′; if V ′
i is at the edge of D and directly links to the terminal agent, it

is called an access SvB, denotes accV ′; others are called core SvB, denotes as
corV ′.

Overlay Hierarchy Regular: if a subset of G′ only composed of the node like
topV ′ and the edge like interE′, then it is call top multicast overlay sub-graph
of G′, denotes as topG′; if a subset of G′ only composed of the node like corV ′,
then it is call core multicast overlay sub-graph of G′, denotes as corG′; else, it
is called access multicast overlay sub-graph of G′, denotes as accG′.

From the regulars defining above, the hierarchy overlay multicast network is
set up. These also mean that the overlay link connecting two or more SvBs in the
overlay topology may physically pass through multiple ASes that do not have
any SvBs. And the SvBs within the same domain can form full mesh connecting
each other, but the LOMN interconnecting multiple domains is not full mesh
topology, this can reduce the connections messages and control the size of the
DHT.

3.3 Performance Measurements of Overlay Links

An overlay link is usually composed of multiple physical links. And the non-
overlay traffic would also be using the same physical links. The SvB cannot
control or manage the IP-layer resources. To obtain the performance of an overlay
link, many efficient measurement methods have been proposed in the literature,
such as, Ping and Sting [9]. Here we can use direct measurements and actively
send traffic between two SvBs and see how much of traffic can get through before
the path gets saturated and starts losing packets.

3.4 Multicasting in LOMN

The resource allocation function mainly deals with allocating the network re-
sources response to the QoS requirements.In the process of the multicast, LOMN
is advocated as the service backbone domain. Outside LOMN, end users sub-
scribe to services by transparently connecting to the access SvB advertised by
the ISP. Each access SvB organizes some end users into a ”cluster”, where an
application layer multicast tree is formed for data delivery among the cluster
members. When a new customer wants to subscribe overlay services from the
LOMN, it first contacts an service web portal, that is access SvB. the access SvB
receives a join request for a multicast group, it first looks up a multicast tree for
the group from his DHT, sets up one or more connections to the core SvBs in
the multicast tree, then to the top SvBs, all of these are the multicast distribu-
tion trees building for data delivery. To reduce the management overhead of a
large number of trees and improve the multicast state scalability, an aggregated
multicast approach[10] is used, in which multiple groups are forced to share
one delivery tree. Data packets are encapsulated at access SvB, transmitted on
aggregated trees, and decapsulated at outgoing access SvBs.
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4 Bandwidth-Satisfied Multicasts in Overlay Network

Based on the features of LOMN, a multicast routing framework, BSMON, is
supposed. To provide a QoS-satisfied overlay multicast path from the source
SvB to the destination SvBs in the overlay topology, it is necessary to identify
a subset of the overlay topology that provides the connectivity, and satisfies
the required QoS between the source SvB and the destination SvBs. Critical
resources includes not only the overlay link capacity, but also the SvBs capacity.
The connectivity depends on the bandwidth availability of overlay links and the
capacity of the SvBs.

4.1 The Main Ideas of BSMON

BSMON uses the following approaches to provide bandwidth-satisfied overlay
multicasting services in the dynamic network environment.

1) While selecting the overlay links, BSMON tries to balance the traffic
among the overlay links and SvBs in addition to satisfying the QoS requirement.
This approach ensures that the overlay traffic will be resilient to the background
non-overlay traffic. At the same time, additional overlay traffic will have less
impact on the existing traffic when the overlay path quality is degraded.

2) BSMON realizes the hierarchical architecture of LOMN, provides a scal-
able topology for distributing the overlay link and SvB state information. Each
SvB can then have the aggregated overall mesh. When an overlay routing request
arrives, the SvB can utilize the aggregated topology to find an approximate path.
It then contacts some of the SvBs on the path to get detailed and up-to-date in-
formation about the path performance. Even though this approach incurs some
control message overhead, the up-to-date path performance information helps in
improving the possibility for providing QoS service satisfaction.

3) During the overlay data routing process, the non-overlay traffic may in-
crease suddenly and thereby could affect the normal overlay data traffic. To cope
with this situation, BSMON uses an adaptive routing approach. When an SvB
realizes that the additional overlay link capacity of an overlay link is less than the
overlay traffic it is currently servicing, it begins to search several backup overlay
paths connecting itself to this neighboring SvB. These backup paths will make
sure that the overlay traffic can bypass this overlay link if the quality degrades.
If the SvB cannot find enough backup paths, it will notify some of the previous
hop SvBs to search for backup paths to bypass the degraded overlay link.

To achieve these ideas, let the users feel satisfied to the bandwidth, which
the ISP offers to them, the delay and delay-variation is the key factors in the
multicast process.

4.2 The Bandwidth-Satisfied Overlay Multicasting

By the Performance Measurements among the SvBs, an overlay weighted undi-
rected graph G′ comes into being. Here the function of the link delay is defined
as Delay: E′ −→R+, Delay(l) denotes the delay of the packets passing the over-
lay link l, l ∈ E′. And the function of the performance of a node is defined as
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Perfo: Cpu −→100%, Perfo(SvB) denotes the OccupyTime of the CPU of the
SvB, SvB ∈ V ′.

Let M ⊂ V ′ be a set of nodes involved in a group communication. V ′
M is

called multicast group member, V ′
M ∈ M . Packets originating from a source

node, V ′
s , have to be delivered to a set of receiver nodes M − {V ′

s}. A multicast
tree T(V ′

M , E′
M ) is a subgraph of G′ that centers as ci, ∀ci ∈ coreG′, and spans

all the nodes in M. The path from a source node V ′
s to a receiver node V ′

d in the
tree T, is denoted by PT (V ′

s , V ′
d), where V ′

s , V ′
d ∈ M .

According the approaches mentioned in 3.1, the multicast tree should meet
the following conditions:

Perfo(SvBi) ≤ λ, ∀ SvBi ∈ M & SvBi ∈ Dx (1)

min
SvBi∈M

(Perfo(SvB1), P erfo(SvB2), . . . , P erfo(SvBj)) (2)

min
lj∈Pt

(
∑

j=1

Perfo(SvBlj ,i), . . . ,
∑

j=m

Perfo(SvBlj ,i)), ∀i, j, m ∈ N (3)

∑

l∈PT (V ′
s ,V ′

d)

delay(l) ≤ �, ∀V ′
s , V ′

d ∈ M (4)

|
∑

l∈PT (u,v)

delay(l)−
∑

l∈PT (x,y)

delay(l)| ≤ δ, ∀u, v, x, y ∈ M (5)

where λ is the maximum occupy time of the SvB’s CPU, ∆ is the maximum of
delay, δ is the maximum of the delay variation between the any different l.

The algorithm basic idea is described as follows.

Step 1: if some terminal of ASx belongs to a multicast group, then the
algorithm can select one or more SvBs in ASx as the multicast intermediate
node, and selecting SvB need to satisfy Expressions 1, which means only to
select the free SvB as a relay node.

Step 2: the selected SvBs composed of the multicast group.
Step 3: compute the center nodes. Assume any node SvBi in the multicast

group as center, and create a multicast tree lj using Dijkstra Algorithm, then
compute the delay, if it satisfies the expression 4, sequentially compute the delay
variation, if it satisfies the expression 5, the node is sent to the set of the center
nodes.

Step 4: in turn compute the cost order of the relating multicast tree lj using
expression 3.

Step 5: in the set of the center nodes, in turn compute the order of the
candidate center node using expression 2.

Step 6: select the freest SvB as the center, and the relating tree as the
current multicast tree, the others as candidates.

From the steps, we will achieve the following objectives: (1) Balancing overlay
traffic among the overlay links; (2) Balancing the overlay traffic overhead among
the SvBs; (3) Finding and providing QoS-satisfied paths connecting the source
SvBs and destination SvBs.
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5 Performance Evaluations

5.1 Simulation Setup

We have implemented a session-level event-driven simulator to evaluate the per-
formance of BSMON. The simulations are based on the Georgia Technology
Internetwork Topology Model (GT-ITM) [11], which is used to generate the net-
work topology. These topologies have 50 transit domain routers and 500-2000
stub domain routers. Each end host is attached to a stub router uniformly at
random. To test the scalability of different schemes, we focus on large group
sizes and vary the number of members in each group from 200 to 1000. When
simulating the algorithms, the SvBs form a Three-level hierarchical topology at
the application layer. Each of the clusters in the hierarchy has an average of ten
members (subclusters or SvBs).

The dynamics of the overlay Multicasting is modeled as follows. The overlay
multicasting request arrives at a random accSvB node according to a Poisson
distribution with rate λ. The destination domain is randomly chosen. The hold-
ing time of the overlay session is exponentially distributed with a mean of 2
min. Similar to [12], the offered load of the overlay routing request is defined as
ρ = (λ ∗ h/u ∗ (

∑
Li)) , where h is the mean of overlay path hops (number of

SvBs in the path), and
∑

Li is the sum of the overlay link capacities in the cor-
responding overlay topology. During the process of simulation, we vary the value
of u to test BSMON’ s performance under different offered loads. The physical
links’ bandwidths during the simulation are randomly selected between 40 and
280 units with delay 2 ms, while the SvBs’ capacities are uniformly set as 900
units. The non-overlay traffic occupies around 50% of each physical link’s ca-
pacity. The non-overlay traffic varies its volume ±20% every 500 ms. The SvBs
exchange their state information every 1000 ms. We assume that the error of
available bandwidth measurement result is within ±10%. For each overlay rout-
ing request, we use an overlay routing protocol to set up an overlay path connect-
ing the source SvB and the destination SvB with a bandwidth requirement range
of 1-6 units. The computation capacity requirement is varied between 6-10 units.

In the Internet, most of the interdomain traffic is concentrated across a
smaller subset of ASes. To simulate the network situations, we repeat our simu-
lations on the following network scenarios: 80% of the overlay routing requests’
source and destination pairs are from 30% SvBs, while others are uniformly
distributed among all the other SvBs, which is reflective of the real Internet
environment.

5.2 Simulation Results and Discussions

Bandwidth-Satisfaction Rate(BSR): Because of the unbalanced distribu-
tion of Internet traffic, in many situations, the shortest path-based routing pro-
tocol cannot provide a QoS-satisfied path connecting the source and destination
domains. To quantify this factor, BSR is defined as

BSR = Number of Bandwidth satisfied overlay paths
Number of overlay request paths
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Fig. 1. (a) BSR comparison (b)Group Size and Tree cost

The results obtained for BSMON are compared with that of the shortest-
path routing(SPR) algorithm, which refers to the shortest path in the overlay
network, not in the IP layer. Fig.1(a) shows the QSR of BSMON compared with
SPR. From the figure, we can observe that BSMON can greatly improve the
QSR. In addition to finding QoS-satisfying overlay paths, BSMON also helps in
finding paths that are not affected significantly by the non-overlay traffic.

Multicast Tree Cost: Multicast tree cost measures by the number of links in a
multicast distribution tree. It quantifies the efficiency ofmulticast routing schemes.
Application level multicast trees and unicast paths may traversean underlying link
more than once, and thus they usually have a higher cost than IP multicast trees.
In Fig.1(b), we plot the average tree cost of BSMON, NICE, ,unicast and IP mul-
ticast as group size increases from 200 to 1000. As a reference, we also include the
total link cost for unicast. Compared with the cost of unicast paths, NICE trees
reduce the cost by 35%, BSMON trees reduce the cost by approximately 70%, and
IP multicast trees save the cost by 68-80%. Clearly, the performance of BSMON is
comparable to IP multicast. In addition, BSMON outperforms NICE in all cases,
and their difference magnifies as group size is increased.

Average Link Stress: Link Stress is defined as the number of identical data
packets delivered over each link. IP multicast trees has the least link stress
since only a single copy of a data packet is sent over each link. Fig.2(a) shows
the average link stress as the group size varies. IP multicast maintains a unit
stress since no duplicate packets are transmitted on the same link. BSMON trees
exhibit average link stress between 1.16 and 1.56, whereas the average link stress
of NICE trees is always higher than 2.00. For BSMON and NICE, the link stress
does not vary greatly with group size. However, unicast is not as scalable as
BSMON and NICE, since its link stress keeps increasing when group size grows.

Average Path Length: Path Length is the number of links on the path from
the source to a member. Unicast and shortest-path multicast schemes are usu-
ally optimized on this metric and thus have smallest path lengths. In simulation
experiments, end hosts join the multicast group during an interval of 200 sec-
onds. The results for average path length are shown in Fig.2(b). As expected,
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Fig. 2. (a) Group Size and average link stress (b)Group Size and average Length

IP multicast has the shortest end-to-end paths. Additionally, the path lengths
of BSMON trees are much shorter than those of NICE trees on average. For
instance, at group size of 1000, the average path lengths of BSMON and NICE
trees are approximately 15 and 21, respectively.

6 Conclusions and Future Works

In this paper, LOMN locates to support emerging large-scale live media appli-
cations and tries to build an overlay multicast network in the Internet for ISP.
LOMN assumes that most Internet AS has one or more service brokers, which
form a layered overlay network and cooperate with each other to facilitate the
deployment of overlay service. The key part of LOMN is BSMON, which is de-
signed as a generic overlay multicast protocol. The goal of BSMON is to find
Bandwidth-satisfied paths and select adaptively route the overlay traffic in spite
of the unpredictable overlay link performance. BSMON can set up an efficient
bandwidth-satisfied overlay connections between SvBs, balance the overlay traf-
fic and the load on the SvBs. we address critical issues such as scalability, low
delays, little delay variations and minimal the cost of multicast tree. The simu-
lation results show that the BSMON algorithms can effectively find and provide
QoS-assured overlay services and balance the overlay traffic burden among the
SvBs, as well as the overlay links.

Our work is just beginning, only limited testing and simulation has done, the
design needs to be validated in using. It is necessary to do more optimize for
some multi-objective problem during the process of looking for the best multicast
trees in the future.
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A Routing and Wavelength Assignment

Algorithms Based on the State Level of Links

Xiaogang Qi, Sanyang Liu, and Junfeng Qiao

Department of Mathematics Science,
Xidian University, Xi’an 710071, P.R.China

Abstract. For the problem of routing and wavelength assignment in
Wavelength Division Multiplexing(WDM)optical transport network, an
algorithm based on the state of links is proposed, which is named Trade-
off LSDRAW, and which can select a path with the higher state level
between a pair of nodes in a network. Finally, by a example network, we
show that the algorithm has the stronger capability of selecting a better
path between a pair of nodes, and can achieve the load balancing and
reduce the congestion probability in WDM optical transport networks.

1 Introduction

For the extremely great capacity and high speed, the technology of optical trans-
mission system is superior to the other transmission system. Now with the in-
creasing development of WDM technology and the update of the equipments
of Optical Cross-Connect (OXC) and Optical Add-Drop Multiplexing (OADM),
all-optical networks employing the concept of routing and wavelength assignment
(RWA) has made great improvements in the flexibility of selecting a route, and
all kinds of RWA algorithms have emerged for different traffic requirements and
different optimal objectives. Some kinds of metric parameters are used as the
standard to select a path in the algorithms [1-4], in which the current state of the
communication link of the network is so little considered that congestions will
take place in some cases and the performance of the network will deteriorate.
Therefore the RWA algorithms with the ability of load balancing in different
network state is required, and which can effectively solve the problem of the
network congestion and the corresponding decline of the network performance
due to load imbalance in WDM transport networks. Finally, a dynamic RWA
algorithm based on the state level of links is proposed.

2 Problem Description and Definition of Objective
Function

Assume that the WDM transport network is denoted by a directional graph
D = (V, A, S) , where V is the set of nodes and A is the set of directional
edges or arcs in D , and S represents the current state of all the arcs in A that

X. Lu and W. Zhao (Eds.): ICCNMC 2005, LNCS 3619, pp. 173–177, 2005.
c© Springer-Verlag Berlin Heidelberg 2005
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Fig. 1. The example WDM network

correspond to the communication links. For any aij in A = (vi, vj) (i �= j ),
there exists sij denotes the current state of link aij .

As a rule, dynamic routing is composed of two steps, the collection of the state
information of links in the network and the route selection based on the collected
information. The state information of a link includes the available channel of the
link, the available bandwidth corresponding to each channel, the link delay, the
reliability and et al. The link state information is updated with the standard
threshold-based triggered approach.

In the WDM transport network D described here, there is a routing ta-
ble for any node v to other nodes in D, and the state information of links
is exchanged among different routing tables to update the total state infor-
mation of the network. When the state level of a link is changed, the nodes
connected with it will firstly detect and then sent out the change to the other
nodes. Here the state information of links involves the state level, the available
wavelength of the link and the available bandwidth corresponding to each avail-
able wavelength. The state information of a link is expressed as the following
Figure 1.

Here Leve link state denotes the state level of a link,Set wavelength avai
denotes the set of available wavelengths, and Bandwidth(λk)is the bandwidth
on the available wavelength λk. The state level of a link can be represented as
followings:

Leve link state(aij) = Level(Set wavelength avai(aij), Bandwidth(λk))
= f [Cap avai rate(aij)]

(1)

where λk ∈ Set wavelength avai(aij), and the state of link aij can be classified
by Cap avai rate(aij) and the different evaluation set, and Cap avai rate(aij)
denotes the relative available capacity of the link aij . Suppose that the evaluation
set is

T = (t1, · · · , ti, ti+1, · · · , tn−1). (2)

satisfying
0 < t1 < · · · < ti < ti+1 < · · · < tn−1 < 1. (3)

and Cap avai rate(aij) can be divided into corresponding level from 1 to n by
T , therefore the state level of a link takes values from 1 to n, in which the highest
level corresponds to with the maximal value n and the lowest level 1 corresponds
to with the minimal value. In formula (1),
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Cap avai rate(aij) =
Cap avai(aij)

Maxaij∈ACap all(aij)
(4)

Cap avai(aij) =
∑

λk∈Set wavelength avai(aij)

Bandwidth(aij) (5)

Cap all(aij) =
∑

λk∈Set wavelength all(aij)

Bandwidth(aij) (6)

In formula (3)and(4), Cap avai(aij)denotes the absolute available capacity of
the link aij , Set wavelength avai(aij) denotes the set of available wavelength
on the link aij ,Cap all(aij) denotes the total communication capacity of the link
aij , Set wavelength all(aij) denotes the set of all the wavelength on the link aij .

The state level of path P can be calculated by

Leve link state(P ) = Minaij∈P {Leve link state(aij)}. (7)

In formula (1,5,6), we suppose the value of Bandwidth(aij) on different link is
different in general. Based on this, two different wavelength assignment meth-
ods named PWFPreceding Wavelength First, PWFand LBWFLeast Bandwidth
Waste First, LBWFare proposed.

2.1 PWF Wavelength Assignment

Assume that wavelength λf is occupied on the link aki prior to node vi and the set
of the available wavelengths on the following link aij isSet wavelength avai(aij),
and λf ∈ Set wavelength avai(aij), we will set λf as the working wavelength
on link aij , otherwise we will set λc ∈ Set wavelength avai(aij) as the working
wavelength on aij link randomly.

2.2 LBWF Wavelength Assignment

In LBWF, we suppose that the communication requirement and the correspond-
ing bandwidth of each wavelength because the available bandwidth might be
different, and the bandwidth request on the link aki is F , if Bandwidth(λc) of
λc on link aij satisfies

Bandwidth(λc) = Minλk∈Set wavelength avai(aij){Bandwidth(λc) ≥ F}. (8)

we will firstly set the λc as the working wavelength on link aij .

Notes: For both of the wavelength assignment methods, the first aims at mini-
mizing the times of the wavelength conversion, and the second is to minimize the
waste of the available bandwidth. So both of them may be selected according to
the different optimal objectives.
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3 Routing and Wavelength Assignment
Algorithm -Tradeoff LSDRWA

In Tradeoff LSDRWA, according to the state level of links and distance, the cost
function of the link is firstly calculated for each link according to the equation

Cost(aij) =
{

bl ∗ [n − Level(aij)] + bd ∗ Dis(aij) if n ≥ 1,
∞ if n = 0.

(9)

where bl and bd is the weighed coefficient of state level and the distance of the
link respectively, and bl ≥ 0 ,bd ≥ 0 , n is the number of the state level of links,
Dis(aij) is the distance of the arc aij , and Level(aij) is the state level of the
current arc aij .

The cost function of wavelength conversion is formulated as the following:

Convert(vi) =
{

M if there is a wavelength conversion,
0 if there is no wavelength conversion.

(10)

The Tradeoff LSDRWA algorithm is described as following:
Step 1. Let D = (V, A, S) be the WDM network, s and d be the source node

and the destination node respectively, s,d ∈ V , U={s} , Cost(s) = 0and for any
other node v ∈ V , Cost(s) = ∞, i = 0 ;

Step2. we assume that ati is the arc from vttovi , the working wavelength is
λwti on the ati, vi ∈ U , vj ∈ V/U , the cost of can calculated as the following

Cost(vj) = Cost(vi) + Cost(aij) + Convert(vi) (11)

Step3. Let u be the node whose cost equal to Minvj∈V/UCost(vj) , and if
u = d , go to Step4;otherwise let i = i + 1,U = U

⋃{u} go to step2;
step4. End.

4 Example

In Figure 2, a path from the node dto node cis established according to the
Tradeoff LSDRWA algorithm, which is superior to that according to the existing
algorithms for the problem in the WDM optical networks.

The different path may be established based on the different algorithm, and
they are described as the following respectively.

1) The path established according to the shortest path algorithm[5] is d → c,
whose level is 6 and the distance is 45, and the working wavelength on d → c is
set as randomly.

2)If we only consider State Level of Links, the path d → a → b → c may be
established, whose level and distance are 8 and 80 respectively, and the wave-
length on the path are λ1, λ3, λ2 .

3)For the Tradeoff LSDRWA, we suppose that n = 10,bl = 0.9,bd = 0.1, the
path d → b → c may be established, whose level is 7 and distance is 60, and the
wavelength on it are λ4 and λ4.
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Fig. 2. The example WDM network

5 Conclusions

Based on the state level of links, the RWA problem of the WDM networks is
studied and a dynamic RWA algorithm called Tradeoff LSDRWA is proposed for
the problem. On the one hand, we assume that the state level of links changes
dynamically, so the algorithm proposed is also dynamic, on the other hand, the
algorithm is relatively steady because of the stability of the state level of links
because only when the enough great change of state level of links occurs, the state
level of links is updated. The example network shows that the selected route by
the Tradeoff LSDRWA is of the higher state level and the shorter distance, and
the Tradeoff LSDRWA can achieve load balancing in WDM optical transport
networks.
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Abstract. Transcoding proxy caching is an important technology for
improving the services over Internet, especially in the environment of
mobile computing systems. In this paper, we address cooperative deter-
mination on cache replacement candidates for transcoding proxies. An
original model which determines cache replacement candidates on all can-
didate nodes in a coordinated fashion with the objective of minimizing
the total cost loss is proposed. We formulate this problem as an opti-
mization problem and present a low-cost optimal solution for deciding
cache replacement candidates.

1 Introduction

Web caching is an important technology for improving the services over Internet.
Since the majority of web objects are static, caching them at various network
components (e.g., client browser, proxy server) provides a natural way of de-
creasing network traffic. Moreover, web caching can also reduce users’ access
latency and alleviate server load.

A key factor that affects the performance of web caching is the cache replace-
ment policy, which is a decision for evicting an object currently in the cache to
make room for a new object. A number of cache replacement policies, which
attempt to optimize various performance metrics, such as hit ratio, byte hit
ratio, delay saving ratio, etc., have been proposed in the literature. However,
all these polices are local replacement models that determine cache replacement
candidates from the view of only a single node. Furthermore, they become ineffi-
cient in transcoding proxies due to the new emerging factors in the transcoding
� This work was partially supported by Japan Society for the Promotion of Science
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proxy (e.g., the additional delay caused by transcoding, different sizes and refer-
ence rates for different versions of a multimedia object) and the aggregate effect
of caching multiple versions of the same multimedia object. Although the au-
thors have elaborated these issues in [1], they considered the cache replacement
problem at only a single node. Cooperative caching, in which caches cooper-
ate in serving each other’s requests and making storage decisions, is a powerful
paradigm to improve cache effectiveness [3,6]. There are two orthogonal issues
to cooperative caching: object location (i.e., finding nearby copies of objects)
and object management (i.e., coordinating the caches while making storage de-
cisions). The object location problem has been widely studied [2,4,8]. Efficient
coordinated object management algorithms are crucial to the performance of a
cooperative caching system, which can be divided into two type of algorithms:
placement and replacement algorithms. There are a number of research on find-
ing efficient solutions for cooperative object placement [5,7,9]. However, there is
little work done on finding efficient solutions for cooperative object replacement.
Due to the interrelationship among different versions of the same multimedia
object, cooperative caching in transcoding proxies becomes more important and
complicated. We claim that this is very significant for the performance of a coop-
erative caching system since when a updated version is to be cached, an efficient
replacement policy should decide cache replacement candidates by considering
the cooperation of all the nodes on the path from the server to the client. An-
other important point is that the replacement decision on each node should be
beneficial, i.e., the profit gained by caching the new object should be no less
than the profit lost by removing some objects from the cache to make room for
the new object. As the transcoding proxy is attracting an increasing amount of
attention in the environment of mobile computing, it is noted that new efficient
cache replacement policies are required for these transcoding proxies. In this
paper, we address cooperative determination on cache replacement candidates
for transcoding proxies. We first propose an original model which determines
cache replacement candidates among all candidate nodes in a coordinated fash-
ion with the objective of minimizing the total cost loss. Moreover, we formulate
this problem of an optimization problem and present a low-cost optimal solution
for deciding cache replacement candidates.

The rest of this paper is organized as follows: Section 2 introduces some
preliminaries. We formulate the problem and present an optimal solution for
this problem in Section 3. Finally, we conclude this paper in Section 4.

2 Preliminaries

We first introduce multimedia object transcoding in Section 2.1, and then nota-
tions and definitions in Section 2.2.

2.1 Multimedia Object Transcoding

Transcoding is used to transform a multimedia object from one form to another,
frequently trading off object fidelity for size, i.e., the process of converting a
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Fig. 1. An Example of A Weighted Transcoding Graph

media file or object from one format to another. Transcoding is often used to
convert video formats (i.e., Beta to VHS, VHS to QuickTime, QuickTime to
MPEG). But it is also used to fit HTML files and graphics files to the unique
constraints of mobile devices and other Web-enabled products. These devices
usually have smaller screen sizes, lower memory, and slower bandwidth rates. In
this scenario, transcoding is performed by a transcoding proxy server or device,
which receives the requested document or file and uses a specified annotation to
adapt it to the client.

The relationship among different versions of a multimedia object can be
expressed by a weighted transcoding graph. An example of such a graph is shown
in Figure 1, where the original version A1 can be transcoded to each of the less
detailed versions A2, A3, A4, and A5. It should be noted that not every Ai can
be transcoded to Aj since it is possible that Ai does not contain enough content
information for the transcoding from Ai to Aj . In our example, transcoding can
not be executed between A4 and A5 due to insufficient content information. The
transcoding cost of a multimedia object from Ai to Aj is denoted by w(i, j). The
number beside each edge in Figure 1 is the transcoding cost from one version
to another. For example, w(1, 2) = 6, and w(3, 4) = 4. φ(i) is the set of all the
versions that can be transcoded from Ai, including Ai. For example, φ(1) =
{1, 2, 3, 4, 5}, φ(2) = {2, 4, 5}, and φ(4) = {4}. In this paper, we use G to denote
a weighted transcoding graph.

2.2 Notations and Definitions

We model the network as a graph G = (V, E) in this paper, where V =
{v0, v1, · · · , vn} is the set of nodes or vertices, and E is the set of edges or
links. We assume that every node is associated with a cache with the same
size B and there are m multimedia objects, i.e., O1, O2, · · · , Ol, maintained by
server v0. For each multimedia object Oj , we assume that it has mj versions:
Oj,1, Oj,2, · · · , Oj,mj and all versions have the same size. Thus, each node can
hold at most B objects. We denote the set of objects cached at node vi by
Y i =

{
Ai

1, A
i
2, · · · , Ai

m

}
, where Ai

j ⊆ {
Oj,k1 , Oj,k2, · · · , Oj,kj

}
is the set of differ-

ent versions of object Oj cached at node vi. Obviously, Y =
{
Y 1, Y 2, · · · , Y n

}
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is the set of all objects cached. For each version of object Oj , we associate each
link (u, v) ∈ E a nonnegative cost Lj,k(u, v), which is defined as the cost of
sending a request for version Oj,k and the relevant response over the link (u, v).
In particular, Lj,k(u, u) = 0. If a request goes through multiple network links,
the cost is the sum of the cost on all these links. The cost in our analysis is cal-
culated from a general point of view. It can be different performance measures
such as delay, bandwidth requirement, and access latency, or a combination of
these measures. Let ri,j,k denote the request for Oj,k at node vi and fi,j,k be the
frequency of ri,j,k.

For notational tidiness, we omit argument j in all parameters and functions
throughout the following analysis since our analysis is based on a specific object.
For example, Ok denotes version k of object j, Ai is the set of different versions
of object j cached at node vi, Lk(u, v) denotes the cost of sending a request
for version Ok and the relevant response over the link (u, v), ri,k denotes the
request for Ok at node vi, and fi,k denotes the frequency of ri,k. We also make
the following assumptions.

– Assumption 1: Lk(vi1 , vi2 ) = (i1 − i2)L for all 1 ≤ k ≤ m as there are i1 − i2
links on the path between node vi1 and node vi2 , and the cost on each link
for each version of Oj is L.

– Assumption 2: The transcoding graph is a linear array and the transcod-
ing cost between any two adjacent versions is constant, i.e., t(Ok1 , Ok2) =
k2−1∑

k=k1

t(Ok, Ok+1) = (k2 − k1)+T , where x+ = x if x ≥ 0 else x+ = ∞.

– Assumption 3: There exists some positive integer δ such that (δ − 1)T ≤ L,
and δT > L. If there does not exist such a δ, i.e., L � T or T � L.
Obviously, these are two trivial cases.

3 Cooperative Cache Replacement for Transcoding
Proxies

3.1 Problem Formulation

Before formulating the problem, we give some explanation on how the requests
are served. As shown in Figure 2, a request goes along a routing path from the
client (node vn) to the server (node v0). Note that any request ri,k could find the
service from S(ri,k), where S(ri,k) denotes the serving object for ri,k. Assume
that S(ri,k) = Ok1 ∈ Ai1 with k1 ≤ k and i1 ≤ i, then there may be the following
ways of serving ri,k by Ok1 ∈ Ai1 .

– Ok1 is first sent from node vi1 to node vi and then transcoded to Ok at node
vi.

– Ok1 is first transcoded to Ok at node vi1 and then Ok is sent from node vi1

to node vi.
– Ok1 is first sent from node vi1 to node vi2 , transcoded to Ok at node vi2 ,

and then then Ok is sent from node vi2 to node vi.
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– Ok1 is first sent from node vi1 to node vi2 and transcoded to Ok2 at node
vi2 , and then Ok2 is sent from node vi2 to node vi3 and transcoded to Ok3

at node vi3 , then Ok3 is sent from node vi3 to node vi and transcoded to Ok

at node vi.

–
...

Fig. 2. System Model for Multimedia Object Caching

All these cases would cost the same under our cost model even though in
practice. However, when a new or updated version of a multimedia object to
be cache, denoted by Oi0 , is passing through each node between nodes vi′ and
vi, it should be decided where Oi0 should be cached and which version should
removed from the relevant cache to make room for it depending on how ri,k is

served. Given X (i.e., the set of cached objects) and Ok′ ∈ Ai
′

(i
′ ≤ i). Let

d(ri,k, Ok′ ) denote the cost of serving ri,k by Ok′ at node vi′ . Then d(ri,k, Ok′ )
is defined as follows:

d(ri,k, Ok′ ) = (i − i
′
)L + (k − k

′
)+T (1)

where (x − y)+ =

{
x − y if x − y ≥ 0
0 if x − y < 0

Now we begin to formulate the problem addressed in this paper, i.e., de-
termining where a new or updated version Oi0 should be cached among nodes
{v1, v2, · · · , vn} and which version of object j should be removed at that node
to make room for Oi0 such that the total cost loss is minimized. Suppose that
P ⊆ V is the set of nodes at each of which Xi,ki ∈ Ai should be removed to
make room for Oi0 , then this problem can be formally defined as follows:

L(P ∗) = min
P⊆V

{L(P )} =
∑

vi∈P

(l(Xi,ki) − gi(Oi0)) (2)

where L(P ) is the total relative cost loss, l(Xi,ki) is the cost loss of removing
Xi,ki from node vi, and gi(Oi0 ) is the cost saving of caching Oi0 at node vi.

3.2 Dynamic Programming-Based Solution

Before presenting the solution, we evaluate the two items, i.e., l(Xi,ki) and
gi(Oi0 ), shown in Equation (2) in detail .

First, we begin with presenting a solution for finding the best way of serving
ri,k, i.e., finding S(ri,k). Based on Equation (1), the cost of serving ri,k, denoted
by c(ri,k), is defined as follows:
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c(ri,k) = min

{

min
O

k
′ ∈Ai

′
, 1≤i′≤i

d(ri,k, Ok′ ), iL

}

(3)

Therefore, the object for serving ri,k, denoted by S(ri,k), is determined as
follows:

S(ri,k) =

{
Ok′ ∈ Ai

′
if c(ri,k) ≥ d(ri,k, Ok′ )

v0 if c(ri,k) = iL (4)

The following property will help us simplify the problem of finding the best
way of serving ri,k.

Theorem 1. If both Ok1 and Ok2 are cached at node vi′ , then we have
d(ri,k, Ok1) < d(ri,k, Ok2 ) for k > k1 > k2.

Proof. Based on the definition of d(ri,k, Ok), we have d(ri,k, Ok1) = (i − i
′
)L +

(k−k1)+T and d(ri,k, Ok2) = (i− i
′
)L+(k−k2)+T . Since (k−k1)+ < (k−k2)+,

we have d(ri,k, Ok1) < d(ri,k, Ok2). Hence, the theorem is proven.

From Theorem 1, we can see that for request ri,k, we can consider only the
least detailed version that can be transcoded to version k. Thus, Equation (3)
can be simplified as follows:

c(ri,k) = min
{

min
1≤i′≤i

d(ri,k, Ok∗), iL
}

(5)

where Ok∗ is the least detailed version of object j cached at node vi′ that can
be transcoded to version k.

It is easy to see that the time complexity for computing S(ri,k) is O(log n),
where n is the number of nodes in the network. So the total complexity for
computing all S(ri,k) (1 ≤ i ≤ n and 1 ≤ k ≤ m) is O(mn log n) since there are
n nodes and object j has m different versions.

For each object x ∈ X , the set of requests served by x is expressed as R(x) =
{ri,k|S(ri,k) = x} and the total cost for the requests served by x is C(x) =∑

ri,k∈R(x)

fi,kd(ri,k, x). In this paper, we use Rs to denote the set of requests

served by the server.
Regarding to R(x), we have the following property.

Property 1. If ri,k ∈ R(x), then ri′ ,k′ ∈ R(x
′
) ∀ i

′ ≤ i and k
′ ≤ k.

Proof. Suppose that x ∈ Ai1 = Ok1 , x
′ ∈ Ai2 = Ok2 and there exists i

′ ≤ i
and k

′ ≤ k such that ri′ ,k′ ∈ R(Oi2). Since S(ri′ ,k′ ) = x
′
, we have d(ri′ ,k′ , x

′
) ≤

d(ri′ ,k′ , x). Therefore we have (i
′−i2)L+(k

′−k2)T ≤ (i
′−i1)L+(k

′−k1)T , i.e.,
(i2− i1)L+(k2−k1)T ≤ 0. Therefore we have d(ri,k, x) = (i− i1)L+(k−k1)T =
(i−i2)L+(k−k2)T +(i2−i1)L+(k2−k1)T = d(ri,k, x

′
)+(i2−i1)L+(k2−k1)T ≤

d(ri,k, x
′
). So we have S(ri,k) = x

′
, which contradicts ri,k ∈ R(x). Hence, the

property is proven.
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Fig. 3. Example for Calculating l(x)

From Property 1, we can see that R(x) should be a region that can be divided
into several rectangular regions. This can be seen from Figure 3. For example,
R(x4) can be divided into two regions by the vertical broken line from x2.

Regarding to calculating l(Xi,ki), we first give the following theorem.

Theorem 2. Suppose that only Xi,ki is cached at node vi, then we have l(Xi,ki)

=
∑

ri,k∈B0

fi,k[i · L − d(ri,k, Xi,ki)] +
n∑

i=1

∑

ri,k∈Bi

fi,k[d(ri,k, X i
ki

) − d(ri,k, Xi,ki)],

where B0 = {(α, β)|α = i0, β ∈ R0

⋂
R(Xi,ki)}

⋂
R(Xi,ki) and Bi = {(α, β)|α =

i0, β ∈ R(X i
ki

)
⋂

R(Xi,ki)}
⋂

R(Xi,ki).

Proof. It is obvious that Bi

⋂
Bj = φ for i �= j. This guarantees that each

request’s access cost is only calculated one time. Now we prove the correctness
of the calculation of l(Xi,ki), i.e., the requests in Bi should be served by X i

ki
.

Suppose that there exists a request ri′ ,k′ ∈ bi which is not served by X i
ki

. Based
on Property 1, we have all the requests in the region B

′
i = {(α, β)|i ≤ α ≤

i0, ki ≤ β ≤ k0 will be not served by X i
ki

. It is easy to see that R(X i
ki

)
⋂

B
′
i �= φ,

i.e., there exist some requests in region R(X i
ki

) that are not served by X i
ki

. This



Cooperative Determination on Cache Replacement Candidates 185

obviously contradicts the fact that all the requests in region R(X i
ki

) are served
by X i

ki
. Hence, the theorem is proven.

For example, in Figure 3, if x1 is removed, R(x1) can be divided into
three regions (i.e., A, B, and C), which will be served by x4, x3, and the
server, respectively. Thus, we have l(x1) =

∑

ri,k∈A

fi,k[d(ri,k, x4) − d(ri,k, x1)] +

∑

ri,k∈B

fi,k[d(ri,k , x3) − d(ri,k, x1)] +
∑

ri,k∈B

fi,k[i · L − d(ri,k, x1)].

In practice, the general case is that several versions of the same multimedia
object are cached at node vi at the same time (see Figure 4). In this case,
calculating l(x) should also consider the mutual effect of the least more detailed
cached version on the removed version since the requests served by the removed
version could be satisfied by this detailed version. For example, when calculating
l(x2), R(x2) might be divided into four parts A, B, C, and D which will be served
by x4, x5, x3, and x1, respectively.

Taking into consideration the caching dependence along the path, calculat-
ing l(Xi,ki) becomes more complex and it is so obvious to obtain an optimal
solution.

Fig. 4. Example for Calculating l(x)
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Similarly, we can calculate the cost saving of caching Oi0 at node vi. For
example in Figure 4, if i0 = y1, then R(x6 can be divided in to two parts: E and
F ; if i0 = y2, then R(x6 can also be divided in to two parts. So we have g(y1) =∑

ri,k∈G

fi,k[d(ri,k, y1) − d(ri,k, x6)] and g(y2) =
∑

ri,k∈E

fi,k[d(ri,k, x6) − d(ri,k, y1)]

+
∑

ri,k∈F

fi,k[i · L − d(ri,k, y1)].

Now we begin to present an optimal solution for the problem as defined in
Equation 2. In the following, we call the problem a k-optimization problem if
we determine cache replacement candidates from nodes {v1, v2, · · · , vk}. Thus,
the original problem (Equation (2)) is an n-optimization problem. Theorem 3
shows an important property that the optimal solution for the whole problem
must contain optimal solutions for some subproblems.

Theorem 3. Suppose that X =
{
Xi1,ki1

, Xi2,ki2
, · · · , Xiα,kiα

}
is an optimal so-

lution for the α-optimization problem and X
′
=

{

Xi
′
1,k

i
′
1

, Xi
′
2,k

i
′
2

, · · · , Xi
′
β ,k

i
′
β

}

is an optimal solution for the kiα − 1-optimization problem. Then X∗ ={

Xi
′
1,k

i
′
1

, Xi
′
2,k

i
′
2

, · · · , Xi
′
β ,k

i
′
β

, Xiα,kiα

}

is also an optimal solution for the α-

optimization problem.

Proof. By definition, we first have L(X∗) = l(Xi
′
1,k

i
′
1

) + l(Xi
′
2,k

i
′
2

) + · · · +

l(Xi
′
β ,k

i
′
β

) + l(Xiα,kiα
) = L(X

′
) + l(Xiα,kiα

) ≥ l(Xi1,ki1
) + l(Xi2,ki2

) + · · · +

l(Xiβ ,kiβ
) + l(Xiα,kiα

) = L(X). On the other hand, since X is an optimal solu-
tion for the α-optimization problem, we have L(X) ≥ L(X∗). Therefore,we have
L(X) = L(X∗). Hence, the theorem is proven.

Based on Theorem 3, an optimal solution for the n-optimization can be
obtained by checking all possible removed candidates from node v1 to node vn

in order. Therefore, it is east to get that the time complexity of this solution is
O(n2+mn logn) based on our previous result that the complexity for computing
all S(ri,k) is O(mn log n), where n is the number of nodes in the network and m
is the number of versions of object j.

4 Conclusion

The transcoding proxy is attracting more and more attention since it plays an
important role in the functionality of web caching. In this paper, we presented a
coordinated cache replacement model in transcoding proxies where multimedia
object placement and replacement policies are managed in a coordinated way.
Our model is formulated as an optimization problem and the optimal solution
is obtained using a low-cost dynamic programming-based solution.
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Abstract. Embedded Route Lookup Coprocessors (RLCs) are attractive for their 
potential in building high-performance Network Processors. But compared with 
conventional lookup schemes, it always imposes more severe restrictions on 
table size and power consumption, which poses challenge in the state of art. In 
this paper, we propose a novel lookup mechanism, Compounded CAM with 
Optimized Bitmap Compression (CCAM-OBC), which employs different 
lookup methods for prefixes of different length ranges, so as to combine the 
benefits of CAMs and bitmap compressed tries. With this scheme, table size, 
power consumption and update complexity are all well optimized while very 
high lookup throughput is achieved, which makes it a perfect solution to 
embedded RLC. For a real-life 130K-prefix route table, the implemented 
prototype performs more than 100 Million Packets Per Second (MPPS) with only 
24KB TCAM, 48KB BCAM and 251KB SRAM. Furthermore, each update 
needs only 2 memory accesses averagely. 

1   Introduction 

IP address lookup is one of the key issues in designing high performance routers and 
Network Processors (NPs). The challenge arises from that: a) the length of IP prefix is 
variable; one IP address may match multiple prefixes in the forwarding table, and the 
longest matching prefix (LMP) should be chosen; b) advances in fiber-optic technology 
is pushing the line rate of core routers to 40Gbps or even higher, which implies that a 
single line card would support the packet processing rate of more than 100Mpps 
(packets per second). Also note that, with the rapid progress of the Very Large Scale 
Integrated (VLSI) technology, accessing rate of the memories can be further improved 
and the pin resource can be significantly saved if the memories are embedded into the 
host NPs. Therefore it would be both feasible and attractive to design high performance 
                                                           
1 This work is supported by NSFC (No. 60173009 and 60373007), China 863 High-tech Plan 

(No. 2002AA103011-1 and 2003AA115110), China/Ireland Science and Technology 
Collaboration Research Fund (CI-2003-02) and the Specialized Research Fund for the Doctoral 
Program of Higher Education of China (No. 20040003048). 
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embedded Route Lookup Coprocessors (RLCs) for NPs. However, this makes the RLC 
design even more challenging, because it demands not only high lookup operation 
throughput, but also small memory requirements and low power consumption. 

Currently, packet forwarding based on LMP address lookup is well understood with 
both trie-based algorithms and TCAM-based schemes. Classic trie-based algorithm is a 
kind of time-consuming algorithm. Gupta et al. employs indirect lookup schemes for 
LMP search. The DIR-21-3-8 algorithm [1] furnishes LMP lookup at hardware 
accessing speed; but the memory requirement is relatively large that more than 9MB 
DRAM is required. This makes it impracticable to be embedded into the NPs. The idea 
of Degermark’s SFT [2] and Huang’s BC-16-16 [3] are very similar, both of which use 
a called Bitmap Compression (BC) technique to improve storage efficiency. The idea is 
to use bit vectors to represent part of the prefix trie. With certain amount of 
pre-calculation, fast LMP lookup can be achieved while the memory requirement is 
fairly small. However, these algorithms have a fatal flaw of not supporting incremental 
updates.  

Ternary Content Addressable Memory (TCAM) is a promising device to build a 
high-speed LMP lookup engine, because it returns the matching result within a single 
memory access cycle. However, the high cost to density ratio and low power efficiency 
of the TCAM make it very hard for embedded RLC.  

In this paper, we propose a fast IP lookup scheme called CCAM-OBC, which 
combines the benefits of both CAMs and BC-tries. High performance is achieved while 
the memory requirement of CCAM-OBC is small enough for building embedded RLC, 
and the proposed optimization of the BC algorithm effectively solves the “Hard-to- 
Update” problem. 

2   Definitions 

For the purpose of better understanding the data structure used in our design, a full 
binary trie is introduced to represent the whole prefix space, with one node for each 
possible prefix. The prefix of a route table entry defines a path in the trie ending in  
 

 

Fig. 1. Prefix Trie and the corresponding definitions 



190 K. Zheng, Z. Liu, and B. Liu 

 

some node, which is called Prefix Nodes (PN) in our scheme; if a node itself is not a PN 
but its descendants include PNs, then we call it an Internal Node (IN) (See Fig. 1). Node 
that is either a PN or an IN is called Genuine Node (GN), which in fact carries route 
information. We let GN(i) denotes the set of all of the GNs on depth i of the prefix trie, 
while |GN(i)| denote the number of nodes that GN(i) contains.  

For each IP address lookup operation, it may contain 1 to 2 phases, which are called 
the Level 1 (L1) lookup and the Level 2 (L2) lookup respectively (Also see Fig. 1). 
Stride is defined as the number of consecutive bits in the destination IP address used in 
L1 or L2. 

3   Constructing the Data Structure  

3.1   Some Useful Observations  

We have analyzed a large amount of real-life route tables collected from four famous 
route service projects [4-7], and get some useful characteristics of the prefix 
distribution. In order to illustrate these characteristics more clearly, here we pick four 
typical ones from these route tables, as is described in Table 1. These route tables are 
both spatially and temporally widely distributed, which ensures that the characteristics 
discussed here are not specific to a particular router or time interval. 

Table 1. Four real-life route tables 

Name of Data Base  Date Number 
of Prefixes 

Number 
of Next Hop 

Mae-West [4] 2001-03 33,960 45 
SD_NAP [5] 2001-06 3,935 2 

Route View [6] 2003-10 123,384 4 
RRC06 [7] 2003-11 131,372 35 

3.1.1   Characteristic I 
As shown in Fig. 2 (note the logarithmic scale on the y-axis), despite the elapse of time, 
the prefix length distributions keep a relatively stable form: The historical 24-bit Class 
C Prefix still dominates the number of entries (about 50% alone); the ratio of prefixes 
longer than 24-bit is very tiny (less than 1% in each of the four cases); and over 90% of 
the prefixes are between 18-bit and 24-bit. 

3.1.2   Characteristic II 
As shown in Fig. 3, the Genuine Ratio (GR) of depth i, defined as the ratio of |GN(i)| to 
2i (the total number of nodes on Depth i), is relatively low when i is larger than 16, and 
GR drops sharply as i grows larger. This characteristic is very helpful for saving 
memory requirement (the reason will be revealed shortly in Section 3.3).   
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Fig. 2. Prefix length distribution of 4 typical routers 

 

Fig. 3.  Numbers and ratios of GNs 

3.2   Principles of the Architecture Construction – Prefixes Set Partitioning 

The significance of these observations is that they help us make clever decisions in 
forwarding table architecture design. One of the main ideas is that we may choose 
different lookup schemes for prefixes with different length ranges. In this paper, we 
divide the route prefixes into three parts according to their lengths and apply different 
lookup schemes to them respectively: 1) According to Characteristic I, few prefixes 
(e.g. <1%) are longer than 24-bit, and note that it is just this minority that has the 
highest processing and storing complexity. So we prefer to use TCAM for the 
associated search. 2) For the majority of the prefixes whose lengths are between 18-bit 
and 24-bit (over 90%), using TCAM is too expensive and power consuming for an 
embedded RLC solution. So a trie-based indirect lookup scheme seems more 
appropriate. 3) According to the thought in indirect lookup scheme with stride of L1 
segment table being s, a prefix of length l<s should be expanded to 2(s-l) s-bit prefixes. 
This expansion not only wastes memory but also increases the update complexity. 
Since the prefixes shorter than 18-bit is very few, we choose TCAM for them again. 
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3.3   Adopting BCAM 

Compared to TCAM, Binary CAM (BCAM) also returns the matching result within a 
clock cycle, except that BCAM cannot handle variable-length lookup. However, the 
cost and power consumption of BCAM are much less than those of TCAM.   

As is mentioned in the Definition Section, we apply a 2-level indirect lookup 
mechanism to the prefixes between 18-bit and 24-bit. And the lookups on the first level 
are actually fixed-length search, thus it is advisable to introduce BCAM into our lookup 
scheme. In contrast, according to Characteristic II, using SRAM to construct a segment 
table at L1 will waste large amount of memory space because of the low ratio of the 
GNs. For instance, the BC-16-16 scheme uses a full hash segment table on L1 
(stride=16), so there should be fixedly 216=64K 24-bit SRAM entries (totally 
192Kbyte) in any cases. As far as the SD_NAP (3935 prefixes) route table is 
concerned, there are only 692 GNs on depth 16, which means only 692/216 <1% of the 
memories store genuine information, and the other 99% are wasted in storing 
duplicated information.  

3.4   The Optimized Bitmap Compression (OBC) Algorithm 

The Compression Technique helps reduce storage requirement. However the native 
BC-Trie algorithm does not allow incremental updates, because in most cases one 
prefix may relate to lots of other prefixes. As is mentioned above, we perform indirectly 
lookup for prefixes between 18-bit and 24-bit. We chose 18 as the stride of L1 (where 
BCAM is used), therefore the height of a L2 sub-trie (where BC-Trie is used) is at most 
24-18=6 and the maximum number of prefixes correlate with each other is at most 
26=64. This implies that a data structure encapsulating at most 64 prefixes would be 
modified when we update a route prefix. As will be revealed shortly in the latter 
section, with the assists of a set of dedicated designed hardware logics, both lookup and 
update performance of the OBC algorithm are high enough for embedded RLCs. 

For detailed idea of the OBC algorithm, imaging a cut through a certain L2 sub-trie, 
there would be totally 2(24-18) =64 nodes on the cut (see Fig. 4). The PNs on the L2 
sub-trie divide the cut into several prefix intervals (e.g. there are seven prefix intervals 
in the example). Note that each node within the same interval shares the same routing 
information (i.e. NHI). The idea of the OBC algorithm is to define a 64-bit Bitmap 
Vector (BV) for each L2 sub-trie, representing the 64 nodes on the cut. BV is used to 
indicate the borders of the prefix intervals: If a node on the cut has a different NHI 
(prefix interval) than its neighbor just before it, the corresponding bit is set, otherwise, 
zero. Since the nodes within an interval share the same NHI, we just store one NHI for 
each interval instead of one for each node. Then the pruning set of the NHIs belonging 
to a L2 sub-trie forms a Compressed NHI (CNHI) vector.  

Now finding the NHI of a specific node on the cut turns out to be finding the CNHI 
in the corresponding CNHI vector. The number of ‘1’s in the Bitmap Vector before the 
corresponding bit of a specific node on the cut indicates the location of the NHI in the 
CNHI vector.  
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Fig. 4. A demonstration of the OBC algorithm 

4   Hardware Implementation  

The complete implementation scheme of the embedded RLC is shown in Fig. 5.  

4.1   Level 1 Table Structure (Compound CAM) 

As mentioned in the previous sections, we adopt different lookup schemes for prefixes 
of different lengths range. Both TCAM and BCAM are used in our scheme, and we call 
the combination of TCAM and BCAM used in the L1 lookup, the Compound CAM. 

 For the set of prefixes whose lengths are longer than 24bits, we adopt a 32-bit-wide 
TCAM. The prefixes and masks are stored in the TCAM, while the corresponding 
NHIs are stored in the associated SRAM. For the set of prefixes whose lengths are 
shorter than 18bits, the memory organization is similar, except that the width of the 
TCAM is 17-bit. 

 For the set of the prefixes whose lengths are between 18 and 24 bits, we use a 
BCAM to perform the L1 fixed-length lookup. Each GN on Depth18 of the prefix 
trie corresponds to a BCAM entry, which stores the entry to a L2 (OBC) data 
structure. Figure 6 shows the format of the associative SRAM of BCAM. 

4.2   Level 2 Table Structure (The OBC Module) 

The L2 offset table comprises of 4 key components (also see Fig. 5).   

 Bitmap Array: The Bitmap Array is a SRAM, each word of which stores a 64-bit 
bitmap vector. 
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Fig. 5. Schematics of the complete implementation architecture 

 

Fig. 6. Format of the SRAM associated with the BCAM  

 CNHI Array: It is also a SRAM. Since each CNHI is 8-bit wide (an octet), then a 
single word in the CNHI Array can store 64/8=8 CNHIs. As shown in Fig. 6, we 
use a 17-bit (the 17th to 33rd bits of the L1 entry) pointer to locate a specific CNHI: 
The first 14 bits indicate the address of the 64-bit SRAM word, while the rest 3 bits 
indicate the position of the octet in the SRAM word. 

 Mask Generator: According to the OBC algorithm, to perform a L2 OBC lookup, 
we need to count the number of 1’s before a certain bit in a specific 64-bit Bitmap 
vector. The function of Mask Generator is to denote the boundary-bit in the 64-bit 
Bitmap Vector indicating that only the 1’s before this boundary-bit should be 
counted. It is actually a simple decoder with a truth-value table as depicted in  
Table 2. 

 Count-One Logic: Its task is to count the number of 1s in a given 64-bit word. It is 
actually a parallel adder, the function of which is to add up all of the bits within the 
given word. 
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Table 2. The truth value table of the Mask Generator 

Input（ DIP[19-24]）  Output（ Mask[1-64]）  
000000 00000……00000 
000001 10000……00000 

…… …… 
111111 11111……11111 

4.3   Process of the CCAM-OBC Route Lookup Scheme 

The lookup operation for the prefixes within the three length ranges (1-17bits, 
18-24bits, and 25-32bits) are performed in parallel. The lookups for the prefixes within 
the first and the third length ranges are handled by TCAM, which is similar to that of 
conventional TCAM scheme. The search operation for prefixes within the second 
length range (18-24bits prefixes) employs indirect lookup: Firstly, the most significant 
18bits of the IP address are extracted and sent to BCAM for an exact matching, then the 
pointer to the BV and the pointer to the CNHI vector are returned. Secondly, the 64-bit 
BV is obtained from the Bitmap Array via the corresponding pointer; meanwhile, the 
19-24 bits of the IP address are extracted and sent to Mask Generator to form a 64-bit 
mask. And then the AND results of the BV and the Mask is sent to the Count-One logic. 
Then the result of Count-One logic indicates the position in which the corresponding 
CNHI lies within the CNHI vector. Finally, according to the three returning results 
(corresponding to the three length ranges), the longest and in-void one is selected as the 
finally results. 

5   Experimental Results 

5.1   Memory Requirement Evaluation 

A comparison of memory requirements of different lookup schemes is shown in Table 
3. Note that in the case of the smallest table, BC-16-16 has its fixed 192KB SRAM 
requirement (for the L1 segment table), which is too wasteful. On the other hand, in the 
largest route table case, conventional TCAM consumes more than 500KB, which is too 
expensive and high power consumption to be embedded. 

Table 3. Memory requirement comparison between CCAM-OBC and other lookup schemes 
(Assuming that 1KB TCAM=2KB BCAM) 

SD NAP Mae-West Route View RRC06 Schemes 
TCAM RAM TCAM RAM TCAM RAM TCAM RAM 

CCAM-OBC 2.2 14.4 19.1 140.5 44.5 181.5 47.7 250.8 
TCAM 15.4 15.4 133 133 482 482 511 511 

DIR-21-3-8 None >9k None >9k None >9k None >9k 
BC-16-16 None 213 None 391 None 574 None 617 
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5.2   Lookup Throughputs and Latency Evaluation 

We use an ALTERA APEX II FPGA (EP2A15) to implement the prototyped 
CCAM-OBC mechanism. The synthesis result shows that the critical path delay is 
8.47ns, indicating a working frequency of 118MHz. With a fully pipelined mechanism, 
a lookup throughput of up to 118Mpps can be achieved, supporting wire-speed 
forwarding of up to OC768 (40Gbps). According to the prototyped implementation, the 
longest pipeline is with seven stages (for the BCAM-OBC part). Hence the processing 
latency of a lookup operation is 59.29ns. 

5.3   Update Performance 

The update process of CCAM-OBC varies with the prefix length. Updating prefixes 
longer than 24bits or shorter than 18bits is the same with conventional TCAM scheme, 
only the number of entries is tiny and the length range is restricted. So, incremental 
update can be easily implemented using the algorithm presented in [8].  

 

Fig. 7. Overflow caused by the insertion within the consecutive data structure 

Updating a prefix between 18 and 24 bits is a little more complicated. If it is a simple 
next hop IP address alteration, only the corresponding CNHI will be modified. For a 
prefix deletion or insertion not causing the CNHI vector overflow, Bitmap and CNHI 
vector will be adjusted and in the worst case, 9 memory accesses are needed, one for 
Bitmap and eight for CNHI vector. In the case of a CNHI vector overflow (see Fig.7), 
new CNHI Array space should be allocated and the corresponding BCAM entry will be 
modified, too. However, the actual update operation will not cost so much. For 
instance, in the case of RRC06 route table, over 80% CNHI vectors contain less than 8 
CNHIs, and the average number is only 5.8, which means in most cases, 

⎡ ⎤ 164/8.58 =× bitsbits memory access is enough for a CNHI vector update.  

6   Conclusions 

In this paper, by analyzing quantities data of real-world route table data and adopting 
the strong points of both CAM-based lookup scheme and the Trie-based algorithms, we 
propose originally a novel IP lookup scheme, CCAM-OBC, for the embedded RLC 
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designs. In this scheme BCAM is, for the first time, introduced to perform the LMP IP 
address lookup. We optimize the original Bitmap Compression algorithm and solve the 
Hard-to-Update problem. The three goals of high lookup throughput, small memory 
requirement and low update complexity are achieved simultaneously, which makes 
CCAM-OBC especially suitable for embedded RLC.  
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Abstract. The delay and delay variation-bounded multicast tree (DVBMT) 
problem is known to be NP-complete. In this paper, we propose an efficient  
distributed dynamic multicast routing algorithm to produce routing trees with 
delay and delay variation constraints. The proposed algorithm is fully distrib-
uted, and supports the dynamic reorganizing of the multicast tree in response to 
changes for the destination. Simulations demonstrate that our algorithm is better 
in terms of tree delay and routing success ratio as compared with other existing 
algorithms, and performs excellently in delay variation performance under 
lower time complexity, which ensures it to support the requirements of  
real-time multimedia communications more effectively. 

1   Introduction 

In real-time multicast applications, messages must be transmitted from the source 
node to their destinations within a certain amount of time which requires the commu-
nication to be done within a pre-specified end-to-end delay bound. The stringent delay 
constraint imposed on multimedia traffic to ensure that audio and video data are de-
livered smoothly to the audience. Besides, the multicast tree must also guarantee a 
bound on the variation among the delays along the individual source-destination 
paths, which can probably avoid causing inconsistency or unfairness problem among 
users. Such a bound provides synchronization among the various receivers and en-
sures that no receiver is “left behind” and that none is “far ahead” during the lifetime 
of the session.  

Our research subject is concerned with multicast routing with delay and delay 
variation constraints. The issue first defined and discussed in Ref. [1] is that of mini-
mizing multicast delay variation under multicast end-to-end delay constraint. The 
authors referred to this problem as the delay and delay variation-bounded multicast 
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tree (DVBMT) problem, and proved it to be NP-complete. Table 1 gives a summary of 
some existing algorithms for multicast routing with delay and delay variation con-
straints. 

Table 1. Some existing heuristics for DVBMT problem 

Algorithm Author Complexity Strength/weakness 
DVMA Rouskas[1] O(klmn4) First heuristic for DVBMT, smart per-

formance in terms of the delay variation, 
but high time complexity. 

DDVCA Sheu[2] O(mn2) Based on CBT and minimum delay path, 
with a lower complexity and a satisfactory 
performance. 

SP-DVMA Yu[3] O(mkn3) An improved version of DVMA, but in-
creasing the scope of optional paths and 
causing the argument of the delay varia-
tion. 

Notes: m is the number of destination nodes, n is the number of network nodes, k 
and l are the parameters of k-th shortest path algorithm. 

However, there are two major difficulties in deployment and application of the ex-
isting algorithms to real-time communication networks. Firstly, most of the existing 
algorithms are centralized in nature. A centralized algorithm requires a central node to 
be responsible for computing the entire routing tree, and this central node must have 
the full knowledge about the global network. It suffers from some drawbacks in large 
networks, such as poor fault tolerance, heavy computing load at the central node, high 
communication cost in keeping network information up-to-date, and inaccuracy of 
routing information. The other difficulty is that, only a few existing algorithms are 
concerned with the dynamic change of multicast memberships. As we know, in many 
multicast applications, multicast participants are free to leave or join a multicast ses-
sion dynamically. Therefore, it is important to ensure that any change of multicast 
memberships will not affect the traffic on the current connection, and the routing tree 
remains minimally disruptive to the multicast session. 

To the best of our knowledge, little work has been done on finding delay and de-
lay variation-bounded multicast routing tree in a distributed manner so far. In this 
paper, we propose a distributed multicast routing algorithm for obtaining multicast 
trees with delay and delay variation constraints, aimed at overcoming the above two 
difficulties.  

The rest of the paper is organized as follows. Section 2 gives a formal definition of 
DVBMT problem. The proposed algorithm is described in Section 3. Section 4 pre-
sents an approach to dynamically reorganizing the tree in response to changes in mul-
ticast group. Simulation results are presented in Section 5. Section 6 concludes the 
paper. 
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2   The Definition of the DVBMT Problem 

We represent a communication network by an undirected graph G(V,E), where V 
denotes the set of nodes, and E, the set of edges, corresponds to the set of communica-
tion links connecting the nodes. Any link has a delay d(e): E R+ associated with it, 
where d(•) represents the delay that the packet experiences on link including queuing, 
transmission, and propagation delay. Let s∈V be a source node and M ⊆ V-{s} be the 
set of destination nodes, called the multicast group. A multicast tree T(T ⊆ G) is a tree 
rooted at s and spanning the nodes in M. Let p(u,v) denote the path from u to v. Then, 
multicast packets from u to v experience a total delay of ( , ) ( )e p u v d e∈∑ . 

For the sake of convenience, we use T∆ and Tδ to represent the multicast end-to-end 

delay and the multicast delay variation in a multicast tree T. Based on these defini-
tions, we can formally present the DVBMT problem as follows: 

Definition 1. Delay and delay variation-bounded multicast tree (DVBMT) problem. 
Given a network G(V,E), a source node s, destination node set M, a link delay  
function d(•), a positive delay bound ∆ and a positive delay variation boundδ , the 
objective of the DVBMT problem is to construct a multicast tree T(VT, ET) which 
spans s and M such that the delay and delay variation constraints are satisfied, i.e., 

( , )

max( ( ))T
m M

e p s m

d e
∈ ∈

∆ = ≤ ∆∑  (1) 

,
( , ) ( , )

max ( ) ( )T
u v M

e p s u e p s v

d e d eδ δ
∈ ∈ ∈

⎧ ⎫⎪ ⎪= − ≤⎨ ⎬
⎪ ⎪⎩ ⎭
∑ ∑  (2) 

3   Our Proposed Algorithm 

In this section, we firstly give the assumptions and basic ideas of our algorithm. Then 
describe the proposed algorithm in detail. Finally, the analysis of correctness and 
complexity for our algorithm is discussed. 

3.1   Assumptions and Basic Ideas 

The basic idea of our proposed algorithm derives from following theorem. 

Definition 2. Adding a path p(u,v) into a tree T refers to all nodes and links on the 
path are included into the tree, denoted by ( , )T p u v+ . 

Theorem 1. Given a network G(V,E), a source node s, destination set M. ∆ andδ are 
the delay bound and the delay variation bound of multicast session respectively. Sup-
poseT ′ is a subtree, and T ′∆ ≤ ∆ , Tδ δ′ ≤ . Sub(M) is the destinations covered inT ′ so 

far, and ( )Sub M M⊂ . We use maxd and mind to represent the maximal delay and 

minimal delay of the path among the paths from s to each destination of Sub(M) inT ′ , 
respectively. m M∀ ∈ , ( )m Sub M∉ , if p(s,m) satisfies, 
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{ } { }max 0, ( ( , )) min ,maxd d p s m mindδ δ− ≤ ≤ + ∆  (3) 

( , )T T p s m′= +  (4) 

then T∆ ≤ ∆ , Tδ δ≤ . 

Proof. See[4]. 
Theorem 1 shows that during of constructing a multicast tree which meets delay 

and delay variation constraints, if the delay of a path from s to next uncovered desti-
nation satisfies (3), and then the tree after adding this path is still a feasible tree. 

The basic idea of our proposed algorithm works as follows. We firstly compute the 
k least delay paths from s to each destination node m∈M by using the distributed k-
Bellman-Ford (kBF) algorithm [5] as a candidate-paths-set. Then, a destination node 
is randomly selected, and the least delay path from s to this destination in candidate-
paths-set is added into an initial empty tree T. At each step, we select the first path in 
candidate-paths-set, which starts from s to a nontree destination and satisfies (3), and 
add it to T. This operation repeats until all nodes in M are included in the tree. 

We assume that each node has the information about the k shortest paths (in terms 
of delay) and the delay of each path to every destination node. The information is 
stored in the local routing table denoted by Route at each node. This can be achieved 
by running the distributed kBF algorithm on delay metric. In Route, each node v∈V 
consists of | |k M× entries, one entry for the kth shortest path of every destination 

node. An entry Route[i][m] has two fields Route[i][m].n and Route[i][m].d, represent-
ing the next neighbor node on the ith least delay path from v to m and the delay of this 
path, respectively. 

A simplified data structure for a control message is a 3-tuple , ,type kth dest< > , 

where type is the type of the message, kth denotes the kth least delay paths in candi-
date-paths-set, and dest is the current selected destination. Five main types of mes-
sages are used in our algorithm, which are 

open – opening a multicast connection, and getting candidate-paths-set; 
start – starting the construction of the multicast tree; 
add – adding a candidate path from the source to a destination node into the tree; 
notify – notifying the source that a destination has been added to the tree; 
finish – finishing the construction of the multicast tree. 

3.2   Algorithm Details 

Every node in the system executes the same routing algorithm. It is initially in an idle 
state waiting for connection setup requests.  

When a node receives a request (open message) for opening a multicast connec-
tion, with parameters such as destination set M, a delay bound ∆ and a delay variation 
boundδ , it computes the k least delay paths from s to each destination node m∈M by 
using the distributed kBF algorithm. Let Pm be the set of k least delay paths for the 
destination m, i.e., 
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1 2

1 2

{ ( , ), ( , ),..., ( , )}

with ( ( , )) ( ( , )) ... ( ( , ))
m k

k

P p s m p s m p s m

d p s m d p s m d p s m

=
≤ ≤ ≤

 (5) 

When source s receives an start request, an empty tree T is first initialized. Then a 
destination node m is randomly selected. Let maxd and mind be the maximal delay 
and minimal delay of the path among the paths from s to each destination covered in 
T so far, respectively. maxd and mind are initialized as d(p1(s,m))(i.e. Route[1][m].d). 
A connection add message ,1,add m< > is sent to the neighbor v via which the se-
lected destination m can be reached by p1(s,m). The edge (s, v) is added into T. 

When the add message arrives at an intermediate node, say u, on the way to the 
designated destination m, it passes this add message , ,add kth m< > to its next 
neighbor ( 'u ), leading to m ( 'u =Route[kth][m].n). Then the edge ( , ')u u is added to T. 

When the add message reaches the designated destination, an notify message is 
sent to s to show a destination has been added to the tree. Upon the receipt of this 
notify message, a nontree destination, say 'm , is selected. Then, the first candidate 
path whose delay is distributed between [max{0, },min{ , }]maxd mindδ δ− + ∆ is 

picked out from candidate-paths-set. Suppose this candidate path is the ith least delay 
path, then the message , , 'add i m< > is sent to the neighbor 'v  via which 'm can be 
reached by the selected path. After updating the values of maxd and mind, the 
edge ( , ')s v is added into T.  

The above operation continues as the multicast connection is extended to destina-
tions one after another, until all destinations in M are included in T. When the add 
request reaches the last destination in M, it sends a finish message to s. The construc-
tion of multicast tree satisfying both delay and delay variation constraints is com-
pleted. The pseudo code of whole algorithm is given in Fig. 1. 

3.3   Discuss of the Algorithm 

Theorem 2. (Correctness of proposed algorithm). A delay and delay variation-
bounded multicast routing tree will be always found if one exists. 

Proof. Suppose there exists a delay and delay variation-bounded tree for a source s, a 
set of destination M. During the construction of multicast tree, algorithm firstly adds 
the least delay path from s to one of selected destination into the tree, which obvi-
ously does not violate the two bounds. At each step, we always select a path satisfying 
(3) from s to a nontree destination in candidate-paths-set, and add it to the tree. Ac-
cording to Theorem 1, the tree, after this path is added, is still feasible. As a result, 
our algorithm can always find a delay and delay variation-bounded multicast tree if 
one exists. 

Theorem 3. In the worst case, the message complexity of our proposed algorithm is 
O(mn), and the time complexity is O(k2m2nlogk), where m is group size, n is network 
size, and k is the number of paths generated by using kBF. 

Proof. In our algorithm, the add message for each destination will be sent at most n 
times. Since there are m destinations, there will be at most O(mn) number of add 
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 Variables: 
/* local = local node */ 
/* msg = control message */ 
/* Route = the local routing table */ 
/* T = the multicast tree */ 
/* maxd(mind) = the maximal(minimal) delay of the path among the paths to each 

destination covered in T */ 
1. main( ) 
2.    wait for until receiving a message; 
3.    switch (msg.type) 
4.       case open: getting candidate-paths-set; 
5.       case start: start( ); 
6.       case add: add( ); 
7.       case notify: notify( ); 
8.       case finish: finish( ); 
9. end main; 
10. start( ) 
11.    s = local; T = ∅ ; 
12.    randomly choose a destination m M∈ ; 
13.    msg = < add, 1, m>; 
14.    maxd = mind = Route[1][m].d; 
15.    n = Route[1][m].n; 
16.    add edge (local, n) to T; send (n, msg); 
17. end start; 
18. add( ) 
19.    dest = msg.dest; kth = msg.kth; 
20.    if local ≠ dest then //pass add msg to the next neighbor 
21.       msg = <add, kth, dest>; 
22.       n = Route[kth][dest].n; 
23.       add edge (local, n) to T; send (n, msg); 
24.    else if all destinations are included in T then 
25.       msg = <finish, kth, dest>; send (s, msg); 
26.    else //notify source node to add next destination 
27.    msg = <notify, kth, dest>; send (s, msg); 
28. end add; 
29. notify( ) 
30.    choose a destination 'm M∈ and 'm T∉ ; kth = 1; 
31.    while kth k≤ do  
32.       if max{0, } [ ][ ']. min{ , }maxd Route kth m d mindδ δ− ≤ ≤ + ∆  then  
33.          break; 
34.       kth++; msg = , , 'add kth m< > ; 
35.       update maxd and mind; 
36.       n = Route[kth][ 'm ].n; 
37.       add edge (local, n) to T; send (n, msg); 
38. end notify; 
39. finish( ) 
40.    finish the construction of multicast tree T ; 
41. end finish; 

 

Fig. 1. The pseudo code for the proposed algorithm 
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messages. Other messages will not be set more than m times. Therefore, the worst 
message complexity of our algorithm is O(mn). 

In terms of time complexity, generating k least delay paths for m destinations by 
using kBF costs O(k2m2nlogk) [5], and the rest of our algorithm costs O(m). So, the 
worst time complexity of our algorithm is O(k2m2nlogk).  

4   Dynamic Reconstruction of the Tree for Membership Changes 

For certain multicast applications, multicast participants may join or leave the multi-
cast group dynamically during the lifetime of the multicast connection. It is important 
to ensure that any change of multicast memberships will minimize both the cost in-
curred during the transition period and the disruption caused to the receivers, and the 
routing tree after the change will always satisfy the constraints (1) and (2) for the 
current destination set. 

In our method, when a destination node m ∈ M decides to leave the multicast 
group, if m is not a leaf node, then no action needs to be taken. The new tree can be 
the same as the current tree T, with the only difference being that node m will stop 
forwarding the multicast packets to its local user and perform only switching opera-
tions. If, however, m is a leaf node, then a leave request is sent upward (to the source 
direction) along the tree, node by node, until it reaches the source node or another 
destination. At each node this request passes through, the connection is released. As 
the result, the new tree is essentially the same as T except in parts of the path from the 
source to m. 

When a node v∉M wants to join an existing multicast group, it sends a join re-
quest to the source. We distinguish following three cases: 

If v∉VT, we get k least delay paths from source to v. Then select the first path sat-
isfying (3) and add it to T, which is similar to the main steps of our algorithm. If this 
fails to discover such a path, then deny the participation of node v in the multicast 
session and discard its join request. 

If v∈VT, and the path from source to v is such that the delay variation constraint 
(2) is satisfied for the new multicast group MU {v}. T is then a feasible tree for the 
new group, and can be used without any change other than having node v now for-
ward multicast packets to its user, in addition to forwarding them to the downstream 
nodes. 

If v∈VT, but the path from source to v is such that constraint (2) is not satisfied for 
the new group MU {v}. It shows that v must be an intermediate node in the path from 
source to other destination or destinations. As a result, we will delete the paths which 
contain v and the destination(s). Then add v and the destination(s) to the routing tree, 
one by one, until all of them are included in the tree.  

5   Simulation 

In the following simulations, we will compare the performance of our algorithm with 
other four delay and delay variation-bounded routing algorithms. Five algorithms, 
namely a distributed version of Bellman-Ford Shortest Path Algorithm (SPT) [6], 
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DVMA [1], DDVCA [2], SP-DVMA [3], and the one we proposed (Zhang’s) have 
been implemented in a QoS routing simulator (QRSIM) designed by us and written in 
C++. All simulations are run on a Pentium IV 2.8 GHz, 512 MB RAM, DELL PC.  

Generating network topology is based on the random link generator (based on 
Waxman’s generator [7] with some modifications) developed by Salama [8], which 
yields networks with an average node degree of 4. The positions of the nodes are 
fixed in a rectangle of size 4000 4000km km× . The Euclidean metric is then used to 
determine the distance between each pair of nodes. Edges are introduced between 
pairs of nodes u, v with a probability that depends on the distance between them. The 
edge probability is given by ( , ) exp( ( , ) )P u v l u v Lβ α= − , where l(u, v) is the distance 

from node u to v, L is the maximum distance between two nodes.α and β are parame-

ters, and are set to 0.15 and 2.2 respectively. Larger values of β result in graphs with 

higher edge densities, while small values of α increase the density of short edges 
relative to longer ones. 

The link delay function d(e) is defined as the propagation delay of the link, and 
queuing and transmission delays are negligible. The propagation speed through the 
links is taken to be two thirds the speed of light. At each simulation point, we run the 
simulation 500 times and the result is the mean value of the results produced by these 
500 runs. Each time, the source node and the destination nodes are randomly picked 
up from the network graph. Note that δ is kept constantly at 0 in DVMA algorithm (it 
forces DVMA to return the smallest delay variation that it can find). 

Table 2. Delay and delay variation for different network size. m=10, ∆ =35ms, δ =25ms 

Alg. \ n 60 70 80 90 100 
SP-DVMA 31.14 / 19.07 32.09 / 18.28 32.35 / 19.28 33.01 / 18.23 33.84 / 18.19 
DDVCA 29.78 / 20.39 30.30 / 20.60 30.49 / 20.02 30.76 / 20.07 30.74 / 20.27 
DVMA 27.08 / 17.38 27.26 / 17.40 27.32 / 17.56 27.41 / 17.08 28.17 / 17.33 
SPT 25.42 / 18.43 25.93 / 18.61 26.11 / 18.27 26.70 / 18.76 26.83 / 18.40 
Zhang 24.74 / 17.53 24.78 / 17.54 25.93 / 17.93 26.00 / 17.62 26.53 / 17.81 

Table 3. Delay and delay variation for different group size. n=100, ∆ =35ms, δ =25ms 

Alg. \ m 4 5 6 7 8 
SP-DVMA 31.55 / 13.40 33.27 / 14.66 33.76 / 15.86 34.14 / 16.77 34.42 / 17.31 
DDVCA 29.68 / 12.21 30.04 / 15.10 30.00 / 16.09 30.21 / 17.04 30.79 / 18.32 
DVMA 25.01 / 11.74 25.84 / 12.93 26.18 / 13.80 26.51 / 15.41 27.42 / 16.26 
SPT 23.94 / 12.37 24.99 / 13.82 25.33 / 14.82 25.74 / 15.75 26.34 / 17.00 
Zhang 24.12 / 12.09 25.13 / 13.91 25.12 / 14.78 25.45 / 15.44 25.42 / 16.40 

Tables 2 and 3 show the delay and delay variation of various heuristics for differ-
ent number of network nodes (from 60 to 100 in steps of 10, group size = 10) and 
different number of group members (from 4 to 8 in steps of 1, network size = 100), 
respectively. Parameters that are kept constant are ∆ =35ms and δ =25ms. The num-
bers in Tables (e.g. 31.14 / 19.07) represent the delay and delay variation for that 
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algorithm, respectively, and the units is millisecond (ms). It can be seen from Tables 2 
and 3 that our algorithm has the best delay performance among all algorithms. SPT 
algorithm gives slightly higher delay than our algorithm. As the number of network 
nodes and group members increase, the maximum end-to-end delay of all algorithms 
increases, but below the 35ms delay bound.  

As for the delay variation, we can see that DVMA algorithm has the optimum de-
lay variation performance as expected. Our algorithm gives slightly higher delay 
variation than DVMA, but has lower delay variation than other three algorithms. 
Table 3 shows the delay variation performance of all algorithms increases as the 
group size increases. This is expected since, the larger the size of the multicast group, 
the larger number of the destination nodes physically closer or farther to the source, 
which results in the increase of the delay variation between destination nodes.  

Finally, we compare the routing request success ratio (SR) for three algorithms 
(DDVCA, SPT and Zhang’s). SR is defined as the ratio of the number of multicast 
routing requests accepted and the total number of requests generated. Table 4 shows 
the SR of routing requests for these algorithms in above simulation environment. We 
observe from Table 4 that our algorithm achieves higher SR than other two algorithms 
for all scenarios we tested. It is obvious that as the group size increases, the SR of all 
algorithms decreases. This is because the delay variations between destinations in-
crease as the group size increases, and then possibility of satisfying δ will decrease.  

Table 4. A comparison on the success ratio of routing request 

n DDVCA SPT Zhang  m DDVCA SPT Zhang 
60 56.4% 88.8% 93.0%  4 86.2% 97.2% 98.8% 
70 58.0% 88.2% 94.0%  5 79.6% 96.2% 97.0% 
80 54.0% 87.0% 93.0%  6 72.4% 95.8% 96.6% 
90 59.0% 87.8% 93.8%  7 69.8% 93.0% 95.8% 
100 59.6% 86.8% 90.8%  8 67.0% 92.6% 95.0% 

6   Conclusion 

In this paper, we discuss the problem of constructing multicast routing trees satisfying 
the end-to-end delay bound and delay variation bound, which is called DVBMT prob-
lem and has been proved to be NP-complete. We have presented an efficient distrib-
uted dynamic multicast routing algorithm for obtaining such trees. We firstly compute 
candidate least paths in terms of delay from source to each destination. Then starting 
from an empty tree, we iteratively add a candidate path satisfying specific condition 
to the selected destination into the tree. This operation repeats until all destinations 
are included in the tree. The proposed algorithm has the following advantages.  

(1) Fully distributed. Each node operates based on its local routing information and 
coordination with other nodes is done via network message passing. 

(2) Dynamic changes of multicast memberships. We also give a method to dynami-
cally reorganize the multicast tree in response to changes for the destinations, and 
guarantee the minimal disruption to the multicast session. 
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(3) High performance with low complexity. A large amount of simulation has been 
done to show that our algorithm performs excellently in delay, delay variation, and 
routing success ratio with a lower time complexity, which ensures it to support the 
requirements of real-time multimedia communications more effectively. 
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Abstract. There are a lot of cooperative cache algorithms in Mobile Ad hoc 
Network (MANET) environment today. However, little attention was paid to 
the case that the mobile clients within a MANET are non-cooperative. These 
non-cooperative behaviors include selfish, faulty and malicious ones. In this 
paper, we focus on the selfish behavior and study it thoroughly. The essential of 
our cache algorithm within a selfish MANET is that service provider can be 
paid for its caching service. We adopt game theory in this paper and theoreti-
cally prove that the proposed cache algorithm within a selfish MANET can run 
into an equilibrium status after several steps. Some useful conclusions are 
drawn, and experiment results are given to show the validity and efficiency of 
our work. 

1   Introduction 

Caching data in its neighbor node is a feasible approach to accelerate the data access 
delay under the MANET (Mobile Ad hoc Network) environment. However, the prob-
lem becomes tough when the clients are some types of light-weight mobile devices 
such as mobile phones and PDAs due to their limited storage space, which prevents 
the clients from holding a large cache. We call such mobile devices weak nodes. In 
contrast, there are also strong mobile devices such as notebooks and tablet PCs that 
have large main memory, high-speed wireless connection, and ample power supply. 
We call them strong nodes. The strong nodes can provide data caching service to the 
weak ones if they belong to the same MANET. 

Currently, there are a lot of data cache algorithms for the MANET environment. 
These algorithms make an assumption that all nodes within a MANET are willing to 
provide cache services, which is called cooperative caching. However, in most real 
situations, a lot of clients within a MANET are weak nodes. Thus, the clients have to 
consider the serious hardware limitations and may be unwilling to provide cache 
service for free. This phenomenon has been noticed by some researchers, and some 
compulsive rules are introduced to ensure the cooperation. Nevertheless, users can 
crack the compulsive program and escape themselves from the obligation. Therefore 
we do not think compulsive method is a good approach to solve the “selfish” problem 
of cooperative data cache within MANET. Instead, cache service providers may be 



 Data Caching in Selfish MANETs 209 

 

willing to provide the service if they can be rewarded/paid by cache users. Hence, 
data cache service can work within a MANET even mobile clients are still selfish. In 
the above scenario, data cache in a MANET becomes a “chargeable” service instead 
of a private behavior of a single node. The transactions among all the nodes within a 
MANET can be treated as business dealings in the market. Every strong node that is 
willing to provide the data cache service acts as a separate seller. The seller places its 
auction on the market and tries to earn the most out of it by attracting as many cus-
tomers as possible to buy its service and making the net income from each customer 
as high as possible. At the same time, customers are free to buy such services from 
one or more sellers in the interest of the best performance ratio. However, better ser-
vice means larger storage space, stronger emission power for wireless communica-
tion, higher power cost, and so on, which are all against the increase of the net in-
come. So, the price and the quality of service pose a total contradiction to the seller. 
Similar situation occurs on the customers who bid for caching services of high per-
formance ratio from one or more sellers, where they must compete against each other 
to get the desired services cost-effectively. 

In a selfish MANET, the main problem we are concerned with is whether the sys-
tem will enter an equilibrium status or not. The theory of Nash Equilibrium (NE) [2] 
from microeconomics is applicable to predict whether there exists equilibrium, and if 
so, what the outcome will be. In this paper, we aim at modeling the market behaviors 
in the MANET environment. From the theory of microeconomics, it is well known 
that pricing is a tool in the market to induce social behavior (also called Pareto Effi-
ciency, PE for short) in microeconomics [3]. A set of well-defined protocols can en-
courage the sellers to provide caching services to the MANET market in a competi-
tive price, which may lead them to set the price properly and thus induce PE in 
MANET. 

The rest of the paper is organized as follows. We give a brief review of related 
work in section 2. The problem is formally described in section 3. Section 4 provides 
the market protocols. Section 5 discusses the strategies of seller nodes and consumer 
nodes, respectively, and discusses the relationship between NE and PE. Experiment 
results are given in section 6. Section 7 summarizes our work and sheds light on the 
future research issues. 

2   Related Work 

Under the MANET environment, earlier research efforts (e.g. [4] and [5]) were 
always based on an assumption that each node of the MANET is able and willing to 
provide caching service. However, in many real world MANET systems, the nodes 
are self-interested. Loo addressed the issue of selfish behavior of the nodes within a 
MANET in [6]. Miranda et al. described the selfish behavior in a MANET envi-
ronment caused by the limitation of resources such as battery power [7]. They also 
found ways to prevent selfishness in an open MANET environment. Srinivasan et 
al. examined the selfish users in MANET where energy is treated as a valuable 
resource [8]. 



210 J. Zhai, Q. Li, and X. Li 

 

There are two ways to prevent the nodes of a MANET from selfish behaviors: to 
establish a compulsory mechanism and to introduce incentives. The former includes 
the work from Hatzis [9] and Chatzigiannakis [10] where compulsory protocols are 
provided. The later includes the work from Chen et al. [11] and Ma et al. [12], where 
incentive is used to promote contribution such as package forwarding and information 
sharing from the nodes. 

Besides the research from computer science, some economists have also contrib-
uted their works on examining the behavior in a non-cooperative environment. Of 
particular interests to us is the work of Nash Equilibrium (NE) by John Nash (1950) 
who identified a fundamental solution of non-cooperative games, which he called an 
“equilibrium point”. Our work is proposed by adopting this concept in selfish 
MANET. 

3   Model Formalism 

A MANET can be modeled as a triple (V, E, M), where V={v1,…,nn} represents the n 
nodes inside the network, E=V×V represents the set of directed edges, each of which 
has the form of (vi, vj), i≠j, that connects two nodes, and the function ℜ→EM :  for 
each edge (vi, vj) stands for the price that node vj is willing to pay for the service from 
node vi. A directed edge (vi, vj) exists if and only if node vi provides caching service to 
node vj. For each vi, there are four variables describing its behavior in the (non-
cooperative) game:  

bi is the total outgoing bandwidth; 
ri is the minimum tolerable transfer bit rate of the requested data file; 
si is the total main memory space reserved by vi for caching service; 
wi is the wireless signal emission power of vi. 

A node vi can be either a consumer node or a seller node or both. A seller node 
must be a strong node but there is no precondition for a node to be a consumer node. 
If vi is a consumer node only, then si=0 and wi=0. If vi is a seller node only, then ri=0. 
In the model, a node is allowed to serve both as a consumer and seller. For a con-
sumer node vi, ri should be less than its maximum bandwidth for downloading; other-
wise, caching the data file on other seller nodes is meaningless. 

It is assumed that, in order to download the data file in a tolerable time, the data 
should be prefetched for T seconds in advance. T depends on the stability of the net-
work. Meanwhile, the same T value can be uniformly applicable to the whole 
MANET for simplicity. So, the required cache size is ηi=T·ri for a consumer node vi. 

4   Protocols 

In this section we define a set of protocols that each node in the “market” should 
obey. These protocols are executed compulsorily by asking every node who wants to 
join the MANET to install a plug-in. 

The first protocol is the communication protocol. Fig. 1 briefly shows the typical 
conversation between a seller and a consumer.  
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Fig. 1. Conversation between a seller and consumer 

In Fig. 1, the seller broadcasts a message within the MANET periodically to let 
other nodes know that it provides chargeable caching service.  

After getting the broadcast messages, consumers then “know” which node(s) can 
provide such services. When a consumer wants to use the service, it sends a request to 
the most preferred seller (i.e., the one who has the best performance ratio). Assuming 
the target seller’s signal can still reach the consumer with power wi (we say the target 
seller is in the service range of the consumer), the seller replies to the consumer with a 
confirmation signal and starts a conversation session with the consumer. 

The advertisement is exemplified by Fig. 2, where the square represents for a con-
sumer node and the five circles represent seller nodes. 

 

Fig. 2. Advertising in MANET 

In Fig. 2, each vi (i=1,2,…,5) is willing to provide caching service to the consumer 
v0 within a MANET. Recall that seller nodes must be strong nodes, so vi (i=1,2,…,5) 
can broadcast the advertisement message with signal emission power wi. In the case 
shown in Fig. 2, signals from v1 and v2 cannot reach to v0, and v0 only knows that v3, 
v4, and v5 provide caching service hence chooses a most preferred one from them. So, 
the stronger the signal emission power of a seller is, the more potential consumers it 
has. However, larger wi may imply a greater cost. So, a seller node needs to make a 
balance between the advertising cost and the expected net income. 

The second protocol is the payment protocol. There have already been a lot of re-
search works that address the payment models, such as Nulglets [15] and Sprite [16]. 
In Nuglets, there is a central bank that manages the virtual money of all nodes. The 
consumer nodes store money in the central bank, while the seller nodes get their pay-
ment from it. The central-bank is supposed to be fair and truthful. In Sprite, each node 
must be installed with a plug-in. The plug-in truthfully records the owner’s virtual 
money. Trading is done directly among the nodes without the help of a central bank. 
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In our model, either type of the payment protocols is applicable since it does not af-
fect the equilibrium of the MANET market. 

The third protocol is the unit cost protocol. The unit cost vector Θi (to be thor-
oughly discussed in section 5) should remain constant for the same session. That is, 
each time when a seller and a consumer make an agreement about the caching service, 
Θi should not be changed during the process of downloading a data file.  

5   Strategies 

Each seller node vi providing service to a set of consumer nodes Γ(vi)={vj|1≤j≤n and 
(vi,vj) exists} must meet the following two conditions: 
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subject to the above two constraints. 
The problem above is dynamic and has an exponential computational complexity 

[13]. Even when the MANET consists of less than several hundreds of nodes, and the 
number of possible directed edges started from vi is much smaller than the total num-
ber of nodes, it is still a heavy computation burden for a mobile device. However, 

because η=T·ri, we can rewrite inequation (2) as 
T

s
xr i

n

k
kk ≤⋅∑

=1

. So, if bi < si/T, the 

set {xk|1≤k≤n} satisfying inequation (1) should definitely satisfy inequation (2), and 
vice versa. Then, the problem can be transformed into a knapsack problem. In a mar-
ket with NE, the difference among different ck does not vary too much. So, a greedy 
algorithm can be devised to find a near optimal solution. 

To calculate the net income ck of vi from vk, vi must synthetically consider rk, ηk, wi, 
and the price pk that node vk pays to vi for the service. ck can be calculated using the 
following formula: 

321 ywyyrpc ikkkk ⋅−⋅−⋅−= η  (3) 

Note that vi must provide the unit cost vector Θi=(y1, y2, y3)
T (yk is a non-negative 

real number for k=1,2,3) before it joins the MANET. Θi can be adjusted according to 
the market requirement and the condition of vi. For example, if vi realizes that too 
many consumers are requesting caching service from it, the owner of vi may increase 
yk (k=1,2,3) in the next advertisement broadcast. Let Ξi=(ri, ηi, wi), then the net in-
come can be expressed as ck=pk - Ξi· Θi. The seller’s strategy is described with 
pseudo-code in Fig. 3. 
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Seller_Strategy() 
1. Broadcast advertisement with power w; 
2. Create child process Cost_Change(); 
3. Repeat 
     If no request 
       Sleep time_intv; 
       Continue; 
     Else 
       For all requests 
         Find near optimal consumer set; 
         Confirm their request; 
         Create process to 
         start conversation. 

 
Cost_Change() 
1. Repeat 
     If Θi changes 
       Broadcast advertisement with 
       new Θi and w; 
     Else if w changes 
       Broadcast advertisement with new w; 
     Else 
       Sleep mon_intv;  

Fig. 3. Seller's Strategy 

The consumer’s strategy is relatively simple because a consumer only needs to 
rank the available caching service providers, and chooses the one(s) with the best 
performance ratio. The pseudo-code of the consumer’s strategy is given in Fig. 4: 

Given a set of available seller nodes Vs 
Consumer_Strategy(Vs) 
1. For each vi∈Vs 
     Send request to vi 
     If vi has enough space and bandwidth 
       ρi = wi/pi 
     Else 
       ρi = 0 
2. Ranking ρ = { ρi where vi∈Vs} in desc order 
3. Let n = ║ ρ║ 
4. Select top-k (k ≤ n) ρi from ρ as },...,{' ''1 kρρρ =

5. Request ''1 ,..., kvv  for caching service 
 

Fig. 4. Consumer's Strategy 

Based on the modeling of the behaviors between nodes, the game within a MANET 
can be defined as a triple (V, {Ai}, {Φi(Θi,Λi)}), where V is the set of nodes that partici-
pate in the market of the MANET, {Ai} is the set of actions for node vi, and 
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ℜ→Φ ∏
i

ii A:  is the payoff or utility function for node vi given the set of actions of all 

the nodes. Node vi’s action is denoted by gi. Thus, gi is a feasible action if inequations 
(1) and (2) are met. The payoff or utility function of node vi is the sum of net income it 
gets from the market. Let ∑

Γ∈
=Λ

)(ik
ki p , Φi can be calculated using formula (4): 
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In this game, each node wants to maximize its own payoff. By applying NE theory 
in our model, the following two lemmas can be obtained (whose proofs are given in 
[20]).  

Lemma 1: A pure strategy of Nash Equilibrium always exists in the data cache game.  

Lemma 2: Each node vi correctly computes and declares its true unit cost Θi.  

In the field of microeconomics, the concept of Pareto Efficiency stands for the “so-
cial optimal”, which means the maximum value of F. An allocation is Pareto Efficient 
(PE)  if there is no other allocation in which some other individuals are better off and 
no individual is worse off. We can get the following lemma, whose proof is again 
given in [20].  

Lemma 3: The NE status of the MANET market can be induced to PE under our 
protocols.  

Another issue discussed in NE is how long a system can reach NE if it exists. Un-
der our market protocols, the MANET market can reach NE quickly (in only one or 
two rounds of conversation), no matter what the initial value of Θi is. The above con-
clusion is tested and verified by our experiment studies as detailed in the next section. 

6   Experiment 

In this section we demonstrate the efficiency of our caching scheme in a 2-tier emula-
tion network environment. The first tier is the ad hoc network layer and the second 
tier is the node behavior based on the MANET. 

For the first tier, there are two natural methods to evaluate the application perform-
ance in an ad hoc network environment. The first one is to construct a real ad hoc 
network test-bed with desired scenarios upon which the applications or protocols are 
tested. The second method is using network simulator, which offers the ability to 
repeat and control the network conditions according to the tester’s requirement. How-
ever, both the test-bed and simulator methods have pros and cons: the former is very 
realistic but expensive and non-repeatable; the later requires re-implementing the 
network protocols/applications and the modeling is a nontrivial procedure. In our 
experimental study, a network emulator proposed by Ke et al. [18] is adopted, which 
represents a trade off between the real test-bed and pure simulation approaches. In 
Ke’s system, a real-time scheduler based on a reordering algorithm is presented with 
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improved accuracy and scalability of emulation. In our experiment, we set the number 
of nodes to be 120; the rate of background traffic ranges from 0 packets/second to 120 
packets/second (the packet size is 512 bytes). In the system, we let γ be an adjustable 
argument which is as defined in formula (5). 

weak

strong

N

N
=γ  (5) 

We assume that every strong node wants to be a seller within the MANET market, 
and every weak node is a consumer node. 

As for the second tier, Janssen et al. proposed an agent-based simulation for 
evaluating intermediation roles in e-commerce [19]; its library for simulating the 
auction and biding behavior in a market is used in our experiment to simulate the 
node behaviors. 

For a distributed caching system, Bit Hit Ratio (BHR) and Average Service Delay 
(ASD) are two important indicators. BHR is defined by the ratio of total bytes from 
cached objects over the total bytes of objects requested by all the clients. When a user 
request arrives and the requested segments are not in the cache, it has a delayed start. 
The BHR is defined by formula (6). 
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In formula (6), λi is the frequency of the data request, which ranges from 0 to 5 in 
our experiment. Pi is the possibility that node i’s request is cached by other node(s). 

The ASD is as defined in formula (7). 
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Fig. 5 and Fig. 6 show, respectively, the variation of BHR and ASD along with the 
time line for the cases of γ = 0.5, 1, and 2. 

  

Fig. 5. Variation of BHR with different γ 
along timeline 

Fig. 6. Variation of ASD with different γ 
along timeline 
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From Fig. 5 and Fig. 6, we can see that BHR and ASD are nearly constant along 
with time. We also see that, when the number of the strong nodes is half of that of the 
weak nodes (i.e., γ=0.5), the BHR is around 5%, in comparison with the BHR around 
25% when γ=2. Inversely, when γ=2 (that is, the number of the strong nodes is twice 
of that of the weak nodes), the ASD is around 6s, in comparison with the ASD around 
12s when γ=0.5. 
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Fig. 7. Number of time stamps required for the market to fall into equilibrium 

We also notice that, in the emulation experiment, no matter what the initial value 
of Θi is, the system can quickly come into equilibrium. By repeating the experiment 
20 rounds, Fig. 7 shows the number of time stamps that the market falls into equilib-
rium. From Fig. 7, we can see that the market can fall into equilibrium within one or 
two time stamps in most (18 out of 20) rounds of the experiment. As depicted in Fig. 
7, our (plug-in) mechanism has an acceptable computational complexity, which can 
be applied to the MANET environment realistically.  

7   Conclusions 

We have presented a data caching mechanism and a set of protocols to encourage 
more powerful mobile devices (strong nodes) to provide data cache service to other 
weak nodes (e.g., mobile phones) in the MANET environment. Our assumption is that 
each node in the MANET is greedy and self-interested, always trying to maximize its 
own income. We have found that the “market” finally reaches an equilibrium (or 
called Nash equilibrium in microeconomics). However, it is known that the maximum 
income of individual nodes may not lead to the Pareto Efficiency or social optimum 
(i.e., the maximization of the outcome of the game). Through game theory, we have 
proved (cf. [20]) that our scheme and protocol design can actually achieve social 
optimum. 
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Abstract. In this paper, we consider the resource optimization problem to 
maximize the network throughput by efficiently using the network capacity, 
where multi-hop functionality and spatial TDMA access scheme are used. The 
objective is to find the minimum frame length with given traffic distributions 
and corresponding routing information. Because of the complex structure of the 
underlying mathematical problem, previous work and analysis become intracta-
ble for networks of realistic sizes.We address the problem through mathemati-
cal programming approach, develop the linear integer formulation optimizing 
the network throughput, and then show the similarity between the original  
problem and the graph edge coloring problem through the conflict graph con-
cept. We propose a column generation solution approach and make several en-
hancements in order to fasten its convergence. Numerical results demonstrate 
that the theoretical limit of the throughput can be efficiently computed for  
networks of realistic sizes. 

1   Introduction 

The emergence of wireless ad-hoc networking is due to the increasing interactions 
between communication and computing, which is changing information access from  
“anytime, anywhere” into “all the time, everywhere”[4]. The defining characteristic of 
ad-hoc networks is their loose and self-organized structure, as opposed to the central-
ized structure in cellular networks. This flexibility has made ad-hoc networks a very 
attractive approach for many applications, such as peer-to-peer community wireless 
networks [7, 13] and mobile sensor networks [14]. In ad-hoc networks, a direct com-
munication link is set up between two distinct radio units, if the signal-to-noise ratio 
(SNR) is sufficiently high. Taken energy consumption into account, not all pairs of 
units may establish direct links, and traffics between them have to be relayed through 
some other units. This is the so-called multi-hop functionality in ad-hoc networks. 

There are many challenges in the rational design of ad-hoc networks [9]. One par-
ticular issue is the problem of allocating physical and data link layer resources, to 
minimize a cost function while fulfilling certain network layer communication de-
mands, such as the traffic load and transmission rate. In an access control method 
using TDMA, the transmission capacity is divided into time slots, and each direct link 
is assigned a dedicated slot. A promising approach for increasing its efficiency is the 
spatial TDMA (STDMA) scheme, which takes into account the fact that radio units 



 Optimal Scheduling for Link Assignment 219 

 

are usually spread out geographically, and hence units with a sufficient spatial separa-
tion can use the same timeslot for transmission. 

In current wireless ad-hoc network, resource utilization lies heavily on the per-
formance of the algorithm used for generating the transmission schedule. In this pa-
per, we consider the link scheduling problems in wireless ad-hoc networks from a 
mathematical point of view. Given an arbitrary network traffic distribution, we ad-
dress the problem of finding a schedule that maximizes the network throughput. The 
contribution of our work is two-fold. Firstly, we note that this is the first paper to 
investigate this certain problem deeply and show that it can be efficiently solved by 
set covering programming formulation coupled with a column generation approach. 
Secondly, we present several practical enhancements to fasten the convergence of the 
column generation process and these improvements are heuristic enough to be applied 
in other corresponding problems. 

Network throughput is one of the most important issues when evaluating the per-
formance of a wireless ad-hoc network. The methods to get high throughput can be 
divided into heuristic methods and optimization methods. Heuristic approach is a way 
to construct a schedule making sensible but not necessarily optimal decisions along 
the way [10, 11, 12]. As an example, Somarriba et al. propose one scheduling way in 
which they put the links that are compatible into each timeslot until all links have 
been allocated. And the links with higher relative traffic load get higher priority to be 
put in the timeslots first, or else they will become the bottleneck of the communica-
tion network. This method does not require much computation compared to other 
methods and is easy to be implemented, but not optimal. In addition, the authors did 
not get the approximate ratio of the algorithm, which implies that more theoretical 
support is needed. 

Optimization approach, the problem of optimal scheduling of transmissions in 
multi-hop wireless networks has a long history (see, for example, [17, 18]). Recently, 
several approaches have been proposed for further improving network-wide perform-
ance [2, 3, 6, 8]. However, the optimization process in [2, 6] relies on explicit enu-
meration of all transmission groups, which results in an optimization problem whose 
number of variables is exponential with the number of direct links. Consequently, 
results are only given for small networks. 

Explicit enumeration of all transmission links is avoided when using a column gen-
eration technique for solving the network optimization problems [1, 5]. In [1], the 
authors consider the optimal scheduling for maximum uniform throughput under 
STDMA scheme. Transmission groups are generated by solving an integer program-
ming sub-problem at each iteration. Although results are reported for larger networks 
than those in [2, 6], the “homing in, tailing off” property [5] of this approach makes it 
really a long time to get the optimal solution. Also the objective of optimizing uni-
form throughput is somehow impractical for realistic networks in which traffic load is 
different for different direct links. Our work can be viewed as a traffic-sensitive ex-
tension for [1] and in addition we develop methods to fasten the convergence of col-
umn generation process, which can be applied to larger networks than other current 
approaches. 
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2   Network Model and Assumptions 

We will use the network model and assumptions used in [1, 16] when defining the 
optimization problems for maximizing the network throughput. An ad-hoc network 
can be characterized by a directed graph ( , )D N L= , where the node set N repre-

sents the radio units, and the link set L represents the communication links. A directed 
link ( , )i j is established if the SNR is no less than a given threshold, that is, if 

0( , ) ( , )
i

b r

PSNR i j L i j N g= ³×                                     (1) 

Where iP is the transmission power of i , ( , )bL i j  is the path-loss between i  and j , 

rN  is the effect of the thermal noise, and 0g is the threshold. We assume that every 

node transmits at its maximum power when sending data packets to another node. 
Several assumptions are commonly made in our work. The communication model 

we consider is interference–limited, i.e., any node can communicate with at most one 
other node at a moment. Meanwhile, a node can not transmit and receive packets at 
the same time. Finally, the so called SIR–criterion states that a link is free of error 
only if its signal–to–interference ratio (SIR) is above a given threshold, which can be 
formulated as 

                            1

,

( , )
( , )( )

( . )

i

k
b r k S k i

b

P
SIR i j

P
L i j N

L k j

γ
∈ ≠

= ≥
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                 (2) 

where S is the set of simultaneously transmitting nodes. Obviously not all pairs of 
nodes can establish direct links; therefore traffic between two units may have to be 
relayed through some other units. We assume fixed routing in the network flow model 
and that traffics, represented by multiple source-destination pairs, are given. Only 
single-path transmission is considered since for data flow across multiple pre-
specified paths for each source-destination pair, we can regard different paths be-
tween the same pair as different routing at packet level. It is clear that the sum of all 
rates between the same pair is the end-to-end rate of this pair. 

As to the STDMA, we assume that time is slotted and divided into frames. Each 
frame consists of identical time slots, which are of equal length and can be used to 
transmit one fixed-length packet per slot. The length of the schedule determines the 
size of a data frame, and the schedule repeats itself from one frame to the next. In our 
approach, bandwidth requirement is not considered and this assumption is reasonable 
in many practical conditions, such as the ultra-wideband (UWB) systems [15]. 

3   Problem Statement 

When network traffic distribution is taken into account, that is, the amount of packets 
for each source-destination pair in a frame is given, then the frame length of the 
STDMA schedule determines the efficiency of the spatial reuse of the timeslots and 
further represents the network throughput, which is defined as the largest traffic load 
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in unit time. We next define the optimization problem for minimum-length scheduling 
for optimal link assignments. 

Given the node and link sets N and L , the transmitting power of each node iP , the 

path-loss between every pair of node ( , )bL i j , the noise effect rN , the two thresh-

old 0g , and the amount of packets for each source-destination pair to be transmitted in 

a frame, our objective is to find the minimum-length traffic-sensitive scheduling for 
link assignments in order to maximize the network throughput, such that every link 
that is involved in the transmission of a certain packet receives at least one timeslot, 
and such that the following interference constraints are satisfied: 

 Two links that share a common node must be assigned different timeslots. 
 A timeslot can be assigned to a link only if the SIR-constraint (2) for the link 

is satisfied. 

4   Computational Complexity 

In this section, we will show that, from the computational complexity point of view, 
the problem defined in the previous section, denoted by MLSP (Minimum-Length 
Scheduling Problem) for short, is NP-hard. 

Proposition 1. Problem MLSP is NP-hard. 

Proof. We show that a special case of MLSP is NP-hard. As is shown in [1], the prob-
lem for finding link assignment schedules to maximize the uniform network through-
put is NP-hard because it can be transformed into the graph edge coloring problem 
through the “conflict graph” concept [20]. Consider a special case of MLSP, in which 
each link is active exactly once in a frame. It can be easily realized that an optimal 
solution to MLSP is also optimal to the problem in [1], and vice versa. So we have 
proved that MLSP is NP-hard. 

A link-slot integer programming formulation is described in [1] and is not suitable 
to use because the numbers of variables and constraints grow rapidly with respect to 
the network size. As to our traffic-sensitive problem, the computational bottleneck 
can not be overcome and this formulation becomes more intractable. Next we refor-
mulate the original problem using alternative set covering formulations, which has a 
very simple constraint structure. 

The set covering formulation is based on the concept of transmission group, which 

represents a group of links that can be in simultaneous transmission. Denote Lζ by the 

set of all transmission groups of links. We introduce the following integer variables. 

 lx stands for the number of timeslots assigned to transmission group l ; 

 1l
ijs = if group l contains link ( , )i j and 0l

ijs = otherwise 

We suppose there are K source-destination pairs in the network, each consists of 

two distinct nodes. The k-th pair has kn links through the fixed multi-hop routing 
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process and kr packets to transmit in a frame. Thus from a global point of view, there 

are
1

K

k
k

r
=
∑ packets and corresponding 

1

K

k k
k

n r
=
∑ links to be scheduled and the traffic 

load ijt for each link ( , )i j , that is, the number of packets that pass this link in each 

frame, can be computed easily from th given routing information. 
Then the problem MLSP can be formulated using the following set covering for-

mulation, denoted by SCF for short. 

: min , . .
L

l
l

SCF x s t
ζ∈
∑                                             (3) 

, ( , )
L

l
ij l ij

l

s x t i j L
ζ∈

≥ ∀ ∈∑                   (4) 

                            0, ,l Lx inetger l ζ≥ ∀ ∈    (5) 

In SCF, the objective function (3) is to minimize the total number of assigned time-
slots. Constraints (4) ensure that each link can be assigned enough timeslots to 

support the transmission and constraints (5) indicate that lx is an integer variable. 

The complexity of the set covering formulation lies mainly in the cardinality of the 

set Lζ . For networks of realistic size, there are huge numbers of transmission groups. 

However, the key strength of this formulation is the very simple structure that can be 
exploited by using a column generation approach. Column generation is especially 
efficient for problems that typically contain a large number of columns, although very 
few of them are used in the optimal solution. We note that it has been proposed in 
[19] to solve the graph coloring problem, which has an equivalent structure to the 
MLSP problem as we have described in the previous sections. Next we will show the 
detailed process to solve the original problem using the column generation approach. 

5   Column Generation Approach 

Column generation approach is considered as a successful story in solving large-scale 
integer programming problem [21]. Strictly speaking, it is a decomposition technique 
for solving a structured linear programming (LP), such as the LP-relaxation of the 
integer programming. In this decomposition scheme, the original LP is decomposed 
into two parts: a master problem and a subproblem. The master problem contains a 
subset of columns and the subproblem is solved to identify whether the master problem 
needs a new column or not. If the master problem has to be enlarged, one or several 
columns are added to the master problem, which is then re-optimized, and the proce-
dure repeats until it is large enough to fins an optimal solution of the original LP. 

5.1   MLSP Solution Method 

To apply column generation to MLSP, we consider the LP-relaxation of SCF. 
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: min , . .
L

l
l

LP SCF y s t
ζ∈

− ∑                                           (6) 

     , ( , )
L

l
ij l ij

l

s y i j L
ζ

µ
∈

≥ ∀ ∈∑                                     (7) 

       0 1,l Ly l ζ≤ ≤ ∀ ∈                                                 (8) 

It is easily realized that the optimum of LP-SCF is invariant to the predefined 

value | |T . Variable | |
l

l
xy T= has its own meaning: it is the proportion of timeslot 

that is assigned to group l . Obviously the optimal solution of LP-SCF provides a 
lower bound to that of SCF. 

To get the column generation master problem, we consider a subset of Lζ , de-

noted by Lζ ′ . To ensure feasibility of the master problem, we let Lζ ′ be the set of 

1

K

k k
k

n r
=
∑ links to be scheduled in a frame derived by TDMA scheme, i.e., each group 

in Lζ ′ contains a single link. This yields the following master problem: 

: min , . .
L

l
l

MASTER y s t
ζ ′∈
∑                                  (9) 

, ( , )
L

l
ij l ij

l

s y i j L
ζ

µ
′∈

≥ ∀ ∈∑                                 (10) 

0 1,l Ly l ζ ′≤ ≤ ∀ ∈                                               (11) 

When the master problem is solved, we need to determine whether Lζ ′ is suffi-

ciently large to find an optimal solution or not. This is equivalent to examining 

whether there exists any element Ll ζ∈ , for which the corresponding variable ly has 

a positive reduced cost. Using the LP-dual theory described in [21], the reduced cost 

of variable ly is: 

( , )

1 l
l ij ij

i j L

RC sβ
∈

= − ∑                                           (12) 

where , ( , )ij i j Lβ ∀ ∈ are the optimal dual variables to constraints (10). So the sub-

problem should be solved iff the minimum of (12) is negative. We transform it to the 
following subproblem: 

( , )
min 1 max

L

l
l ij ij

l i j L
RC s

ζ
β

∈ ∈
= −                                              (13) 

We use the following the following variables and reformulate the subproblem from 
a computational point of view. 

ijs =1 if link ( , )i j in included in the group and ijs =0 otherwise; 

iv =1 if node i is transmitting and iv =0 otherwise. 
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Thus the subproblem can be formulated as below: 

( , )

.max , . .ij ij
i j L

SUBPROB s s tβ
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(17) 
If the solution to the subproblem results in a non-positive reduced cost, the optimal 
LP-value to the master problem is found. Otherwise, the master problem is re-

optimized with a new column added to Lζ ′ , and the procedure continues until we get 

the upper bound to the integer optimum of the IP problem. 

5.2   Performance Enhancement 

The solution process of the column generation approach when solving large-scale 
network instance, always meets two main difficulties. One is the computing effort at 
one iteration, that is, solving the subproblems which are integer programming prob-
lems, may require excessive computing time; and the other is its poor convergence 
property, that is, the solution process exhibits a long “tail” to reach the optimal, which 
is called the “tailing off” effect [21]. Next we propose two enhancements for acceler-
ating the convergence of this method, each to overcome one of the difficulties shown 
above. 

The first enhancement is to set a threshold value for termination control when solv-
ing the subproblem, instead of solving it to optimality. In practical, we stop running 
the subproblems after a predefined time. If the optimal solution found so far means a 
reduced cost that is no more than the threshold, then the corresponding column is 
chosen into the master problem. Otherwise, the threshold value is reset and the solu-
tion process is resumed. In addition, we impose an upper bound of the threshold (e.g. 
-0.001). Meanwhile, we note that this improvement will not compromise the solution 
optimality in our implementation and the upper bound of the threshold value ensures 
the finite number of iterations when solving the LP-relaxation. 

The second enhancement concerns the “maximum feasible group”. Intuitively 
speaking, a transmission group(column) is maximum feasible, if the addition of any 
new link will make the group infeasible. By ensuring columns added to the master 
problem are maximum feasible, we can minimize the number of iterations needed 
before reaching optimality. We need only an additional step after solving the subprob-
lem to obtain a maximal feasible group. The solution can be made maximal feasible 
by considering the revised subproblem, in which the objective function is to maximize 
the total number of links and the additive constraints to ensure links that contained in 
the solution must also be contained in the maximal feasible group. 
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5.3   Integer Solution 

Having introduced how the column generation method solves the LP-SCF, we still 
need ideas on how to actually obtain integer solutions. The most common tool to get 
integer solutions is the branch-and-price technique used in [19] for embedding col-
umn generation into a branch-and-bound framework. Alternatively, integer solutions 
can be found using heuristics. In our implementation, the branch-and-bound tree is 
used and we found that the LP-SCF provides very good approximations to the integer 
optimal solutions. 

6   Numerical Results 

In this section, we show our numerical results of the traffic-sensitive scheduling and 
the column generation method. The former is to show how the network traffics affect 
the scheduling results and the latter is to demonstrate the efficiency of the column 
generation method. The test networks used in our numerical experiments are as fol-
lows: A 4×4 grid network for the traffic-sensitive scheduling and several networks 
with different nodes for the column generation method. For each of the test networks, 
the following computations have been carried out. We used our column generation 
approach to solve the LP-relaxation of the set covering formulation, and to obtain a 
feasible schedule using the columns that have been generated. The column generation 
method is implemented using AMPL [16] and CPLEX (Version 7.0) and the com-
puter we used to conduct our experiments has a 667 MHz CPU and 1GB RAM. 

6.1   Traffic-Sensitive Scheduling 

As mentioned above, the goal of this simple experiment is to observe the affect of the 
network traffic on the scheduling results. The grid network is shown in Figure 1. The 
traffic is unicast and there are 4 paths (1-2-3-4, 5-6-7-8, 9-10-11-12, 13-14-15-16) in 
the network. The interference radius of each node is the same, and is set to be equal to 
the distance between the adjoint nodes. 
 
 

 
 

 
 
      

 

Fig. 1. The 4×4 grid network 

Firstly, we set the amount of packets that pass through each path to (1, 1, 1, 1), 
which implies that in each frame the traffic load for each path is one packet. The re-
sult shows that there are at least 5 timeslots in a frame. Then we change the traffic to 
(1, 1, 1, 2), and now the result is 7. We declare that that with various network traffics, 
the optimal link scheduling is different and thus the network throughput can change 
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dynamically. Obviously the optimal schedule may not be unique, though they have 
the same number of timeslots in each frame. 

6.2   Results of the Column Generation Method 

We have used three test networks of different sizes, the numbers of the nodes in 
which are 20, 40 and 60. The characteristics of these networks and computational 
results of link assignment are summarized in Table 1. The second and third columns 
in the table show the network dimension in the numbers of the nodes and (directed) 
links. The following two columns display the maximum and minimum traffic load of 
a link. Using CPLEX, we solve both the master problem and the subproblem and the 
last two columns represent the solution time in seconds and the number of iterations, 
which is equal to the number of columns generated in the solution process. Since the 
excessive computational effort is required to solve the subproblems, we have used the 
enhancements we have explained in the above section. 

Table 1. Results of the column generation approach 

Network | |N  | |L  
( , )
min ij
i j L

t
∈

 
( , )
max ij
i j L

t
∈

 Iterations Time 
(second) 

N1 20 147 1 45 165 236 

N2 40 202 1 267 188 812 

N3 60 385 1 511 365 7546 

To speed up the column generation process, the subproblem is not solved to  
optimality and a threshold value on the reduced cost is used for termination control. In 
particular, we halt the solution process for the subproblem after a time limit of 15 
seconds. If the best solution found so far yields a reduced cost that is not less than the 
threshold, we then consider this column as the one added into the master problem. 
Otherwise, we half the threshold and the process is run again. The initial threshold 
value is 0.005 and we impose a minimum value of 0.001. We observe that the  
LP-bound obtained from the column generation method is very close to the integer 
optimum. We also note that spatial reuse is achieved for all the networks and thus 
demonstrate the efficiency of the spatial TDMA scheme and also column generation 
approach. 

7   Conclusions and Future Work 

Resource allocation to maximize the total network throughput is a crucial issue in the 
design of STDMA wireless ad-hoc network. In this paper, we have studied the sched-
uling problem of allocating timeslots to the network units taking traffic load into ac-
count. We prove that the original problem is NP-hard, and when using a set-covering 
formulation, a column generation technique can be applied to compute the minimum 
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frame length efficiently even for networks of realistic sizes. Our numerical experi-
ments demonstrate the efficiency of this approach not only because it yields very tight 
bounds to the optimal scheduling results, but for its computational efficiency com-
pared to other previous approaches. 

There are several directions for further research. One particular problem is the 
cross-layer optimal scheduling problem, that is, joint routing and link assignment. We 
note that, using our framework of methodology, it is possible to find the optimal 
scheduling efficiently. Another very interesting topic is to take QOS constraint for 
traffic load into account; for example, we can consider the situation under which each 
packet has its own delay bound for multi-hop routing, which is expressed in timeslots. 
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Abstract. With the development of wireless network, more and more
applications require the QoS for message transmission. In order to en-
hance the QoS service in the dynamic changing wireless networks, this
paper proposes two channel allocation schemes to improve the resource
utilization of the base station, named FSC and FRC. FSC assigns the
available shared channel to the handover call or the reserved channel
when the shared channels are fully occupied. FRC, however, assigns the
free reserved channel or the shared channel when the reserved channels
are fully occupied. We use two-dimension Markov model to analysis the
new call blocking probability and handover call dropping probability. Ex-
tensive numeric results show that the two schemes have strongly influence
on the network resource utilization. In order to improve the performance
of base station, the tradeoff between the number of services channel and
the QoS of base station must be considered.

1 Introduction

Recently, with the quick development of wireless networks, more and more people
begin to access the Internet by using wireless equipments [1]. It is supposed
to provide services to mobile user anytime, anywhere in an uninterrupted and
seamless way, and a lot of services which were provided by the wired network
have been supported by the wireless equipments now. QoS guarantee for end-to-
end service has been the fundamental issues in wireless cellular networks.

One of the key elements to provide QoS guarantee is an effective bandwidth
allocation policy, which not only fully utilizes the scarce wireless bandwidth,
but also guarantees call termination and call blocking probabilities. When a call
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reaches a base station it may be accepted or rejected. When the call finishes
within the coverage area of current base station, it will release the channel, or it
will be handed over to another cell which the mobile equipment may move in.

There are some schemes to handle the handover call in a priority way by
reserved channel [7][8], but there are less discussion about the reserved channel
allocation scheme. Due to the different performance of the base station with dif-
ferent channels allocation scheme, how to make good use of the reserved channel
becomes an important issue. In this paper, we will analyze the performance of
base stations from the viewpoint of the reserved channels allocation and the
number of reserved channels, and give the analysis on the call termination prob-
abilities, call blocking probabilities and the percentage of bandwidth utilization.

The rest of the paper is organized as follows. Section 2 introduces the gen-
eral channel allocation process and proposes of two channel allocation schemes.
A two-dimension Markov process is used to analyze the new call blocking prob-
ability and the handover call dropping probability for the channel allocation
schemes. Two performance metrics were provided in Section 3 to evaluate the
schemes. In Section 4, some performance results are presented for base station
with different channel allocation schemes and the relationship between chan-
nel allocation and the number of reserved channels is also analyzed. Section 5
concludes the paper and discusses the future research.

2 Channel Allocation Process and Model

The radio coverage of each base station is called a cell, such as Personal Com-
munication System (PCS) [2][3]. Within each cell, there are mainly two classes
of call traffic: new call and handover call. A new call is the one which initiates
in the current cell, while a handover call is the one which initiates in another
cell, and is transferred (handed over) to the current cell [4].

When a call enters the current cell, the unused channel will be assigned to
it. If no channel is available, which depends on the channel allocation scheme,
the call may be blocked in the system. If a call is assigned to a channel, it will
not release the channel until the call is finished or handed over to another cell.
From the viewpoint of a user, it is better to block a new call than dropping an
ongoing call [6]. Since all handover calls are very sensitive to interruption and
have more stringent QoS requirement, such as voice communication, the forced
termination of an ongoing call should be considered to be more serious than
blocking a new call attempt. Therefore, it is a good method to queue a new call
and give way to handover call. Due to the scarce resource, with more traffic,
the residual capacity of the cell’s size is getting smaller and smaller, which may
increase the call handover frequency [5]. Therefore, it is critical to analyze the
tradeoff between the QoS and number of mobile devices served.

Many previous proposed approaches treat the handover calls with priority
[7][8], thus the handover calls are generally given a higher priority than a new
call in the proposed schemes through reserved channels [9][10]. The channels are
categorized into SC (Shared channel) and RC (Reserved channel). The SCs can
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Fig. 1. The channel allocation model in wireless networks

be shared by new calls and handover calls, but RCs can be only allocated to the
handover calls.

There are different channel holding percentage and call blocking probability
for different channel allocation scheme. When a handover call enters the coverage
of current cell, it can attain the available channel in RCs or in SCs. There are
two ways to offer channel to the handover call: The first way is the cell tries
to allocate a SC to the handover call first. If all SCs are busy, the cell stops
providing services to the coming new calls and allocate RCs to the handover
call; The other way is the cell chooses the available RCs first to the handover
call. When there is no RC available, the handover call will share the SCs with
the new calls.

The different number of RCs will make the base station runs in different
performance. We propose two strategies for allocating channels to the new and
handover calls and present a probability model for analysis the performance
evaluation. The working process is shown in Fig. 1.

Without loss of generality, we make the following assumptions and notations.
There are totally N channels in each cell, including m reserved channels and
N −m shared channels. Handover and new calls arrive at the cell follows Poisson
processes with rates λH and λN respectively. The call end in each channel follows
an exponential process with rate µE and the call that will be handed over to
the neighbor cells in each channel follows an exponential process with rate µH .
Two channel allocation strategies, FSC (Fistt SC) and FRC (First RC), were
considered based on the arrival of handover call.

2.1 FSC (First SC) Allocation Scheme

The handover calls are first allocated with SC then allocated with RC. If there
are unused SCs, the handover call shares SCs with the new call. If all SCs are
fully occupied, the coming new call is blocked and the handover calls will be
assigned to the RCs. Two cases are analyzed as follows:

1. SC is not fully occupied at time t: Assume that SCs have already been
allocated to k calls, where 0 ≤ k ≤ N − m. The number of arrival calls during
the time interval (t, t + ∆t) is (λN + λH)∆t + o(∆t) and the released channels
are k(µE + µH)∆t + o(∆t),where we generically denote o(∆t) as a function of
∆t such that
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lim
∆t−>0

o(∆t)
∆t

= 0

Let pij(t) be the probability of the number of assigned SCs from i to j, it
yields

pk,k+1(∆t) = (λN + λH)∆t + o(∆t), k < N − m
pk,k−1(∆t) = k(µE + µH)∆t + o(∆t)
pk,j(∆t) = o(∆t), |k − j| ≥ 2
The call arriving rate λk,1 and the leaving rate µk are as follows.
λk,1=(λN + λH), k = 0, 1, . . . , N − m and µk = k(µE + µH)

2. SC is fully occupied at time t, i.e., k ≥ N − m. The arriving rate λk,2 and
the leaving rate µk are expressed as follows:

λk,2 = λH , k = N − m, . . . , N and µk = k(µE + µH)
Denote s(t) as the number of occupied SCs at time t , r(t) as the number

of occupied RCs at time t. Consider in the steady state, a bi-dimension process
{s(t), r(t)} is a discrete-time Markov chain. According to above transition state
equations, the transition diagram of FSC is shown in Fig. 2.

2.2 FRC (First RC) Allocation Scheme

The handover calls are first allocated with RC then allocated with SC. When the
RCs are fully occupied, the handover call shares SCs with the new call. Assume
the number of allocated RCs is j. Similar to the above discussion, two cases
should be considered:

1. When j < m at time t, then the call arriving rate λj,2 and the leaving rate
µj on queue of RC are shown as follows:

λj,2 = λH , j = 0, 1, . . . , m − 1 and µj = j(µE + µH)
Consider at time t, the number of calls in SC is k, k ∈ [0, N − m]. Then the

call arriving rate λk and the leaving rate µj on queue of SC are as follows:
λk = λN , k = 0, 1, . . . , N − m and µk = k(µE + µN )

2. When j > m, then RC is saturated, consider the number of calls in the SC
is k, k ∈ [0, N − m] at time t. Then the call arriving rate λk,1 and the leaving
rate µk as follows.

λk,1 = λN + λH , k = 0, 1, . . . , N − m and µk = (k + m)(µE + µH)
According to the above transition state equations, we can derive a two-

dimensional transition diagram of FRC as shown in Fig. 3.
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Fig. 3. Transition diagram of FRC

3 Performance Metrics

Some previous research works analyzed the handover scheme using some sim-
ple weight functions [11]. Their goal of designing handover scheme is to reduce
the Grade of Service (GoS) and to improve the channel utilization [12]. In this
section, we discuss two main performance metrics which are used to evaluate
our schemes: GoS and channel utilization. In order to describe the impact of
terminating an ongoing call on the wireless network’s QoS, a punish factor γ
was introduced to GoS.

GoS = PB + γ × PD

Where PB is new call blocking probability and PD is handover call dropping
probability. Following the rationale discussed in [12], we set γ ∈ [5, 20]. The
analysis of the performance metric in the two allocation schemes are illustrated
as following:

1. FSC: According to the state-transition diagram in Fig. 2, the stationary
distribution is deduced as follows:

pk =

k−1∏
i=0

λi,1

k∏
i=1

µi

p0 =
1
k!

·
(

λN + λH

µE + µH

)k

· p0, k ≤ N − m

pk =

N−m−1∏
i=0

λi,1

N−m∏
i=1

µi

·

k−1∏
i=N−m

λi,2

k∏
i=N−m+1

µi

· p0 =
(λN + λH)N−m · (λH)k−(N−m)

k! · (µE + µH)k
· p0, k > N −m
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We can derive p0 of FSC as

p0 =

⎡
⎢⎢⎢⎣1 +

N−m∑
k=1

k−1∏
i=0

λi,1

k∏
i=1

µi

+

N−m−1∏
i=0

λi,1

N−m∏
i=1

µi

·
N∑

k=N−m+1

k−1∏
i=N−m

λi,2

k∏
i=N−m+1

µi

⎤
⎥⎥⎥⎦
−1

The channel busy percentage α of FSC is described as follow.

α =
L

N
=

N∑
k=1

kpk

N

The blocking probability PB that a new call arrival will find all N−m shared
channels busy and will therefore be lost is

PB = pN−m =
1

(N − m)!

[
λN + λH

uE + uH

]N−m

.p0

The dropping probability PD that a handover call arrival will find all N −m
shared channels and m reserved channels busy and will therefore be lost is

PD = pN =
(λN + λH)N−m · (λH)m

N ! · (µE + µH)N
· p0

2. FRC: According to state-transition diagram in Fig.3, when j ≤ m, we derive
the stationary distribution of RC as follows.

pk =

k−1∏
i=0

λi,2

k∏
i=1

µi

p0,RC =
1
k!

·
(

λH

µE + µH

)k

· p0,RC , k ≤ m

p0,RC =

⎡
⎢⎢⎢⎣1 +

m∑
k=1

k−1∏
i=0

λi,2

k∏
i=1

µi

⎤
⎥⎥⎥⎦
−1

=

[
1 +

m∑
k=1

1
k!

·
(

λH

µE + µH

)k
]−1

On the other hand, the stationary distribution of SC is deduced as follows.

pj =

j−1∏
i=0

λi

j∏
i=1

µi

p0,SC =
1
j!

·
(

λN

µE + µH

)j

· p0,SC , j ≤ N − m
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p0,SC =

⎡
⎢⎢⎢⎣1 +

N−m∑
j=1

j−1∏
i=0

λi

j∏
i=1

µi

⎤
⎥⎥⎥⎦
−1

=

⎡
⎣1 +

N−m∑
j=1

1
j!

·
(

λN

µE + µH

)j
⎤
⎦
−1

Similarly, we achieve the channel busy percentage α as follow.

α =
L

N
=

m∑
k=1

k · pk+
N−m∑
j=1

j · pj

N

The blocking probability PB and dropping probability PD are described as
follows.

PB =
1

(N − m)!

[
λN

uE + uH

]N−m

.

⎡
⎣1 +

N−m∑
j=1

1
j!

·
(

λN

µE + µH

)j
⎤
⎦
−1

PD =
1
m!

[
λH

uE + uH

]m

.

[
1 +

m∑
k=1

1
k!

·
(

λH

µE + µH

)k
]−1

When j > m, all channels of RCs are busy. The stationary distribution of
SC is denoted as

pk =

m−1∏
i=0

λi,2

m∏
i=1

µi

·

k−1∏
i=0

λi,1

k∏
i=1

µi

· p0 =
(λH)m · (λN + λH)k

k! · m! · (µE + µH)k+m
· p0

We can derive p0 of FRC as

p0 =

⎡
⎢⎢⎢⎣1 +

m∑
k=1

k−1∏
i=0

λi,2

k∏
i=1

µi

+

m−1∏
i=0

λi,2

m∏
i=1

µi

·
N−m∑
k=1

k−1∏
i=0

λi,1

k∏
i=1

µi

⎤
⎥⎥⎥⎦
−1

The channel busy percentage α thus can be derived,

α =
L

N
=

N−m∑
k=1

k · pk + m

N

The blocking probability PB and the dropping probability PD is

PB = PD =
(λH)m · (λN + λH)N−m

(N − m)! · m! · (µE + µH)N
· p0
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4 Numeral Results and Discussion

Through consideration of different arriving rates for the new calls and handover
calls as well as the number of RCs in each base station, we have observed the
different performance data. Initially, the parameters are set as follows. There
are 10 channels in each cell; New call and handover call arriving are in Poisson
process with rate 4/sec and 3/sec respectively; the residence time of call is an
exponential process with rate 1.5/sec; The value of γ in GoS is 10.

Fig. 4. New call blocking probability with the number of RC

Fig. 4 shows the new call blocking probability of base station with different
number of RCs. It can be seen that the new call blocking probability increases
with the increment of the number of RC. When the number of RC is lower than
3, the FRC has a higher new call blocking probability than FSC. But when the
number of RC is over 4, the new call blocking probability of FSC exceeds that
of FRC. Since the FRC scheme allocate RC to the handover call firstly, only all
channels in the RC are fully occupied, the handover call will share the channel of
SC with a new call, whereas by FSC scheme, the handover call will firstly share
the channel of SC with new call. Therefore FSC has higher new call blocking
probability than that of FRC.

Figure 5 shows the handover call dropping probability of different number
of RCs. According to this figure, we can see that the handover call dropping
probability decreases with the increase of RC. It also shows that the number
of RC is a critical factor to determine the handover call dropping probability.
The more is the number of RC, the smaller the handover call dropping proba-
bility is.

Figure 6 shows the change of GoS with the number of RCs. According to
this figure, we have the following observations. When the number of RC < 5,
GoS of FRC > GoS of FSC. When the number of RC > 5, GoS of FSC > GoS
of FRC. The figures also show that the different channel allocation schemes
strongly influence the GoS value.
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Fig. 5. Handover call dropping probability with the number of RC

Fig. 6. GoS with the number of RC

5 Conclusions

We have proposed two channel allocation schemes to improve the utilization of
base station: FSC (First SC) and FRC (First RC). We also use two-dimension
Markov model to analyze the new call blocking probability and handover call
dropping probability. The performance metric of GoS is proposed to evaluate the
two schemes. Extensive numeric results show that the two schemes strongly affect
the network utilization. In order to improve the utilization of base station, it is
advised that the tradeoff between the number of services channel and the QoS
of base station should be considered. Furthermore, channel allocation scheme
is critical for improving the network’s performance and resource utilizations to
achieve low call dropping or blocking probability.

This probability model has discussed in the circuit switch network in which
each call will hold the channel until the call is ended or handed over to another
cell. But in packet switching networks, the model is not valid and we are currently
investigating the model fitting to such networks.
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Abstract. WCDMA handover algorithms employ signal averaging, hys-
teresis and the Time-to-Trigger mechanism to optimize the trade off be-
tween number of unnecessary handover, reported events (system load)
and handover delay time. We investigate optimal parameters for the
WCDMA intra-frequency handover algorithm and the impact of each
parameter on the system performance. Number of reporting events trig-
gered for handover and handover delay are key performance measures in
this paper. The study shows various tradeoffs between the parameters
related to averaging, hysteresis and Time-to-Trigger. We have also dis-
covered that the Layer3 filter and Time-to-Trigger mechanism may cause
negative effects on each other in some cases and there are optimum val-
ues, when used simultaneously.

1 Introduction

Design of handover initiation can be made to use several measurements such
as the received signal level from the communicating and neighboring base sta-
tions, the path loss to the base stations and bit error rate. In general, hysteresis
and signal averaging is employed to enhance the performance of handover( i.e.
probability of unnecessary handover at the expense of handover delay). Previ-
ous studies on handover initiation have revered that there are trade offs between
handover delay and number of unnecessary handover.

Handover initiation criteria analyzed in literature are mainly based on the
length of averaging window, the threshold level and the hysteresis margin. In
addition, WCDMA introduce the Time-to-Trigger mechanism to reduce unnec-
essary signaling and ping pong effects. Also, averaging window is used to smooth
out random signal fluctuations and to make handover decisions to be based on
underlying trends and not instantaneous changes.

Soft handover is essential for intra-frequency in WCDMA. The active set is
defined as the set of base stations to which the mobile users are simultaneously
connected. Soft handover involves active set update procedure which include
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signaling of appropriate event triggered by the mobile based on the measurement
of the measurement quantity (i.e. Ec/Io, path loss, etc). Frequent reporting may
cause unnecessary handover and signaling overload. On the other, if the reporting
is too seldom, it may increase the handover delay.

WCDMA (3GPP) recommendation does not specify the measurement and
averaging interval be fixed or variable. Actual physical layer measurement de-
pends on the implementation of the mobile unit. However, WCDMA specifies the
network controlled features to enhance the the performance, which include the
hysteresis, Time-to-Trigger and Layer3 filtering. A network controlled Layer3
filtering (exponentia1 smoothing) provides same options as to hysteresis and
Time-to-Trigger to some extent, but give some extra benefits which makes it
possible to control the rate of reporting, i.e. system loads. Therefore, it is our
interest to investigate the impacts of each of the network controlled elements,
including Layer3 filter, hysteresis margin and Time-to-Trigger, in order to ana-
lyze handover performance after applying a minimal physical layer measurement.
Our goal is to optimize the parameters for these handover mechanisms consid-
ering various tradeoff relations. By using an appropriate combination of filter,
hysteresis and Time-to-Trigger, it is possible to fine tune the real time decisions
to be optimal in time and amplitude. Therefore, we can optimize parameters
related to handover decision.

2 System Description

2.1 Measurements and Signaling

In WCDMA system, the mobile station performs intra-frequency measurement
and sends measurement report to the Radio Network Controller (RNC), where
the final decision is made about which cell to add or remove from the Active
Sets [1]. The intra-frequency measurement is done on the downlink P-CPICH
[2]. Measurement quantity can be any of the followings; Ec/Io, path loss and the
Received Signal Code Power [2].

Consider a model for a network controlled handover filtering (Signal averag-
ing) shown in Figure 1. This model is as recommended in 3GPP specification
[2]. Parameter 1 is related to shape of Layer3 filter provided by the network and
parameter 2 is related to types of handover, i.e. intra-frequency, inter-frequency,
etc and reporting criteria.

In Figure 1, physical layer implementation (inputs A and Layer1 filtering) is
not constrained by the standard i.e. the model does not state a specific sampling
rate or even if the sampling is periodic or not. What the standard specifies is the
performance objectives and reporting rate at point B in the model. The reporting
rate is equal to the measurement period, which is 200ms for intra-frequency
measurement. The performance objectives for the physical layer measurements
are specified in [3]. In addition, the Layer3 filtering is performed according to
the following exponential averaging formula to give more accuracy.

Fn = (1 − a)Fn−1 + aMn (1)
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Fig. 1. Model for handover measurements

The variables in (1) are defined as follows; Fn is the updated filtered mea-
surement result. Fn−1 is the old filtered measurement result. Mn is the latest
received measurement result from physical layer measurements. If a is set to 1
that will mean no Layer3 filtering. Also, smaller a will mean that it is giving
more weights to past samples. Hysteresis and Time-to-Trigger mechanism on the
other hand is important for reducing unnecessary signaling or handover and they
complement to averaging mechanism. Evaluation of reporting criteria is based
on the measurement results (after appropriate filtering) using the hysteresis and
Time-to-Trigger mechanism. The reporting event1A and event1B is defined as;

Mean Sign > Best Ss - Hyst Add for �T : event1A
Mean Sign < Best Ss - Hyst Drop for �T : event1B (2)

If measured quantity at point C (Meas Sign) of Figure 1 is continuously
larger than the best measured set present in the active set (Best Ss) minus
hysteresis (Hyst Add) for Time-to-Trigger (�T ), then measurement reporting
message for the eventlA is sent over the air interface to the RNC as shown in
Figure 2. Similarly, the eventlB can be reported. The reporting events constitute

Fig. 2. Reporting of Measurement
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Fig. 3. Simple handover algorithm

basic input to handover algorithm in the RNC, where the handover decision is
made (i.e. active set addition, active set removal).

2.2 Handover Scheme

An example of basic handover algorithm is shown in Figure 3, which exploits
the hysteresis and Time-to-Trigger mechanism. The event1A and event1B are
implemented in this example. Since the soft handover algorithm is performed at
RNC, load control strategy and other radio resource management strategy can
be exploited for active set updates considering any of the measurement quantities
described in [1].

3 Simulation Model

We consider two cells each with radius of 2000m and mobile is allowed to move
from BS1 to BS2 in a straight line joining them (Figure 4). Our measurement
model is identical to that shown in Figure 1. We apply a basic Layerl filter, which
takes CPICH RSCP samples every l0ms at input A of Figure 1 and then 20
samples are averaged over a rectangular block for the duration of measurement
period (i.e. 200ms). A typical signal output of Layerl filtering in our model,
which in practice depends on the implementation of mobile handset, is shown in
Figure 4.

As it can be seen, the basic Layerl filtering of 200ms in our model does not
completely average out the signal fluctuation. Relationship between the accuracy
and the measurement distance is described in [5]. Our interest is to investigate
the effects of the network controlled elements, such as Layer3 filter, hysteresis
margin and Time-to-Trigger, on the handover performance after applying a min-
imal Layerl filtering. The simulation parameters are listed below and the channel
model is described in the following subsection.
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Fig. 4. Model for handover measurements

Table 1. Simulation parameters

Parameter Value

Propagation Model 128.1+37.6log (R)

Channel Model ITU-Vehicular A

Standard Deviation of Log-Normal fading 10dB

Decorrelation destance 20ms

CPICH Power 47dBm

Hyst ADD 1.5dB,3dB,4.5dB,6dB

Hyst Drop 2.5dB,5dB,7.5dB,10dB

Time-to-Trigger 0ms,200ms,400ms

Measurement Period 200ms

Sampling interval 10ms

Layer3 filter coefficient 0.1∼1

3.1 Propagation Model

The received signal at a mobile consists of three parts; path loss, slow fading
and fast fading (Rayleigh distributed). Therefore, the received signal (in dB) as
a function of mobile distance is given by,

r(d) = K1 − K2 log10(d) + ν(d) + 20 log10 e(d) (3)

The parameters K1 and K2 accounts for path loss, ν(d) is the shadow fading
process; zero mean, variance 10dB, stationary Gaussian process. The shadowing
process is assumed to have the exponential correlation function proposed by [6].
Decorrelation distance is assumed to be 20m in vehicular environments [4].

R(�x) = e
|�x|

dcorr
ln 2 (4)
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For the fast fading, we use ITU Vechicular A model [4]. Received signal after
filtering is then given by

r̃(d) = K1 − K2 log10(d) + ν̃(d) + ˜20 log10 e(d) (5)

3.2 Performance Measures

Optimal handover is the trade off between the number of unnecessary handover
and the handover delay. Many previous literatures have studied the properties of
this trade off for various parameters such as the hysteresis margin and the length
of averaging distance [8]. In WCDMA, the standards specify the measurement
model and the range of parameters like Layer3 filter coefficient, hysteresis and
Time-to-Trigger. But, the impacts of these parameter and different choices for
the values remain to be clarified. WCDMA uses soft handover mechanism to
enhance the coverage and capacity of the network. Soft handover mechanism
involves active set update and removal as described in the previous section.
Too many reporting events will cause unnecessary active set updates and in-
crease the signaling load. On the other hand, infrequent reporting may cause
delay in handover. Optimal size of soft handover depends on loading conditions
and, etc. The size of soft handover area can be also controlled by the system
parameters.

Number of reporting events triggered for handover and handover delay are
key performance measures in this paper. In our simulation, the tradeoff be-
tween the number of reporting events and average distance of active set addi-
tion/remaval, averaged over 1000 runs, is investigated with different hysteresis
margins, Layer3 filter coefficients and Time-to-Trigger. Average distance of re-
porting event1A is the mean distance at which the active set addition for BS2
takes place.

4 Simulation Results

Figure 5 shows the expected number of reporting event1A for mobile traveling at
speeds 50km/h and 120km/h with various hysteresis, not using Time-to-Trigger.
Number of reporting events is quite large when Time-to Trigger is not used. It
can be observed that the Layer3 filter can reduce the number of reporting events
significantly. Especially at low mobile speed, it shows significant improvements.
The effect of the hysteresis is also shown in this figure. Figures 7 and 8 show
the mean distance at which the mobile sends the reporting event1A for BS2 and
event1B for BS1, respectively. It can be interpreted as the expected point where
the mobile is entering/leaving the soft handover area. This position depends on
the setting of hysteresis levels, but Layer3 filtering also has effects of delaying
the distance of entering/leaving the area. Similarly, as show in Figures 9 and
10, the Time-to-Trigger mechanism also delays the reporting events. The gain of
soft handover and optimum size depends on many factors including the system
loads and the capacity.
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Fig. 5. Average number of reporting event1A when Hyst add=6 or 3, Hyst drop=10
or 5, and V=50km/h or 120km/h (Time-to-Trigger=0ms)

Fig. 6. Average number of reporting event1A when Hyst add=4.5 or 3, Hyst drop=7.5
or 5, and V=50km/h or 120km/h (Time-to-Trigger=200ms )

Figure 6 represents the expected number of reporting event1A with
Time-to-Trigger of 200ms. It is interesting to observe that the rate of increase
of the number of reporting event starts to slow down at some point as the
Layer3 filter coefficient is increased. Further, in 400ms Time-to-Trigger, we sup-
pose that the number of reporting actually begin to decrease at some point
along the Layer3 filter coefficient. This characteristic is explained as follows.
First, with no Time-to-Trigger, the smoother curve will obviously give less
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Fig. 7. Mean distance of reporting event1A when Hyst Add=6 or 3 and Hyst Drop=10
or 5 (Time-to-Trigger=0ms, 50km/h)

Fig. 8. Mean distance of reporting event1B when Hyst Add=6 or 3 and Hyst Drop=10
or 5 (Time-to-Trigger=0ms, 50km/h)

reporting events since it has smaller variations. If the Time-to-Trigger of 200ms
and 400ms is used, two and three adjacent samples are subsequently evaluated,
respectively. Exponential averaging induces correlations between these samples.
Correlated samples will be undesirable than independent samples in extract-
ing the average value. Therefore, there exists a tradeoff between obtaining the
stable measurement results and getting independent samples. Consequently, in
setting Time-to-Trigger and Layer3 filter constant, we may consider this to be
compromised.
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Fig. 9. Mean distance of reporting event1A when Time-to-Trigger=400, 200, or 0ms
(Hyst Add=3,Hyst Drop=5, 50km/h)

Fig. 10. Mean distance of reporting event1B when Time-to-Trigger=400, 200, or 0ms
(Hyst Add=3,Hyst Drop=5, 50km/h)

5 Conclusions

This study investigates the impacts of each of the network controlled features
(including Layer3 filter, hysteresis margin and Time-to-Trigger) in handover ini-
tiation mechanism. The study shows various tradeoffs between the parameters.
It was investigated in terms of the number of event reporting and handover
delay distance. The performances are also shown to depend on the velocity of
the mobile. We have also discovered that the Layer3 filter and Time-to-Trigger
mechanism may cause negative effects on each other in some cases anti there is
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an optimum combination, when used simultaneously. The results presented in
this study may help in understanding the behavior of the features related to trig-
gering of handover measurement reports and in extracting optimum parameter
values. Further, these results can be used for developing more efficient handover
algorithms.
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Abstract. This paper proposes a location management scheme—combining dy-
namic location update scheme with static one for the next-generation mobile 
cellular networks. In the proposed strategy, instead of adopting dynamic loca-
tion management for all mobile users, classifying them into DLMU(Dynamic 
Location Management User) and SLMU(Static Location Management User) by 
a CMR(Call-to- Mobility-Ratio) threshold. Compared with the conventional lo-
cation update scheme, this strategy can make good use of the dynamic, move-
ment-based location update scheme employed in this paper. Moreover, this pa-
per analyzes  how to choose the CMR threshold by simulation. As for the next-
generation mobile cellular networks, this proposed scheme can be implemented 
to reduce the signaling cost evidently, for its facility and feasibility compared 
with the conventional dynamic location management.    

1   Introduction 

It’s unpractical and almost infeasible for the next-generation mobile cellular networks to 
adopt a fully dynamic location management scheme, such as distance-based, or move-
ment-based location management, because dynamic location management scheme in-
creases the difficulty of implementation  in the mobile communication system.  

There are many survey papers on the aspect of location management in mobile cel-
lular networks, such as [1][2][3][4]. In particular, [1] provides a contrast between 
static and dynamic location management scheme respectively adopted in 3G cellular 
networks, and [2] provides a comprehensive survey of movement –based location 
update scheme, [3] and [4] studied the problem to reduce signaling costs in location 
management through different measures. To sum up, they analyzed signaling costs in 
location update and paging, or proposed some location management scheme, which is 
correspondingly complex so that the mobile cellular system has not the ability to 
support completely. 

As a matter of fact, it can be seen from the analysis above, that the next-generation 
mobile cellular networks may adopt such scheme as combing with dynamic and static 
location management, thus the mobile cellular system has the ability to provide such 
location manage scheme, meanwhile, signaling costs can be reduced.  
                                                           
* Supported by the Natural Science Foundation of Zhejiang Province, China, under Grant 

NO.602136. 
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In this paper, we propose a new location management scheme, and this new loca-
tion management scheme combines movement-based location update method with 
static one.  

2   Previous Work 

2.1   Location Update Scheme 

The current location update scheme adopted by mobile cellular networks, is static 
one. In such scheme, there are many LAs in a city or a country, each LA includes 
some cells. The choice of cells in LAs is determined according to the fact of local 
economy and landform etc. When MT moves out of one LA(recorded by LA1), and 
into another LA(recorded by LA2), MT must update its location through claiming its 
current LA2 to the local VLR/MSC and HLR. However, a mass of signaling costs 
produced in the above static location update scheme, will produce serious influence 
for the mobile cellular networks, and will not be good for the steady of system per-
formance. 

Basically, there are two categories of location management: static and dynamic 
schemes[1]. In static location management scheme with two-tier mobility databases, 
the HLR location update and VLR location update are performed when MT enters a 
LA, and the PA is the same as the LA. Therefore, the LA or PA size is fixed. Similar 
to the static location update scheme, the HLR location update is performed when MT 
enters an LA in a dynamic location update scheme. Principally, there are three kinds 
of dynamic location update schemes in which the LA size is variable [5]: time-based, 
movement-based and distance-based. Distance-based is the best performance in loca-
tion management, but its overhead loading on the cellular system, is the highest.  

2.2   Aging Scheme 

A paging mechanism is needed to search the cells included in a LA registered by the 
MT, so as to deliver each call to the MT. In current mobile cellular networks, such a 
paging procedure is carried out by broadcasting paging signals in the LA, once receiv-
ing the paging signals, the target MT would send a reply message for the associated 
system to identify its currently residing cell, subsequently, the connection by radio 
would be implemented. It is very important to decrease the paging signaling traffic 
load to the mobile cellular networks by devising efficient paging scheme, in respect 
that the radio channel resources is limited.  

There are many paging scheme, the simplest scheme is “Simultaneous Paging 
(SiP)”. In such case, all the cells in a LA will be paged simultaneous, thus the paging 
signaling cost will be dependent on the size of the LA, and the delay time to find the 
MT is also the shortest. Another important paging scheme is “Sequential Paging 
(SeP)”, this scheme indicates each cell or each ring of cells is just a PA. On the other 
hand, if the PA is composed of more than one cell or one ring of cells in SeP, then the 
scheme may be named “Sequential Group Paging (SeGP)”, by paging in subsection 
respectively, each subsection is a PA classed by probability. The compare of the per-
formance among the just three paging scheme above, is provided in[6].  
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If the delay time the system can tolerate, is long enough, SeP is the best scheme 
one cell by one cell. In fact, such case is impossible, once the delay time is over about 
3 seconds or more, the mobile user will be weary of such instance. On the other hand, 
the paging delay time falling into the scope of constraints on the system, recorded by 
L , may be accepted by the mobile cellular system and mobile users, therefore SeGP 
may be more  practical and effective, and its paging performance is better. Noted that 
L  is determined by the actual system. 

In the next-generation mobile cellular networks, with the appearance and increase 
of the application on multimedia communication, SeGP may be the best choice to 
implement to page in constraint to other two, because the character of real time in the 
procedure of establishing the connection for transmitting data, is not prominent in 
contrast to transmitting voice, which accounts for almost all the percentage of mobile 
service application in GSM. 

3   System Description 

3.1   Model Description 

As can be seen from Fig.1, each cell is surrounded by rings of cells. The innermost 
ring, i.e. the center cell is only ring 0. Ring 1 is surrounded by ring 2 which in turn is 
surrounded by ring 3, and so on.  

The signaling cost C is composed of two parts: location update cost: Cu and paging 

cost: pC   

.pu CCC +=
 

(1) 

 

Fig. 1. Cell Rings 
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When a call to the MT, the cellular system will page every PA in turn, till the tar-
get MT would be searched out. Each PA is composed of one or more rings, according 
to the movement threshold and MT’s CMR. In fact, we can think that mobile users 
can be categorized by the parameter: CMR.  

The costs for performing one location update and for paging one cell can be as-
sumed as:U  and V , respectively. Let d  represents the movement threshold, and 

)( jα denotes the probability that there are j  boundary crossings between two call 

arrivals. As be in [2][6], the expression for uC  is just as equation (2).Here, )( jα  

might be given as [2]: 
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Where ρ is the value of CMR, a quantity that can be achieved by mC λλ / , Cλ  is 

the call arrive rate, and mλ is the mobility rate (the numbers of crossing cells ) during 

two calls to the MT.  

On the other hand, the paging cost pC can be denoted as follows: 

.)(
1
∑

=

=
L

t
ttp SSPVC  (4) 

Where tS  is cell numbers during the t times paging, and just the numbers of cells 

in tPA , L  is the longest constraint delay time the cellular system can tolerate. 

)( tSP is the probability that the MT resides in the tPA . )( tSP  can be achieved by 

considering the moving as the hexagonal random walk model[2], even adjusting the 
transfer probability in the hexagonal random walk model through introducing other 
parameter[7].  

We can suppose that tPA contains rings ts  to te  as in[2]. If the value of ts  and 

te  is also determined by the reference [2]. Then, illogical instance would come into 

being when d is equal to 7 (or 8) and the constraint delay time L is 5. In such instance, 
as in [2], 
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In fact, logical paging area in such case should be: 
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The same instance would also appear when 8=d  and 5=L . And other in-
stance is always natural and logical except for the above two cases. 

 

Fig. 2. Compare of two partition ways (U=10,V=1,L=5) 

Fig.2 shows the comparisons of the two means: 1partition in[2] and 

2partition of this paper, it is evident particularly, to find the difference when d=7 

and d=8 as illustrated in Fig.2, which just makes clear that 2partition is better than 

1partition . In particular, we find that those mobile users whose CMR is in the 

bound of 0.04~0.05, should adopt to the means of 2partition  if the dynamic loca-

tion management is carried out, and the optimal movement threshold should be 7 and 
not be 6 in [2], as for those areas where the largest delay time L=5, or some time in 
one area, when the largest time delay time L=5.  

Fig.3. illustrates the change of the total signaling cost C  with the increase of 

movement threshold d.  As can be seen from Fig.3, Cwould increase along with the 
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decrease of the CMR: ρ . Therefore, we can classify mobile users, by the value CMR, 

into two parts: static location management mobile users (SLMU) and dynamic loca-
tion management mobile users (DLMU). 

 

Fig. 3. Comparison of Cost (U=10,V=1,L=5) 

For the SLMU, the mobile cellular system may adopt the present static location 
update scheme, i.e. the PA is the same to LA for the SLMU, which is applied widely 
in the current mobile cellular networks. As for the partition of the DLMU, the cellular 
system should adopt the dynamic location update scheme, because the signaling cost 
for those mobile users’ location management is greater than that of SLMU. Further-
more, movement-based location update scheme is the best choice to be implemented 
in such case. 

However, how to judge what kind of mobile users belong to the kind of SLMU and 
DLMU, respectively? A threshold about the value of CMR, should be determined, to 

classify mobile users into two parts. Let’s analysis the threshold CMR: 0ρ in the fol-

lowing part. 

3.2   Mathematics Analysis and Simulation 

Assuming the value of mobile user’s CMR submits to Rayleigh distribution as [5], 
because of the coincidental character. 
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We can consider that ρ  falls into (0,10], and the  signaling cost C  is just the 

function of ρ , i.e. )(ρC , thus the total signaling cost is: 
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In [7], )(ρDLMUC in (8), is the cost for the mobile users of the DLMU type; and 

)(ρSLMUC in (9), is just the cost for SLMU. 
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Table 1. COST : CMR Threshold and d 

Cost   ( 2=µ , 5=L ) 

CMR threshold: 0ρ  

d 0.1 4 4.8 5.2 6 8 10 
1 7.7 7.4 7.3 7.3 7.3 7.3 7.3 
2 9.2 5.3 4.8 4.6 4.5 4.4 4.4 
5 61.4 13.8 8.3 6.7 5.0 4.1 4.1 
8 169.3 32.7 17.1 12.6 7.7 5.3 5.2 
10 271.3 52.9 28.2 21.1 13.4 9.6 9.4 
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Thus, the total cost based on the CMR threshold 0ρ  can be expressed as follows: 
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As a matter of fact, if the 100 =ρ , then the cost will be the minimum, because no 

SLMU exits, actually. However, such instance is the previous dynamic location man-
agement scheme, which can not be come true. Therefore, the optimal threshold, i.e. 

0ρ  is not the value that makes the total cost to be minimum, but to lessen the cost C  

in (6) correspondingly.  We are encouraged by simulation result, which shows that the 

cost C  will change slowly when the threshold 0ρ  arrives at a certain value. Hence, 

we can work out such threshold 0ρ  so as to reduce the signaling cost for those mo-
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bile users, i.e. DLMU whose CMR is less than 0ρ  through dynamic location update 

scheme, because those mobile users contribute to a majority of signaling cost com-

pared with some else mobile users, i.e. SLMU whose CMR is greater than 0ρ .   

Fig.4 illustrates C as a function of CMR threshold 0ρ , and movement threshold d, 

for 2=µ  and the allowable delay time 5=L . Fig. 5 gives the results when  

2=µ , and 3=L . Moreover, the case of 5,3 == Lµ  is shown in Fig.6.      
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Fig. 4. Cost ( 5,2 == Lµ ) 
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Fig. 5. Cost ( 3,2 == Lµ ) 

As can be seen from Fig.4, Fig.5 and Fig.6, when the CMR threshold is small, and 
d is great, the value of C changes rapidly, just illustrated by the arrowhead. However, 
when CMR threshold increases to a certain numerical value, C would changes slowly. 
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Fig. 6. Cost ( 5,3 == Lµ ) 

Maybe, you would find C is little relatively when CMR threshold is little too and d 

is 1, just as the instance of 20 <ρ  and d=1, because the signaling cost for location 

update is the primary one when the movement threshold d is very small. However, the 
value of C in such instance, in fact, is much greater than that case whenCMR thresh-
old reaches 4 approximately, here the Cost changes slowly marked by the arrowhead. 
To illuminate this fact, table I is shown above. 

As illustrated in table I above, Cost decreases slowly when 0ρ increases from 4 to 

10. Thus, if the CMR threshold 0ρ  is equal to 4 or about 4, the signaling cost of the 

cellular system will be less and more controllable correspondingly, moreover the 
implement of such scheme will feasible because the  numbers of DLMU whose CMR 

is less than 0ρ , is much less. 

4   Conclusion 

In this paper, we introduced a new location management scheme, which may be ap-
plicable for the next-generation mobile cellular networks. This new proposed scheme 
combines the dynamic movement-based location update scheme with the static one, 
and classifies the mobile users into SLMU and DLMU, by a CMR threshold, so as to 
reduce the system signaling cost for location management. 
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Abstract. In this paper, the rapid mobility of MIP/WLAN is emulated on a 
test-bed. The performance of MIP/WLAN at different moving speeds is evalu-
ated. The result shows that current MIP protocol is not suitable for rapid moving 
environments. This paper depicts the relationship between the performance and 
the moving speed and breaks down the handoff latency of MIP/WLAN. A Speed 
Adaptive MIP extension is proposed and implemented on Hierarchical MIP. The 
emulation result shows that the Speed Adaptive MIP greatly improves the per-
formance of MIP/WLAN in rapid moving environments. 

1   Introduction 

Mobile IP [1] is a promising technology to eliminate the barrier of location for the in-
creasing wireless internet usagage. Third generation (3G) wireless networks that are 
based on a set of radio technology standards such as CDMA2000, EDGE and WCDMA 
combine high speed mobile access with IP-based services. Mobile IP can be the 
common macro mobility management framework to merge all these technologies in 
order to allow mobile users to roam between different access networks.  

WLAN provides wireless users with an always-on, wireless connection network. 
There are currently three major WLAN standards, 802.11b, 802.11a and 802.11g. The 
performance of WLAN decreases as the distance from the antenna increases. As an 
example, the bandwidth of 802.11b in an open area will drop from 11, 5.5, 2 to 1 Mbps 
when the distance increases from 160, 270, 400 to 550 meters. The smaller the cell size 
the higher the bandwidth, but this indicates more frequent handoffs.  

Throughout history, the economic wealth of people or a nation has been closely tied 
to efficient methods of transportation. A person can drive a car on high way at speed of 
12km/h. High speed trains such as France TGV, Japanese bullet, German maglev can 
travel at speeds of over 320km/h. Could those people surf the internet, communicate 
with families and enjoy an online movie while traveling at high speeds? In another 
word, could the current network infrastructure support rapid mobility? 

The organization of this paper is as following. Section 2 introduces a rapid mobility 
emulator. The performance of MIP/ WLAN and its relationship to speeds are shown in 
section 3. Section 4 breaks down the handoff procedure of MIP/ WLAN and presents a 
quantitative analysis of the handoff latency. A Speed Adaptive MIP (SA-MIP) is 
proposed and its performance is evaluated in section 5. 
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2   Rapid Mobility Emulator 

In order to evaluate the performance of MIP/ WLAN, we build up a Rapid Mobile 
Network emulator, RAMON [2]. RAMON consists of a Pentium II pc as Emulator, a 
circuit board as Controller, three JFW Industries Attenuators with Antennas, three 
Cisco 350 Access Points, three FAs, a HA and one or more MNs. The FAs, HA, and 
MN, which are the major entities of MIP, are running Linux kernel 2.4.20 and are in-
stalled with HUT dynamic MIP implementation version 0.8.1[3]. The Attenuators are 
program controllable device. The Emulator manipulates the Attenuators by the Con-
troller to control the signal strength coming out from the Access Points. By increasing 
or decreasing the signal strength of one AP, we can emulate the MN moving towards to 
or away from the AP. By varying the increasing or decreasing speed of the signal 
strength, we can emulate the speed changes of the MN.  

3   Performance of MIP/WLAN in Rapid Moving Environments 

Using RAMON, we emulated HUT-MIP in the scenario in Fig.1. In this scenario, a 
rapid moving MN will travel trough 8 APs. Each AP is wired to a FA. The distance 
between every two consecutive APs is d=500m or 1000m. The moving speed of MN 
varies from 10m/s to 80m/s. In our experiments, a large ftp file was transferred from the 
CN to the MN. The experiment results showed that the time-sequence graph and 
throughput graph at speed 20m/s and d=1000m is similar to those at 10m/s and 
d=500m. Also graphs at 80m/s and 1000m are similar to those at 40m/s and 500m.  

 

Fig. 1.  Emulation scenario for MIP/ WLAN 

To compare the performance of MIP/ WLAN at different speeds and different AP 
distances, we list the experiment data in table 1. In the table, the bytes transferred are 
the total bytes transferred from when the MN enters the first cell to when it moves out 
of the last cell. The average throughput is calculated by dividing bytes transferred by 
travel time. The total handoff time is the summary of the handoff latency of 7 times 
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handoffs. The effective time is the time for effectively transferring data, which equals 
to the travel time minus the total handoff time. 

Table 1 shows the average throughput drops when the MN’s speed goes up. At the 
same speed of 20m/s, the average throughputs are 92.50kB/s for d=1000m and 
76.26kB/s for d=500m. At the speed of 40m/s, the average throughputs are 77.50kB/s 
for d=1000m and 51.49kB/s for d=500m. If we double the speed and at the same time 
double the AP distance, the average throughput will stay the same.  

Table 1. Throughput at different speedS and AP distances 

Speed (m/s)
AP distance 

(m) 

Bytes 
transferred 

(kB) 

Travel Time 
(s) 

Average 
throughput 

(kB/s) 

Total hand-
off time(s)

Effective 
time(s) 

20 1000 37000 400 92.50 64 336 
40 1000 15500 200 77.50 64 136 
60 1000 8500 130 65.38  64 66 
80 1000 4650 98 48.46  64 34 
10 500 36900 397 92.94 64 333 
20 500 15100 198 76.26  64 134 
30 500 8400 129 65.11  64 65 
40 500 5100 101 51.49 64 37 

The analysis of table 1 also shows: (1) The handoff time doesn’t change with speed. 
(2) Effective-time/total-travel-time ratio drops when the speed goes up. This is the 
reason why higher speed has lower throughput. (3) The relationship between the  
performance of MIP/ WLAN and the moving speed is presented in equation 1:  

Pavg = Pmaxavg( 1 – rh x thandoff )) (1) 

Where Pavg is the average throughput for the MN; PMaxavg is the average throughput 
without handoff. thandoff is the average handoff time for each handoff procedure. 

We define MN handoff rate as rh = v/d, which is the ratio of the MN’s speed and the 
cell size(AP distance). It means that how many APs or FAs the MN hands over in one 

second. rh is also equal to Khandoff / Ttravel. 
Where Khandoff is the number of handoffs 
while traveling and Thandoff is the total 
handoff time while traveling.  

Since thandoff doesn’t change, The 
change of Pavg is caused by handoff rate 
rh. Fig.2 shows the relationship between 
average throughput and handoff rate in 
equation 1. At handoff rate 0.02 FAs/s, 
the average throughput is 92.72 kB/s. 
When the handoff rate goes up to 0.08 
FAs/s, the average throughput drops to 
49.97 kB/s. Fig. 2. Average throughput/handoff rate 
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This section shows that the performance of MIP/ WLAN is depending on the MN 
handoff rate. In section 5, we will propose an idea of how to make use of this 
throughput/handoff-rate relationship to improve the performance of MIP/ WLAN in 
rapid moving environment. In the following section, we will take a deep view of the 
handoff latency by breaking down the handoff procedure of MIP/ WLAN.  

4   Quantitative Analysis of the Handoff Latency 

MIP, proposed by C. Perkins in RFC3344, is designed independently from all Layer 2 
technologies. But such kind of independency also indicates more overhead. Equation 2 
gives the life-cycle of MIP/ WLAN handoff procedure:  

thandoff = tL2handoff  + tL3handoff + tL4handoff  (2) 

Where thandoff is the total handoff delay of MIP/ WLAN, tL2handoff, tL3handoff, and 
tL4handoff are the handoff cost of Layer2, Layer3, and Layer4 separately.  

In the case of IEEE 802.11b WLAN, Layer2 handoff is the change of APs. It causes 
an interruption of data frame transmission. In our experiment, we split the Layer2 
handoff time into three parts and named them as: movement detection, AP searching 
and reassociation[4]. The detail analysis of three phases of Layer 2 handoff is not given 
in this paper. The layer2 handoff delay can be expressed in equation 3. 

tL2handoff = tL2detection + tL2seraching + tL2reassociation (3) 

Where tL2detection , tL2seraching and tL2reassociation are the time costs for Layer2 movement 
detection, Layer2 AP searching and Layer2 reassociation. 

Only after the layer 2 link has been established could the Layer 3 handoff start, 
because the MN can only communicate with the FA on the same link[6]. The Layer 3 
handoff involves 2 phases, agent discovery and registration. The layer3 handoff delay 
can be splitted into equation 4.  

tL3handoff  = tmipagentdicovery + tmipregistration (4) 

TCP is a connection-oriented, end-to-end reliable protocol designed to support error 
recovery and flow control. TCP retransmission follows the exponential back-off algo-
rithm[7]. In our case, during the Layer2 and layer3 handoff, the TCP doubles the re-
transmission timeout value several times. So even after the layer2 and layer3 handoff is 
over, TCP still have to wait for RTO to timeout to recover the retransmission. This 
latency is cost by TCP exponential back-off algorithm. We call it TCP back-off delay 
ttcp-back-off.  

We define               tL4handoff = ttcp-back-off (5) 

According the equations 2, 3, 4 and 5, the handoff delay for MIP/ WLAN is shown in 
equation 6. 

thandoff = tL2detection+tL2seraching+tL2reassociation+tmipagentdicovery+tmipregistration+ttcp-back-off (6) 

Fig. 3 depicts the handoff latencies of MIP/ WLAN. We used RAMON introduced 
in section 2 to emulate the same scenario as in Fig.1. We did 20 times experiments to 
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get the average handoff latency. The experimental result of the handoff latencies of 
MIP/WLAN is listed in table 2. The handoff latencies are also shown in Fig. 3. 

 

Fig. 3. Handoff latencies with message exchange 

Table 2. Handoff latencies of MIP/ WLAN 

Delay 
 
Exp# 

L2 movement 
detection 

L2 AP 
searching 

L2 reasso-
ciation 

MIP agent 
discovery 

MIP 
registration 

TCP 
backoff 

Handoff 
delay 

1 1.033 0.061 0.005 2.996 0.073 5.058 9.226 
2 1.064 0.044 0.009 1.945 0.042 6.01 9.511 
3 1.133 0.063 0.006 3.023 0.052 5.345 9.622 
4 1.032 0.100 0.008 2.563 0.050 5.323 9.076 
5 1.044 0.065 0.003 2.756 0.052 5.125 9.045 
6 1.131 0.057 0.004 2.578 0.043 5.004 8.817 
7 1.009 0.056 0.010 2.436 0.060 5.625 9.196 
8 1.120 0.060 0.006 3.001 0.704 5.002 9.893 
9 1.023 0.059 0.026 2.213 0.054 4.998 8.373 
10 1.039 0.076 0.005 3.008 0.053 5.006 9.187 
11 1.100 0.045 0.030 2.770 0.041 5.728 9.714 
12 1.013 0.049 0.010 2.545 0.042 4.768 8.427 
13 1.021 0.051 0.009 3.001 0.065 5.202 8.896 
14 1.006 0.043 0.017 2.600 0.046 5.312 9.024 
15 1.104 0.069 0.006 2.598 0.047 4.544 8.368 
16 1.003 0.064 0.013 2.674 0.062 4.806 8.622 
17 1.110 0.054 0.010 2.783 0.054 5.705 9.716 
18 1.100 0.064 0.006 3.012 0.057 5.602 9.841 
19 1.302 0.056 0.009 2.349 0.070 5.71 9.496 
20 1.098 0.044 0.004 2.404 0.062 5.172 8.784 

Avg 1.074 0.059 0.010 2.660 0.086 5.253 9.142 
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Table 2 gives 20 times of experiment data. Each row is one experiment. Each 
column is the time latency for that handoff phase. The data in the last column are the 
total handoff latencies for every experiment. The number in the bottom right cell is the 
average handoff latency. 

5   Speed Adaptive MIP 

The above quantitative analysis of handoff latencies shows the largest part is the TCP 
back-off delay ttcp-back-off. Because of TCP exponential back-off algorithm, if we reduce 
the L2 and L3 delay, ttcp-back-off will be reduced exponentially. The next largest part is L3 
latency. In this paper, we first deal with L3 latency, and L2 and L4 latencyies will be 
considered later. In section3, we define MN handoff rate as rh = v / d. It means how 
many APs or FAs the MN moved through per second. Equation 1 shows that the per-
formance of MIP/ WLAN depends on the MN handoff rate. rh is also equal to the ratio 
of Khandoff/Ttravel. Where Khandoff is the number of handoffs occurred during the MN 
traveling. Ttravel is MN’s total travel time. To reduce rh without changing total travel 
time, we can reduce the number of handoffs. The optimal is Khandoff = 0. 

Let N be total FA numbers on the way MN traveling. Let’s assume somehow M is 
the number of FAs with whom the MN can communicate without L3 delay. The op-
timal is M=N. But it costs too many resources, especially when the number of active 
MNs is large. Also we don’t know how long will the MN travel at the beginning. 

We call M the size of the FA Set with whom the MN can communicate without L3 
handoff delay. From IP level of view, M is the number of FAs that MN has registered to 
and can communicate with at that moment.  

The first problem SA-MIP needs to deal with is to decide FA set size M. In SA-MIP 
algorithm, M is decided by the following equation.  

 (7) 

Where thandoff is the handoff time for every handoff procedure, and rh is the handoff 
rate. Here, we use the experimental average handoff time 9.142s for thandoff. rh is dy-
namic. For example, at speed 40m/s, AP distance 500m, M = |9.142 x 40/500| + 1 = 2. 
At speed 80m/s, AP distance 500m, M = 3. 

The second problem for SA-MIP is how to guarantee MN can communicate with a 
FA set just like it can do with one FA. Our solution is to let MN pre-register M potential 
FAs along the way MN traveling, at the same time multicast IP packets to those FAs in 
this FA set. So MN won’t feel any handoff delay from the IP level of view. In SA-MIP, 
the set of FAs that MN can talk to without L3 latency is extended from one point at low 
moving speed to a line at high moving speed. The length of the line dynamically 
changes with the MN handoff rate. The behavior of SA-MIP will automatically adapt to 
the handoff rate of the MN so that the performance of SA-MIP won’t decline dra-
matically in a rapid moving environment. At the same time, SA-MIP only cost rea-
sonable resource that is as much as enough for seamless handoff.   

In this paper, we assume the MN has GPS system to detect its location. When the 
MN moves at speed v, if v < 30m/s (108km/h), it performs a normal registration. If 

⎡ ⎤ 1+×= hhandoff rtM
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30m/s < v < 40m/s (144km/h), it initializes registration after receiving two successive 
agent advertisements. If v > 40m/s, we assume the MN won’t change its direction 
largely in a short distance. It initializes registration once it gets a new agent adver-
tisement. MN’s registration message is extended by speed extension. According to 
Mobile IP Vendor/ Organization-Specific- Extensions[9]. Two kinds of Extensions are 
allowed for MIP, Critical (CVSE) and Normal (NVSE) Vendor/Organization Specific 
Extensions. The basic difference is when the CVSE is encountered but not recognized, 
the message containing the extension must be silently discarded, whereas when a 
NVSE is encountered but not recognized, the extension should be ignored, but the rest 
of the Extensions and message data must still be processed. We use the NVSE exten-
sion to extend MIP with handoff rate information. 

Whenever the MN needs to handoff to a new FA set, after it gets that many times of 
agent advertisements which is determined by speed(step 1 in Fig. 4), it sends a regis-
tration request with up-to-date handoff rate information to the very first FA in a new FA 
set(step 2). The first FA relays the registration request to upper FA or HA(step 3). 
Meanwhile, it decapsulates the speed extension, refill the MIP header and authentica-
tion extension and then forward it to other FAs(M-1 FAs) in this FA set(step 4). These 
other FAs relay the registration request to upper FA or HA as well, just like the request 
comes from the MN (step 5). When the GFA or HA receives these registration requests, 
it builds up tunnels downwards to each FA and responses with registration reply (step 6 
and 7). When the FA receives the registration reply, it builds up tunnel upwards to the 
GFA or HA. Whenever the MN setups the Link-layer contact with the FA, the later 
forwards the registration reply to the former (step8, 9 or 10). The MN gets the 
care-of-address from agent advertisement message (step 10 or 9) or registration reply 
message (step 9 or 10), and begins data communication. At the same time, it sends 
registration requests to the new FA with up-to-date speed information (step 11). This 
new FA decapsulates the message, sets up a new FA set, forwards the request (12,13) 
and repeats the above process. In Fig.4, the FA set size M changes from 2 to 3 when the 
MN handoff rate changes from 0.08 to 0.12. 

 

Fig. 4. Speed adaptive handoff procedure 



266 J. Tian and A. Helal 

 

Table 3. Average throughput for SA-MIP 

Speed (m/s) AP distance 
(m) 

Bytes trans-
ferred (kB) 

Travel 
Time(s) 

Arg throughput 
(kB/s) 

20 1000 40300 399 101.00 
40 1000 18400 198 88.38 
60 1000 10000 130 76.92 
80 1000 6250 99 63.13 
10 500 39500 398 99.24 
20 500 17000 198 85.86 
30 500 9900 131 75.57 
40 500 6200 98 63.26 

 
We evaluate the performance of 

speed-adaptive MIP/ WLAN under 
the same scenario as in Fig.1 except 
the SA-MIP is installed. The aver-
age throughput at different speed is 
listed in table 3. 

Fig. 5 shows average throughput 
vs. handoff rate before and after the 
SA-MIP is installed. At handoff 
rate 0.02 FA/s, the average 
throughput is improved by (100.12 
– 92.72)/ 92.72 = 7.98%. At hand-
off rate 0.04, 0.06 and 0.08 FA/s, 
the average throughput is improved 
by 12.99%, 16.81% and 26.45% 
respectively.  

6   Conclusion  

In this paper, the emulation experiments showed that MIP is not suitable for rapidly 
moving mobile clients. We depicted the relationship between the performance and the 
handoff rate of MN and quantitatively analyzed the handoff latencies of the MIP/ 
WLAN. A Speed Adaptive MIP is proposed and evaluated. The emulation showed that 
the SA-MIP can improve the performance from 8% to 27% when the handoff rate 
changes from 0.02 FA/s to 0.08 FA/s. In this paper, SA-MIP only deal with L3 handoff 
latency. But there is still physical link break from the Layer 2 handoff. And also we 
noticed that even in SA-MIP, the biggest part of handoff delay was still the layer4 TCP 
back-off-latency. In future work, we are going to apply the speed adaptive scheme to 
layer 2 and layer 4 handoff latencies. 

Fig. 5. Performance of SA-MIP 
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Abstract. This study deals with the topology discovery for the capacitated 
minimum spanning tree network. The problem is composed of finding the best 
way to link nodes to a source node and, in graph-theoretical terms, it is to  
determine a minimal spanning tree with a capacity constraint. In this paper, a 
heuristic algorithm with two phases is presented. Computational complexity 
analysis and simulation confirm that our algorithm produces better results than 
the previous other algorithms in short running time. The algorithm can be  
applied to find the least cost multicast trees in the local computer network. 

1   Introduction 

Topology discovery problem [1,2] for local computer network is classified into  
capacitated minimum spanning tree (CMST) problem and minimal cost loop problem 
[3]. The CMST problem finds the best way to link end user nodes to a backbone node. 
It determines a set of minimal spanning trees with a capacity constraint. In the CMST 
problem, end user nodes are linked together by a tree that is connected to a port in the 
backbone node. Since the links connecting end user nodes have a finite capacity and 
can handle a restricted amount of traffic, the CMST problem limits the number of end 
user nodes that can be served by a single tree. The objective of the problem is to form 
a collection of trees that serve all user nodes with a minimal connection cost.  

Two types of methods have been presented for the CMST problem - exact methods 
and heuristics. The exact methods are ineffective for instances with more than thirty 
nodes. Usually, for larger problems, optimal solutions can not be obtained in a  
reasonable amount of computing time. The reason is why CMST problem is  
NP-complete [4]. Therefore, heuristic methods [5,6,7] have been developed in order 
to obtain approximate solutions to the problem within an acceptable computing time. 
Especially, algorithm [5] is one of the most effective heuristics presented in the  
literature for performance evaluation. 

In this paper, new heuristic algorithm that is composed of two phases is presented. 
This paper is organized as follows. The next section describes the modeling and algo-
rithm for the CMST problem. Section 3 discusses the performance evaluation and 
section 4 concludes the paper. 
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2   Modeling and Algorithm 

The CMST problem is represented in Fig. 1. Eq. (1) is the formulation for the CMST 
problem.  

 

Fig. 1. CMST problem 

The objective of the CMST problem is to find a collection of the least-cost span-
ning trees rooted at the source node. n represents the number of nodes. dij and qi are 
distance between node pair (i, j) and  traffic requirement at node i (i=1,..,n) respec-
tively. Q shows the maximum traffic to be handled in a single tree and Tk is the kth tree 
which has no any cycles. 
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A particular case occurs when each qi is equal to one. At the time, the constraint 
means that no more than Q nodes can belong to any tree of the solution. In this paper, 
we present a heuristic that consists of two phases for the CMST problem. In the first 
phase, using the information of trees obtained by the EW solution(we will call algo-
rithm [5] as EW solution), which is one of the most effective heuristics and used as a 
benchmark for performance evaluation, we improve the solution by exchanging nodes 
between trees based on the suggested heuristic rules to save the total linking cost. In 
the second phase, using the information obtained in the previous phase, we transfer 
nodes to other tree in order to improve solutions.  

EW solution performs the following procedure: It first compute gij = dij – Cij for 
each node pair (i,j). dij and Ci represent cost of link (i,j) and the minimum cost between 
a source node and node set of tree containing node i respectively. At the initialization, 
it sets Ci = di0. Then, it finds the node pair (i,j) with the minimum negative gij (we do 
not consider node pair’s with the positive gij value). If all gij’s are positive, algorithm 
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is terminated. Next, it check whether the connecting node i and j satisfies the traffic 
capacity constraint and forms a cycle together. If no, it sets gij = ∞ and repeats the 
above check procedure. Otherwise, it connects node i and j and delete the link  
connecting a source node and tree with the higher cost between Ci and Cj. Since new 
tree’s formation affects Ci in EW solution, gij values have to be recomputed. When the 
number of nodes except the source node is n, the EW solution provides the near  
optimum solution with a memory complexity of O(n2) and a time complexity of 
O(n2log n) for the CMST problem.  

We will improve the EW solution by the simple heuristic rules based on the node 
exchange and transfer between two different trees. Starting from the trees obtained by 
EW solution, we first exchange nodes between different trees based on the trade-off 
heuristic rules (ksij). It is assumed that node i is included in node(inx1), node j is in-
cluded in node(inx2), and inx1 is not equal to inx2. inx1 and inx2 represent indices of 
trees including node i and node j respectively. In addition, node(inx1) and node(inx2) 
represent sets of nodes included in tree inx1 and inx2 respectively. Exchange heuristic 
rule, ksij is defined as Cinx1 + Cinx2 – dij. Cinx1 is the least cost from nodes included in 
tree inx1 to the root (source node). That is, Cinx1 = Min {dm0} for m∈node(inx1), 
j∈node(inx1). Also, Cinx2 = Min {dm0} for m∈node(inx2), j∈node(inx2). If inx1 is 
equal to inx2, both node i and node j are included in the same tree, trade-off value is 
set to -∞. Since the sum of node traffic must be less than Q, Both ∑m∈node(inx1) qm+ qj -
qi ≤ Q and ∑m∈node(inx2) qm+ qi - qj ≤ Q must be satisfied. Otherwise, ksij is set to -∞.  

An initial topology is obtained by applying EW solution. For each node pair (i, j) in 
different trees, heuristic rules (ksij’s) are calculated and ksij’s with negative value are 
discarded. From node pair (i, j) with the maximum positive value of ksij, by exchang-
ing node i for node j, two new node sets are obtained. The network cost by applying 
the existing unconstrained minimum spanning tree algorithm [8] to two new sets of 
nodes is obtained. If the computed cost is less than the pervious cost, the algorithm is 
repeated after re-computing heuristic rules (ksij’s). Otherwise the previous ksij’s are 
used. If all ksij’s are negative and it is impossible to extend trees further, we terminate 
the algorithm. 

Node transfer procedure is described as the follows: we improve solutions by trans-
ferring nodes from one tree to another tree based on node transfer heuristic rule (psij). 
We first evaluate that the sum of traffics in every tree is equal to Q. If so, the algo-
rithm is terminated. Otherwise, the node pair (i, j) with the minimum negative value 
of psij is found. By transferring node j to the tree including node i, the solution is 
computed. If inx1 is equal to inx2 or the sum of traffic is greater than Q, node j can 
not be transferred to the tree inx1. In this case, psij is set to ∞. Otherwise, transfer 
heuristic rule, psij is defined as dij – dmax. Here, dmax = Max {Cinx1, Cinx2}. 

If each trade-off heuristic rule (psij) is positive for all node pair (i, j), and no change 
in each node set is occurred, we terminate the algorithm. From the above modeling 
for the CMST problem, we now present the following procedure of the proposed 
algorithm. In the algorithm, step 2 and step 3 perform node exchange and transfer 
respectively. 
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Algorithm: Least-Cost Multicast Spanning Tree  
Variable: {TEMPcost: network cost computed in each step of the algorithm 

EWcost: network cost computed by EW solution 
  NEWcost: current least network cost 

lcnt: the number of trees included in any topology } 
Step 1: Execute the EW solution and find the initial topology. 
Step 2: A. Perform the node exchange between two different trees in the initial topology. 
(1) set TEMPcost = EWcost. (or set TEMPcost = NEWcost obtained in Step 3) 
(2) For each node pair (i, j) in different trees (i < j, ∀ (i, j)), compute ksij. 
      if (ksij < 0), ∀ (i, j), goto B. 
(3) while (ksij > 0) { 

 1) For node pair (i, j) with the maximum positive ksij,  
exchange node i for node j and create node(inx1) and node(inx2). 

     2) For node(inx1) and node(inx2), by applying unconstrained MST algorithm,  
compute TEMPcost. 

   3) if (TEMPcost ≥ NEWcost), exchange node j for node i. set ksij = ∞−  and repeat (3). 
      else set NEWcost = TEMPcost. set ksij = ∞−  and go to (2).  

      } ; 
B. If it is impossible to extend for all trees, algorithm is terminated. 
     Otherwise, proceed to step 3 
Step 3: A. Perform the node transfer between two different trees obtained in Step 2. 
(1) For all p, (p=1,2,..,lcnt), if ( ∑i∈p Wi == Q), algorithm is terminated. 
      else set NEWcost = TEMPcost. 
(2) For each node pair (i, j) in different trees (i < j, ∀ (i, j)), compute psij. 
      if (psij ≥ 0), ∀ (i, j), goto B. 
(3) while (psij < 0) { 
      1) For node pair (i, j) with the minimum negative psij,  
           transfer node j to node(inx1) and create new node(inx1) and  node(inx2).  

    2) For node(inx1) and node(inx2), by applying unconstrained MST algorithm,  
compute TEMPcost. 

      3) if (TEMPcost ≥ NEWcost), transfer node j to node(inx2). set psij = ∞ and repeat (3). 
           else set NEWcost = TEMPcost. set psij = ∞ and go to (2). 
       }; 
B. If any change in the node set is occurred, goto Step 2. Otherwise, algorithm is terminated. 

3   Performance Evaluation 

3.1   Property of the Proposed Algorithm 

We present the following lemmas in order to show the performance measure of the 
proposed algorithm. 

Lemma 1. Memory complexity of the proposed algorithm is O(n2). 

Proof. dij, ksij, and psij (i=1,..,n; j=1,..,n) used in step 2 ~ step 3 of the proposed algo-
rithm are two-dimensional array memory.  Thus, memory complexity of step 2 and 3 
is O(n2), respectively. Memory complexity of EW solution executed in step 1 of the 
proposed algorithm is O(n2). As a result, total memory complexity is O(n2). 

Lemma 2. Time complexity of the proposed algorithm is O(n2log n) for sparse graph 
and O(Qn2log n) for complete graph when the maximum number of nodes to be in-
cluded in a tree is limited to Q. 
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Proof. Assuming that qi=1, ∀i, Q represents the maximum number of nodes to be 
included in a tree. For any graph, G = (n, a), the range of Q is between 2 and n-1. In 
the Step 2 of the proposed algorithm, trade-offs heuristic rules (ksij) are computed for 
each node pair (i, j) in different trees. At the worst case, the maximum number of 
ksij’s to be computed is 1/2(n-Q)(n+Q-1) for Q=2,..,n-1. In the same manner, the 
maximum number of ksij’s to be computed in the Step 3 is 1/2(n-Q)(n+Q-1) for 
Q=2,..,n-1. Time complexity of minimum spanning tree algorithm is shown to be O(E 
log Q) [8]. E is the number of edges corresponding to Q. Since the proposed algo-
rithm uses minimum spanning tree algorithm for two node sets obtained by exchang-
ing node i for node j in the Step 2 or transferring node j to the tree including node i in 
Step 3, time complexity of the computation for minimum spanning tree is 2O 
(E log Q). In the worst case, let us assume that MST algorithms are used maximum 
number of ksij (or psij) times and EW solution, Step 2 and Step 3 are executed alto-
gether. Time complexity of EW solution is known to be O(n2log n). Now, let the 
execution time of EW solution be TEW, that of Step 2 be TNEA, and that of Step 3 be 
TNCA. Then, for sparse graph (E = Q), TNEA = MAX Q=2 

n-1 TQ = MAX Q=2 
n-1[1/2(n-Q) 

(n+Q-1) O(E log Q)] = O(n2log Q). In the same manner, TNCA = O(n2log Q). There-
fore, total execution time = TEW + TNEA + TNCA = O[MAX (n2log n, n2log Q)] = 
O(n2log n). For complete graph (E = 1/2Q(Q+1)), TNEA = MAXQ=2

n-1 TQ = MAX Q=2 
n-1 

[1/2(n-Q)(n+Q-1)O(E log Q)] = O(Qn2log n). In the same manner, TNCA = O(Qn2log 
n). Hence, total execution time = TEW + TNEA + TNCA = O[MAX (n2log n, Qn2log n)] = 
O(Qn2log n). 

Lemma 3. All elements of trade-off matrix in the algorithm are become negative in 
finite steps. 

Proof. Assume that psij's are positive for some i,j. For node pair(i,j) with the positive 
ksij, our algorithm set ksij to -∞ after exchanging node i for node j. At the worst case, 
if all node pair(i,j) are exchanged each other, all ksij are set to -∞. Since trade-off 
matrix has finite elements, all elements of trade-off matrix are become negative in 
finite steps. 

Lemma 4. The proposed algorithm can improve EW solution. 

Proof. Let the solution by the proposed algorithm be NEWcost, the EW solution be 
EWcost. Also, assume that the number of trees by EW solution is lcnt, the set of nodes 
corresponding to trees j (j=1,2..,lcnt) is Rj and the corresponding cost is C(Rj). Then 
EWcost is ∑j=1

lcnt C(Rj). In this case, ∩j=1
lcnt Rj = null and C(Rj) is the MST cost corre-

sponding to Rj. in the step 2, NEWcost is replaced by Ewcost. And only in the case that 
the cost (TEMPcost) obtained in step 2 is less than EWcost, TEMPcost is replaced by 
NEWcost, so, TEMPcost = NEWcost < EWcost. Now, one of cases which TEMPcost is less 
than EWcost is considered. Let two sets of nodes changed after changing nodes in step 
2 be Rsub1, Rsub2 and the corresponding sets of nodes obtained by EW solution R'sub1, 
R'sub2. If cardinalities of R'sub1, R'sub2  are | R'sub1| = |R'sub2 | = Q, at the same time, |Rsub1| 
= |Rsub2 | = Q where Q is the maximum number of nodes. Assume that link costs, di1,i2 
< di2,i3 <,.. < dik-2,ik-1 < dik-1,ik = dik-1,jk-1 < dik,jk-2 < dik,jk-1 < dik,jk < dj1,j2 <.. < djk-1,jk < other 
link cost(dij), and in EW solution, gi1,i2 < gi2,i3 <,..< gik-1,ik = gik-1,jk-1 < gik,jk-2 < gik,jk-1 < 
gik,jk < gj1,j2 <..< gjk-1,jk < 0 (other gij’s > 0) are obtained. Then, R'sub1 = {i1,i2,.,ik}, the 
corresponding tree is (0-i1-i2-..-ik) and R'sub2 = {j1,j2,.,jk}, the corresponding tree is 
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(0-j1-j2-..-jk). Therefore, C(R'sub1) = d0,i1 + di1,i2 +,.. + dik-2,ik-1 + dik-1,ik and C(R'sub2) = 
d0,j1 + dj1,j2 + ,..+ djk-2,jk-1 + djk-1,jk. But, edges (ik-1, jk-1), (ik, jk-2), (ik, jk) with the less 
g value are excluded in the solution because |Rsub1| is equal to Q. By assumption, dik,jk-2 
+ dik,jk < djk-2,jk-1 + djk-1,jk and dik-1,ik = dik-1,jk-1. If exchanging node(ik) for node(jk-1), 
Rsub1 = {i1,i2,..,ik-1,jk-1} and  Rsub2 = {j1,j2,..,jk-2,ik,jk}. Applying MST algorithm to 
the above two sets, since C(Rsub1), C(Rsub2) are the minimum cost trees,  C(Rsub1) be-
comes d0,i1 + di1,i2 +,.. + dik-2,ik-1 + dik-1,jk-1 and C(Rsub2) becomes d0,j1 + dj1,j2 +,..,+ dik,jk-2 
+ dik,jk. Thus, since C(Rsub1) = C(R'sub1) and C(Rsub2) < C(R'sub2), C(Rsub1) + C(Rsub2) < 
C(R'sub1) + C(R'sub2). Total cost, TEMPcost = ∑ j=1,j≠ sub1,sub2 

lcnt C(Rj) + C(Rsub1) + 
C(Rsub2) < ∑ j=1,j≠ sub1,sub2 C(Rj) + C(R'sub1) +C(R'sub2) = EWcost. Hence, there exists the 
case which TEMPcost is less than EWcost. 

Table 1 represents the comparison of several algorithms. In the time complexity of 
algorithm[7], the practical range of S is from n/Q to nlog(n/Q). Algorithm[6] repre-
sents the results when every traffic requirement is one. If the traffic requirements are 
different or Q is not the power of 2, the results are inferior to that of EW solution. For 
the complete graph, since the time complexity of algorithm[6] is O(Qn3), the comput-
ing time is increased more sharply than the proposed algorithm with the time com-
plexity of O(Qn2log n) as Q is increased. 

Table 1. Comparison of memory and time complexity 

algorithm memory complexity time complexity 

EW solution O(n2) O(n2 log n) 
Algorithm[7] O(n2) O(S3nlog n) 
Algorithm[6] O(n2) O(n3) 
Proposed algorithm O(n2) O(n2log n) 

3.2   Simulation 

In order to evaluate the proposed algorithm, we carried out the computational experi-
ments on IBM-PC. The coordinates of nodes were randomly generated in a square 
grid of dimensions 100 by 100. The savings rate is defined as Eq. (2). 

Savings Rate = (A - B) / A× 100                                           (2) 

In Eq. (2), A is the cost by EW solution and B is the cost by the proposed algorithm 
suggested in this paper.  

We assumed that the traffic requirements have Poisson distribution. Let exponential 
random number be X, the average traffic rate of network be λ, the following expres-
sion is obtained. 

                                              )
1

11

U 
(  ln 

 λ

 
  X

−
=                                                       (3) 

In Eq. (3), U is uniformly distributed random variable between 0 and 1. Using Eq. (3), 
n Poisson random number are generated and used as the traffic requirements. 20, 30, 
40, and 50 as the value of λ and 30, 50, 70 as the number of nodes (n) are used respec-
tively. Maximum traffic handled in a single tree is used between the maximum value 
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among the Poisson random number by the simulation and n/4. Fig. 2 shows the mean 
savings rate. Increasing of λ and n do not affect the results of savings rate. Thus, to 
derive the expression describing the relation between λ or n and solution exactly is 
difficult. 
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Fig. 2. Mean Savings Rate 

As shown in Fig. 2, our proposed algorithm improves the EW solution up to 5 %. 
Mean savings rate of algorithm[7] is 1.9 % and that of algorithm[6] ranges from 1 % 
to 5 %. Thus, it is known that no algorithm produces the best result. The reason is 
because the solution is affected by the generated location of nodes. However, since 
the time complexity of the proposed algorithm is the least as shown in Table 1, we 
can state that the proposed algorithm produces reasonable improvements over the EW 
solution in the short running time in comparison with other heuristics. 

4   Conclusions 

In this paper, we present new heuristic algorithm and its computational property for 
the capacitated minimum spanning tree (CMST) problem. The proposed algorithm 
can be applied to find the least cost multicast trees and topology discovery in the local 
computer network. It improves solutions by exchanging or transferring nodes between 
trees based on the suggested heuristic rules. It has the small memory and time com-
plexities and produces good improvements over the benchmark solution in compari-
son with other existing heuristics. Simulation results show that the proposed algo-
rithm does not limit the type of traffic requirements, has not the fluctuation of solu-
tion, and is more efficient when the traffic volume of network is light. Future work 
includes the more efficient algorithm considering a mean delay constraint. 
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for IP Mobility Support�
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Abstract. As the number of portable devices roaming across the Inter-
net increases, the problem of routing packets to mobile hosts generates
increasing research and commercial interest. To support mobility more
effectively for seamless provision of various applications, many multicast-
based localized mobility support schemes have been proposed to achieve
better performance than the basic solutions provided by the IETF, such
as Mobile IP and Mobile IPv6. However, any multicast-based scheme in-
herently introduces significant bandwidth wastage at the wireless access
network due to long leave latency. In this paper, we propose a new mul-
ticast group managment scheme that is tailored for managing multicast
groups used to support host mobility. It has been shown by simulation
that the proposed scheme achieves extremely short leave latency and
eliminates bandwidth wastage in the wireless links.

1 Introduction

As Internet places itself as an indispensable factor in today’s life, it is expected
that future wireless networks will include large number of IP-enabled mobile
devices roaming round wireless cells while the devices maintain connections
with others using TCP/IP protocol suite. Consequently, providing Internet data
services is recognized as an important service in the next generation wireless
communication networks. To realize such mobile Internet services that are com-
parable to the current wired network environment, providing efficient mobility
management schemes is essential.

The main problem in supporting mobility in the Internet is created by the
location dependency of addresses and by the violation of the layered concept in
TCP/IP protocol suite. Location dependent IP unicast address poses problems
when an IP enabled host changes its point of attachment from one network to
another network. Also, since IP addresses are often used to identify connections
in the transport and application layers, the higher layer identifiers are required to
be modified and the corresponding connections re-established whenever a node
moves [1]. Solutions for this problem made by IETF Mobile IP working group

� This work was supported in part HY-SDR Research Center at Hanyang University,
Seoul, Korea, under the ITRC Program of IITA, Korea and in part by grant No.
R04-2001-000-00177-0 from the Korea Science & Engineering Foundation.

X. Lu and W. Zhao (Eds.): ICCNMC 2005, LNCS 3619, pp. 276–285, 2005.
c© Springer-Verlag Berlin Heidelberg 2005



A New Multicast Group Management Scheme for IP Mobility Support 277

are Mobile IP [2] and Mobile IPv6 [3] which use two-tier addressing [4]; one
for routing directive and the other for end-point identifier. In these solutions,
a mobile node (MN) has a home address. It also has a care-of address (CoA)
while it is away from home. Routing of packets heading for the MN is enabled
by maintaining mapping between the home address and the CoA at the home
agent (HA) and tunneling packets to the proper CoA by the home agent. The
service of Mobile IP and Mobile IPv6 is restricted in delivering packets with
unicast routable addresses. Therefore, the home address and the CoA used by
the mobil node should be globally routable unicast addresses.

Though Mobile IP and Mobile IPv6 provide basic mobility support for the
wide area movement, they cannot support fast user mobility efficiently and gen-
erate quite number of signaling messages in the Internet backbone. Since IP
multicast provides a mechanism for location independent addressing and packet
delivery to multicast group members, it has been considered as a mechanism for
providing IP mobility. Many multicast-based proposals [1,5,6,7,8,9] have been
made for supporting host mobility. One of main reasons to use multicast in
Internet host mobility is its shorter delay in location registration than Mobile
IP or Mobile IPv6. However, utilizing multicast for the host mobility support
accompanies signaling traffic to maintain multicast tree and multicast group
menbership status as well as bandwidth wastage due to leave latency.

A multicast group address to be used for mobility support can be dynami-
cally allocated or automatically configured. For the dynamic allocation, a mobile
node should consult a server to lease a multicast group address. Such procedure
introduces delays in mobile node’s location registration. As a result, automatic
configuration by mobile nodes [8,9] is a better solution for the host mobility sup-
port. If multicast is used for mobility support to compensate the drawbacks of
Mobile IP or Mobile IPv6, the multicast group address that is used by a mobile
node should be unique in the multicast domain. In other words, each multicast
group formed for mobility support has only one member in the multicast domain.
The reason for that is to preserve the objective of Mobile IP and Mobile IPv6
to serve packets with unicast routable addresses. In IPv4, a mobile node cannot
configure a unique multicast address automatically because of the limitation in
the IP address space. On the other hand, there is no ambiguity in automatic
configuration of multicast group addresses in IPv6. So, this paper addresses is-
sues and solutions in terms of IPv6. However, the basic idea can easily adapted
in IPv4 if a uniqueness of multicast group addresses is guaranteed.

One of the main concerns in using multicast for mobility management scheme
is leave latency. Leave latency is the time between the moment the last node on a
link ceases listening to a particular multicast address and the moment the routing
protocol is notified that there is no longer any group memeber for that address.
Since any host mobility support scheme using multicast results multicast groups
with a single member, mobile node’s movement from one subnet to anouther
triggers a leave process. In this case, long leave latency can result significant
bandwidth wastage in the link between the multicast router and the mobile
node, since leave latency can be from several seconds to several minutes. So, we
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propose a new group management scheme that can efficiently handle mutlicast
groups with only one member. The main purpose of the proposed scheme is
to reduce leave latency in order to efficiently utilize valuable bandwidth in the
wireless links.

The remainder of the paper is organized as follows. We first overview multi-
cast group management protocol in Section 2. Section 3 describes the motivation
for our study. The proposed scheme is given in Section 4. In Section 5, the per-
formance of the proposed scheme is evaluated. Finally, Section 6 concludes this
paper.

2 Overview of Multicast Group Management Protocol

Multicast group memberships at the leaf router in the multicast tree are main-
tained using the information obtained via the Internet Group Management Pro-
tocol (IGMP) [10] for IPv4 or Multicast Listener Discovery (MLD) [11] for IPv6.
Since this paper addresses issues in terms of IPv6, we present an overview of
MLD.

IPv6 router uses MLD to discover the presence of multicast listeners (mem-
bers) on its directly attached links, and to discover specifically which multicast
addresses are of interest to those neighboring nodes. There are three types of
MLD messages; Multicast Listener Query, Multicast Listener Report, and Mul-
ticast Listener Done. Multicast Listener Query is used by the router to learn
whether there is any multicast listener on the attached link. General Query
and Multicast-Address-Specific Query are subtypes for Multicast Listener Query.
Multicast Listener Report messages are used primarily by multicast hosts to sig-
nal their local multicast router when they wish to join a specific multicast group
and begin receiving group traffic. Hosts may also signal to the local multicast
router that they wish to leave an IP multicast group and, therefore, are no longer
interested in receiving the multicast group traffic using Multicast Listener Done
messages. A multicast group membership is active on an interface if at least
one host on that interface has signaled its desire, via MLD, to receive multicast
group traffic.

Using the information obtained via MLD, routers maintain a list of multicast
group membership on a per interface basis. The list contains entries for identify-
ing which multicast addresses have listeners on that link, and a timer associated
with each of that listeners for a given multicast address are present on a link.
The router does not need to learn the identity of those listeners and the number
of listeners present.

When a host wants to join a multicast group, the host will send one or more
unsolicited Multicast Listener Report for the multicast group immediately it
desired to join. For a leave process, a host may just go away to leave a multicast
group, or may explicitly send a Multicast Listener Done to its local multicast
router. Without a Multicast Listener Done message, the router continues to
forward multicast traffic onto the local subnet for several minutes after the last
host leaves the group. If a Multicast Listener Done message is received from
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Fig. 1. An example of message flows between a host and a multicast router in MLD

a link, the router sends Multicast-Address-Specific Queries to that multicast
address for “Last Listener Query Count” times. If no Reports of the last query
has passed, the routers on the link assume that the address no longer has any
listeners there. The address is then deleted from the list and its disappearance
is made known to the multicast routing component. Fig. 1 shows the typical
message flows occurred between a host and a multicast router in MLD when
Multicast Listener Done message is used for a leave process.

3 Motivation

If multicast is used for mobility management, the wasted bandwidth is strongly
correlated with the leave latency. In the multicast-based schemes, multicast pack-
ets are delivered to the subnet to which a mobile node was previously attached
during the leave latency. Such multicast packets incur bandwidth wastage in the
wireless access network.

The amount of leave latency varies whether the access network provides soft
handoff or hard handoff mechanism. If soft handoff mechanism is not provided
at the access network, a mobile node just goes away when it is moves into an
adjacent subnet. It is not able to send any Multicast Listener Done message to
the previously attached router. In this case, the router in the previously attached
subnet continues to forward multicast traffic for several minutes after the mobile
node leaves the subnet. If soft handoff mechanism is available in the access
network, a mobile node can explicitly send a Multicast Listener Done message
to the router in the subnet from where it is moving out.

Based on MLD, leave latency for the hard handoff (HH), denoted by lHH ,
can be described as follows:

lHH = r · IQ + IQR (1)

Leave latency for the soft hanoff (SH), denoted by lSH , is

lSH = cLQ · ILQ (2)

Table 1 provides the meaning of the variable used in Eq. 1 and Eq. 2 and their
default values defined in MLD. Subsequently, the leave latency for the hard
handoff is 260 seconds, and that for the soft handoff is 2 seconds.
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Table 1. Variables and their default values used for multicast group management

Variables Parameters Values

r Robustness Variable 2 ea

IQ Query Interval 125 sec

IQR Query Response Interval 10 sec

ILQ Last Listener Query Interval 1 sec

cLQ Last Listener Query Count Robustness Variable

For Mobile IPv6, the bandwidth wastage occurs during registration delay.
Registration delay constitutes time span from when a mobil node discovers that
it is moved to a new subnet to when its binding update is delivered to and
accepted by its home agent. Considering that typical transpacific propagation
delay is about 0.2 seconds [13] and router advertisement interval is between 0.03
seconds and 0.07 seconds [3], registration delay in Mobile IPv6 is typically less
than 1 second. Subsequently, multicast-based schemes waste valuable wireless
bandwidth more than Mobile IPv6.

One way to reduce the leave latency in the multicast based scheme is to reduce
the Query Interval or Last Listener Query Interval. However, one of drawbacks of
reducing these intervals is increased signaling traffic for multicast membership
management inside the access network, resulting wireless bandwidth wastage.
Especially when Query Interval is reduced, Query messages are generated more
frequently. In response to the Query messages, at least one membership report
per group is delivered through the access network. Consequently, the bandwidth
required to deliver signaling messages is increased proportional to the number of
groups in the subnet. On the other hand, the effect of reducing the Last Listener
Query Interval on the bandwidth usage is somewhat less than that of Query
Interval, since Last Listener Query only requires the listeners who are members
of the specified group to respond with Report message.

Based on the analysis given in this section, it can be concluded that an access
network without capability of soft handoff is not appropriate to use a multicast-
based mobility support scheme for mobility management. Also, a mechanism for
efficient utilization of precious wireless bandwidth is needed even in the access
network which is provisioned with soft handoff.

4 The Proposed Group Management Scheme

In this section, we propose a new group management scheme to efficiently handle
multicast groups with only a single listener to shorten the leave latency for the
multicast based localized mobility support schemes. Our proposal is an extension
of MLD to handle multicast groups with only one listener.

As stated in the previous section, we assume that soft handoff is provisioned
at the access network to realize an efficient leave group process. Accordingly, a
mobile node can send a Multicast Listener Done message to the router in the
subnet to which it was attached previously.
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Procedure Handling_Report_Message {
if (single_listener flag in the Report is set)

if (there is a reported multicast address in the router’s list that is same as the multicast address in the Report)
if (listener’s address in the list ≠ source address of the Report)

Reset single_listener’s flag in the router’s list;
else

Add <multicast address in the Report, timer, single_listener flag = 1, source address of the Report> to the router’s list;
else 

if (there is a reported multicast address in the router’s list that is same as the multicast address in the Report)
Reset single_listener’s flag in the router’s list;

else
Add <multicast address in the Report, timer, single_listener flag = 1, source address of the Report> to the router’s list;

Go to Listener Present State;
}

Fig. 2. Procedure at the multicast router to handle the received Report message

Procedure Handling_Done_Message {
if (there is a reported multicast address in the router’s list that is same as the multicast address in the Report)

if (single_listener flag in the list is set)
Report to the router’s multicast routing component;

else
Send multicast-specific query;
Go to Checking Listener’s State;

}

Fig. 3. Procedure at the multicast router to handle the received Done message

In the proposed scheme, a mobile node sends a Multicast Listener Report
with a single listener flag set to indicate it belongs to a multicast group with
just one listener. This mechanism is only used to receive unicast packets destined
to the mobile node. For example, the Code field in the Multicast Listener Report
message can be used for the single listener flag. Since the value of Code field is
ignored by the receivers in the standard MLD, any value can be used for Code
field and our scheme is operable in any network with multicast capability.

To manage groups in the interfaces, the router maintains a list of multicast
address for each interface to define multicast address having listeners on that
link. In MLD, the list of multicast address is defined to have tuples of <reported
multicast address, timer>. In addition to the defined tuples in MLD, we extend
tuples of the list of multicast address to <reported multicast address, timer,
single listener flag, listener’s address> to incorporate the management of single
listener group. Listener’s address is only effective for tuples with single listener
flag set. Listener’s address records the unicast address of the listener. For the
tuples without single listener flag set, listener’s address field should be empty.

The procedure for handling the received Report message at the access router
is depicted in Fig. 2. First, the router checks whether the single listener flag is
set or not. If the flag is set, it checks whether there is an entry that has the
same multicast address given in the Report message. If the router does not have
any corresponding entry, it inserts the received information to its multicast list,
set the single listener flag, and record the source address of the Report message
to the listener’s address field. If the reported multicast address is already in the
multicast list, the router compares the source address of the Report message
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Fig. 4. An example of the message flows between a mobile node and a multicast router
using the proposed multicast group managment scheme

with the listener’s address in the multicast list. If they are different, then the
router reset the sigle listener flag in the multicast list since there are multiple
listeners for the reported multicast address. If the received Report message is for
an ordinary multicast member, then the router handles the message according
to the procedure defined in MLD.

When the access router receives a Done message from a link, if the Multicast
Address identified in the message is present in the list of addresses having listener
on that link, the router checks whether the Done message is for single listener
group. If that is the case, the router deletes the entry specified by the address
from the list. It also notifies the multicast routing component about the disap-
pearance of the address immediately. Otherwise, the router follows the procedure
specified in MLD. Fig. 3 illustrates explained procedure for leave processing at
the router.

Fig. 4 illustrates the messages exchanged between the mobile node and the
multicast access router while the mobile node is in the coverage area of the
multicast router. Comparing with Fig.1, Fig. 4 shows how the proposed multi-
cast group management scheme can shorten leave latency and thus can prevent
unnecessary data delivery on the access link.

5 Performance Evaluation

To evaluate the performance of the proposed scheme via experiments, the pro-
posed scheme uses the multicast-based mobility support scheme proposed in [9]
and the group management scheme proposed in Section 4. We evaluate the per-
formance of the proposed scheme in terms of packet delivery efficiency and band-
width wastage. The results are compared with those of Mobile IPv6 (MIPv6) [3],
Hierarchical Mobile IPv6 (HMIPv6) [12], and a multicast-based scheme with or-
dinary MLD [9].

For the simulation, network environment shown in Fig. 5 is used. The gateway
in the visited domain is used for a rendezvous point (RP) for the proposed scheme
and a mobility anchor point (MAP) for the HMIPv6. Links in the Internet
backbone network to which the correspondent node (CN), home agent (HA),
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Fig. 5. Network architecture

and gateway of the foreign domain are connected are assumed to have same
bandwidth of 2 Mbps. Inside the foreign domain, all the links are assumed to
have same bandwidths of 10 Mbps. Since 10 msec is a typical MAN delay [13], we
assign 5 msec between an access router (AR) and a site router and between a site
router and a gateway respectively. For the WAN delay, 50 msec of propagation
delay is assumed. All the routers in the IP access network, such as the gateway,
site routers and access routers, are assumed be multicast routers.

In the simulation, the distance between ARs in the foreign domain is assumed
to be 400 meters and smooth handoff mechanism [14] is adopted. The velocity
of a MN is set to 40 meters/sec according to the simulation time. Also, router
advertisement interval is set to 0.03 sec.

Packet delivery efficiency and bandwidth wastage in the wireless access links
is evaluated through UDP performance. It is assumed that the CN transmits
packets to the MN in a constant bit rate with fixed packet size of 256 bytes.
In the simulation, we apply various transmission rates to see their effect on the
packet loss and bandwidth wastage.

Fig. 6 shows the results of packet loss during handoffs. Since packet deliv-
ery efficiency is same for a multicast-based scheme with ordinary MLD and the
proposed scheme, we only draw one legend for both schemes. As depicted in the
figure, the average number of packet loss per handoff increases as the transmis-
sion rate increases. On average, the proposed scheme gives the least packet loss
which is about 91% less than that of Mobile IPv6, and about 74% less that that
of HMIPv6.

Next, we measure the number of packets delivered to the wireless link of
the previous subnets after movement of a mobile node to analyze the wasted
bandwidth due to handoffs. The result given in Fig. 7 shows that the amounts of
wasted bandwidth for various transmission rate of UDP traffic for Mobile IPv6,
HMIPv6, the multicast-based scheme with MLD, and the proposed scheme. For
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Fig. 7. Average bandwidth wastage during handoffs

the multicast-based scheme with MLD, the default value of the Last Listener
Query Interval is used. The multicast-based scheme with MLD results in about
14 times of bandwidth wastage than Mobile IPv6 on average. However, the
proposed scheme eliminates bandwidth wastage. Such result can be obtained
since the leave latency is only the propagation time of the Multicast Listener
Done message in the wireless link and that propagation delay is negligible.

6 Conclusion

In this paper, we propose a new multicast group management scheme. The pro-
posed scheme is tailored to manage groups with only one listener per each group
in order to minimize the leave latency. Although leave latency is not a big issue
in the wired network since the network bandwidth in the wired network is abun-
dant, it is very critical issue in the wireless network because of the scarcity of
the radio spectrum. Using the proposed scheme, the leave latency is extremely
small, and the precious wireless bandwidth can be saved.
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One of characteristics of the proposed scheme is that it only requires slight
processing overhead at the multicast router to handle multicast groups with
a single listener. The number of entries in multicast lists maintained by the
multicast router in the proposed scheme is same as that in MLD. As far as
deployment issue concerned, the proposed scheme is compatible with ordinary
group management protocol such as MLD for IPv6, and it can be applied to the
actual network incrementally.
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Abstract. Ad-hoc networks are collections of mobile nodes communicating us-
ing wireless media and without any fixed physical infrastructure. Multicast is an 
important application in wireless ad hoc networks. Most of the existing protocols 
construct a VMB (Virtual Multicast Backbone) to provide multicast services. In 
this paper, we will use MSCDS (Minimum Steiner Connected Dominating Set) in 
UDG (Unit Disk Graph) to model the optimal VMB, which aims at minimizing 
the number of forwarding nodes and present a centralized approximation algo-
rithm with a PR (Performance Ratio) approaching 2 1c + , where c is the PR of 
edge weighted Steiner tree algorithm, currently with c＝1.55. It is an improve-
ment of the previous best approximation guarantee 10. 

1   Introduction 

Ad hoc networks attract more and more attentions in recent years, due to its potential 
applications in many areas. A wireless ad hoc network consists of a collection of radio 
devices located in a region, without any fixed physical backbone infrastructures. Two 
devices u and v can communicate if and only if u is in v’s transmission range and v is in 
u’s transmission range. In this paper, we assume that all the nodes have the same 
transmission radius and the wireless ad hoc network can be modeled as UDG (Unit 
Disk Graph), where two nodes are neighbors if and only if their distance is no more 
than 1. 

A wireless ad hoc network has no physical backbone, so routing protocol design is 
very challenging. Virtual backbone based routing is a promising approach, though 
there are no physical infrastructures in wireless ad hoc networks. To minimizing the 
virtual backbone, it is a common approach to model it as the MCDS (Minimum 
Connected Dominating Set) problem. There are several approximation algorithms for 
MCDS [4, 5, 6, 7, 8, 9, 15]. MCDS is still NP-hard in UDG [14], and Chen and Du 
[10] proposed a PTAS for MCDS in UDG.  

                                                           
* This Paper is supported by National Natural Science Foundation of China [No. 60173048]. 
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However, virtual backbone cannot perform efficiently when it serves for multicast. 
Most protocols [1, 2, 3] construct a VMB (Virtual Multicast Backbone) to provide 
multicast services. In [11], Wu and Xu firstly used MSCDS (Minimum Steiner Con-
nected Dominating Set), which is proposed by Guha and Khuller in [12], to model the 
optimal VMB aiming at minimizing the number of forwarding nodes for multicast. 
Guha and Khuller reduced Set-Cover problem to MSCDS in general graph [12]. So 
unless NP⊆DTIME [nO(loglog

 

n)], there is no polynomial algorithms with approxima-
tion ratio better than O(log n) for general graph, where n is the number of nodes in the 
graph. So far, the best approximation algorithm for MSCDS in general graph based 
on the greedy scheme has a performance ratio of (c+1)H(k)+c-1[12], where k is the 
maximum degree of the nodes in the specified node set M, and c is the PR of the edge 
weighted Steiner tree algorithm, currently with c＝1.55 [13]. MSCDS is a generali-
zation of MCDS [12], so MSCDS is still NP-hard in UDG. In [11], Wu and Xu pro-
posed a distributed approximation algorithm for MSCDS in UDG, with a perform-
ance ratio of 10, which is the previous best result. In this paper we will give a 
centralized algorithm with the approximation ratio approaching 2c＋1. This may be 
an evidence to show that currently existing implemented approximations can be 
greatly improved. 

The rest of the paper is organized as follows. In Section 2, we introduce the model of 
MSCDS. In Section 3, we present the approximation algorithm for MSCDS and ana-
lyze its performance. Section 4 serves as concluding remarks. 

2   Preliminaries 

Due to the scarce resource of ad hoc networks, we focus on construct the optimal VMB 
for multicast. Since the forwarding cost is much more than the receiving cost, we aim at 
minimizing the number of forwarding nodes in VMB for multicast to decrease over-
head and cost. The MSCDS only consists of the forwarding nodes and connects all the 
multicast nodes [11]. So we use MSCDS instead of MST, which may consist of re-
ceiving nodes, to model the optimal VMB. See in Fig. 1. We give the definition of 
SCDS and MSCDS first. 

Definition 1 [12].  Let G (V, E) be a graph, and VM ⊆ is a subset of nodes. If there is 
a subset K⊆V, such that 

1)  ∀mi∈M ∃ kj∈K ,mi is dominated by kj , i.e. mi is one of the neighbors of  kj ,                
2)  The subgraph induced by K is connected. 

K is called an SCDS (Steiner Connected Dominating Set) of M. The SCDS of M with 
the minimum number of nodes is called MSCDS (Minimum Steiner Connected Domi-
nating Set). 

The MSCDS connectedly dominate all the nodes in the subset M. We may let the 
subset M be the set of the multicast nodes, then all the nodes in MSCDS form the 
Virtual Multicast Backbone and only the nodes in MSCDS need to forward during 
multicasting [11]. See in Fig. 1. 



288 C.-g. Xu, Y.-l. Xu, and J.-m. Wu 

 

 

Fig. 1.  MSCDS and Virtual Multicast Backbone 

Definition 2. A UDG (Unit Disk Graph) is a graph induced by a set of points in the 
Euclidean plane such that two points have an edge in between if and only if their dis-
tance is no more than 1. 

Definition 3. Let G (V, E) be a Unit Disk Graph and node u∈V. The 1-disk of u is de-
fined to be a round area centered at u and of radius 1. The 1/2-disk of u is defined to be 
a round area centered at u and of radius 1/2. 

Assume that all the nodes in the wireless ad hoc networks have the same transmis-
sion radius, and thus we can model the ad hoc networks as a UDG. According to above 
analysis, we format the problem of constructing a minimal Virtual Multicast Backbone 
as the problem of MSCDS in UDG. Before providing the algorithm, we prove two 
lemmas. We prove that for an area of 2L*2L (L is a positive integer), the MDS 
(Minimum Dominating Set) can be computed in polynomial time, which will be useful 
for the analysis of the algorithm in Section 3. 

Lemma 1. Let ( , )G V E  be a Unit Disk Graph, and M V⊆ be a subset of nodes located 

in a 2L*2L square. Then the MIS (Maximal Independent Set) of M is with at most 
24(2 1) /L π+  nodes. 

Proof: In Unit Disk Graph, two nodes u, v are neighbors if and only if d (u, v)≤1. It 
means that the 1/2-disk of u and the 1/2-disk of v intersect. Thus, each node covers an 
area of / 4π , and the areas covered by independent nodes do not intersect. Since all the 
nodes in a 2L*2L area can cover an area of (2L＋1)*(2L＋1) at most, 

  MMIS ≤ (2 1) (2 1) /( / 4)L L π+ ∗ + ＝
24(2 1) /L π+ .           □ 
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Lemma 2. Let ( , )G V E  be a Unit Disk Graph, and M V⊆  be a subset of nodes lo-

cated in an area of 2L*2L. Then the MDS (Minimal Dominating Set) of M can be 

computed in time
24(2 1) /( )LO n π+ , where n is the number of nodes in G. 

Proof: The MIS (Maximal Independent Set) of M is the DS (Dominating Set) of M 
[18].From Lemma 1, we have:  

M MMDS MIS≤ ≤ (2 1) (2 1) /( / 4)L L π+ ∗ + ＝
24(2 1) /L π+ . 

Using the brutal search, computing MDS for M can be done in time  
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3   The Algorithm for MSCDS in UDG 

3.1   The Algorithm  
In this subsection, we will give the algorithm, which is mainly based on the edge 
weighted Steiner tree algorithm [13] and the shifting strategy [16, 17]. 

Algorithm Cell Dominating  
Input:  a UDG G (V, E), and a set M V⊆ of nodes. Let |M| = p, |V| = n.  
Output: a Steiner Connected Dominating Set for M. 

Case 1: If there are two nodes u, v∈ M, such that their distance d (u, v) > p, we 
only use the edge weighted Steiner tree algorithm to connect M. Assume that tree 
T is the result of the algorithm. Return V(T ), where V(T ) is the set of nodes of T. 

Case 2: If ,u v M∀ ∈ , ( , ) ,d u v p≤  we will take another way, which consists of two 
phases. 

Phase 1: We use the shifting strategy [16, 17]. Assume that all the nodes in M are 
located in an area I. 

1.1) Divide I into vertical and horizontal strips of width 2. Label each of the 
boundary lines of the strips orderly, say 0, 1, 2, 3,…, and 0, 1, 2, 3,…, for 
vertical and horizontal respectively.  

1.2) Let L be a small positive integer, and 0≤j≤L－1, 0≤k≤L－1. Define parti-
tion(j, k) to be the partition of the area I, with the horizontal boundary lines 
labeled j, j＋L, j＋2L,…, and the vertical boundary lines labeled k, k＋L, k＋
2L,…. See in Fig. 2. Those lines form the boundary lines of partition (j, k). 

1.3) A cell in partition (j, k) is defined to be a 2L*2L area, with the boundary 
lines of partition (j, k). For each cell e in partition (j, k), we compute the 
MDSe (Minimum Dominating Set) for the nodes belonging to M in cell e by 
brutal search. And OPTDS*(j, k) is defined to be the union of MDSe for all 
cells in partition (j, k). 

1.4) For 0≤j≤L－1, 0≤k≤L－1, choose the OPTDS* (j, k) with the minimal 
number of nodes, and denote it as OPTDS*. 
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Fig. 2. L=3, partition (2, 1) 

Phase 2: Connect the dominating set OPTDS* 
2.1) For every node v∈OPTDS*, arbitrarily choose one of it dominating nodes in 

M, and all those nodes form the set S. Then we have |S|≤| OPTDS*|. 
2.2) Use the edge weighted Steiner tree algorithm to connect all the nodes in S. 

Let T be the result. 
2.3) Return V(T )∪OPTDS*, where V(T) is the set of nodes of T. 

End. 

3.2   Performance Analysis 
Let OPTSCDS be the optimal result of the MSCDS problem. We will analyze the effi-
ciency of the Cell Dominating algorithm in this subsection. We analyze the results in 
both Case 1 and Case 2, and prove that the Cell Dominating algorithm has a PR ap-
proaching 2c＋1.Time complexity analysis is also given. 

Lemma 3. In Case 1, V (T ) is an SCDS of M, and with at most 2c times of the number 
of nodes in MSCDS for M.  

Proof: V (T ) is clearly an SCDS of M. 
SCDSOPT can connectedly dominate M, so the 

spanning tree of
SCDSOPT M∪  is a Steiner tree of M. 

( ) 1 ( 1)SCDSV T c M OPT− ≤ ∗ + −  

where c is the PR of the edge weighted Steiner tree algorithm, currently with c＝1.55 
[13].Since SCDSOPT  connects u and v, we have  

SCDSOPT p M≥ =  

            12)( +−∗≤ cOPTcTV SCDS . 
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The performance ratio in Case 1 is:  

cOPTTV SCDS 2/)( ≤ .                        □  

Lemma 4. In Case 2, ),( kjOPTDS
∗  is a Dominating Set of M, and can be computed in 

polynomial time. 

Proof: ( , )DSOPT j k∗  is clearly a dominating set of M. Note that for each cell of 2L*2L, 
we only have to search a region of (2 2) (2 2)L L+ ∗ + . From Lemma 2, we can prove 
that the MDS of every cell of 2L*2L can be computed in time 4(2 1)(2 1) /( )L L

eO n π+ + , where 

en  is the number of nodes in the extended cell )22()22( +∗+ LL . So the total time 
for computing ( , )DSOPT j k∗  is at most: 

    
2 24(2 1) / 4(2 1) /

( , )

( )L L

e
e partition j k

n O nπ π+ +

∈

=∑ .                 □  

In the following, we will say node v intersects line l, if and only if the 1-disk of v in-
tersects line l. Let OPTDS be the optimal result of the Minimum Dominating Set of M in G. 

Definition 4. See in Fig. 3. 

),( kjOPTDSX = {v | ),(DS kjOPTv ∈ , and v intersects the horizontal boundary line of 

partition (j, k) , and v doesn’t intersect the vertical boundary line of partition (j, k)}. 

),( kjOPTDSY = {v | ),(DS kjOPTv ∈ , and v doesn’t intersect the horizontal boundary 

line of partition (j, k), and v intersect the vertical boundary line of partition (j, k)}. 

),( kjOPTDS = {v | ),(DS kjOPTv ∈ , and v intersects the horizontal boundary line of 

partition (j, k) , and v intersect the vertical boundary line of partition (j, k)}. 

 

Fig. 3. Boundary lines of partition (j, k) 
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Lemma 5. ( , ) ( , ) ( , ) 3 ( , )
DS DS DSX DSY DS

OPT j k OPT OPT j k OPT j k OPT j k∗ ≤ + + +  

Proof: Since each node belonging to ),( kjOPTDSX  or ),( kjOPTDSY  intersects two 
cells of ),( kjpartition , and it is counted twice in the right side of the inequation. And 
each node belonging to ),( kjOPTDS  intersects 4 cells in ),( kjpartition , so it is 
counted 4 times. Then it will form the Dominating Set for every cell 
in ),( kjpartition .  

( , )

( , ) ( , ) ( , ) 3 ( , ) .DS e DS DSX DSY DS
e partition j k

OPT j k MDS OPT OPT j k OPT j k OPT j k∗

∈

≤ ≤ + + +∑     □  

Lemma 6. ( )2
1 1/ *

DS DS
OPT L OPT∗ ≤ + , where OPTDS is the optimal result of the 

Minimum Dominating Set for M. 

Proof: From Lemma 5， 

1 1

0 0

L L

j k

− −

= =
∑∑ ( , )DSOPT j k∗  

≤  
1 1

0 0

L L

j k

− −

= =
∑∑ ( ( , ) ( , ) 3 ( , )DS DSX DSY DSOPT OPT j k OPT j k OPT j k+ + + ). 

For v∈OPTDS , if the 1-disk of v intersects horizontal strips boundary line m and 
vertical strips boundary line n (defined in Case 2, Phase 1), v will be counted in 

),mod( XLmOPTDSX
 for )mod(,10 LnXLX ≠−≤≤ , L－1 times in all. In the 

same way, v will be counted in ( , mod )DSYOPT X n L  L－1 times in all. And v will be 
counted only once in )mod,mod( LnLmOPTDS . So 

1 1

0 0

L L

j k

− −

= =
∑∑ ( , )DSOPT j k∗  

≤ 2 ( 1) ( 1) 3DS DS DS DSL OPT L OPT L OPT OPT+ − + − +  

＝
2( 1) DSL OPT+ . 

Since OPTDS* is the one with the smallest cardinality of OPTDS*(j, k) for all 0≤j, 

k≤L－1, 

           
1 1

2 2

0 0

( , ) / (1 1/ )
L L

DS DS DS
j k

OPT OPT j k L L OPT
− −

∗ ∗

= =

≤ ≤ +∑∑ .         □  

Lemma 7. ( ) DSV T OPT ∗∪  in Case 2 is an SCDS of M. And ( ) DSV T OPT ∗∪  is 

( )( )( )2
1 1 1/c c L+ + + - approximation for the Minimal Steiner Connected Dominating 

Set of M. 

Proof: T connects OPTDS* and OPTDS* dominate M, so ( ) DSV T OPT ∗∪  is an SCDS of 
M. Since 

SCDSOPT  can connectedly dominate all the nodes in S, the spanning tree of 

SCDSOPT S∪  is a Steiner tree of S. So 
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     ( ) 1 ( 1) ( 1)SCDS SCDS DSV T c OPT S c OPT OPT ∗− ≤ + − ≤ + − . 

From Lemma 6,   

      ( ) ( )DS DSV T OPT V T OPT∗ ∗∪ ≤ +   

( )
( )

1

* 1 * 1.

SCDS DS DS

SCDS DS

c OPT OPT c OPT

c OPT c OPT c

∗ ∗≤ ∗ + − + +

≤ + + ∗ − +
        

Since                  
DS SCDSOPT OPT≤ , 

         ( )( )( )2
( ) 1 1 1/ * 1DS SCDSV T OPT c c L OPT c∗∪ ≤ + + + − + . 

( ) ( )2
( ) / 1 1 1/DS SCDSPR V T OPT OPT c c L∗= ∪ ≤ + + + .          □ 

From Lemma 3 and Lemma 7, the algorithm based on Cell Dominating has a PR 
verging into 12 +c , when ∞→L . Phase 1 in Case 2 takes most of the time, so we only 
consider the time complexity of Phase 1 in Case 2. There are L*L partitions, and in each 
partition it takes 

24(2 1) /( )LO n π+  to compute ( , )DSOPT j k∗ . So the time complexity 
is

22 4(2 1) /( * )LO L n π+ .  

4   Conclusions 

This paper addresses the MSCDS problem, which is used to model optimal VMB for 
multicast in wireless ad hoc networks. An algorithm based on Cell Dominating is 
proposed for MSCDS in UDG, with a PR approaching 2c＋1. This may be an evidence 
to show that currently existing implemented approximations can be greatly improved. 
An open problem is whether it is possible to design a PTAS for MSCDS in UDG. The 
future work is to design more efficient distributed algorithms for the MSCDS problem. 
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Abstract. Since the deployment of mobile IP multicast protocols is
still relatively rare, research in this area is typically based on simula-
tions. However, many of the previous evaluations of mobile IP multicast
protocols were based on a single, simple mobility model, and thus fail
to capture the variety of mobility patterns likely to be exhibited by mo-
bile IP multicast applications. The impact of different mobility models
on the performance of mobile IP multicast protocols, including RS, BT
and MoM, is evaluated in the paper. Results show that the protocol per-
formance may vary drastically across mobility models and performance
rankings of protocols may vary with the mobility models used. Two key
mobility metrics that help to explain these performance variations are
also demonstrated.

1 Introduction

Providing multicast support for mobile hosts in an IP network is a challenging
issue [1]. Many researchers have been engaged in valuable research in this area
and a number of approaches for mobile IP multicast have been proposed in the
past few years. For instance, the current version of Mobile IP [2] proposes two
approaches to support mobile multicast, which are called Remote Subscription
(RS) and Bi-directional Tunneling (BT). For the sake of improving the multi-
cast delivery to mobile receivers in Bi-directional Tunneling, a Mobile Multicast
protocol (called MoM) is proposed in [3]. An earlier survey on mobile IP multi-
cast can be found in [1], which covers well the approaches proposed until 2004.
Researchers often use simulation to validate their algorithms and to evaluate the
performance of their protocols. In order to thoroughly simulate a new protocol,
it is imperative to use a mobility model that accurately represents the mobility
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pattern of the mobile nodes (MNs). Only in this type of scenario is it possible
to provide realistic performance measurements.

The purpose of this paper is to investigate the impact of mobility models
on mobile IP multicast protocols performance. Our study focuses on simulation-
based evaluation because mobile IP multicast is still an emerging area and de-
ployment is relatively uneventful, and simulation can provide researchers with
a number of significant benefits, including repeatable scenarios, isolation of pa-
rameters, and exploration of a variety of metrics. It must be considered that
communication patterns also have a significant impact on routing performance
and merit a study on their own. However, in this study we want to isolate the
effects of mobility, hence we fix the communicating traffic pattern to constant
bit-rate audio streams with long enough session times.

In this paper, our interest lies in examining the importance of choosing a
mobility model in the simulation of mobile IP multicast protocols. While doing
so, a rich set of parameterized mobility models is primarily introduced including
Random Walk, Random Waypoint, Gauss-Markov, City Section and Exhibition
models. We then examine the performance of RS, BT and MoM under each of
the mobility models. Our results show that mobility patterns do affect multi-
cast routing performance and that the observed performance variations can be
explained by two key mobility metrics - number of link changes and multicast
agent density.

This paper is organized as follows. Section 2 briefly introduces some previ-
ously used mobility models and motivation. Then, in Section 3, five mobility
models with detailed description are presented. In Section 4, the simulation en-
vironment and methodology are introduced. In Section 5, a set of experiments
is carried out and analytical results are presented. Finally, in Section 6, the
conclusions from this study and planned future work are listed.

2 Motivation

Motivation for this research originates from the fact that many of the previous
performance evaluations of mobile IP multicast protocols were based on a single,
simple mobility model, and thus fail to capture the variety of mobility patterns
likely to be exhibited by mobile IP multicast applications. For example, [4] used
a mobility model in which hosts can be in one of two states (ignoring travel
time): at the home network or at a foreign network. [5] performed a comparison
study of the two improved protocols: MoM and RBMoM, using the mobility
model of random direction, in which MN moves at each clock in any direction
uniformly. [6] used another simple mobility model, in which each MN can either
stay in the same IP subnet or move into one of the neighboring IP subnets with
equal probabilities in any time unit. Most of the other studies [7], [8], [9] even
fail to specify the choice about the mobility model and parameters in use. The
work of this paper is hence motivated to illustrate the importance of choosing a
mobility model in the simulation of mobile IP multicast protocols.



The Impact of Mobility Modeling in Mobile IP Multicast Research 297

3 Mobility Models

Extensive research has been done in mobility modeling. Researchers in this area
can choose from a variety of models that have been developed in the wireless
communications and mobile computing community during the last decades. In
this work, we use a variety of mobility models designed to capture a wide range of
mobility patterns for mobile IP multicast applications. We choose models from
different classes of motion, including both statistical models and constrained
topology based models that simulate real-world scenarios [10]. The models we
use are listed in Table 1 and described below:

Table 1. Mobility models and their application

Model Application

Random Walk Movement in extremely unpredictable ways

Random Waypoint Wandering in an area

Gauss-Markov Random movement without sudden stops and sharp turns

City Section Movement in one section of a city

Exhibition Visitors to a museum

– Random Walk[11]: Figure 1(a) shows an example of the movement ob-
served from our implementation. The MN begins its movement in the center
of the 1000m x 1000m simulation area or position (500, 500) moves for 1000
seconds. At each point, the MN randomly chooses a direction between 0 and
2π and a speed between 0 and 30 m/s. The MN is allowed to travel for 30
seconds before changing direction and speed.

– Random Waypoint[12]: In our implementation, an MN using the Random
Waypoint mobility model starting at a randomly chosen point; the speed of
the MN in the figure is uniformly chosen between 0 and 30 m/s, and the
pause time is uniformly chosen between 0 and 10 s.Figure 1(b) shows an
example of the travelling pattern.

– Gauss-Markov[13]: Figure 1(c) illustrates an example travelling pattern of
an MN using the Gauss-Markov mobility model. In our simulation, the α
parameter is fixed at 0.75, and sxn−1 and dxn−1 are chosen from a random
Gaussian distribution with mean = 0 and standard deviation = 1. The value
of s̄ is fixed at 10 m/s; the value of d̄ is initially 90 degrees but changes over
time according to the edge proximity of the node as showed in Figure 1(d).

– City Section: Our City Section model Figure 1(e) is based on previous
grid-based models [14] and represents path-based motion with low spatial
dependence. In our implementation, the grids are placed 100 meters apart,
and the speed of each node is set to a fixed value of 30 m/s.

– Exhibition[15]: As shown in Figure 1(f), Our implementation uses 10 cen-
ters placed uniformly. When a node travels to a center, it stops when it is
within 20 meters of the center and then pauses for 30 seconds. The speed of
a node is random between 0 and 30 m/s, as with Random Waypoint.
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Fig. 1. Travelling patterns of an MN using different mobility models

4 Simulation Environment and Methodology

To determine the impact of mobility models on mobile IP multicast protocol
performance, we simulated RS, BT, and MoM. We chose RS and BT because
almost all the mobile IP multicast protocols are based on these two protocols.
MoM was also chosen because it is an improved protocol based on BT.

The simulation environment was built on OMNET++, a discrete event sim-
ulator written in C++ [16]. With the Mobility Framework extension [17], it
provides a set of independent modules that implement node mobility, dynamic
connection management and a wireless channel model. We extended the frame-
work to include the Random Walk, Random Waypoint, Gauss-Markov, City
Section and Exhibition mobility models. To verify our mobility model imple-
mentations, we ran simulations identical to those reported in [18] that surveys
mobility models for ad hoc network. Our results are very close, with slightly
difference due to the different input parameters. Then we wrote our own imple-
mentation of RS, BT and MoM based on a specification published as an Internet
draft [2] and the original MoM publication [3].

The network topology in our simulation is based on an 8 * 8 mesh network
which is showed in Figure 2. Each node acts as a multicast router of a local
network and also acts as a base station. The power range is set to a square
for simplicity, and the distance between two nearby base stations is 125 meters
long. Multicast group communication is also simulated. We premise one multicast
group with a single source. Multicast messages are generated in a fix host, using
an audio like constant bit-rate of 12kbps.
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N=8*8

P=125m *
125m

Fig. 2. Network model used in simulation

We run each simulation for 1000 seconds. For each simulation we use 50
nodes, randomly placed over a square field, of which length and width is 1000
meters. The mobility patterns used and their parameters were the same as those
used to Section 3, except that the maximum speed Vmax was set to 1, 5, 10, 20,
30, 40, 50 and 60 m/sec to generate different movement patterns for the same
mobility model. We summarize all above parameters in Table 2.

Table 2. Simulation Parameters

Parameter Description Values

N Number of LANs 8 * 8 = 64

D Distance between two nearby BS (meters) 125

P Power range of a BS (sq.m.) 125 * 125

M Number of multicast group 1

g Multicast group size 50

λ Multicast packet generating rate (pkts/ sec) 5

s Size of Multicast packet (byte) 300

V Mobile hosts speed (m/s) 0 · · · 60

T Total simulation time (seconds) 1000

To remove any effects due to randomness of the traffic pattern, we used
different random seeds to generate 3 different traffic patterns having the same
number of sources and connections. The results for each model (for a given
Vmax) are averaged over simulation runs using these 3 different traffic patterns.

5 Results

In this section, we explore the impact of different mobility patterns on three
different mobile IP multicast protocols - RS, BT and MoM. The results presented
illustrate that the choice of a mobility model can have a significant effect on the
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performance investigation of a mobile IP multicast protocol. We also analyze the
relationship between the mobility metrics and the performance metrics, which
helps us gain a lot of insight to answer the question ”Why mobility affects
protocol performance”.

5.1 How Mobility Affects Protocol Performance

We have evaluated the performance of RS, BT and MoM across this rich set
of mobility models and observed that the mobility models may drastically af-
fect protocol performance. Lets take RS as an illustrative example. RS shows a
difference of almost 10% in transmission efficiency from Random Walk to the
Exhibition model as seen from Figure 3(a). As shown in Figure 3(c), the tree
maintenance overhead produced by RS in Gauss-Markov is nearly 8 times as
much as in City Section. Also, there is an order of magnitude difference in the
throughput and number of nodes transmitting multicast data of RS across the
various models as shown by Figure 3(b) and 3(d). Similar differences in perfor-
mance were also observed for other protocols used in our study.

It can be observed that RS achieves the highest transmission efficiency, MoM
takes the second place, and the least is that of BT in most cases (Figure 3(a),
3(e), 3(f)). This result is somewhat expected, because our simulation is car-
ried out with comparatively denser topology, which is in favor of optimizing the
performance of RS. HoweverWe also observed that BT achieves a higher trans-
mission efficiency than MoM in Gauss-Markov as shown in Figure 4(d). Thus,
though MoM is an improved protocol based on BT, it is not always true that
MoM performs better than BT.
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Fig. 3. Performance of protocols using different mobility models
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Fig. 4. Relative performance rankings of protocols

It seems that relative rankings of protocols may vary with the mobility model
used. We observed that BT results in the least tree maintenance overhead in most
cases, while the relative ranking of RS and MoM in terms of tree maintenance
overhead seems to depend on the underlying mobility model as shown in Figure
4(a), 4(b), and 4(c): RS has a lower overhead than MoM in the Random Walk and
Random Waypoint, but produces higher overhead than MoM in Gauss-Markov.

5.2 Why Mobility Models Affects Performance

In order to find out the correlation between mobility and protocol performance,
we implemented some mobility metrics, including direct mobility metrics, like
host speed or relative speed, and derived mobility metrics [10], like link changes,
link duration, multicast agent density, and etc. Of these metrics, we found that
the number of link changes and multicast agent density are able to differentiate
between our mobility models and help to explain multicast routing performance.
They are defined as:

– Number of link changes: The total number of link changes seen during
the course of a simulation. A link change is defined as an event when MN
comes within radio range of a multicast agent (or BSs) when previously they
had not been able to communicate directly.
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Fig. 5. Values for mobility metrics

– Multicast agent density: The average number of multicast agents that
there are MNs within their radio range.

Figure 5(a) and 5(b) show values for each of the metrics, as a function of
speed. We collect link change information and sample multicast agent density
each time a node moves during the course of a simulation. For multicast agent
density, the final result is averaged over all the sampling times.

In general, it was observed that RS, BT and MoM had a higher transmis-
sion efficiency and lower number of nodes transmitting multicast data for the
Exhibition models than that of the Random Waypoint model. Especially for RS,
transmission efficiency (Figure 3(a)) and number of nodes transmitting multicast
data (Figure 3(d)) depend on the model and the ordering from worst-to-best is
roughly predicted by the multicast agent density shown in Figure 5(b). At the
same time, all the protocols had a higher throughput and lower tree mainte-
nance overhead for the City Section than for the Gauss-Markov model. As show
in Figure 3(c) and 5(a), the ordering of tree maintenance overhead in RS is again
similar to that of number of link change. The above observation can be explained
as follows:

1. With similar speed, between Random Waypoint and Exhibition, low multi-
cast agent density (for Exhibition) means MN is much more concentrated,
thus fewer packets will be needed to forward, and finally it will result in
higher transmission efficiency and lower number of nodes transmitting mul-
ticast data. We also notice that with the Gauss-Markov model the transmis-
sion efficiency declines rapidly as speed increases, this is because the number
of link changes increases rapidly as speed increases as seen from Figure 5(a),
which finally affects the performance of transmission efficiency.

2. For a given speed, if a mobility pattern has a high number of link changes
(for Gauss-Markov), handoff between different multicast agents will happen
more frequently. Thus, more packets will be dropped due to link breakage
and this will lead to a lower throughput. At the same time, the cost of tree
maintenance overhead would be higher since greater effort is required to quit
and rejoin the multicast group.
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6 Conclusions and Future Work

It has been found out that the performance of a mobile IP multicast protocol
significantly varies with different mobility models. Using in the same mobility
model, different parameters also lead to widely different performance. The per-
formance of mobile IP multicast protocol should be evaluated with the mobility
model which matches best with the expected real-world scenario. If the expected
real-world scenario is not available, researchers should make it clear their chosen
mobility model and parameters.

Our results show that Mobility metrics are able to differentiate mobility
models and help to explain multicast routing performance. The multicast agent
density imposed by a particular mobility model is a good predictor of transmis-
sion efficiency. Even when the multicast agent density is small, high number of
link changes can also degrade transmission efficiency. And the number of link
changes is a good predictor of throughput and tree maintenance overhead, while
greater amounts of link changes indicating worse performance.

In the future, we plan to study the impact of mobility models on the per-
formance of more other mobile IP multicast protocols, such as multicast with
fast handover support and hierarchical routing protocols. We believe that sev-
eral parameters such as traffic patterns, node power range and initial placement
pattern of nodes may affect the routing performance and should be investigated
further.
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Abstract. It is of great interests to develop algorithms to find the routing path 
for broadcast in a hypercube with a large number of faulty nodes while the 
network remains connected. In this paper, we introduce a broadcasting 
algorithm on locally k-subcube-connected hypercube networks under the above 
situation, based on the conception of locally k-subcube-connected hypercube. 
Our algorithm is distributed and local-information-based, namely, in the 
network each node knows only its neighbors’ status and no global information 
is required in the network. Our broadcasting algorithm can tolerant the upper 
bound 2n-1-2n-k for faulty nodes under the condition of locally k-subcube-
connected hypercube. This is a much larger bound on the number of faulty 
nodes compared to the previous broadcast algorithms which the number of 
faulty nodes be bounded by O(n) in hypercube Hn. More over, our algorithm 
can find nearly optimal length path in hypercube Hn in linear time. 

1   Introduction 

The efficiency of communication and computation on the networks depends heavily 
on the efficiency of routing algorithms. As the sizes of interconnection networks 
become larger and larger, reliability problems arise with increasing frequency. The 
node fault tolerant routing has become one of the central issues in the interconnection 
network [2-9]. From the research on networks with faulty nodes, now there are two 
kinds of emphasis points in the world. Most people pay attention to try their best to 
select a shortest path to establish a communication between the two given nodes in 
order to improve the efficiency of the fault tolerant routing [2-4]. I.e. Lee and Hayes 
proposed the concept of unsafe node and gave a simple routing algorithm [3]. While 
other researchers value the fault-tolerant quality of the network even more [1,5,6], 
such as the concept of forbidden set [5,6] and cluster fault tolerance model 
(abbreviated as CFT routing in what follows)[7,8], have been proposed for this 
purpose.  

                                                           
1  This work supported by the Natural Science Foundation of China under Grant No.60373063. 
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Although all of the above improve the fault-tolerant quality to a certain extent, 
their algorithms for a fault tolerance model that doesn’t allow the number of faulty 
nodes to be larger than O(n). In [1] they introduce a simple and natural condition, the 
local subcube-connectivity, which is identified under which hypercube networks with 
a very large number of faulty nodes still remain connected. They developed efficient 
routing algorithms on locally subcube-connected hypercube networks. For a locally 
subcube-connected hypercube network that may contain up to 37.5 percent faulty 
nodes, their algorithms run in linear time and for any two given nonfaulty nodes, find 
a routing path of length bounded by four times the Hamming distance between the 
two nodes.  

Now the majority of researches on the broadcasting are focus on the time 
complexity other than the fault tolerance in the network [3,9]. To the author’s 
knowledge, there are no broadcasting algorithms what can tolerant more than O(n) 
faulty nodes in the hypercube. In this paper we develop a broadcasting algorithm 
based on the conception of locally k-subcube-connected hypercube introduced in [1]. 
Our algorithm can tolerant the upper bound 2n-1-2n-k for faulty nodes under the 
condition of locally k-subcube-connected hypercube. More over, our algorithms can 
find near the shortest path in hypercube Hn within linear time. 

2   The Locally k-Subcube-Connectivity 

A n-dimensional hypercube Hn (or the n-cube for short) consists of 2n nodes. Each 
binary string b1b2 ... bn-k of length n -k corresponds to a k-dimensional subcube Hk in 
Hn (or a k-subcube for short) of 2k nodes whose labels are of the form b1b2 …bn-kxn-

k+1 … xn, where each xj is either 0 or 1. The subcube Hk will also be written as  
Hk= b1b2 …bn-k **. It is easy to see that each k-subcube of Hn is isomorphic to the  
k-cube. 

Definition 2.1 [1]  
The n-dimensional hypercube network Hn is locally k-subcube-connected if, in each 
k-dimensional subcube Hk of Hn, less than half of the nodes in Hk are faulty and the 
nonfaulty nodes of Hk make a connected graph. 

Lemma 2.1 [1]  
The nonfaulty nodes in a locally k-subcube-connected n-dimensional hypercube Hn 
make a connected graph. 

Lemma 2.1 shows a nice property for the hypercube networks: Local connectivity 
in a hypercube network implies global connectivity of the network. In many cases, the 
local connectivity of a hypercube network can be easily verified and Lemma 2.1 can 
be conveniently used to ensure the global connectivity of the hypercube network.  

3   Broadcast in Locally k-Subcube-Connected Hypercube 
Networks 

In networks, broadcasting often been used in many applications. Based on the above 
definition and lemma, we designed a new broadcast algorithm as follows. Our 
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algorithm has well tolerance and time complexity. More over our algorithm can find 
near the shortest broadcast path between the source node and any nonfaulty nodes in 
the hypercube. 

In order to introduce our algorithm, we give two definitions first. 

Definition 3.1  
If there is only one bit difference of two nodes in the first k bits, other all bits are 
same, we call the two nodes pre-k-neighbor nodes to each other. 

Definition 3.2  
If there is only one bit difference of two nodes and the different bit is the ith bit, other 
all bits are same, we call the two nodes ith-neighbor nodes to each other. 

Now, we give our algorithm as follows: 

Algorithm Broadcast 
Input: an n-dimensional hypercube Hn with faults and one nonfaulty node u in Hn. 
Output: the broadcast paths of non-faulty nodes in Hn that connects u. 
From the source node u: 

1. Since the k-subcube is connected, it is easy to construct a tree taking this node as 
the root within the k-subcube and at the same time broadcast its information through 
the tree. 

2. At the same time, it sends the information to its pre-k-neighbor nodes  
If some of its pre-k-neighbor node (i.e.x) has already received the information, 

discard the information and don’t pass it on; 
else  

if there are faulty nodes in its pre-k-neighbor nodes 
① for example x is a faulty node and it is its source node’s ith-neighbor node, 

find two adjacent non-faulty nodes w and v, w in the same k-subcube with the 
source node of x, v in the same k-subcube with x, pass information from w 
through v to this k-subcube, toward v return to step 2. 
② other nonfaulty nodes: parallel broadcast information in the k-subcube of 

each through it’s tree, then return to step 2; 
3. go on n-k times so, and the following lemma3.1 can prove that every k-subcube 

has received this information. 

Remark. If at any point the algorithm could not proceed, then stop: the n-cube Hn is 
not locally k-subcube-connected. The above-mentioned course of constructing a tree 
taking node x as the root within the k-subcube and broadcasting its information 
through the tree can be described as concretely: x send the information to its neighbor 
nodes, these nodes form the first layer of sub nodes taking x as root. At the same time 
these nodes pass the information to their neighbor nodes (exclude the nodes which 
send the information to them), if the node, i.e. y, which receive the information has 
already received the same information, then do not change the tree and discard the 
information and don’t pass it on. Go on so, and until a certain moment, each all of the 
neighbor nodes have received this information, namely, all the nonfaulty nodes have 
received the information. If there are two neighbor nodes send the information to each 
other at the same time in the link between them, collision arise in this link. The 
solution is discard the information in this link and do not change the tree. This will 
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not influence the broadcast of the information. We may introduce the course of 
constructing a tree taking node a as the root within the 3-subcube and broadcasting 
its information through the tree as the following fig.1 (suppose h is a faulty node). 

 
                   (a)                                                                              (b) 

Fig. 1. The course of constructing a tree within the 3-subcube and broadcasting its information 
through it. (b) is the constructed tree of (a) taking node a as the root 

In order to understand algorithm Broadcast, we explain it by the following fig.2: 

 
Fig. 2. The application of algorithm Broadcast 

From the above illustrate, we can see: if n=4,k=2, the node u1 broadcasts the 
information in its 2-subcube through the neighbor node (v1,v2), at the same time, send 
the information to its pre-2-neighbor nodes(namely its 1st-neighbor and 2nd-neighbor 
nodes u2,u3), after u2 and u3 receive the information, they broadcast it in the 2-subcube 
of each. Till all the nonfaulty nodes receive the information. 

Remark. This algorithm has solved the problem of the route conflict. When 
broadcasting within a k-subcube, it broadcast the information along the tree and we 
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have carried on rational settlement in producing the situation conflicting. This has 
prevented repetition of the information from transmitting. At the same time, it 
guarantees that there is only once information transmission during two neighbor 
nodes. When broadcasting in different k-subcube, it will not bring the conflict. When 
transmitting information among the k-subcubes, if the node which has already 
received the information, discard it and don’t pass it on. This make each k-subcube 
been transmitted to only once. 

Lemma 3.1. There are n-k steps for transmitting information among k-subcubes by 
using algorithm Broadcast. 

Proof. Using mathematical induction. 
① If k=n, namely, n-k=0,then only need broadcast information within k-

subcube, there is no transmitting among k-subcubes, so it need 0 step for 
transmitting information among k-subcubes; 

If k=n-1, namely, n-k=1, then there are 21=2 k-subcubes, so it only need 1 step 
for transmitting information from one k-subcube to another; 

② Suppose when it comes to k=t, this conclusion is still right, namely, it need  
n-t steps for transmitting information among k-subcubes and now there are 2n-t k-
subcubes. 
Next let’s consider k=t-1, and there are 2n-t+1=2•2n-t k-subcubes. Regard 2n-t k-

subcubes among them as a large subcube, so there are 2 large subcubes of such. First, 
transmit information from the source node u (it belongs to a certain large subcube) to 
another large subcube, this need 1step. Then, according to algorithm Broadcast-I, 
parallel broadcast information in the two large subcubes respectively. From the 
suppose we can see, each need n-t steps; So, when it comes to k=t-1,it need n-t+1 
steps for transmitting information among k-subcubes. 

From the induction and suppose we can learn, lemma 3.1 is established. 
So there are n-k steps for transmitting information among k-subcubes by using 

algorithm Broadcast.                                                                                                     □ 

Remark. Although it needs different time for information to transmit between 
different subcubes, information take n-k the subcube transmit when transmitting along 
some route. When the information finished n-k subcube transmitting along all route, it 
has already been spread all over all the k-subcube in Hn. 

Theorem 3.2. If the input n-cube Hn is locally k-subcube-connected, then the 
algorithm broadcast constructs paths of nonfaulty nodes from u to all the other 
nonfaulty nodes in time O(2k+1(n-k)). 

Proof. This algorithm can divide broadcast routing into two parts to consider. One 
part is transmitting information among k-subcubes, another is broadcasting 
information within k-subcubes. First, let’s consider broadcasting information within 
k-subcubes: there are 2k nodes in a k-subcube, since k-subcube is connected and the 
information is broadcasted along the tree, this takes O(2k) times. Next, we’ll think 
over transmitting information among k-subcubes: When a node (we mark the k-
subcube which include this node K1) transmit the information to its pre-(n-k)-
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neighbor nodes, if the neighbor node is nonfaulty, it only need 1 time unit; else (we 
mark the k-subcube which include this faulty node K2) it need to find a pair of non-
faulty nodes w and v, let w and v are adjacent and in the k-subcube K1 and K2 
respectively, this takes O(2k) time. From lemma3.1 we can see, there are n-k steps for 
transmitting information among k-subcubes. Corresponding to the two parts, each 
need O(2k(n-k))time. So this algorithm can construct paths of nonfaulty nodes from u 
to all the other nonfaulty nodes in time O(2k+1

(n-k)). 

Remark. In case k is small, for example k=3, the routing algorithm Broadcast  
runs in linear time. Even for large k, our algorithm still spends only necessary 
computational time. For each large k-subcube Hk, we may put no constraints on  
the structure of Hk. The only thing we can assume is that the subgraph consisting  
of the nonfaulty nodes in Hk is connected and contains more than half of the nodes 
in Hk.  

Theorem 3.3. If the input n-cube Hn is locally k-subcube-connected, then the 
algorithm broadcast constructs routing paths of no longer than the shortest 
length+2k+1-3 of nonfaulty nodes from u to all the other nonfaulty nodes in the faulty 
tolerance networks. 

Proof. Using algorithm Broadcast, the worst case is: the source node u transmit 
information to the node x (x is a node of k-subcube K) through n-k steps transmitting 
information among k-subcubes. Each step takes 1 time unit, so it need n-k time unit 
for all, the length of this path is n-k; another path which also can reach K is: u and K 
click and links to each other through a faulty node, so it need 2k time unit to find two 
nodes w and v and transmit information from u through w to v, and then it takes 1 
time unit to send the information to node y (y is a node of k-subcube K), let’s suppose 
the length of path between u and w is m(m≥1),so it need 2k+1 time unit for all, the 
length of this path is m+2. Since we consider the worst case, we suppose the length of 
the path from x to y is 2k-1 might as well. Now from u to y, the length of the first path 
is n-k+2k-1 while that of the second route is m+2.Now, we suppose: n-k≤2k+1. Then 
routing to the k-subcube K through the first path is earlier than the second one, so our 
algorithm may find the first path. Yet the second path to reach the k-subcube K is the 
shortest one obviously. So, we can see: the length of the path constructed by 
algorithm broadcast–the length of the shortest path≤n-k+2k-1-2-m≤2k+1+2k-3-m=2k+1-
2-m≤2k+1-3; so, the length of the path constructed by algorithm broadcast≤the length 
of the shortest path+2k+1-3.                                                                          □ 

In order to understand the worst case of the above proof, we illustrate a simple 
example (for reducing space, we only consider a useful part in understanding the 
proof.):  

Let n=6,k=2, the source node is 110101. 100101 and 111101 are faulty nodes, 
other nodes is nonfaulty. Using algorithm Broadcast can find a path from the source 
node to the node 101111 which is in the 2-subcube 1011**:  

110101   110001   111001   101001   101101  101111(the time to the 2-
subcube 1011** is 4 time unit; the length of the path to the node 101111 is 5); yet the 
shortest path from the source node to 2-subcube 1011** is:   
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110101  110111  100111  101111(the time to the 2-subcube 1011** is 
2k+1=5 time unit; the length of the path to the node 101111 is 3). 

Remark. Our algorithm Broadcast is distributed and local-information-based, when k 
is small, it can find nearly optimal length path in hypercube Hn. The above case is 
the worst case, under most situations, this algorithm can find nearly optimal length 
path. 

We illustrate the algorithm Broadcast by an example. Let the source node 
u=110101 be a nonfaulty node in the 6-cube H6 and suppose that the nodes 010101, 
011110 and 101101 in H6 are faulty, and k=3. Then the routing path constructed by 
the algorithm Broadcast-I is ( 010101 indicates the faulty nodes): 

First the source node u broadcasts the information in its 3-subcube 110**, at the 
same time transmit it to its pre-3-neighbor nodes 111101, 100101 and 010101. 
Among them 010101 is faulty node and it is u’s 1st-neighbor node. Find two adjacent 
nonfaulty nodes 110111 and 010111, 110111 is in u’s 3-subcube, 010111 and 010101 
are in the same 3-subcube 010**. Transmit the information from the node 110111 
through 010111 to 3-subcube 010**; as to other two nonfaulty nodes 111101 and 
100101, parallel broadcast the information in their 3-subcube 111** and 100** 
respectively, at the same time, each through nodes 010111�111101 and 100101 
transmit the information to their own pre-3-neighbor nodes(exclude the node which 
send the information to it). Let’s skip the other nodes only along the node 100101, 
first it broadcasts the information in its 3-subcube 100**, at the same time transmit it 
to its pre-3-neighbor nodes 000101 and 101101. 010101 is faulty node, the 
information is passed to the node 101111 through 100111. Since this 3-subcube has 
already received the information, it discards the information. After the node 000101 
receive the information, it broadcast the information in its 3-subcube 000**, and at 
the same time, transmit the information to its pre-3-neighbor nodes 001101 and 
010101. Node 010101 is faulty, through node 000111 the information is transmitted 
to 010111. The 3-subcube 010** has already received the information, so discards it; 
as to the node 001101, since the 3-subcube 001** has already received the 
information, it discards the information. Till now, all the 3-subcube has received the 
information, namely, the source node u has already broadcasted the information to all 
the nonfaulty nodes. 

According to the above analysis, the graph of the process for constructing 
broadcast routes is as follows Fig.3: 

It’s easy to see that in this example, the broadcast routes constructed by algorithm 
Broadcast are exactly the shortest broadcast routes. 

Next let’s analysis the tolerance of the locally subcube-connected hypercube Hn. 

Theorem 3.4. Broadcasting algorithms in locally k-subcube-connected hypercube Hn 
can tolerant the upper bound 2n-1-2n-k for faulty nodes. 

Proof. From the definition of locally k-subcube-connected we can see, the faulty nodes 
are less than the nonfaulty nodes in Hn. So, under the condition of Hn is locally k-
subcube-connected, the number of the faulty nodes which can be tolerant by Hk is 
2k/2-1=2k-1-1. 
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Fig. 3. The graph of the process for constructing broadcast routes by algorithm Broadcast 
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The percentage of faulty nodes that can be tolerant by Hk compared to all nodes in 
Hk is (2k-1-1)/2k=1/2-1/2k. 

The number of faulty nodes that can be tolerant by Hn is (1/2-1/2k)*2n=2n-1-2n-k.    □ 

From the above we can see, with the increasing of k, the number of faulty nodes 
that can be tolerant by Hn is larger. In case k is small, k=3, the number of faulty nodes 
that can be tolerant by Hn is2n-1-2n-3=3*2n-3. When k=n, the number of faulty nodes 
that can be tolerant by Hn is 2n-1-1. 

4   Conclusion 

By studying the definition of locally k-subcube-connected hypercube, we designed a 
broadcasting algorithm in networks with faulty nodes. If the input n-cube Hn is locally 
k-subcube-connected, then the algorithm Broadcast runs in linear time O(2k+1(n-k)). 
And it could construct broadcasting paths of nearly optimal length. We analyzed that 
our broadcasting algorithm can also contain 2n-1-2n-k faulty nodes for the upper bound 
under the condition that Hn is locally k-subcube-connected. To the authors’ knowledge, 
there has not been any development of efficient broadcasting algorithms in a 
hypercube networks for a faulty tolerance model that allows the number of faulty 
nodes to be larger than O(n). Our algorithm has greater improvement in this respect, it 
brings faulty-tolerant ability up to 2n-1-2n-k from O(n)on condition that Hn is locally k-
subcube-connected. 
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Abstract. Consider a mobile ad hoc network with source-routing. The fre-
quency of route discovery is an important performance metric. Such a metric 
measures the overhead of transmitting data in the network. Conventionally, this 
metric was derived from the exponential distribution. While appropriate to 
light-tailed traffic, the exponential model is inadequate in characterizing heavy-
tailed traffic. In this paper, we propose a unified model to take both traffic types 
into account. The proposed model is based on the reliability analysis of series and 
parallel connections. Analysis is conducted with the compound Weibull distribu-
tions. Network performance is evaluated by the first and second moments.  

1   Introduction 

In mobile ad hoc networks (MANET), routing strategies based on the source-initiated 
on-demand (SIOD) approach [10] are more appropriate than the table-driven ap-
proach. The SIOD approach consists of two main phases: route discovery and route 
maintenance. One of the representative SIOD methods is dynamic source routing 
(DSR) [5]. For a particular source-destination (SD) pair in SIOD, the source node is 
responsible to find a route if it wants to send the packets to the destination node. Here 
the route is defined to be an alternating sequence of nodes and links, beginning with 
the source node and ending with the destination node. The route discovery phase is 
typically conducted by broadcasting (flooding) a probe packet to the whole network. 
Once a route is established, each packet will carry the route information in its header. 
Since the intermediate nodes do not have to keep the routing tables, the overhead in 
the table driven approach is eliminated. However, the route-discovery phase with 
broadcasting may take up a substantial amount of network bandwidth. Therefore, the 
frequency of route discovery needs to be reduced as much as possible. One of the 
representative methods is to explore multiple routes from a single broadcasting. This 
leads to the multipath routing paradigm [6]. In this paradigm, given a particular SD 
pair, there are a primary route and several secondary ones. Usually, the packet stream 
goes through the primary route. A secondary routes is put into use if the primary one 
was broken up. A new route discovery is needed only after all routes are broken. 

In the MANET, a route can be broken for the following reasons: (a) A link disap-
pears when the wireless signals fades away as the transmitter-receiver (T-R) distance 
increases or the interferences become dominant. (b) A link disappears when its end 



 Performance Analysis of Route Discovery in Wireless Ad Hoc Networks 315 

 

nodes quit their participation in networking. Cause (a) is a common problem in any 
wireless systems. It is typically analyzed by the space-propagation models for large-
scale fading or the Rayleigh and Ricean distributions for small-scale fading. Cause (b) 
seems to be unique to MANET as it is directly related to the "ad hoc" nature of the 
participations. To develop analytical yet tractable models, some recent studies have 
tried to investigate causes (a) and (b) separately (e.g., [6], [8]).  For the latter, a ran-
dom variable LiX  is usually employed to describe the lifetime of a wireless 

link iL ),,2,1( ni L= . For example, in the model presented in [6], LiX  is assumed to 

follow the negative exponential distribution (NED) and all LiX 's are supposed to be 

independently and identically distributed (i.i.d.). The authors compared the multi-
route approach with the single route approach in terms of route-discovery frequencies. 
The results, however, are mainly useful for voice traffic (rather than data traffic). The 
reason is that the model is based on the NED, and the NED is adopted to characterize 
voice traffic in circuit-switching networks. For data traffic in which burstiness in-
heres, models other than NED should be established. Here, we propose a unified 
model applicable to both voice and data traffic. Our model mainly characterizes cause 
(b). with moderate enhancement, however, it can also take cause (a) into account.  

2   Background and Motivation 

Mathematically, the distribution of a random variable is heavy-tailed if it decays 
slower than the NED. In this paper, we propose a Weibull-distribution model to 
evaluate MANET performance. Formally, a random variable X is said to follow the 
Weibull distribution if its probability density function (PDF) is: 
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where a is the shape parameter and b is the location parameter. Accordingly, the 
cumulative distribution function (CDF) and the kth-order moment respectively are: 
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where )(⋅Γ  is the Gamma function. It is can be shown that the Weibull distribution is 

heavy-tailed if ,1<a while it becomes the NED if .1=a It is more heavy-tailed (i.e., 
the tail becomes longer) as parameter a gets smaller. We adopt the Weibull distribu-
tion to conduct our analysis for the following reasons: (1) As a general function, it 
approximates voice, data, and wireless communications ([1], [3], [11]);  (2) Its two-
parameter structure provides the flexibility to characterize various types of traffic: (a) 
It is a member of the heavy-tailed distribution family with appropriate parameters; (b) 
It includes the exponential and Rayleigh distribution as a special case; (3) It will char-
acterizes other traffic primitives such as the Transmission Control Protocol (TCP) 
inter-connection times (Chapter 15 in [7]) and may be used to enhance the reported 
work on TCP operated in MANET ([2], [4]); and (4) It is one of the most representa-
tive distributions in reliability analysis—a key issue in MANET. 
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3   The Compound Weibull Distributions 

In MANET a route is defined as a series of multiple links. Thus a route fails when any 
one of these links breaks. Let ),......,2,1( niX Li = be the lifetime of the ith link, then 

the critical lifetime of a route P with n links is simply that of its weakest link: 

).,......,,( min 21 LnLLP XXXX =  

Proposition: The life-time of a route, pX , follows the Weibull distribution if all link 

life-times ),......,2,1( niX Li =  are i.i.d. Weibull random variables. 

Proof: According to probability theory (e.g., [9]), 
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The result is the Weibull CDF with location or scale parameter nb / and the same 
shape parameter a as appeared in the individual link random-variables.             Q.E.D. 

The mean and variance can readily be obtained from Eq. (1): 
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(2) 

where bn /=λ  and the subscript "1" on the left-hand-side suggests that this is the 
single-route case. 

3.1   The Parallel-of-Series (PoS) Compound Weibull Distribution  

Now let us investigate the multi-route case. There are two basic types of topology: 
parallel-of-series (PoS) and series-of-parallel (SoP). The former represents a bank of 
serial routes laid side-by-side, while the latter suggests a route made up of redundant 
elements. The former is considered in this section. Suppose that there are m disjoint 
routes connecting an SD pair. Each disjointed route is a series of 

),,2,1( mqnq L= links. In this configuration, a new route discovery is needed only 

after all m routes broke. As a result, the time between successive route discoveries Z 
is dependent upon the most robust path. In other words, no route discovery is needed 
until the “toughest” serial route breaks: ).,......,,( max 21 mXXXZ =  

Proposition: The PDF of Z takes the following form: 
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Proof: According to probability theory: 
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Q.E.D. 

Definition: A random variable Z is said to follow the parallel-of-series (PoS) com-
pound Weibull distribution if its CDF is given by Eq. (3). 

In the case of 2=m , the time-between-discovery PDF becomes: 
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where .2112 λλλ +=  

3.2   The Series-of-Parallel (SoP) Compound Weibull Distribution 

In the SoP configuration, we define a component as m  parallel one-hop links that have 
the same end nodes. An SoP topology is referred to as a series of n  such components. 
Accordingly, a component's life-time SX is dependent on its most robust link: 

).,......,,max( 21 LmLLS XXXX =  According to probabilistic mathematics we have: 
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In general, the components are allowed to have different number of parallel links. 
Specifically, for a series of n components, the ith component includes im  parallel 

links, where im  is not necessarily the same as  jm . Considering the resultant life-

time Z of a series of n components, the most vulnerable component dictates: 
),,......,,min( 21 nXXXZ = hence 
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(4) 

Definition: A random variable Z is said to follow the series-of-parallel (SoP) com-
pound Weibull distribution if its CDF is given by Eq. (4). 
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It can be shown that the mean of random variable ,Z ),(ZE  of both PoS and SoP 

networks is of a closed-form, including a Gamma function. The derivation and the 
resulted expressions, however, are somewhat tedious. In the following, we consider 
two special cases to gain more insights.  

4   Case Study 1 

Consider a case of the PoS topology in which all m routes have the same length, i.e., 
nnnn m ==== L21 . From Eq. (4), it can be shown that: 
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where ./ bn=λ  Note that we used the binomial theorem to obtain the last line above. 
Consequently, the mean is: 
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Here subscript m on the left hand side highlights the m-route paradigm. Furthermore, 
the variance is: 
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In order to estimate the relative merit of the multi-route connection over single-route, 
we first evaluate the ratio of )(ZEm to )(1 ZE , as shown respectively in Eq. (2) and 

the )(ZEm equation above: 
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By definition, this ratio is bigger than unity. It is important to recognize that this 
ratio is independent on route length .n  Note that h  represents the normalized average 
time between successive route discoveries. Therefore, the larger h  values should be 
sought whenever possible. The numerical profile of five instances for m = 2 to 6 are 
illustrated in Figure 1. 
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Fig. 1. The mean ratio of m-route to 1-route (with identical route lengths) 

The merit of employing m routes with an identical length can easily be observed 
from Figure 1. However, the merit tends to diminish when the shape parameter a gets 
larger, assuming its smallest gain when the Weibull degenerates into an exponential 
distribution (a = 1). For example, the relative performance gain for m = 6 is about 
4.25 when 4.0=a  and less than 3.0 when .75.0>a  In other words, the longer the 
tail, the better. So far we have focused on comparing the average values, i.e., the first-
order moments. In order to characterize the deviations between the single route and 
m-route configurations, we evaluate the ratio of their variances: 
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The profile of the ratio r  vs. a  is illustrated in Figure 2. Unlike the ratio for the 
first moment, here the smaller r  values should be sought. It is clear from Figure 2 that 
the m-route approach is unfavorable in terms of the variances, as the ratio is consistently 
greater than unity. The situation gets worse as parameter a  decreases.  Recall that a 
smaller a  corresponds to a heavier tail. This observation is consistent with the original 
characteristics of the heavy-tail distributions: their variances are usually large. 

Since the average performance is opposite to the variation in performance, we  
wish to evaluate their joint effects. The ratio of the mean to the standard deviation is 
used for this purpose: ./)(),( mm ZEmaw σ= The profile of w  vs. a  is illustrated in 

Figure 3. It is noted that the merit of employing m routes becomes clear—for a fixed 
,m the standard deviation decreases faster than the mean as a increases. It is more 

important to watch the mean in comparison to the variance.  Thus the gain in average 
performance outweighs the cost of service variation. 
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Fig. 2. The variance ratio of m-route to 1-route (with identical route lengths) 

 

Fig. 3. The ratio of mean to deviation (identical route length) 

5   Case Study 2 

Now consider anther case of the PoS topology. In this case, we investigate two routes 
(i.e., m  = 2) where the secondary route is longer than the primary, i.e., 12 nn > . It 

follows from the general PDF expression that for m = 2: 
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where subscript "2" on the left-hand-side highlights the double-route case. To esti-
mate the relative merits of the double-route connections, we evaluate the ratio of 

)(2 ZE to )(1 ZE : 
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(5) 

where ,1// 1212 >== nnu λλ or the secondary route is longer than the primary route. 

Note that u  can be interpreted as the normalized length of the secondary route. To 
show the effect of route length, the profile of h  vs. u  is illustrated in Figure 4. 

 

Fig. 4. The mean ratio of 2-route to 1-route (varying route lengths) 

 

Fig. 5. The variance ratio of 2-route to 1-route (varying route lengths) 

It is observed there is little advantage in employing two routes when the secondary 
route is a lot longer. Actually, the two-route approach contributes only marginally 
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when .5.2>u  These results suggest that, in the MANET, it is only worthwhile to 
introduce a second route of comparable length. The above represents average per-
formance comparisons. In order to characterize variation in performance, we evaluate 
the ratio of their variances: 
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To show the effect of route length, the profile of r  vs. u  is illustrated in Figure 5. 
Unlike average performance, here the smaller r values are preferable, justifying the 
secondary route. Clearly, when 1.5u > the advantages are clear—the r  values are 
less than 1.1. In other words, a long secondary route results in performance variations 
comparable to the primary route. A distinct characteristic of r  is that it is not mono-
tonic. For instance, a minimum of 95.0≈r  is found at 4.2≈u for 8.0=a .  Put it in 
other way, if the length of the second route is two to three times longer than the pri-
mary route, the performance variation of the 2-route case is at its smallest. Further-
more, it is observed from Figure 5 that, as the shape parameter a  gets larger, this 
minimum shifts left. When the Weibull degenerates into an exponential function, for 
example, the ratio r is at its smallest: 0.92, which occurs when u = 2.1. Thus the local 
convexity of r serves to find the optimal length of the secondary route. 

6   Conclusions 

Toward a unified framework, the proposed model takes the heavy-tailed traffic into 
account, extending the conventional model that mainly considers light-tailed traffic. 
Built upon the Weibull distribution, the model encompasses both heavy-tailed and 
light-tailed traffic. With the established model, the multi-route approach—both in SoP 
and PoS networks―has been compared with the single-route approach. Although the 
former is generally better than the latter, it seems neither necessary to introduce a 
great number of secondary routes, nor a few long secondary routes. The above con-
clusions are applicable to both bursty data-traffic (with the Weibull shape parameter 

1<a ) and conventional voice traffic (with the shape parameter 1≈a ) . 
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Abstract. The existing on-demand routing protocol in Ad-Hoc network is 
suitable to the wireless network, which has frequent movement of nodes. But, 
traffic is concentrated into the particular node where the mobility of the nodes is 
low because it cannot find new route till the network topology alters (even 
when the acting route is complicated). Besides, when network is stable, data is 
transmitted after choosing shortest path without any consideration of any 
particular node's traffic, and then traffic is concentrated into a particular node, 
which raises the problem of delay of transmission and huge energy consuming. 
We suggest a load-balanced routing method, which considers energy 
consumption. Our method improves the function of route discovery by adding 
energy factor to the existing DSR(Dynamic Source Routing).  

1   Introduction 

Ad-Hoc network is a collection of wireless mobile nodes forming a temporary 
network without the aid of any established infrastructure or centralized 
administration. The topology of connections between nodes in Ad-Hoc network may 
be quite dynamic. Ad-Hoc networks require a highly adaptive routing scheme to deal 
with the frequent topology changes[1].  

Ad-Hoc network has the characteristics that all nodes move spontaneously to 
arbitrary positions by the time. Therefore, there exist technical difficulties in route 
discovery and route maintenance.  All nodes in network spend additional energy 
because they perform routing or hosting functions as well as the existing transmitting 
functions. This can directly affect the lifespan of Ad-Hoc network, which raises many 
problems that have to be resolved for the practical use. Ad-Hoc network 
establishment necessarily requires minimizing of the energy consumption and 
performing the optimal route discovery and maintenance. That is to say, with the 
minimization of the energy consumption, network lifespan can be elongated. Route 
will be efficiently maintained by choosing the optimal route, and higher rate of packet 
transmission can be achieved by the minimization of the link[2,8].  To solve these 
problems, various types of algorithm are being suggested on which the characteristics 
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of network are well reflected[8,6,7,10]. We are here proposing upgraded protocol, 
which is advanced more properly than existing routing protocols. 

This paper is organized as follows. In section 2, we describe the characteristics of 
Ad-Hoc network and problems. Section 3 provides considerable insight into ECLB 
which is the suggested method, and experimental results are presented in section 4. 
Finally, we induce the conclusion and propose the future research works.  

2   Previous Work 

2.1   The Characteristics of Ad-Hoc Networks and Problems  

Ad-Hoc network is a temporary network that consists of mobile nodes that can 
communicate with each other without relying on any infrastructure.  

The wireless Ad-Hoc network has features as follows: 

Firstly, Mobile nodes, which use wireless interfaces, are restricted by a distance 
between them as their data transmission rate gets lower in proportion to it. Secondly, 
as the node moves, the network topology also shows its dynamic change. Lastly, 
mobile nodes have their limitation in their energy supplies because of utilizing 
capacity-limited batteries.  

Ad-Hoc network requires offering communication services constantly regardless of 
the topology changes that are induced by its frequent changing. Effective algorithm 
and mechanism are also required to prohibit the nodes in the network from consuming 
of resources excessively[1,2]. Therefore, it is necessary to research on the routing 
protocol, which can minimize control packet overload and energy consumption in its 
route discovery process resulting in improving the network efficiency.  

Ad-Hoc network is recommended to uses limited amount of energy to support most 
of the node mobility. The energy consumption that determines the efficiency of Ad-
Hoc network occurs in dealing with data, transmitting various control messages, and 
communicating[9,11,12,13]. That is, to improve the efficiency of whole the network, 
it is necessary to design energy-concerning protocol.   

Of the route within Ad-Hoc network, route discovery and recovery process 
frequently occurs because of the dynamic change of topology of nodes. If the required 
time can be shortened, it is possible not only to cope promptly with the topology 
change of nodes but also to transmit data as fast as it can, and the reliability of 
network can also be heightened by reducing missing data during the process of route 
discovery and route recovery. DSR, one of the on-demand method routing protocol, 
can shorten the required time to spend in reforming since it maintains Route Cache of 
all nodes within network, beginning investigation for route reformation not from 
source node but from the node in which error occurs[4]. In this paper, more efficient a 
DSR-based routing method is suggested. 

2.2   Energy Conservation and Load-Balancing  

The question is that the Ad-Hoc network generates control traffic overhead or causes 
transmission delay since network topology changes dynamically and it also performs 
route rediscovery when route is cut off because of single path in routing protocol. 
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In existing on-demand routing method, message transmissions occur after forming 
the optimal route. Successive message transmissions, however, occur with particular 
nodes acting as routers when the network topology alteration is small. 

As a result, excessive traffic makes transmission delay and excels the energy 
consumption in the node used as a router, which means that most of energy is spent 
on the routing function. As it were, traffics are concentrated into a particular node 
when the mobility of nodes is low[1,2]. 

A number of routing proposals for ad hoc networks took energy conservation 
into consideration so as to extend the lifetime of the wireless nodes by wisely using 
their battery capacity [7,10]. Minimum battery cost routing (MBCR) [7] utilizes the 
sum of the inverse of the battery capacity for all intermediate nodes as the metric 
upon which the route is picked. However, since the summation must be minimal, 
some hosts may be overused because a route containing nodes with little remaining 
battery capacity may still be selected. Min-max battery cost routing (MMBCR) [7] 
treats nodes more fairly from the standpoint of their remaining battery capacity. 
Smaller remaining battery capacity nodes are avoided and ones with larger battery 
capacity are favored when a route is chosen. However, more overall energy will be 
consumed throughout the network since minimum total transmission power routes 
are no longer favored. In [10], MTTP is used when all the nodes forming a path 
(note that one path is sufficient) have remaining battery capacity that is called 
battery protection threshold, and MMBCR is used if no such path exists. The 
combined protocol is called conditional max-min battery capacity 
routing(CMMBCR). 

In existing on-demand routing method transmission of message occurs right after 
the formation of an optimal route from source node to destination node. However, if it 
is in stable condition that network topology change is relatively small, it successively 
transmits messages with a particular node in the route acting as a router. 

Consequently, excessive traffic causes transmission delay, increases the energy 
consumption to router, and makes most of energy wasted in acting route functions. In 
low mobility of node, traffics are concentrated into a particular node[1,2]. To solve 
this problem, SLAP(Simple Load-balancing Ad-hoc routing Protocol) and 
LBAR(Load-Balancing wireless Ad-hoc Routing) method are suggested. 

In SLAP[5], a node judges that excessive traffic is concentrated on it when the 
traffic amount reaches to a upper threshold value. And then, it avoids participating in 
the route by transmitting GIVE_UP messages. However, if the upper threshold is set 
high, SLAP is similar to AODV or DSR. On the other hand, if the upper threshold is 
set low, GIVE_UP messages are highly transmitted. LBAR[6] is a routing protocol 
that finds the route with the minimum traffic load considering load balancing under 
the Ad-Hoc network circumstance. Since LBAR uses traffic load information not only 
from its own node but also from neighbor nodes, additional overhead occurs for the 
regular collection of the information. Also, in case of disconnection of linkage, this 
protocol opts for an alternative bypass based on the route information collected in the 
past. Therefore, the probability of errors becomes higher in wireless Ad-Hoc network 
circumstance where network topology (the nodes) changes frequently. 
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3   ECLB (Energy Consumption Based Load Balancing Method) 

For solving the problems mentioned above, we propose ECLB (Energy Consumption 
Load Balancing), a routing method that concerns energy consumption rate. ECLB 
makes balanced energy consumption available by calculating energy consumption 
rate of each node and choosing alternative route accordingly in order to exclude the 
overburdened-traffic-conditioned node in route discovery. The point is that not only 
main path but also alternative path can be formed on the basis of the measure energy 
consumption rate using present packet amount per unit time and mean packet 
throughput of the past. By forming route in advance and conversing into preformed 
alternative path when route impediment occurs, transmission for route rediscovery 
and control traffic overhead can be decreased. 

In other words, when main path cannot be restored because of cut-off, data are 
transmitted through existing alternative path without re-performing source-initial 
route discovery. When network topology is relatively stable, the energy-deficient 
nodes are included in the routing path, which could shorten the lifespan of whole 
network. To solve this problem, balancing energy consumption algorithm based on 
DSR is suggested in which a few parameters and several simple functions are added.  

To be formed inversely proportionate to packet throughput, energy threshold is 
calculated as follows: 

α−= ETh0
 

(1) 

k
MaxP

P
ThTh ttt ⋅⎟

⎠
⎞

⎜
⎝
⎛ −⋅=∆+ 1

 

(2) 

According to the control coefficient α , initial threshold 0Th  is established as 

follows to have the value little smaller than E . E refers the initial energy value of 
each node.  

The threshold of tt ∆+ can be calculated as formula (2), where P refers the 

packet numbers treated until time t , MaxP is the experientially gained mean value 
of maximum packet throughput of Ad-Hoc network which has the similar 
circumstance to the present network. In formula (2), k is the control coefficient to 
accelerate the adjustment of threshold. When the control of threshold is slow, 
lowering k can accelerate adjustment of threshold. The calculated threshold would be 

renewed every t∆ and transmit through the present formed route.  
The method of multipath formation and route formation using transmitted 

threshold is as follows: 
Every node adds energy_remainder which is the surplus energy storing parameter. 

energy_remainder is initialized as E  which is the initial energy value of each node, 
and decreased according to the packet throughput. In each packet, energy_packet for 
transmitting energy_threshold has been taken into consideration in addition. In source 

node, energy_packet is to be set as 0Th . energy_threshold can be calculated 

according to formula (2). When source node generates RREQ packet, energy_packet 
in packet is to be set as energy_threshold of itself. When intermediate nodes receive 
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RREQ, they determine whether it would participate in routing or not by comparing its 
own energy_remainder with energy_packet of packet.  

That is, when energy_remainder is larger than energy_packet, like existing DSR, 
RREQ is to be broadcast. But if energy_remainder is smaller than energy_packet, 
then RREQ is discarded and it makes the node not participate in routing. When data 
packet is being transmitted, intermediate node chooses appropriate alternative path by 
sending RERR to source node to find that its own energy_remainder is smaller than 
the energy_packet. 

ECLB Algorithm : Energy Consumption based Load Balancing Method. 

For node N 
energy_remainder = E; 
when receives a packet { 
   if( RREQ packet ) { 

      if( packet’s RREQ ID != RREQ ID in node cache ){ 
         if( addresses in RREQ’s route record != 

node’s address ){ 
            if( RREQ’s destination address != node’s address ){ 
               if( energy_remainder > energy_packet in RREQ ){ 
                  attaches to node’s address in route record; 
                  broadcast the network; 
               }else{ 
                  discard packet; 
               } 
            }else{ //destination node 
               send RREP; 
            } 
         }else{ // already included in the path 
            discard packet; 
         } 
      }else{ // already received RREQ 
         discard packet; 
      } 
   }else if (RREP packet ){ 
      if( node N is the source node ){ 
         select route; 
      }else{ 
         forward a packet to the source node; 
      } 
   }else if( ERROR packet ){ 
      if( node N is the source node ){ 
         if( the source node needs the route ){ 
            if( a alternative path exists ){ 
               select route; 
            }else{ 
               energy_packet = energy_Threshold; 
               initiate the route discovery; 
            } 
         } 
      }else{ 
         remove error node’s address in route cache; 
         forward error packet to the source node; 
      } 
   }else{ 
      if( energy_remainder < energy_packet ){ 
         forward RERR packet to the source node; 
      }else{ 
         process the packet using the underlying 

routing protocol; 
      } 
   } 
  reduce energy_remainder; 
} 
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4   Performance Evaluation of ECLB Routing 

We have constructed a packet-level simulator that allows us to observe and measure 
the protocol’s performance under a variety of conditions. The model is similar to that 
in [14]. Our simulations are run using ad hoc networks of 50 nodes under a nominal 
bit rate of 2 Mbps. Mobile terminals move with a speed that is uniformly distributed 
between 0 and 20 m/sec. In addition, mobility is varied by means of varying the 
pause/rest period. For every variation of the traffic sources, the experiments are run 
for a set of pause periods. The smaller the pause period, the higher the mobility, and, 
the greater the pause period, the lower the mobility. This implies that varying the 
length of the pause period is equivalent to varying the mobility model. Each and every 
mobile node alternately rests and moves to a new random location within the 
rectangular grid.  

Experiments were run for pause period of 0, 10, 20, 40 and 100 seconds in case of 
50 nodes. Mobile nodes can communicate only within a constant range of 200m. The 
experiments use different number of sources with a moderate packet rate and 
changing pause times. We use 10, 20, 30 and 40 traffic sources and a packet rate of 4 
packets/sec. Mobile nodes are free to move in a 500m x 500m topology boundary and 
simulation time of 100 sec.  

The experiments were run for two different initial energy of node : 5 and 10. And 
the energy values spent when nodes receive and transmit the packets are set to 0.3 and 
0.4 respectively. 

4.1   Performance Metrics 

Three important performance metrics are evaluated: 

Packet delivery fraction – The ratio of the data packets delivered to the destinations to 
those generated by the CBR sources. 

Average end-to-end delay of data packets – This includes all possible delays caused 
by buffering during route discovery latency, queuing at the interface queue, 
retransmission delays at the MAC, and propagation and transfer times. 

Normalized routing load – The number of routing packets transmitted per data packet 
delivered at the destination. Each hop-wise transmission of a routing packet is 
counted as on transmission. 

4.2   Simulation Results 

Figures 1 and 2 show the packet delivery fractions for variations of the pause time for 
ECLB, AODV, and DSR. Note that the packet delivery fractions for ECLB, AODV, 
and DSR are very similar for both 10 and 20 sources. With 30 and 40 sources, 
however, ECLB outperforms AODV and DSR. In fact, ECLB achieves the highest 
packet delivery fraction for all pause time values. For 30 sources, ECLB achieves up 
to 20% higher packet delivery fractions than both AODV information that is stored in 
destination node to provide aid in routing of route discovery. Similarly, ECLB has 
superior performance to both AODV and DSR in the case of 40 sources, in terms of 
the packet delivery fraction.  
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Especially, in case of pause period value of 100secs, which has low node mobility, 
ECLB shows a better efficient performance twice as high as the DSR does. 
Furthermore, the less the value of initial energy is, generally the better the 
performance is. Through the simulation, we got the result that where the value of 
initial energy is high (bigger than 40), ECLB has almost the same performance as 
DSR. Also, ECLB has a better average end-to-end delay than both AODV and 
DSR(see Figure 3 and 4). For 30 and 40 sources, ECLB achieves significantly lower 
delay than AODV and DSR. Moreover, the delays decrease with lower mobility for 
ECLB in all four cases while it increase with 30 and 40 sources for both AODV and 
DSR. This is due to a high level of network congestion and multiple access 
interference in certain regions of the ad hoc network.  

The routing load results see Figures 5 and 6, show that the routing load of all three 
protocols increases with increasing the number of sources. This is because the increase 
in the number of source nodes causes a greater number of request message flooding. 
ECLB demonstrates a lower routing load than both AODV and DSR. In summary, 
ECLB outperformed the AODV and DSR. ECLB achieves a higher packet delivery 
fraction, a lower average end-to-end delay, and a lower normalized routing load. 

Fig. 1.  Packet delivery fraction (Initial Energy = 5) 

Fig. 2. Packet delivery fraction (Initial Energy = 10) 
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Fig. 3. Average end-to-end delay of data packets (Initial Energy = 5) 

Fig. 4. Average end-to-end delay of data packets (Initial Energy = 10) 

Fig. 5. Normalized routing load (Initial Energy = 5) 
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Fig. 6. Normalized routing load (Initial Energy = 10) 

5   Conclusions and Future Work 

In this paper, we proposed a novel on-demand routing scheme, namely the Energy 
Consumption Load Balancing (ECLB) protocol. In ECLB, routing policy concerning 
the energy efficiency on the basis of DSR has been proposed. The higher efficiency of 
packet delivery could be achieved by determining the participation on routing 
according to the present energy leftover, because the excessive energy consumption 
of particular node is avoided in Ad-Hoc networks of low node mobility.  

The performance of the proposed ECLB protocol has been studied through a 
simulation study. Simulation results have clearly shown the advantages of ECLB over 
DSR and AODV in terms of packet delivery fraction. The simulation is performed 
with NS-2 version of 2.26, the proposed method achieved the double efficiency 
performance of DSR, in relatively stable Ad-Hoc network, which is composed with 
many nodes and has low mobility of the nodes. When the initial energy is very low, 
generally much better efficiency has been achieved, which let us expect that it will 
show the better efficiency in necessary application using of terminal node with low 
electricity. The future work of this study will be additional model for a performance 
improvement on the basis of load-balancing in the networking environment of higher 
power level.  
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Abstract. In multi-hop ad hoc networks, communications rely heavily
on cooperation of each node. Albeit a good teamwork will run the wireless
networks well, some selfish behaviors could definitely break them down.
This paper examines the theoretical aspect of selfish nodes through a
non-cooperative game framework. Depending on the tradeoff between
the nodes packet generating requirements and forwarding preferences,
we introduce a unique “cost and compensation” scheme: the nodes first
select their initial packet generating rates, in order to attain their desired
values, they adjust the rates according to the associated cost reflected by
network status; and they are also compensated once they forward pack-
ets for other nodes. We then propose a distributed algorithm to achieve
optimal point for individual node–Nash Equilibrium(NE). Finally, sim-
ulation results show that proposed scheme is effective to enforce the
potentially selfish nodes to co-operate.

Keywords: Ad Hoc Networks, Non-cooperative Game, Nash Equilib-
rium(NE).

1 Introduction

Wireless Ad Hoc networks are growing increasingly due to the fact that they offer
unique benefits for certain applications. Wireless ad hoc network tries to pull all
the nodes participation in network function, but some nodes use a probabilistic
“waiting and see” approach - try to avoid the forwarded packets by waiting
for some other nodes to take it up, with a certain probability. Consider that if
“one packet” is held in an intermediate node, and that node feels no interest
in forwarding the packet after a long time, then how can we do with that?
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Earlier work [1,2,3] has shown that such non-cooperative behavior could easily
jeopardized the network performance to severely degrade. However, the dynamic
interactions arising in ad hoc networks make it difficult to analyze and predict
node performance, inhibiting the development of the wireless ad hoc networks.

Recently, the idea of using pricing scheme based on Game theory to stimulate
node cooperation rushes in wireless ad hoc networks [2,4,5,6]. An efficient pric-
ing mechanism makes decentralized decisions compatible with overall system
efficiency by encouraging less aggressive sharing of resources rather than the
aggressive competition of the purely noncooperative game. A pricing policy is
called incentive compatible if pricing enforces a Nash equilibrium that improves
the sum of all players utilities. Although those pricing schemes achieve the whole
system maximal throughput or power control purposes, (here, pricing does not
refer to monetary incentives, can be treated as a credit level) some policies are
extreme, which we think do not account for the relative preferences for individ-
ual nodes. Typically, pricing should be motivated by two different objectives: 1)
it generates revenue for the system and 2) it encourages players to use system
resources more efficiently [7]. However most previous work focus on the first as-
pect of this problem. In this work, pricing rather refers to motivate individual
node to adopt a social behavior from gaining more benefit for themselves.

In this paper, we use pricing policy in such a way: we introduce a “cost and
compensation” scheme as a less-aggressive way to avoid such non-cooperative
behavior. We assume that once a packet is sent from a source node, the packet
is associated with a cost, i.e, when node i needs sending packets as a source
node, it is required a cost(e.g. reasonably some money). The cost is adjustable
according to the network status, whereas the node can also accept or reject the
cost. In order to induce voluntary forwarding, the network will also compensate
the nodes who consume energy in forwarding packets for other nodes. If we
think of the implied costs as the penalties to be paid by the source nodes and
the compensation as the encouragement to relay nodes then local optimization
of the node, for example, the desired performance plus the compensation then
minus the cost to be paid, will yield an optimal point. Each node can optimize
only its packet generate strategy (However the final utility is determined by the
strategy set constituted by all other nodes). The ”cost and compensation” in
this context could be regarded as the network credits, which do not necessarily
relate to real money.

The remainder of the paper is organized as follows. Section 2 we describe the
basic framework and definitions. In Section 3 we propose an algorithm to find
Nash Equilibrium in the game and discuss the implementation issues. Section 4
is the illustration of 3-Node case study. In section 5, we analyze the simulation
results. Finally section 6 concludes the paper and the illustrates the future work.

2 Basic Framework

Given a N -node wireless ad hoc network, the transmission radius is assumed to
be identical for all nodes. A node can only directly communicate with the nodes
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which are inside its transmission range. Each node cannot receive more than one
packets or cannot transmit and receive a packet simultaneously and we do not
consider channel errors.

The basic setting of the game is as following: There are N nodes in ad hoc
networks. Here the nodes are non-cooperative in the sense that they have no
means of contributing to others, each node wishes to optimize its usage of the
network independently. Each node i, (i ∈ {1, . . . , N}) has strategy xi as: the
rate of the packets generated by node i as a source node. x could represent
the space of xi vectors. And utility function Ui is taken to be increasing and
concave in accordance with dynamic topology. Utility Function models user i
desired normalized throughput depending on both its willingness to pay and the
network status, defined on a subset RN of termed x. The nonnegative packet
generating rate xi generated by node i satisfies the bounds 0 � xi � MR. P sd

i

is the probability the assigned packets are forwarded by i from node s to node
d. S{i} is the set of sessions in which node i is a source node. R{i} is the set of
sessions in which node i is a relay node. αi is cost factor of node i which represents
the cost incurred per unit of packet rate generated by node i as a source node. λi

is compensation factor of node i which represents the compensation associated
with the contribution that node i made.

2.1 Node Problem

The objective of each node is to maximize its net utility which is, for a particular
rate, the difference between the network utility and the cost of accessing the
network, considered as Lagrangian of system problem Q,

max{x}

{
xi

∏
j∈S{i}

P j
sd − ∑

i∈S{i}
αilnxi +

∏
j∈R{i}

λixsP j
sd

0 � xi � MR
(1)

2.2 Network Problem

The objective of network is that to determine the optimal packets generating
rates to nodes that maximizes its total revenue, based upon the difference be-
tween charging and compensation for nodes. We also consider it as Lagrangian

max{x}

{ ∑
i∈S{i}

αilnx − ∏
j∈R{i}

λixsP j
sd

0 � Ax � MR
(2)

In this paper, we assume all the nodes are ”rational”, which means nodes’
behavior are totally determined by themselves. In the game, the nodes control
their packet generating rates x and forwarding preferences psdto optimize their
utilities; the network controls cost coefficient αi and compensation coefficient λi

to maximize its revenue.
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2.3 Nash Equilibrium

Definition 1. The situation x∗ = (x∗
1, . . . , x

∗
i , . . . , x

∗
n) 1 is called the Nash Equi-

librium in the Game Γ , if for all nodes give strategies xi ∈ Xi and i = 1, . . . , n
there is

Ui(x∗) � Ui(x∗ ‖ xi) (3)

Remark. It follows from the definition of the Nash equilibrium situation that
none of the nodes i is interested to deviate from the strategy x∗

i , (when such a
node uses strategy xi instead of x∗

i , its payoff may decrease provided the other
nodes follow the strategies generating an equilibrium x∗). Thus, if the nodes
agree on the strategies appearing in the equilibrium then any individual non-
observance of this agreement is disadvantageous to such a node. In this paper,
we will simplify Nash Equilibrium as NE.

3 The Distributed Algorithm

In this section, we give an algorithm to compute NE of non-cooperative node
game, and illustrate the implementation issue on ad hoc networks.

3.1 The Distributed Algorithm

As mentioned above, the algorithm could easily be implemented as a local pro-
cedure (optimization of Ui(·)). For the case of more general networks, we need to
calculate the derivative of the utility function of Equation 1. Then the problem is
reduced to a single variable optimization problem: a node does an iterative step
to compute its optimal packet generating rate. Thus, we compute the derivative
with respect to equation 1,

dxi

dt
= ẋi =

αi

xi
−

∏
j∈S{i}

P j
sd (4)

Note that in the above expression we first assume that the packet forwarding
probabilities (p) and cost and compensation factor of all the source nodes in the
network are same initially and then compute the derivative with respect to this
(x). This is because during the computation the node must take both cost and
compensation into account to get the optimal strategies.

Note that in the above expression we first assume that the packet forwarding
probabilities (p) and cost and compensation factor of all the source nodes in the

1 Note (x1, . . . , xi−1, xi, xi+1, . . . , xn) is an arbitrary nodes’ strategy set in cooperative
game, and xi is a strategy of node i. We construct a nodes’ strategy set that is
different from x only in that the strategy xi of node i has been replaced by a strategy
x

′
i. As a result we have a nodes’ situation (x1, . . . , xi−1, x

′
i, xi+1, . . . , xn) denoted by

(x‖x′
i). Evidently, if node i’s strategy xi and x

′
i coincide, then (x‖x′

i) = x.
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network are same initially and then compute the derivative with respect to this
(x). This is because during the computation the node must take both cost and
compensation into account to get the optimal strategies.

Thus, solving the problem is reduced to a single variable optimization issue.
A node does an iterative ascent to compute its optimal packet generating rate.
Thus, in its kth computation, a node i uses the iteration

xi(k + 1) = xi(k) + ξ(k)(
αi

xi(k)
− K

∏
j∈S{i}

P j
sd) (5)

where ξ(k) is a sequence of positive numbers satisfying the usual conditions
imposed on the learning parameters in stochastic approximation algorithms,
i.e., Σka(k) = ∞ and Σka(k)2 < ∞.

Note that it is possible that different nodes settle to different local maxima.
We define here that all the nodes settle Nash Equilibrium (Nash Equilibria)in
the highest packet generate rate. We are going to discuss the implementation
issue of this algorithm in the following description.

3.2 Network Implementation

Above algorithm requires a node to know neighborhood status around itself. In
order to get effective knowledge about the network status in topology-blind ad
hoc networks, feedback signals are included in the packet header to measure
or estimate the network status. Simply to say, the feedback signals reflects the
node willingness to pay αi and network compensation factor λi. The iterations
can be run at each network node using local information. In the following, we
describe the local procedures associated with the scheme only with parameter
αi, because that compensation factor λi could be integrated in the packet header
in a similar way.

Source Procedure:
A source i sends a forward packet and inserts P 0d

i in the corresponding fields.
Then, it sends the packet to the destination. At the reception of a backward
packet with αi, i adjusts its P d0

i according to αi contained in the backward
packet. We consider that a source has a variable called P sd

i which is updated as
follows: P d0

i −→ P d1
i .

Relay Node Procedure:
1: Let x(0) be the initial N -vector of nodes’ generating rates.
2: Source node i is associated with a cost factor αi(0) according to its packets
generating rate. This is a global parameter of the system.
3: At the k iteration step of the game, the node i will choose a new packets
generating rate according to equation 5.
4: Node i broadcasts the new packet generating rate to its neighbor.
5: All other nodes in the same session will likewise update their choice of forward
probability strategies according to step 3.
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6: Those nodes advertise their new forward probability according to their neigh-
bors x(1).
7: Source node S checks the currently active number of participating nodes, nj ;
8: Broadcast the value of optimal strategy x∗ to all the participating nodes;
9: If the session has changed(e,g, topology changed) go to back to 2; otherwise
go back to step 3.

4 Case Study

As a simplified example, let us firstly consider an ad hoc network with 3 nodes,
denoted by N1, N2, N3. Transmission could be finished through one intermediate
node or to the destination directly. N1 has one unit packet to send to N3, it sends
its packet to other nodes and keeps its desired cost. N2 also has packet to send
to N3. N3 has no knowledge of whether N1 or N2 will send the packet directly
to it or using a relay node. (Suppose the network cannot verify any claims the
nodes might make about their strategies.)

We let x{1, 2} represents the set of possible strategies that N1, N2 originally
generate. The disagreement outcome is U ∗(0, 0), where the network gets neither
contribution nor utility from the node, and the node gets no utility from the net-
work. That is, each other could guarantee itself a payoff of 0 by refusing the coop-
eration. Then we have optimal strategies for N1, N2, the network separately as,

Depending on the value of x3,
∂U
∂x takes on different values:

∂U2

∂x2
=

α2

x2
− P 23

1 (6)

∂U1

∂x1
= 1 − α1

x1
(7)

Then we draw the conclusion that the strategy combination achieves a Nash
Equilibrium (x1, x2) = ( α1

1+α1
, α2

1+α2
) in the 3-node game, which means neither

N2 or N3 can benefit by unilaterally deviating from this strategy combination.

5 Evaluation Results

In this section, we evaluate the performance of “cost and compensation” scheme
in a more general setting, which is closer to the realistic topology scenario of wire-
less ad hoc networks, we conducted the following simulation on glomosim [10].

5.1 Scenario

We studied a given network 20 nodes (Fig.1) located randomly according to a
uniform distribution within a geographical area of 1000m by 1000m. The sim-
ulations we investigate has the main design parameters listed in table 1. We
illustrate our results for various parameters. For each parameter, the default
value and their varying range are provided. In our simulation, the studied sce-
nario is high density and the speed mobility of the nodes is rather low, so we
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Fig. 1. The random scenario for 20 nodes case

Table 1. Main Simulation Parameters

Parameters Value

Space 1000m × 1000m
Number of Nodes 20
MAC 802.11b
Cost Factor 0.1, 0.2, 0.3, 0.4, 0.5
Compensation Factor 0.3, 0.5
Packet Generating Rate Initial Value= 0.6packet/s
(the packet size is fixed set as 1024k byte)
Packet Forward Probability Initial Value=0.5
Strategy Updating Interval 1s
Simulation Time 300s

could ignore the packets drop rate. Also, we consider only the number of packets
that are generated and forwarded, ignore the size of the packets.

The following process is repeated: nodes randomly choose a destination, and
generate packets according to a Poisson process with the initial value 0.6packet/s.
At each updating step, relay nodes decide whether to forward the packets as
before, or to cease forwarding for a while. The decision is taken on the base
of their current payoff function (equation 1): Relay nodes observe the updating
cost associated with the former packet generating rate for the new destination
node. The new packet forward probability is chosen randomly. Comparing the
costs and compensation the nodes choose in the nest step whether to generating
own packet or to forward packet for other nodes. For each node, we determined
NE that results in the highest packet generate rate.

5.2 Metrics

The main metrics of the overall simulation cycle is:
- Convergence of the global scheme: computes the time required for conver-

gence of the scheme.
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- Packet Forward Probability : computes the probability that assigned packets
are successfully forwarded by node i to correct relay node or destination in 5s
intervals.

- Individual Throughput : Individual throughput is determined by logging the
accumulative traffic originating form the node in 5s intervals.

5.3 Analysis of Results

It can be observed from Fig.2a that small values of α lead to low iteration time.
This is due to the fact that if the number of sessions is low at the same time,
nodes will operate far from the central region and their strategies will not be

(a) (b)

(c)

Fig. 2. (a) Convergence of the global scheme; (b) Comparison of NE strategies with
random node strategies for individual throughput; (c) Comparison of NE strategies
with random node strategies for packet forwarding probabilities
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strongly coupled. However, as the value of α increases, the convergence speed
also increases. This is due to the fact that as α increases, the cost is heavier,
more negotiation time is needed to compensate for the packet forward probability
strategies. Accordingly, there is less incentive for the nodes behave selfishly.

From Fig.2b we found that as the high cost α, the packets are forwarded with
higher probability. This is due to the fact that the cost factor α increases, the
packet generate rate at the NE point for node i decreases. It is shown that the
scheme guarantees the optimality for individual node. The value of Equilibria
on packet forward probability for node i can be selected to find the best tradeoff
point.

The Fig.2c presents payoff as a function of the cost factor α, here different
λ values are used. We see that in the NE strategies, individual throughput for
node i is improved compared with common random strategies. Thus choosing
cooperation is more beneficial with respect to non-cooperative behavior. This
figure also compares payoff with different λ value. We see that through the
introduction of the compensation, the individual throughput on NE strategies for
node i is also improved compared with only using cost strategies. Thus choosing
cooperation is more beneficial with respect to non-cooperative behavior. Also,
individual throughput for node i increases with the high compensation factor.

6 Conclusion and Future Work

We established a framework using game theory to provide incentives for non-
cooperative nodes to collaborate in the case of wireless ad hoc networks. The
incentive scheme proposed in the paper is based on a simple “cost and com-
pensation” mechanism via pricing that can be implemented in a completely
distributed system. Using non-cooperative game model, we showed network has
a steady state and such optimal point — NE exist in the system, the algorithm
we provided helps to find the NE. From the simulation results, we showed that
node behavior could be influenced through the introduction of “cost and com-
pensation” system. The advantage of this proposed scheme is to lead to a less
aggressive way in the sense that it does not result in a degenerate scenario where
a node either generates all the own traffic, not forwarding any of the request, or
forwards all the other nodes packets. As far as we know, this is the first work
that introduce ”cost and compensation” concept that has formal framework for
encouraging nodes to cooperate.

In terms of future work, we will investigate the effect of different packet
sizes on our scheme, and take the dynamic number of arrival and departure
nodes into consideration. However, in this paper we do not discuss the conditions
under which integration of nodes are interested in forming small non-cooperative
groups, this will need a strong NE exist in the system, but it rarely happens.
We think this problem will be a part of our future work. Our future work will
also want to address the issues of the algorithmic implementation in the context
of different measurement scenarios.
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Abstract. Many emerging mobile wireless applications depend upon secure 
group communication, in which secure and efficient group rekeying algorithm 
is very important. In this paper, a novel rekeying algorithm is proposed, which 
is based on the Distributed Group Key Management Framework and secure 
clustering. This algorithm involves two phases: (a) Virtual Backbone Manage-
ment phase: a dynamic virtual backbone is formed below the routing layer such 
that each node in the network is either a part of the backbone or one hop away 
from at least one of the backbone nodes. (b) Group Rekeying phase: backbone 
nodes form group rekeying forest, in which each group rekeying tree can generate 
a new and same group-key. Because this algorithm generates group key with local 
secrete information, it is very fit for mobile ad hoc networks. Simulation shows 
that the algorithm performs better than many existing group key management pro-
tocols in terms of the success ratio and average delay of group rekeying. 

1   Introduction 

Group communication is one of the most important services in a mobile ad-hoc net-
work[1], in which data confidentiality and integrity is realized by encrypting data with 
group key. In order to meet the forward-secrecy membership and the backward-
secrecy polices, any change in the group membership will induce group rekeying. So 
how to update group-key securely and efficiently is a crucial problem in secure group 
communication. A lot of work has been done on this problem in wired network. How-
ever, in the case of mobile ad-hoc network, the level of difficulty of the problem in-
creases due to the characteristics of the network, such as highly dynamic, multi-hop, 
and infrastructure-less. 

The Distributed Group Key Management Framework (DGKMF)[3] is based on 
threshold secret sharing, secret share update and RSA encryption technique, in which 
no single entity in the network knows or holds the complete system secret. Instead, 
each entity only holds a secret share of the complete system secret. Multiple entities, 
Say K, locality jointly could generate new group key. So organizing k members is the 
key problem in DGKMF. 
                                                           
* This work is supported in part by National 973 Program(Grant No. 2003CB314802) and 

National 863 Program(Grant No. 2003AA142080). 
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Utilization of virtual backbones or clusters has been proven to be effective in solv-
ing of several problems in mobile ad-hoc networks [3], such as minimizing the 
amount of storage for communication information (e.g. routing and multicast tables), 
reducing information update overhead, optimizing the use of network bandwidth, 
service discovery, network management and security etc. It is highly desirable to have 
a tighter relation between different layers of communication to reduce the redundan-
cies associated with repeating similar tasks in different layers which results with in-
creased control message overhead. Provided that virtual backbone formation and 
maintenance mechanisms exist below the network layer, upper layer protocols i.e. 
routing and group rekeying algorithm, can exploit this backbone together. 

In this paper, a novel rekeying algorithm named CBDR(Cluster Based Distributed 
Rekeying Algorithm)  is proposed based on the above Distributed Group Key Man-
agement Framework. Our solution involves two phases: (a) Virtual Backbone Man-
agement (VBM) phase: a dynamic virtual backbone is formed below the routing layer 
such that each node in the network is either a part of the backbone or one hop away 
from at least one of the backbone nodes. (b) Group Rekeying (GRK) phase: backbone 
nodes form group rekeying forest, in which each group rekeying tree can generate a 
new and same group-key. 

The rest of the paper is organized as follows: in Section 2, a brief summary of pre-
vious related work is presented. Section 3 describes network model and notation used. 
Section 4 illustrates the VBM and the GRK phase in detail. Performance measures, 
simulation framework and results are presented in Section 5; and in section 6, we 
conclude the paper.  

2   Previous Work 

Several group key management approaches have been proposed for wired network in 
the last decade. These approaches generally fall into three categories: 1) centralized, 
2) distributed and 3) contributory. 

Centralized group key management protocols such as GKMP[4] are conceptually 
simple as they involve a single entity (or a small set of entities) that generates and 
distributes keys to group members. But it is not suitable for mobile ad hoc because of 
its dynamic topology and limited bandwidth. Further more, the single point of failure 
is another restricting factor.  

Distributed group key management protocols such as CKD[5] dynamically select a 
group member as key sever, and are more suitable to unreliable networks. Although 
robust, this approach has a notable drawback in that it requires the key server to main-
tain long-term pairwise secure channels with all current group members to distribute 
group keys. In mobile ad hoc networks it is a hard task. 

In contrast, contributory group key agreement [6] requires each group member to 
contribute an equal share to the common group key (computed as a function of all 
members’ contributions). This approach avoids the problems with the single points of 
trust and failure. But this method heavily depends on network topology and connec-
tivity and can not be applied to mobile ad hoc network.  

It is difficult to obtain good performance in mobile ad-hoc networks using presence 
group key management protocols algorithms. Secure group communication becomes 
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one of research hotpots in mobile ad-hoc network. S. Griffin et. al. characterize the 
impact of mobility on secure rekeying of group communication in a hierarchical key-
distribution framework [7] and propose several rekeying algorithms (SR, BR, IR and 
FEDRP) [8] that preserve confidentiality as members move within the hierarchy. But 
all of them depend on fixed node to generate and distribute group key. A novel key 
management protocol is specifically designed for the distributed sensor network envi-
ronment in [9], including Identity-Based Symmetric Keying and Rich Uncle. How-
ever, their work has focused heavily on energy consumption during key management, 
and mobility is not actually considered. S. Basagni et. al.[10] consider the problem of 
securing communication in large ad hoc networks and propose a group rekeying algo-
rithm which update group key periodically by combining mobility-adaptive clustering 
and an effective probabilistic selection of the key-generating node. This algorithm 
imposes temper-resistance properties to protect the network from adversaries trying to 
insert malicious nodes in the network after capturing honest ones. Besides, this algo-
rithm assumes that left node cannot expose any secret information of group and did 
not update group key when a member leaves. 

3   Network Model and Notation 

In this section, we present the network model and the notation used throughout the 
paper. 

3.1   Network Model 

All the nodes in a mobile ad hoc network are assumed to have an omni-directional 
antenna and have the same transmission power. All links are bi-directional, i.e. if 
node A can hear B, then node B also can hear node A. Nodes share the same commu-
nication channel (e.g. same frequency band, same spreading code or frequency hoping 
pattern) to transmit and receive at the same time. Nodes are generally deployed from a 
common source and the opportunity for the pre-deployed security parameter exchange 
often exists. 

Security attacks on wireless network’s physical layer are beyond the scope of this 
paper. Spread spectrum has been studied as a mechanism for securing the physical 
layer against jamming [11]. Denial-of Service (Dos) attacks against MAC layer pro-
tocols are not considered also; we assume that the wireless network may drop, cor-
rupt, duplicate or reorder packets. We also assume that the MAC layer constrains 
some level of redundancy to detect randomly corrupted packets; however, this 
mechanism is not designed to replace cryptographic authentication mechanism. 

3.2   Notation and Definitions 

We model a mobile ad hoc network by an undirected graph ( ),G V E=  in which V  is 

the set of wireless nodes and V N= . There is an edge { },u v E∈  if and only if 

u and v  can mutually receive each other’s transmission, in this case u and v are 
neighbors. An RSA-based design is used, which is currently the most prevalent public 
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cryptosystem. The system RSA key pair is denoted as { },SK PK , where SK  is the 

system private key and PK  is the system public key. SK is used to sign certificates 
for all group members in the network, which can be verified by the well-known sys-
tem public key PK . 

Assume that global unique network identifier for node i  is iID , 1,2,i N∈ L and each 

node knows its own ID. The pre-deployed security parameters include { },i isk pk : a 

personal RSA private and public key pair of node i . It is used in end-to-end security 
to realize cipher key exchange, message privacy, message integrity and non-
repudiation. 

( )j SK
cert 1: Certificate of node i , it is certified that the personal public key of node 

i  is ipk  and node i  is a member of group. 

iGCK : Secret share hold by node i , which is generated by the centralized secret 

share dealer at group bootstrapping phase. The centralized secret dealer obtains the 

RSA secret key ( ),SK d n=  and randomly selects a polynomial ( )
1

1

k
i

i
i

f x d f x
−

=
= +∑ , 

where 1 2
Nk< < . Each member iID 1,2,i N∈ L  holds a secret share 

( )modi iGCK f ID n= . 

( )( )( )SK
HASH g m : Initial group key generated by the centralized secret share dealer 

at group bootstrapping phase, where 1,2,m N∈ L and increases by 1 when group key 

updates, ( )g x is the seed generating function, and HASH is a kind of hash func-

tion. ( )g x and HASH are known by all nodes in network. When choosing m′ , any 

coalition of K members can compute the group key ( )( )( )SK
HASH g m′ [12] . 

The notation and the definitions used in virtual backbone management phase are as 
follows: 

( )N i : Set of neighbors of node i . 
( )M i : Set of cluster members. Its initial value is empty and only if node i  is clus-

terhead, should it refresh this set.  
In virtual backbone management phase, the node can be one of three states: Unde-

cided, Member and Clusterhead. 
The notation and the definitions used to form group-rekeying forest are as follows: 

( )G i : Set of nodes, which i  used to generate group key.  

ilayer ：The layer of node i in group-rekeying tree. 

iF : The father of node i . 

( )C i : Set of child nodes of i . 

Round：Cooperative range of clusterhead. 

copT :Waiting timer for respond message of cooperation request, whose value is rela-

tive with Round. 
                                                           
1 ( )SK

m : m encrypt by SK 
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4   A Cluster Based Distributed Group Rekeying Algorithm 

The CBDR algorithm consists of two parts. The first part, VBM phase, selects a sub-
set of the network nodes to form a relatively stable dominating set securely, and dis-
covers the paths between dominating nodes and adapts to topology change by adding 
or removing network nodes into this dominating set. 

After the first part is successfully carried out, the second part is used to efficiently 
generate and distribute group key.   In GRK phase, clusterheads form group-rekeying 
forest, in which each group-rekeying tree can generate a new and same group-key. 

When a node wants to join, we can distribute new group key encrypted by old 
group key. This method need not construct forest but a group-rekeying tree. The 
group-rekeying forest needs construct when node leaves. Because construction of a 
group-rekeying tree is an example of construction of group-rekeying forest, so we 
only discuss the construction of group-rekeying forest. 

4.1   Virtual Backbone Management (VBM) Phase 

The goal of the VBM algorithm is to obtain a small size and relatively stable back-
bone securely. The algorithm is highly distributed and based on local decisions, which 
makes it fast to react back to the changes in the network topology. VBM algorithm 
can be described in three components: a) neighbor discovery, b) clusterhead selection, 
c) finding path between neighboring clusterheads.  

The detailed descriptions of VBM can be found in our another paper [13]. 

4.2   Group Rekeying (GRK) Phase 

After the VBM phase is successfully carried out, the virtual backbone is formed,  
and all clusterheads are connected. As describe in 3.2, any coalition of K members 
can compute the group key. So, in GRK phase, clusterheads form group-rekeying 
forest, in which root of each group-rekeying tree is the center of group rekeying. 
There are two kinds of child node in tree: cooperation child and non-cooperation 
child. Cooperation child cooperates with its father to generate new group-key;  
non-cooperation child only receive new group key from his father. Besides, G of each 

group-rekeying tree is bigger than K, and if m′ is equal, each group-rekeying tree  

generates the same new group key ( )( )( )SK
HASH g m′ . Based on virtual backbone, 

GRK phase can be described in two components (a) group rekeying tree formation, 
(b) group key update.  

Group-Rekeying Tree Formation 
When clusterhead receive the broadcast of group rekeying, they decided their state 
(ROOT, T_UNDECIDED) by the number of set N and M . Then clusterheads belong 
to T_UNDECIDED start cooperation process to form group-rekeying tree. The detail 
is followed: 
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Assume clusterhead is i , if 

1. ( ) 1M i k≥ − , then clusterhead i changes to ROOT state, and ( ) ( ) { }G i M i i= ∪ .  

2. ( ) 1 ( ) 1M i k N i k< − ∧ ≥ − , then clusterhead i  changes to ROOT state, 

and ( ) ( ) { }G i N i i= ∪ . 

3. ( ) 1N i k< − , clusterhead i needs to cooperate with neighboring clusterheads 

to construct group-rekeying tree. i broadcasts cooperation message, neighbor-
ing clusterheads react according its state. Figure 1 shows different scenarios 
of cooperation. 

u vID ID> ( )
( )

u v

u v u v

layer layer

layer layer ID ID

> ∨

= ∧ >

( )
( )

w x

w x x w

Rhop Rhop

Rhop Rhop ID ID

> ∨

= ∧ >

 

Fig. 1.  Scenarios that cooperation occurs and its responding Group-Rekeying Tree 

When the number of neighbors is less than k-1, clusterhead i sets ( )C i to empty, 

Round to 1 and ( )G i to ( ) { }N i i∪ , then it broadcasts cooperation message (CBDR_ 

COOP_REQ) to Round hop clusterheads, at the same time start timer copT . 

1) If there is the neighboring clusterhead in ROOT state, it sends CBDR_ROOT 
message to i . When copT is timeout, i chooses the root node which has the lowest ID as 

its father, and sends CBDR_JOIN to its father. The father node, say l , receives this 
message and adds i to ( )C l as a non-cooperation child. (a-1) and (b-1) in figure 1 

shows this Scenario. 
2) If there is no neighboring clusterhead in ROOT state, the neighboring cluster-

heads, which are children of other group-rekeying tree, send CBDR_ MEMBER mes-
sage to i , containing its layer in group-rekeying tree. When copT is timeout, i  chooses 

its father from these responding node according their layer and ID, then sends 
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CBDR_JOIN to its father. The father, say l , receives this message and adds i to ( )C l as 

a non-cooperation child. (c-1) and (e-2) in figure 1 shows this Scenario. 
3) If N of each neighboring clusterhead is less than k-1, the neighboring cluster-

head, say l , sets lF i= and changes to be a cooperation child of i , when it receives 

CBDR_ COOP_REQ from i and l does not send cooperation message. Then it sends 
CBDR_COOP_JOIN message to i , which contains ( )G l . i adds l to ( )C i and 

unites ( )G l to ( )G i . If ( )G i k> , clusterhead i changes to ROOT state. (d-1), (d-3) and 

(e-1) in figure 1 shows this Scenario. If ( ) kiG < , i increases Round, and repeats coop-

eration process, when the non-cooperation child receives the cooperation message, it 
sends CBDR_COOP_JOIN message to its father, its father changes the state of this 
child to cooperation child and send G in the message up to i when the father receives 
this message. (d-2) and (e-3) in figure 1 shows this Scenario. 

When many clusterheads (bigger than 1) start cooperation process, clusterheads de-
cide their relation by their Ids. In (f-1) of figure 1, r and v are children of w and x 
separately and start cooperation process. When w receives cooperation message from 
x, it does not react this message because of x wID ID> .  When copT of w is timeout, it 

increases its Round and re-broadcasts cooperation message. x chooses z as its father 
(because z is the nearest node to x in ( )C w ) and changes to a cooperation child, then 

send CBDR_COOP_JOIN to z. w unites ( )G x to ( )G w when receiving ( )G x from z. 

 

Fig. 2.  A mobile ad-hoc network partitioned into clusters 

Group Key Update  
Once group-rekeying forest has been constructed, in which root of every tree, say i , 
broadcasts request of group rekeying to its neighbors containing G , its cooperation 
children and m. If ( )j G i∈ , it send back part group key through secure channel: 

( ) ( ) ( )* 0 modj jGCK l n

jGCK m m= , where ( ) ( )
( )1,

G

j
m m j

x m
l x

j m= ≠

−= −∏ and ( )m G i∈ . 

If ( )j G i∈ is the gateway to cooperation child, it relay the request to the child which 

contains ( )G i . The cooperation child rebroadcast the request to its children, and all the 
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nodes in ( )G i  that will send back their part group keys to the root. Because ( )G i k≥ , 

root can combine part group keys to new group key by k-bounded coalition offsetting 
algorithm [21]. The root distributes new group key by tree: fathers distribute new 
group key to its neighbors in G and children. 

5   Performance Evaluation 

We evaluate the performance of our design through simulation, using the network 
simulator ns-2[14] with wireless extensions. We implement the other group key man-
agement protocol such as CKD, GDH v.2 and BD in ns-2. Their performances are 
then examined and compared. 

5.1   Simulation Environment 

The signal propagation model uses TwoRayGround model. At the link layer, the 
IEEE 802.11 standard Medium Access Control (MAC) protocol Distributed Coordi-
nation Function (DCF) is implemented. Each mobile node has a position and a veloc-
ity and moves about over a rectangular flat space. Nodes move according to the “ran-
dom waypoint” model.  

The performance metrics we observe are: 
Group rekey success ratio ratio s rS N N= , where sN is the number of nodes that up-

date group key successfully and rN is the number of nodes that receive the request of 

rekey. 
Group rekey delay is the time used for all members to update group key.  

5.2   Performance with Group Size 

We first examine the performance as the group size increases from 40 to 100 when 
the error rate becomes 10%, the transmission range is 150m, maximum speed is 5 m/s 
and threshold is 3. As it is shown in Figure 4, the success ratio of CBDR is almost 
100% no matter node join or leave group, while other group key management proto-
cols fails. From the figure, average delay almost remains unchanged as group size 
grows. However, other group key management protocols incur much higher delay, 
which also greatly fluctuates. 

The performance of CKD�GDH v2 and BD  between node joins and leaves 
change dramatically, while the performance of CBDR almost unchanged.  

Node leave 
From the detail of CBDR algorithm, the higher the density of node is, the better the 

performance of algorithm is, because every clusterhead can computer new group key 
separately if the number of one-hop neighbors is bigger than k. Figure 3 shows the 
performance of CBDR algorithm when the value of threshold varies, node leaves 
group and average neighbors is 4. 

As it is shown in Figure 5, the success ratio of CBDR is almost 100% and average 
delay is nearby 40s when threshold is 3 and 5 because the threshold approximates 
average neighbors, and the layer of group-rekeying tree is very small. When threshold 
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increases to 10, the performance of CBDR goes to the bad because it need more time 
to constructs the forest and multi-hop communication increases. 
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Fig. 3. Performance comparison with respect to group size 

6   Conclusion 

In this paper, a novel algorithm to update group key in mobile ad hoc networks is 
presented. This algorithm has been motivated by these main factors: (a) Clustering is 
an effective method in the solution of several problems in mobile ad-hoc networks. 
Therefore, secure clustering algorithm is used for group rekeying. (b) Group key can 
be generated locally by threshold secret sharing, which makes group rekeying decen-
tralizing to operate in a large-scale. To this end, we have addressed how to organize 
the members of group to update group key. The network issues, including mobility, 
scalability and network dynamics such as channel interference and node failures are 
also taken into consideration. Simulation shows positive results for our algorithm in 
terms of the success ratio and average delay of group rekeying. 
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Abstract. This paper presents an enhanced positioning probability algorithm. 
This algorithm is a completely improved algorithm for locating mobile nodes in 
defective environment of trilateration location system. The positioning node can 
find its location with just two reference nodes and their neighbor information. 
Using numerical analysis model and ad hoc network model, this paper analyzes 
the effects of positioning probability enhancement and control messages 
overhead. And this algorithm is also implemented on Linux systems and we test 
the system at playground. In the pure lateration location system, when a 
locating node has just two reference nodes, the probability of its positioning is 
zero but our system is about 80% positioning rate with the average control 
messages less than 0.5 at 100 reference nodes. 

1   Introduction 

Location awareness may be a mandatory function in most applications. The popular 
applications are the building automation for ease of installation and maintenance, 
home automation, inventory in hospital, warehouses, and file tracking, people 
tracking for resource optimization in offices, efficiency optimization and security in 
factories and so on[1]. The positioning of a fixed or mobile user is a fundamental and 
crucial issue. Especially the location of nodes which are not equipped with GPS 
receivers has recently attracted much interest in the wireless research 
community[2][3]. 

A device running on the lateration-location-sensing system[4] must have more than 
two reference nodes, whose position information is known, to locate it. This 
mechanism is that a mobile node measures the distances from the three reference 
nodes which already have their location information and then calculates its 
                                                           
∗  This research was supported by the MIC(Ministry of Information and Communication), 

Korea, Under the ITRC(Information Technology  Research Center) support program 
supervised by the IITA(Institute of Information Technology Assessment). 
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coordinates from the three distances. The important weak point of above trilateration-
location sensing technique is that because the reference nodes have to be fixed at very 
accurate positions, the management of the reference points require a great deal of 
labor. Therefore reducing these troublesome reference nodes is effective impact. 

However if the positioning node has only two reference nodes, the node obtains 
two locations (one is real position and the other is imaginary position) and cannot 
determine its position. This happening can break out from followings: One of the 
three reference nodes may be out of order because of occurrence of accidents such as 
pouring rain, storm of snow and lightning or shut-down by the malicious attacks. And 
this event can also come from exhaustion of the nodes’ batteries. In these situations, 
the location system abruptly breaks down. And there can be another case where from 
the beginning, the location system does not work, that is, one of the three reference 
nodes is absent at the first time. The border of location service area is a good 
example. And, reference nodes also cannot be installed in certain areas such as 
restricted and private areas. 

In this paper, we present an enhanced positioning probability algorithm. The 
positioning node can find its location with just two reference nodes and added one 
parameter. The added one parameter may obtain from each routing table of two 
reference nodes. With the location information of the neighbors and effective 
communication range information, the positioning node is able to distinguish the 
imaginary position from two coordinates. By removing the imaginary position, this 
algorithm can locate the node. 

Using numerical analysis model and ad hoc network model, this paper discusses 
that how much the positioning probability increase and how much the control 
messages overhead is requested to reach positioning probability enhancement goal. 
We also implement this algorithm on Linux systems and integrate it into enhanced 
positioning probability system. Lastly, we verify its effectiveness through 
experimentations in ad hoc network having IEEE 802.11 network interface. 

The rest of the paper is organized as follows: Section 2 gives related work. Section 
3 proposes our algorithms for positioning probability enhancement. Section 4 presents 
numerical evaluations of our algorithms and section 5 shows implementation and test 
results. Finally, section 6 makes conclusions of this paper. 

2   Related Work 

2.1   Positioning Techniques 

Until now, many researchers have studied many methods to know the current location 
of mobile users. When attempting to determine a given location, we can choose from 
three major techniques as follows[4]: scene analysis, proximity, trilateration, and 
triangulation. 

Scene analysis is a method to know the position by way of using the characteristics 
of the scene of mobile users. A merit of this method is only the use of observed scene, 
no necessity of geographical features. However, the radical defect is that location 
systems have to know the scene of all observing positions beforehand. RADAR[5][6] 
is representative example of this class. Microsoft developed RADAR with signal 
strength to measure distance between the mobile host and AP. 
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Proximity is to know the location of things can be known by way of sensing contact 
with the already located things. It just can presume the location and know the vicinity. 
The Active Badge of AT&T Cambridge[7] is one example. 

The idea of trilateration is that if each distance from three points can be taken, the 
point of intersection is the current position of things in two dimensions. Lateration is 
used in GPS(Global Positioning System)[8], Cricket System which is developed by 
MIT[9].  

Contrary to trilateration, triangulation obtains the location obtains by way of 
measuring not distances but angles from the base direction. Angulation is used in 
VOR(VHF Omnidirectional Ranging) aircraft navigation system. The strong point of 
this method is the load for calculation is low and the reliance and accuracy are very 
higher than others. By the way, because measuring an angle is more difficult than 
measuring a distance and triangulation needs the system for measuring not only an 
angle but also a distance, but trilateration needs only the system for measuring a 
distance, trilateration is more popular than triangulation. So, we are going to consider 
trilateration method for locating things. 

But unfortunately, the important weak point of this method is that because the 
datum points are fixed at very accurate positions, the installations, operations and 
maintenance of the fiducial points require a great deal of labor. Therefore reducing 
these troublesome reference nodes is effective impact. 

2.2   Routing Protocols for Ad Hoc Network 

The routing has been the most active research field in ad hoc networks. Generally, the 
routing protocol is divided into proactive and reactive protocol. 

Protocols that keep track of routes for all destinations in the ad hoc network have 
the advantage that communications with arbitrary destinations experience minimal 
initial delay from the point of view of the application.  When the application starts, a 
route can be immediately selected from the rout table. Such protocols are proactive 
protocols or table driven protocols. 

On the contrary, on-demand, or reactive, protocols have been designed so that 
routing information is acquired only when it is actually needed. 

The topology changes from time to time in the ad hoc networks. Because it is 
impossible to keep track of routes for all destinations in the ad hoc network, proactive 
protocols are not good for ad hoc networks. As examples of reactive protocols, 
AODV[10] and DSR[11] are well-known. 

3   Positioning Probability Enhancement 

3.1   Enhanced Positioning Probability Algorithm 

If a positioning node has only two references, the node recognizes its position as two 
coordinates. The two positions -

1 2 2 2{ ,  } and { , y }x y x - are two points of intersection of 

two circles. One is the real position and the other is the imaginary position like Figure 1. 
The node, say X, does not know which one is the real position.  
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Fig. 1. Positioning with Two References        Fig. 2. Elimination of Imaginary Position 

In here, if the node X can discriminate between the real position and the imaginary 
position, and eliminate the imaginary position with a certain method, the node X can 
locate its position with only two references. 

The certain method is just each routing table of two references. Using the 
neighbor’s location and effective communication range of the references, our 
algorithm can remove the imaginary position of the node X. 

Let assume there is at least a node, N1. The node N1 has to meet one of two 
following conditions for usage in our algorithm.  

(1) The node N1 can be directly reachable from node X if it is neighbor of node X. 
(2) Otherwise, if the node N1 is located on two hop distance from node X, then the 

node X can be reachable through at least one of two reference nodes. 

In the case of (1), the node X has thee reference nodes and we can get its 
positioning with legacy trilateration. However, the case (2) has only two reference 
nodes around node X and the positioning is impossible. The reason is two positions 
exist there. So, we make rules to distinguish the imaginary position from two 
positions and would remove it.  

Our algorithm use following rule: If there is a position satisfying the condition of 
equation (1), the position is real position. Otherwise, the position is imaginary 
position.  

2 2 2
3 3 3( ) ( ) ,  {1,2}i ix a y b r i− + − > ∈                                       (1) 

Where (a3, b3) means the position of node X and r3 means the effective 
communication range of node X. 

For example, in the figure 2,  

( ) ( )
( ) ( )

2 2 2
1 3 1 3 3

2 2 2
2 3 2 3 3

x a y b r

x a y b r

− + − ≥

− + − <                                                   (2) 

The point {x2, y2} runs counter to equation (1). Therefore, the point {x2, y2} is the 
imaginary position and has to be removed. 
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3.2   Routing Protocol Modification 

AODV[12] has a little modifications to apply our algorithm. At first, two new fields 
are added into the routing table: One is location and the other is effective 
communication range. Reference nodes have to periodically notify this information to 
neighbor nodes for helping their location finding. Location and effective 
communication range fields are encapsulated into the HELLO message of AODV and 
exchanged. 

As an example, in the Figure 2, D1 and D2 are references and N1 is the neighbor of 
D1, not D2. In those configurations, D1 can know its neighbor through the HELLO 
message of the AODV. So, the D1 can have location information of neighbor N1 via 
HELLO message of the AODV as table 1. 

Table 1. Location Table of Neighbors of D1 

Neighbor Location Effective Communication range 
N1 {a3, b3} r3 

When a node, say X, running on ad hoc routing protocol comes in the small 
fraction of the location-based network, the node X can know its neighbors 
automatically through its ad hoc routing protocol. When the node X wants to know its 
position, if the node X has more than two references in its neighbors, the node X can 
know its location without the help of neighbors of the references. If not, the node X 
requests location tables of neighbors to the references to remove the imaginary 
position{x2, y2} after ranging between itself and each reference. Then the two 
references respond with the information of themselves and their neighbors. So, the 
node X has the table as table 2, eliminates its mirror (x2, y2) via table 1, and finally 
finds its location. 

Table 2. Table of Node X 

Reference Location Neighbor 
Neighbor 

location 

Effective 
Communication 

range 
D1 {a1, b1} N1 {a3, b3} r3 
D2 {a2, b2} . . . 

4   Evaluation of Enhanced Positioning Probability Algorithm 

4.1   Numerical Results 

We make a system model to evaluate our algorithm easily and we define three 
parameters to study how the positioning probability changes over topology of the 
three points:  
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(1) q is the distance between one reference node and neighbor of it.  
(2) s is defined as distance between two reference nodes. 
(3) θ is 1 1 2N D D∠ , that is the angle among three reference nodes, one of which is 

not a reference here, but can be a reference in another fraction of the location 
area. 
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Fig. 3. Analysis Model 

We analyze the positioning probability of node X when the node X is moving in the 
area where node X is in the common radio range of two reference nodes D1 and D2. 
Then we iterate the above job with changing q, s and θ. If q and s and θ are well 
adjusted, that is, reference points are well located, the probability of positioning of 
mobile nodes with our location algorithm can be maximized. Refer to other paper[13] 
for detailed numerical analysis and its improvements. 

4.2   Impact of the Algorithm in Network Model 

We simulated two topologies, which are uniform random and grid topologies. 
Evaluated network area is configured 100m by 100m. The network models have 100 
reference nodes which are distributed in random or grid and 3000 blindfolded nodes 
are distributed uniformly in the network. We assume the communication link is 
reliable (no delay, no packet drop) and all references are reachable to each other via 
ad hoc routing protocol (there is no isolated reference).  

Figure 4 shows an example of grid topology.  Figure 5 and 6 show each of the 
positioned nodes at grid topology by the pure location system and enhanced 
ositioning probability system. As we see, the positioning area increases in the network 
with improved location system, especially at the outer ring. 

The more the number of references increase, the more the positioning rate increase. 
But, to reduce the number of references is important because the maintenance of them 
is a big labor of work. 
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   Fig. 4. Grid Topology                                   Fig. 5. Pure Location System 
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Fig. 6. Enhanced Positioning System            Fig. 7. Positioning Rate over References 

Figure 7 shows the positioning rate of nodes changing the number of reference 
nodes in the two network models with effective communication range of 13m. At 
about 80% of positioning rate, the number of reference nodes at grid topology with 
enhanced positioning probability systems is the lowest as 50. Other mechanisms need 
the number of reference nodes above 70. The number of reference nodes in the 
topologies with enhanced systems always is lower than that with pure location 
systems. At the low reference nodes, the rate of the nodes at random topology is 
larger due to the randomness of the network. However, because the rate is very small, 
it is worthless. 

4.3   Control Overhead 

In section 3, if the number of reference nodes of a node is two, the node sends the 
request for neighbor tables of two references. Then the two references respond to the 
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request. The number of control messages for a node to send and receive for location is 
three, that is, as follow equation: 

2

2

3
.  .

,  :  the number of blindfolded nodes

            :  the number of references

            :  the number of location-requsted nodes

b

b r

b

r

b

n
Avg control msg

n n

where n

n

n

=
+

                             (7) 

Figure 8 shows average control messages per a node at random and grid topologies 
with 100 references. Up to 60 reference nodes, the average control messages per a 
node at grid topologies are more than those at random topologies because the case that 
a node has two reference nodes as neighbors in the grid topology is more frequent than 
that in the random topology. But, over 60 reference nodes, the case that a node has more 
than two references is dominant at both topologies. At this time, the control messages 
are not generated because the nodes use pure location system. We can see the average 
control messages are less than 0.5 at about 100 reference nodes with which the 
positioning rate is over 80%. This is relatively low overhead over the network. 
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Fig. 8. Average Control Messages per a Node over Reference Nodes 

5   Experimentation and Results 

Figure 9 gives the software architecture of our positioning system. AODV-UU-0.7.2 
is modified to support the enhanced positioning probability algorithm. The HELLO 
message is used to deliver the location and effective communication range. In 
addition, the routing table of AODV is also modified to cope with exchanging 
neighbor table which includes the positioning information due to node mobility. The 
range estimation technique of the current system is RSS (Received Signal Strength) 
with well-recognized log distance path loss model[15].  

Figure 10 shows the test-bed configuration for mirror elimination algorithm. All 
reference nodes are Samsung V30 Laptops, the mobile node is LG-IBM X31 sub-
notebook, and transmission power is 1mw. We started to measure the location of the 
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mobile node at (40, 20) 100 times. We moved the mobile node toward the left of the 
Figure 10. At every 10m, we measured the location of the mobile node 100 times up 
to (-20, 20). 
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Fig. 9. Software Architecture of Prototype of Improved Positioning 
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Fig.10. Test-bed Configuration          Fig. 11. Positioning Success Rate & Location Error 

At 20m, 30m and 40m of axis where are outside of the communication range of N1, 
that is, where the mobile node has just two references, positioning rate is about 80% 
with about the location error 21m from Figure 11. The more the distance increases, 
the less the positioning rate is because the more the distance increases, the less the 
communication rate is, so the probability of the success of neighbor table exchange 
for enhanced positioning probability system decreases.  

6   Conclusions 

This paper presents an enhanced positioning probability algorithm. This algorithm is a 
completely improved algorithm for locating mobile nodes in defective environment of 
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trilateration location system. The positioning node can find its location with just two 
reference nodes and their neighbor information. Using numerical analysis model and 
ad hoc network model, this paper analyzes the effects of positioning probability 
enhancement and control messages overhead. And this algorithm is also implemented 
on Linux systems and we test the system at playground. We can summarize the results 
as follows: 

(1) At the analysis model, if we configure reference nodes well in terms of three 
parameters (q, s and θ), the probability of positioning of mobile nodes with our 
location algorithm can be maximized.  

(2) In the pure lateration location system, when a locating node has just two reference 
nodes, the probability of its positioning is zero but our system is about 80% 
positioning rate.  

(3) Then the average control messages are less than 0.5 at about 100 reference nodes. 
That is relatively low overhead over the network. 

References 

1. G. Chen and D.Kotz, “A Survey of Context-Aware Mobile Computing Research,” 
Dartmo-uth Computer Science Tech. Report TR2000-381, 2000 

2. S. Capkun, M. Hamdi, J. P. Hubaux, "GPS-free Positioning in Mobile Ad-Hoc Networks",
 Proc. of HICSS, pp.10, Jan. 2001 

3. D. Niculescu and B. Nath, "Ad Hoc Positioning System (APS)", Proc. of GLOBECOM 
pp.2926-2931, Nov. 2001 

4. J. Hightower and G. Borriello, “A survey and Taxonomy of Location Systems for 
Ubiquitous Computing”, IEEE Computer, 34(8), pp57-66, Aug. 2001 

5. P. Bahl and V. Padmanabhan. “RADAR: An in-building RF-based user location and 
tracking system”. Proc. of INFOCOM, vol. 2, pp.775-784, Mar. 2000. 

6. P. Bahl and V. Padmanabhan, “Enhancement to the RADAR User Location and Tracking
System”, Technical Report MSR-TR-2000-12, Microsoft Research, Feb. 2000 

7. R. Want, A. Hopper, V. Falcao, and J. Gibbons, “The Active Badge Location System”, A
CM Trans. on Information Systems, 10(1), pp.91-102, Jan. 1992 

8. Getting, “The Global Positioning System”, IEEE Spectrum, 30(12), p36-47, Dec. 1993 
9. N. B. Priyantha, A. Chakraborty, and H. Balakrishnan, “The Cricket Location-Support 

System”, Proc. of 6th ACM MOBICOM, Aug. 2000 
10. C. Perkins, E. Belding-Royer, and S. Das, “Ad hoc On-demand Distance Vector (AODV)

Routing,” RFC 3561, July 2003 
11. D. B. Johnson, D. B. Maltz, and Yih-Chun Hu, “The Dynamic Source Routing Protocol 

for Mobile Ad Hoc Networks,” draft-ietf-manet-dsr-10.txt, July 2004 
12. Uppsala University, http://user.it.uu.se/~henriki/adov/ 
13. I. Jeong, N. Kim, Y. Jeong, and J. Ma,  “A Positioning Probability Enhancement 

Algorithm Using Ad Hoc Routing Protocol”, Proc. of CIC, Oct. 2004  
14. Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications,

ANSI/IEEE Std 802.11 1999 Edition 
15. P. Bhagwat, B. Raman, and D. Sanghi “Turning 802.11 Inside-Out”, Second Workshop on

Hot Topics in Networks (HotNets-II), Nov. 2003 



 

X. Lu and W. Zhao (Eds.): ICCNMC 2005, LNCS 3619, pp. 364 – 374, 2005. 
© Springer-Verlag Berlin Heidelberg 2005 

A Virtual Circle-Based Clustering Algorithm with 
Mobility Prediction in Large-Scale MANETs 

Guojun Wang1,2, Lifan Zhang2, and Jiannong Cao1 

1 Department of Computing, Hong Kong Polytechnic University, 
Hung Hom, Kowloon, Hong Kong 

2 School of Information Science and Engineering, Central South University, 
Changsha, Hunan Province, P.R. China 410083 

Abstract. The design of routing algorithms in MANETs is more complicated 
than that in traditional networks. Constructing a virtual dynamic backbone 
topology is a general approach for routing in MANETs. In our previous work, 
we have proposed a logical Hypercube-based Virtual Dynamic Backbone 
(HVDB) model, which has the capabilities of high availability and good load 
balancing in order to support various communication modes such as unicast, 
multicast and broadcast in large-scale MANETs. In this paper, we propose a 
novel virtual Circle-based clustering Algorithm with Mobility Prediction 
(CAMP) in order to form a stable HVDB for effective and efficient routing. 

1   Introduction 

Mobile Ad hoc NETworks (MANETs) [4] is a very hot research topic in recent years 
because of their self-organizing, rapidly deployable, dynamically reconfigurable 
properties. The concept of Virtual Dynamic Backbone (VDB) has been proposed to 
seek for similar capabilities of the high speed and broadband backbone in the Internet. 
Two major techniques are used to construct a VDB, i.e. Connected Dominating Set 
(CDS) and Clustering. Routing based on the VDB scales better, since the number of 
nodes concerned with routing can be reduced to that of the backbone nodes. But the 
scalability is not automatically guaranteed if too many tiers exist in the VDB. One 
generally uses a backbone with only a few tiers (say, two) [22], for several reasons, 
such as the maintenance of multi-tier routing, traffic load of higher tier nodes.   

In this paper, we propose a novel virtual Circle-based clustering Algorithm with 
Mobility Prediction (CAMP), to form a stable logical Hypercube-based Virtual 
Dynamical Backbone (HVDB) in large-scale MANETs, which is presented in [21]. 
The CAMP algorithm is based on the location information and mobility prediction, 
and elects a Mobile Node (MN) as a Cluster Head (CH) when compared to others: (1) 
It has the longest stay time within the predefined circle region that called Virtual 
Circle (VC), based on mobility prediction. (2) It has the minimum distance to the 
center of the VC, based on location information. The HVDB model is derived from an 
n-dimensional hypercube. An n-dimensional hypercube has N=2n nodes. We 
generalize the incomplete hypercube [9] by assuming that any number of nodes/links 
can be absent. Hypercube is originally proposed as an efficient interconnection 
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network topology for Massively Parallel Processors (MPPs). Recently the hypercube 
has been applied to other network environments, such as the Internet [5] [12], the P2P 
networks [16] [19] [23], and the overlay networks for P2P computing [17].  

The motivation for us to introduce hypercube into MANETs is that, the hypercube 
networks have four kinds of desirable properties, i.e. fault tolerance, small diameter, 
regularity and symmetry, which help to achieve high availability and load balancing 
of the network that are prerequisites for economical communications. 

The remainder of the paper is organized as follows. Section 2 presents some related 
works on some clustering techniques and the VDB in MANETs. The proposed HVDB 
model is introduced in Section 3. Section 4 describes the proposed clustering 
algorithm. Section 5 gives the analysis and Section 6 concludes the paper. 

2   Related Works 

This section shows some related works in two aspects: (1) the clustering techniques; 
and (2) the techniques to form the VDB structure. 

2.1   Clustering Techniques  

Four kinds of typical clustering algorithms available in the literature are as follows 
and numerous other algorithms are their variations. 

The lowest identifier (Lowest-ID) algorithm [8]: each MN has a unique identifier. 
The node with the smallest identifier in its neighborhood is elected as the CH. The 
algorithm needs simple computation and easy execution. However, a highly mobile 
CH with the lowest ID will cause severe re-clustering; and if it moves into another 
region, it may unnecessarily replace an existing CH, causing transient instability. 

The maximum-connectivity algorithm [6]: the node with the maximum degree in its 
neighborhood is elected as the CH. And the smallest identifier is the second criterion. 
The algorithm has small number of clusters, resulting in short delay of packet 
transmission, but causing the problem of small channel spatial reuse probability. Node 
mobility will influence the degree of the node, resulting in the change of the CH. 

The weighted clustering algorithm [3]: it uses a combined weighted metric, which 
takes into account several system parameters like node degree, node transmission 
power, node mobility, and node energy. The number of nodes in a cluster is a pre-
defined threshold to facilitate the optimal operation of the MAC protocol. Election of 
a CH is on-demand. The algorithm has good load balancing. The difficulty is how to 
compromise the weighted parameters to consume relatively low control overhead. 

The passive clustering algorithm [11]: it executes clustering upon the information 
that is listened, and it needs no periodical control information and no initial process 
like the above three algorithms. It is realized in the MAC layer and can be used in a 
diversity of on-demand routing protocols. However, the collected information may 
not be integrated and up-to-date because of its passive characteristic. 

A zonal algorithm for clustering in [4] is proposed to divide the graph into regions 
by using a spanning forest, to construct a weakly-CDS for each region, then to 
produce a weakly-CDS of the entire graph. A distributed clustering algorithm called 
MOBIC is proposed in [1], which is based on the ratio between successive 
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measurements of received power at any nodes from its neighbors. It is similar to the 
Lowest-ID algorithm by using mobility metric instead of the ID information. 
Clustering schemes based on mobility prediction in [15] [18] have some similarities 
to our proposed CAMP algorithm, and we discuss them in Section 5 in more details. 

2.2   The Virtual Dynamic Backbone (VDB) 

The VDB is a sub-graph of the entire network topology and it exploits a hierarchical 
structure. It must be stable enough to facilitate to use the constant routes on the 
backbone. And the size of the VDB should be small to avoid the scalability problem. 

In [13], a cluster-based backbone infrastructure is proposed for broadcasting in 
MANETs. For each broadcast, the backbone that is actually a CDS can be formed 
either statically or dynamically. The static backbone consists of fixed CHs, which are 
selected from source-independent gateways. The dynamic backbone selected fixed 
CHs from the gateways dynamically. This algorithm is message-optimal, i.e. the 
communication complexity and time complexity of such a backbone are both O (n), 
where n is the network size. But the stability of the backbone can not be guaranteed. 

A distributed virtual backbone scheme is presented in [14], which uses clustering, 
together with labeling and heuristic Steiner tree techniques. With the labeling scheme, 
nodes with higher connected degree will have higher probability to be CHs. Heuristic 
Steiner tree algorithm is used to generate the optimal virtual backbone with small 
size. However, this algorithm is rather complicated; and the CH is changeable due to 
considering the connected degree as the clustering criterion.  

In [2, 10], a VDB approximates a minimum CDS. It is an NP-complete problem to 
find a minimum CDS. In [2], it computes a spanning tree with as many leaves as 
possible; all the non-leaf nodes form a CDS. In [10], relatively stable and high degree 
nodes have higher priority to be backbone nodes. Both of the two use the marking 
process to reduce the size of a CDS. The marking process is effective and it supports 
localized maintenance, but it has a high computation cost since each node needs to 
check all the coming messages in [2] and to check all pairs of its neighbors in [10].  

In [20], it uses two mechanisms: clustering and adjustable transmission range to 
form a VDB. The basic idea is to first reduce the network density through clustering 
using a short transmission range. Then neighboring CHs are connected using a long 
transmission range and form a CDS. It extends the marking process in [2] to reduce 
the size of the CDS. The approaches bring out effectiveness but with high 
computation cost, especially in dense networks.  

3   The Logical Hypercube-Based VDB Model 

The 3-tier HVDB model is shown in Fig. 1, which is presented in [21]. In the model, 
the large-scale MANET is deployed in a rectangular region, which is divided into 
square regions of equal size. The Virtual Circles (VCs) of equal size that are 
overlapping to each other in a systematic way, as in [18], are formed based on these 
square regions. The center of each VC is called a Virtual Circle Center (VCC). 
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Fig. 1. The Virtual Dynamic Backbone Model 

The MN Tier consists of MNs in the network. The nearby MNs are grouped into a 
cluster. Each cluster has a CH and some cluster members. The CHs are responsible 
for communicating between clusters, and for managing their member nodes. Each 
MN can determine the VC where it resides by its location information. If there is a 
CH in a VC, then we view the VCC as the CH; if not, then it is only a placeholder. 

The Hypercube Tier consists of several logical k-dimensional hypercubes, whose 
nodes are CHs actually, and k is relatively small in our consideration, e.g., 3, 4 or 5. A 
logical hypercube node becomes an actual one only when a CH exists in the VC. The 
CHs located within a predefined region build up a logical hypercube, most possibly 
an incomplete hypercube due to the distribution and high mobility of MNs. The 
hypercube is logical in the sense that the logical link between two adjacent logical 
hypercube nodes possibly consists of multihop physical links.  

The Mesh Tier is a logical 2-dimensional mesh network, by viewing each 
hypercube as one mesh node. In the same way, the 2-dimensional mesh is possibly an 
incomplete mesh; the link between two adjacent mesh nodes is logical. A mesh node 
becomes an actual mesh node only when a logical hypercube exists in it.  

In Fig. 1, the mesh tier is drawn in circle regions, and the other tiers aren’t done for 
clarity. In particular, the HVDB has the non-virtual and non-dynamic properties, 
which are similar to reality and stability properties of the backbone in the Internet 
respectively: (1) To realize the non-virtual property, we assume each MN can acquire 
its location information by using some devices such as a GPS. Then each MN can 
determine the VC where it resides. (2) To realize the non-dynamic property, we 
assume the MNs have different computation and communications capabilities to form 
a stable HVDB, with the super MNs having stronger capabilities such as multilevel 
radios than the normal MNs. It is reasonable in practice, e.g., in a battlefield, a mobile 
device equipped on a tank can have stronger capability than that on a foot soldier. 

The HVDB model has high availability and good load balancing properties which 
are new QoS requirements in large-scale MANETs, due to four kinds of properties of 
the hypercube. Firstly, the fault tolerance property provides multiple disjoint paths for 
QoS routing, and small diameter facilitates small hop count of path on logical links. It 
brings the network with high availability. Secondly, hypercube is regular and 
symmetrical, and in our architecture no leader exists in a hypercube, so no single node 
is more loaded than any others. It is easy to achieve load balancing in the network. 
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4   The CAMP Algorithm 

We extend the formerly defined VC to three terms, (1) Basic virtual circle is defined 
as a circle region that takes the center of a square region as its center and the diagonal 
of the square region as its diameter; (2) Extended virtual circle is defined as a circle 
region that takes the center of a basic virtual circle as its center, and the radius of the 
basic virtual circle added by a parameter value as its radius; and (3) Reduced virtual 
circle is defined as a circle region that takes the center of a basic virtual circle as its 
center, and the radius of the basic virtual circle subtracted by a parameter value as its 
radius. Since the three circles based on the same square region are concentric circles, 
we call the integrity of them a Virtual Circle (VC).  

4.1   The Clustering Algorithm 

The proposed CAMP algorithm is based on the mobility prediction and location-based 
clustering technique used in [18], which has been shown to form clusters much more 
stably than other schemes. In [18], it uses two criteria to elect an MN: longest stay 
time and closest to the VCC, which have been mentioned in Section 1. And our 
CAMP algorithm makes some improvements: (1) It uses a simple mobility prediction 
scheme compared with [18]. (2) It assumes that the CHs have multilevel radios other 
than the unit disk model in [18]. (3) It uses three kinds of VCs.  

We assume that there are enough super MNs evenly dispersed in the network. This 
algorithm has two strategies of CH and cluster members as follows (the pseudo code 
is shown in Fig.2). 

1. As a candidate CH, the MN must be a super MN, together with the above two 
criteria. MNs must be located within the range of the reduced VC, or it will move to 
the range in a certain time, which is a small system parameter value for mobility 
predication. If no MNs can be elected as a new CH in a VC, then the normal MNs 
should find their proxy CHs in their neighboring VCs. The CH will be replaced by a 
candidate CH while it leaves out of the reduced VC or it will do so in a certain time 
by mobility prediction. If no candidate CH exists in either of the two situations, then it 
triggers the CH re-electing process. Candidate/current CHs can determine themselves 
whether they are new CHs or be degraded as candidate CHs, through the mobility 
prediction information they received. This fact simplifies the electing process. 

2. As a cluster member, it must be located within the basic VC, or it is currently 
within the extended VC and it will move to the range of the basic VC in a certain time 
based on mobility predication. A certain MN may belong to more than one VC at the 
same time for more reliable communications, as those VCs overlap with each other. 

4.2   The Mobility Prediction Scheme 

We assume the CHs have 2-level radios. The short radio is used for communications 
between normal MHs. The long radio is used for direct communications among 
candidate/current CHs. And we assume a natural and realistic random mobility model, 
which characterizes the movement of MNs in a 2-dimensional space. The movement 
of MNs consists of a sequence of random length mobility epochs. The speed and 
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direction of MNs keep constant in epochs, and vary from epoch to epoch. The 
acceleration γ of the same direction of previous speed exists due to the inertia effect. 

 

 
 
Fig. 2. The virtual Circle-based clustering Algorithm with Mobility Prediction (CAMP) 

Each MN detects the change of its speed and moving direction. If they change, i.e., 
if a new epoch starts, then it records its current 2-dimentional coordinate (x, y), speed 
V and direction θ, current time t’, and the changing duration time ∆. Then the interval 
time T between two epochs can be got by Ti=t’i+1-t’i, the acceleration 

iγ  can be got by 

∆
)1 ii V(V −+ , where 1≤i≤P and P is the number of sampling points. We call this recording 

process as sampling, the recording place as sampling point. P is determined by each 
MN based on their mobility degree. As MN moves faster, P becomes larger.  

Here we give some system parameters: network center coordinate C(xc, yc), 
network length L, network width W, diameter of VCs D, difference value α of VC’s 
diameter and reduced VC’s diameter, β of VC’s diameter and extended VC’s 
diameter. Fig. 3 simply illustrates the HVDB model on a 2-dimentional plane. 

Theorem 1: Closest to the VCC. 
Given an MN m that at time t0 its coordinate is (xm, ym), m is within the reduced VC. 
The distance from m to its corresponding VCC d(m) can be attained by Formula 4.1. 
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The CAMP Algorithm: 
1. For each candidate CH (which is a super MN): 

The MN computes its stay time and distance to the VCC;  
If the MN is located or will move to the reduced VC in a certain time Then 
       If the MN has the longest stay time and it is closest to the VCC Then 
                  The MN is elected as the new CH; 

        Else The MN is regarded as a candidate CH; 
Else If no MNs can function as candidate CHs in the VC Then 
        The normal MNs in the VC find proxy CHs in their neighboring VCs; 

If the CH leaves the basic VC, or it will do so in a certain time Then 
        If candidate CHs exist in the VC Then 
                  The CH is replaced by a certain candidate CH; 
        Else Start to re-elect a new CH; 

2. For each cluster member (either a super MN or a normal MN): 
If the MN is located within the VC, or the MN is located within the extended 
VC and it will move to the basic VC in a certain time Then 
       The MN is a cluster member of the VCC; 
If the MN is located within more than one VC simultaneously Then 
       The MN is cluster members of all these VCCs. 
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Fig. 3. The HVDB model of a 2-dimentional plane 
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The extrapolation method is used to predict the stay time. Extrapolation is used in 
the situation that function f(x) is known at a≤x≤b, while we compute the value of f(x) 
when x<a or x>b. Extrapolation is always not very accurate, but it is relatively simple. 
Since the extrapolation in low-power multinomial is more accurate than that in high-
power multinomial [7], we will use the subsection low-power interpolation method to 
get an approximate function.  

Theorem 2: Longest stay time. 
Given an MN m and a quaternion (P, vx, vy, T), vx and vy denote the speed of m on the 
direction of X-axis and Y-axis, got by vx = Vcos(θ) and vy =Vsin(θ). Suppose vx’, vy’, 
T’, and γ’ denote the future value by prediction, and current coordinate is (xp, yp), 
current speed is (vxp, vyp), then the future coordinate (x’, y’) at time t can be attained by 
Formulae 4.2 and 4.3 respectively, based on Newton’s Laws. 
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Proof: The function value of vxk = fx (tk) at point ∑
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known by sampling. We use Lagrange Multinomial to do secondary power 
interpolation at each section consisting of three points: (vxr0, Tr0), (vxr1, Tr1), (vxr2, Tr2), 

where r is the section number and 
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section, we get approximate sub-function from Formula 4.4:  

)t)(tt(t

)t)(tt(t
v

)t)(tt(t

)t)(tt(t
v

)t)(tt(t

)t)(tt(t
v(t)'fv

rrrr

rr
xr

rrrr

rr
xr

rrrr

rr
xrxx

1202

10
2

2101

20
1

2010

21
0 −−

−−+
−−

−−+
−−

−−==  (4.4) 

…

…

1



A Virtual Circle-Based Clustering Algorithm 371 

 

Suppose vx’ is the value got from the latest subsection’s sub-function by Formula 4.4. 
Then the value of vy’, T’, γ’ can be got through the same method. So the future 
coordinate (x’, y’) at time t can be attained by Formulae 4.2 and 4.3. Suppose the 
VCC in which MN m is located is (X, Y). Then, the stay time t when m is located in 
the VC can be attained by Equation 4.5:                              

( ) ( )
2

D
Y'yXx' 22 α−=−+−                                            … (4.5) 

If the stay time t is longer than T’, that is, MN m still exists in the reduced VC 
when the predicted speed or move direction changes, the next quaternion of (vx’, vy’, 
T’, γ’) is predicted and the prediction process is continued. Furthermore, we predict 
those parameters not only based on the latest subsection’s function, but also 
considering the varying rule of whole function vx = fx (t) if the rule can be seen easily.  

A simple mapping function is used to map each CH to a hypercube, e.g., see Fig. 3, 
four 2-dimentional logical hypercubes exist, HID is given as H00, H01, H10, and 
H11.  Assume W and L are 8 km, the NO coordinate is (0, 0), then the NC coordinate 
is (4, 4). Given CHs’ coordinate as (x, y), then the HID of the hypercube they belong 
to can be got by function 4.6: 

{ }
{ }
{ }
{ }

H00   (x,y) | 0 x<4,0 y<4

H01   (x,y) | 4 x<8,0 y<4
HID=

H10   (x,y) | 0 x<4,4 y<8

H11   (x,y) | 4 x<8,4 y<8

≤ ≤⎧ ⎫
⎪ ⎪

≤ ≤⎪ ⎪
⎨ ⎬

≤ ≤⎪ ⎪
⎪ ⎪≤ ≤⎩ ⎭

                              (4.6) 

Using the same method, we can map each CH to a hypercube node, or map each 
hypercube to a mesh node. Finally, a stable HVDB structure can be constructed. 

5   Performance Analysis 

Here we compare the proposed scheme to those ([15], [18]) with similarities that are 
mentioned in subsection 2.1. An (α, t) cluster framework proposed in [15] sets the 
criteria relying directly on path availability. Its random mobility model is similar to 
ours, but no acceleration exists from a velocity to another velocity. It gives pure 
random movements, such as the sudden stop, turn back, and sharp turn, etc., which 
are physically impossible in the real world for the MNs. 

 In [15], every node in an (α, t) cluster has a path to every other node in the cluster 
that will be available at time t0+t with a probability ≥  α. Each node maintains routes 
to the set of adjacent clusters. But in our scheme only the CH maintains these kinds of 
routes, which leads to easy management. In [15], α controls the minimum level of 
cluster stability, and t determines the maximum cluster size. Large t that is necessary 
to maintain routes will reduce the path availability, thus resulting in instability. Large 
t also results in small number of clusters, causing the problem of small channel spatial 
reuse probability. It leads to ambiguity as to how large t is. But, clusters formed by 
our scheme are stable: firstly, a CH is not changed until it moves out of the reduced 
VC. Secondly, the cluster can be seen as unchanged during the alternation of CHs. 

The (p,t,d) clustering model used in [18] hasn’t considered the fact that the CH is 
relatively heavy loaded than cluster members, and then it is easily to be broken down, 

…
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which seldom occurs in our scheme due to strong capabilities of the CH. Furthermore, 
considering only the virtual cluster other than our proposed three kinds of VCs makes 
it not flexible and potentially not adaptive to node mobility. In our scheme, the close 
degree can be controlled by a threshold: radius of the reduced VCs, which is 
determined by a system parameter α. If the MNs move fast, the radius of the reduced 
VC should be large, that is, α should be small, to make the CH stay longer time within 
the cluster. Otherwise, we set a larger α to form a small reduced VC, to make sure a 
good CH to be closer to the VCC. In addition, the CHs can broadcast messages to 
other candidate CHs in the same VCs directly, due to their multilevel radios. 

Theorem 3: Assume h is the number of super MNs in the MANETs, the message 
complexity of forming the cluster topology is O (h). 

Proof: To elect the CHs, only super MNs need to compute their stay time and 
distance to the VCC, and broadcast the result, this needs to transmit messages h times. 
After the CHs being elected, it should broadcast the result to notify their cluster 
members. The number of messages needed is the number of CHs, which is at most the 
number of VCs: 

2
2
D
LW . Thus the total number of messages needed is only h+

2
2
D
LW . 

Theorem 4: To form a cluster topology, the number of MNs needed to do mobility 
prediction is O (h+β2+βD). 

Proof: Based on the CAMP algorithm, only super MNs have the title being candidate 
CHs, all the super MNs should do mobility prediction. The number of super MNs is h. 
The normal MNs which are located in the extended VC should predict whether it will 
move to the basic VC in a certain time or not. Since the MNs are evenly dispersed in 
the network, the number of MNs located in the extended VC is in proportion to the 
area of the extended VCs, which is ( ) DDD βπβπβπ 2

12
4
12

4
12

4
1 +=−+ . 

But in [18] each MN has to predict its mobility behavior, consuming too much 
memory and processing power, and generating too much traffic load. 

6   Conclusions 

The proposed CAMP algorithm facilitates to form a stable HVDB in large-scale 
MANETs. Our previous work in [21] shows that the desirable characteristics of 
hypercube networks, especially for the fault tolerance, small diameter, regularity and 
symmetry, bring high availability and good load balancing to QoS routing in large-
scale MANETs. In our future work, we will develop effective and efficient QoS 
routing algorithms by combining the proposed CAMP algorithm with more traditional 
QoS mechanisms such as resource reservation and admission control. 
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Abstract. Recent routing protocols and multicast protocols in large-scale mo-
bile ad-hoc networks (MANETs) adopt two-tier infrastructures to avoid the in-
efficiency of the flooding. Hosts with a maximal number of neighbors are often 
chosen as backbone hosts (BHs) to forward packets. Most likely, these BHs will 
be traffic concentrations/ bottlenecks of the network. In addition, since host 
mobility is not taken into consideration in selecting BHs, these two-tier 
schemes will suffer from more lost packets if highly mobile hosts are selected 
as BHs. In this paper, a new multicast protocol is proposed for multicast ser-
vices in a large-scale MANET. In the proposed protocol, hosts with fewer hops 
and longer remaining connection time to the other hosts will be selected as 
BHs. The objective is not only to obtain short multicast routes, but also to con-
struct a stable two-tier infrastructure with fewer lost packets.  

1   Introduction 

Recently, several multicast protocols for mobile ad-hoc networks (MANETs) have 
been proposed in the literature [1-7]. They can be classified into two categories: tree-
based protocols and mesh-based protocols. Tree-based protocols build a tree for each 
multicast group, whereas mesh-based protocols create a mesh of hosts for forwarding 
packets between multicast members. The protocols proposed in [1-5] belong to tree-
based protocols, and the other two proposed in [6, 7] belong to mesh-based protocols. 
For both, adding a new member into an existing multicast group will cause the flood-
ing of a join request message over the entire network. The flooding process is time-
consuming and bandwidth-consuming, especially, for a large-scale MANET. 

To avoid the inefficiency of flooding, two-tier infrastructures [8-12] were adopted 
for routing/multicasting in large-scale MANETs. Some of hosts, named backbone 
hosts (BHs), were selected and responsible for managing the flooding, maintaining 
the infrastructures and determining the routes. The protocols proposed in [8-12] all 
selected BHs by finding dominating sets with a maximal number of neighbors. Since 
most of packets are initiated and processed by BHs, a proper way to select BHs is 
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crucial to a two-tier infrastructure. Since only one host is allowed to broadcast within 
a transmission range at a time, the BHs determined in [8-12] are likely to be traffic 
concentrations/bottlenecks of the networks. They also suffer from frequent changes in 
highly mobile MANETs. Frequent changes of BHs adversely affect the performance 
of the networks. Once a host with high mobility is selected as a BH, the infrastructure 
may become fragile and the performance may decline dramatically. Therefore, host 
mobility should be considered an important factor when the infrastructure is being 
constructed. The two-tier protocols proposed in [8-12] all suffer from more lost pack-
ets caused by highly mobile BHs.  

We adopt different approaches for selecting BHs compared with [8-12] in which 
the hosts with a large number of neighbors are selected as BHs. First to determine 
shorter multicast routes, we select the BHs with minimal hops distant to other hosts. 
To obtain shorter routes is one of the major concerns for most existing rout-
ing/multicast protocols. It reduces the number of hosts participating in packet for-
warding so as to lower bandwidth-consumption and shorten transmitting latencies 
from sources to destinations. Particularly for large scale multicast services, the issue 
of shorter routes must be carefully scrutinized since the BHs attached by a server are 
necessary to transmit packets to multiple destinations over the network. Second, the 
selected BHs should be stable to the member of multicast groups so as to reduce the 
frequencies of re-selecting BHs, re-attaching BHs and re-determining multicast 
routes. 

In this paper, we select BHs with shorter hops and longer remaining connected 
time to the other hosts. The problem of selecting BHs is formulated as a 0/1 integer 
linear programming (ILP). Second, we propose a new multicast protocol, named On-
demand Global Hosts for Ad-hoc Multicast (OGHAM for short). The protocol is 
proposed to approximate the above optimal solution by dynamically organizing the 
network into hierarchical infrastructures in which some BHs are selected and highly 
cooperative for multicast applications. Once the infrastructure is constructed on-
demand and dynamically by some multicast group, these selected BHs are globally 
available for other multicast groups. Therefore, follow-up multicast groups are not 
necessary to flood again for constructing additional infrastructures. 

2   Link Prediction 

Since the motion of the hosts will induce serious effects to the infrastructure, BHs 
with less mobility are desired. The performance of OGHAM is expected to become 
better if it is enhanced with a mobility prediction scheme. Below we describe the 
mobility prediction method of [6], where the locations, speeds and directions of hosts 
are provided by GPS. Suppose that vi and vj are two hosts. Define h : the radius of the 
transmission range (all hosts are assumed to have the same transmission range), (xi, yi) 
((xj, yj)) : the location of vi (vj), si (sj) : the speed of vi (vj), θi (θj) : the moving direction 
of vi (vj) (0≤θi≤2π and 0≤θj≤2π), and ti,j : the amount of time that vi and vj will stay 
connected. Let a = vicosθi − vjcosθj, b = xi − xj, c = visinθi − vjsinθj, and d = yi − yj. 
When vi and vj are neighboring, i.e., they can hear each other, ti,j can be estimated by 

 222222
, )()()( cabcadhcacdabt ji +−−+−+−=  
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3   Determining BHs 

Suppose that there are n hosts, denoted by v1, v2,…, vn, and let di,j and ti,j be the hops 
and the amount of remaining connecting time from vi to vj, where 1≤i≤n and 1≤j≤n. 
We have di,j=0 if i=j, and di,j>0 an integer if i≠j. We assume that given constant di,j is 
finite and di,j=dj,i for all pairs of i and j. We use variable xi=1 (xi=0) to denote that vi is 
(is not) chosen to be a BH. The hosts that are not BHs are called NBHs.  

To achieve the aim in which the hosts with longer remaining connecting time  
and shorter hops to the other hosts are selected as BHs, some host vi with  
smaller weighted value of ∑

≤≤ nj
jiji td

1
,,  is preferred. Letting wi= ∑

≠≤≤ ijnj
i,jd

  and  1
and τi = 

∑
≠≤≤ ijnj

i,jt
  and  1

  are to sum the hops and the remaining connecting time from vi to the 

other n−1 hosts. We aim to minimize ∑ τ
≤≤ ni

iii wx
1

. For the sake of hierarchical infra-

structures, we require that each host is attached to exactly one BH that is at most r 
hops distant, where r≥1 is a predefined integer. Let yi,j=1 (yi,j=0) denote that host vi is 
(is not) attached to BH vj. There are two constraints induced: ∑

≤≤ nj
i,jy

1
=1 for all 1≤i≤n 

and xj−yi,j≥0 for all 1≤i≤n and 1≤j≤n. Besides, we let yi,j=0 initially if di,j>r. Mathe-
matically, the problem of finding BHs can be expressed as the following 0/1 ILP. 

  Minimize ∑ τ
≤≤ ni

iii wx
1

 

subject to ∑
≤≤ nj

i,jy
1

 = 1  for all 1≤i≤n  

 xj−yi,j ≥ 0  for all 1≤i≤n and 1≤j≤n 
 xi ∈ {0, 1}  for all 1≤i≤n  
 yi,j = 0 if di,j > r and yi,j ∈ {0, 1} if di,j ≤ r  for all 1≤i≤n and 1≤j≤n 

 
The 0/1 ILP problem in general is known to be NP-hard. If xi ∈{0, 1} and yi,j ∈{0, 1} 

are relaxed to 0≤xi≤1 and 0≤yi,j≤1, then LP results. In the LP problem, we set yi,j=0 if 

di,j>r, initially. The LP problem can be solved in polynomial time. Suppose that *
ix s 

and *
, jiy s are the optimal solution to the LP, where 1≤i≤n and 1≤j≤n. In the following, 

we present a rounding algorithm that can round *
ix  and *

, jiy  to '
ix  and '

, jiy , respec-

tively, where '
ix ∈{0,1} and '

, jiy ∈{0,1}. Initially, we set '
ix = *

ix  for all 1≤i≤n and 

X={ *
ix |0< *

ix <1}. The solution (i.e., '
ix  and )'

, jiy  obtained by the rounding algo-

rithm is feasible to the original 0/1 ILP with r relaxed to 2r. 
 

(1) Determine *
cx ∈X so that (1− *

cx )wc=min{(1− *
ix ) iiw τ  |

*
ix ∈X}.  

/* *
cx  is determined so that the increment of the objective function induced by *

cx =1 

is minimum. */ 

(2) Set '
cx =1 and delete *

cx  from X. 



378 C.-C. Hu et al. 

 

(3) Determine Y={ *
jx | 

*
jx  ∈X and dc,j≤r}.  

(4) Set '
jx =0 and delete *

jx  from X for all *
jx ∈Y. 

/* Each vj that is at most r hops distant from vc is determined as an NBH. */ 

(5) Compute ∑ τ=
∈

−

Yx
jjj

j

wx
*

*∆ . 

/* −∆  is the decrement of the objective function induced by *
jx =0. */ 

(6) Compute ccc wx τ−=+ )1(∆ * . 

/* +∆ is the increment of the objective function induced by *
cx =1. */ 

(7) If −+ −∆ ∆ >0 and X is not empty, determine 0<f<1 satisfying ( )∑ τ−
∈Xx

llll
l

wfxx
*

**  

≥ +∆ − −∆ and then set *
lx =f *

lx for all *
lx ∈X. 

/* When +∆ − −∆ >0, the increment (i.e., +∆ ) of the objective function exceeds the 

decrement (i.e., −∆ ) of the objective function. To offset the difference (i.e., +∆ −
−∆ ), the objective function further decreases by reducing each *

lx  to f *
lx . */ 

(8) If X is not empty, then go to (1). 

(9) For each host vi, determine a BH, say vp, that is closest to vi and then set '
, piy =1 

and '
,qiy =0 for all 1≤q≤n and q≠p. 

/* Each host is attached to a BH that is closest to it. */ 

As a consequence of step (9), if vi is a BH, then '
,iiy =1 and '

,qiy =0 for all 1≤q≤n 

and q≠p. In other words, when '
, jiy =1 (i≠j), we have '

ix =0 and '
jx =1. Suppose that 

s**
ix  and s**

, jiy  are the optimal solution to the 0/1 ILP, where 1≤i≤n and 1≤j≤n. 

Let S**= ,
1

**∑ τ
≤≤ ni

iii wx  ,
1

** ∑ τ=
≤≤ ni

iii wxS  and S′= .
1

'∑ τ
≤≤ ni

iii wx  Clearly, S**≤S*. In the 

following lemma, we show that the approximation ratio, which is defined as 
**'  SS , is bounded above by 1+ **}1 |   {max Sniw ii ≤≤τ . 

Lemma 1. **'  SS ≤1+ **}1 |   {max Sniw ii ≤≤τ . 

Proof. We note that the rounding algorithm is iterative. We assume that there were nk 

iterations executed, where 1≤nk≤n. We use −
t∆ , +

t∆  and St to denote the values of −∆ , 
+∆  and ,

X

**

**
∑ τ+∑ τ
∉∈ ji x

jjj
Xx

iii wxwx  respectively, evaluated at the tth iteration, where 

1≤t≤nk. We have S′=
knS . We first consider 1≤t≤nk−1. When +

t∆ − −
t∆ ≤0, we have 

** ∆∆ SSS ttt ≥−+= −+  if t=1 and St=St−1+ +
t∆ − −

t∆ ≤St−1 if 2≤t≤nk−1. When +
t∆ −

−
t∆ >0, further decrement (i.e., ( ) )∑ τ−

∈Xx
llll

l

wfxx of the objective function was 
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made. We have St=S*+ +
t∆ − −

t∆ − ( )∑ τ−
∈Xx

llll
l

wfxx
*

** ≤S* if t=1 and St=St−1+ +
t∆ −

−
t∆ − ( )∑ τ−

∈Xx
llll

l

wfxx
*

** ≤St−1 if 2≤t≤nk−1. Hence we have (S**≥)S*≥S1≥S2≥ … 

≥ 1−knS . At t=nk, we have S′=
knS = 1−knS + +

kn∆ − −
kn∆ (X is empty after step (4)). If 

+
kn∆ − −

kn∆ ≤0, then S′≤ 1−knS , which implies **SS' ≤1. On the other hand, if +
kn∆ −

−
kn∆ >0, then S′≤S**+ +

kn∆ ≤ S**+max{(1− *
ix ) iiw τ |1≤i≤n}≤S**+max{ iiw τ |1≤i ≤n}, 

which implies **SS' ≤1+max **}1 |   { Sniw ii ≤≤τ . 

Next, we show that every NBH is attached to one BH that is at most 2r hops distant. 

Lemma 2.  dp,q≤2r if '
,qpy =1, where 1≤p≤n, 1≤q≤n, and p≠q. 

Proof: It suffices to show that for every NBH vp, there exists a BH that is at most 2r 

hops distant from vp. Since '
,qpy =1 and p≠q, we have '

px =0, which further implies 

either 0< *
px < 1 or *

px =0. We first consider 0< *
px <1. Suppose that there are nk 

iterations executed, and let *

tcx  and Yt denote the *
cx  and Y determined at the tth 

iteration, where 1≤nk≤n and 1≤t≤nk. Clearly, *
px  ∈X. Since '

px =0, we have *
px ∈Yl for 

some 1≤l≤nk. The distance from vp to 
tcv , which is a BH ( *

tc
x =1), is at most r hops. 

Then we consider *
px =0. Let Zp={ *

jx  | dp,j≤r, *
jx >0, and 1≤j≤n}. We have Zp 

nonempty, as a consequence of the constraints of the LP. Suppose *
zx  ∈Zp. If '

zx =1, 

the distance from vp to vz, which is a BH, is at most r hops. If '
zx =0, we have 0< *

zx <1. 

With the same arguments as the previous situation (i.e., 0< *
px <1), there exists a BH 

that is at most r hops distant from vz. Consequently, the distance from vp to the BH is 
at most 2r hops. 

4   Protocol 

OGHAM adopts hierarchical architecture by selecting some BHs for multicast appli-
cations. The members of the multicast group are attached to the selected BHs which 
are responsible for determining multicast routes, forwarding multicast data packets, 
handling dynamic group membership (the clients can dynamically join or leave the 
group) and updating multicast routes due to host movements.  

When a server (client) vi attempts to create (join) a multicast group, vi first tries to 
find a BH within a region with a radius of 2r hops centered at vi, where r≥1 is a prede-
fined integer. If such a BH is found, then vi is attached to it. Otherwise, vi broadcasts a 
message over a larger region, called multicast region, with a radius of γ hops centered 
at vi for collecting neighboring information, where γ≥2r is a predefined integer. Then, 
vi selects BHs for the multicast region and determines the attachment from NBHs to 
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BHs by the method of Section 3. Also, vi sends the list of all BHs and the neighboring 
information to each BH. 

The BHs determine multicast routes with the neighboring information. The BH at-
tached by the client computes the routes to the other BHs for querying the location of 
the server. The BHs attached by the server replies and determines the multicast routes. 
For determining stable multicast routes, the link entries will be discarded during the 
determination if the estimated connected time is expired. 

In the case, the BH attached by a client cannot find the server and then executes a 
merging process by broadcasting its topology information to the whole network. The 
BH attached by server replies its topology information to client’s BH. In this way, 
client’s region and server’s region are merged into a larger one and the multicast 
routes can be determined. The follow-up clients in this larger region will not trigger 
another merging.  

For robustness, BHs utilize the topology information to generate a substitute route 
whenever a particular disconnected multicast route is detected. At the stage of multi-
cast region creation, each BH receives and stores the topology information from the 
initiator host who creates the region. With the topology information, BHs can gener-
ate a substitute route if some route is disconnected.  

In OGHAM, the BHs are selected as Section 2 and are evenly distributed within 
the constructed multicast region. If some NBHs are disconnected with their BHs, they 
will have higher probabilities to be re-attached other BH in 2r hop distance. If not, 
these NBHs create their own multicast region where some BHs will be selected. On 
the other hand, a threshold is defined to evaluate the transmission quality (the value is 
based on the multicast application) from the members of the multicast groups to the 
attached BHs. If the packet delivery ratios have dropped behind the threshold, the 
members also try to re-attach to other BHs. Without loss of generality, the accuracy of 
the neighboring information decreases gradually as the hosts move. We propose three 
methods to address the problem. First each host piggybacks its newly neighboring 
relationship onto the transmitting or forwarding packets. To raise the accuracy of the 
determined multicast routes, BHs update their topology information by the piggy-
backed information while receiving the packets. Second once the members of groups 
or BHs detect a disconnected route, they generate a substitute route to replace the old 
one. Third, the BHs attached clients re-broadcast a broadcast packet to all other BHs 
for re-querying server location. Since the BHs are global, all multicast groups can 
benefit from the correction. 

When a multicast route is determined, the links constituting the route may be dis-
connected. We present a distinct approach. Our proposal is to rearrange the multicast 
routes along the transmission. The intermediate host vf determines a new route npf,d to 
the destination vd and compares npf,d with the received one rpf,d. The shorter and more 
stable route (npf,d or rpf,d) will be chosen to forward the received packet. In the follow-
ing two cases, npf,d will be chosen. (1) Some hosts vi and vj are disconnected where vi 

and vj are adjacent in rpf,d. (2) The hops of npf,d is shorter than the hops of rpf,d and 
min{ti,j | vi and vj are adjacent in npf,d }> min{ti,j | vi and vj are adjacent in rpf,d }. Gener-
ally, the hosts with fewer hops distant from the destination are likely to keep the more 
accuracy routing information to the destination. Figure 1(a) shows the described sce-
nario of case (1). The source host s generates a route s-f-a-b-d to the destination d. 
Unfortunately, a is moving out of the transmission rang to f before f forwards the 
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packet to a. f rearranges the substitute route f-c-b-d for f-a-b-d such that the lost 
packet is avoided and s is unnecessary to re-route. The other scenario of case (2) is 
depicted in Figure 1(b). f determined a better route f-c-b-d to replace f-e-a-g-b-d. 

route generated by s

s

(a). the rearrangement for
      the disconnected link

baf

a

c

d

Host moving route updated by f

s

(b). the rearrangement for
      the better route

bcf

a

c

d

ge

 

Fig. 1. Rearranging multicast routes   
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5   Simulation 

The simulation is implemented using the Network Simulator 2 package (ns-2). The 
simulation environment models a large- scale MANET of 200 hosts which are ran-
domly spread in a 2000m×2000m area. IEEE 802.11 is used as the MAC layer proto-
col. Each host is equipped with a radio transceiver which is capable of transmitting up 
to approximately 250 meters over a wireless channel. The mobility of each host is 
based on random waypoint model.  

We compare OGHAM with MCEDAR and ADB. We assume that the MAC layer 
in each host estimates the remaining time between neighboring hosts periodically by 
the methods of Section 2 and the accuracy of the estimated remaining connecting time 
is ±10%. One server and seven clients in a multicast group are randomly chosen from 
200 hosts. The simulations proceed for 300 seconds and the speed is varied from 0 to 
30 meter per second. Table 1 summarizes the essential parameter values for the three 
protocols in these simulations. The values for MCEDAR and ADB are the same as 
CEDAR [9]. 

We use the following metrics to investigate the effectiveness, the stability of con-
structed hierarchical infrastructures from multicast members to the attached BHs, and 
receiving data packet ratios for the three protocols. (1) Number of control packets. (2) 
Two kinds of latencies (Transmission latency: from the server to the clients and 
Transmission time: between two neighboring hosts). (3) Number of data packets (the 
number of data packets transmitted by servers and forwarders. (4) Number of the 
messages init_group and join_request: It represents a measure of stability for the 
attachment between the members and the attached BHs. (5) Packet delivery ratios: 
The ratio of the number of data packets received by clients versus the number of data 
packets delivered from the server. 
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           Fig. 2. Number of control packets                           Fig. 3. Number of data packets 
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Fig. 4. Transmission times between neighboring    Fig. 5. Transmission latencies from servers 
hosts         to clients 

First, we compare the effectiveness of the three protocols: (1) To avoid flooding to 
the entire network: Figure 2 illustrates that OGHAM generates fewer control packets 
than MCEDAR and ADB. In Figure 3, ADB transmits more data packets caused by 
ADB flooding data packets to all BHs. (2) To lower traffic concentrations and bottle-
necks of the network: In MCEDAR and ADB, more control and data packets are 
transmitted according to Figures 2 and 3. Further, the selected BHs have move 
neighbors to contend channel. Figure 4 demonstrates that MCEDAR and ADB have 
spent more transmission latencies between neighboring hosts than OGHAM. Due to 
applying the ADB flooding scheme, ADB has longer latencies than MCEDAR as 
well. (3) To minimize multicast relays (transmission latencies from servers to clients): 
In Figure 5, OGHAM has less transmission latencies from servers to clients caused by 
less transmission latencies between neighboring hosts in Figure 4 and the objective of 
the OGHAM 0/1 ILP in which the hops from BHs to the other hosts are minimized. 

Second, since MCEDAR and ADB select the BHs with maximum neighbors, the 
neighboring relationships are changed as hosts move. A more highly mobile environ-
ment leads the more frequency of re-selecting BHs, re-attaching to new BHs from the 
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multicast members and re-determining multicast routes. Figure 6 demonstrates and 
validates the points. Third, in Figure 7 the ratio of receiving data packets demon-
strates the following two observations. First, when the speed of hosts is low, the 
packet delivery ratios of OGHAM are superior to MCEDAR and ADB caused by the 
better effectiveness (fewer packets, shorter transmission latencies) and more stable 
attachments in OGHAM. Second, as the speed of hosts increases, the packet delivery 
ratios of these three protocols decline. In a highly mobile environment, OGHAM and 
ADB are superior to MCEDAR. Further, OGHAM and ADB have close packet deliv-
ery ratios even though ADB floods more data packets to all BHs. 
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Fig. 6. Number of the messages init_group and          Fig. 7. Ratio of Receiving data packets 
join_request 

6   Conclusions 

This paper has addressed a distinct methodology for selecting stable BHs by a 0/1 ILP 
to minimize the multicasting routes. A protocol OGHAM is proposed to approximate 
the optimal solution of the 0/1 ILP. The proposed protocol has the following advan-
tages. First, contrary to the existing two hierarchical protocols MCEDAR and ADB 
that broadcast control packets periodically to maintain the infrastructure for all hosts, 
OGHAM constructs the hierarchical infrastructure on-demand. Consequently, the 
overheads for constructing and maintaining the infrastructure will be decreased sub-
stantially in OGHAM. Second, the selected BHs are determined by solving a 0/1 ILP. 
Lemma 1 shows that our 0/1 ILP solution has approximation ratio equal to 1+ 

**}1 |   {max Sniw ii ≤≤τ . Thus the multicast routes, which attach NBHs to BHs, be-
come shorter and stable. On the other hand, lemma 2 shows that each host in a con-
structed multicast region is at most 2r hops distant from a BH, which avoids a flood-
ing to the entire network. Simulation results show that OGHAM is superior to the two 
existing multicast protocols (MCEDAR and ADB). Third, in opposition to the strat-
egy of selecting BHs with maximum neighbors, OGHAM has more stable attaching 
relationship such that the frequencies of re-selecting BHs, re-attaching BHs and re-
determining multicast routes is decreased.  
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Abstract. Network tomography aims to obtain network characteristics
by end-to-end measurements. Most works carried out in the past focused
on the methods and methodologies to identify some of the characteristics,
such as loss rate, delay distribution, etc. which are typical static statis-
tical variables showing long-term network behaviors. In contrast to the
previous works, we in this paper turn our attention to dynamic character-
istics, e.g. transition probability of each link, which unveil the temporal
correlation of traffic flows. Those dynamic characteristics could be more
important than those static ones since the temporal information can be
used in prediction. Apart from that, those characteristics are essential
to many other issues, including the models used in network tomography.
To identify transition probabilities by end-to-end measurements and in
a real-time manner is a challenging task although the problem can be
formulated by a hidden Markov model (HMM). Instead of using Baum-
Welch algorithm to identify the transition probabilities because it needs
a long execution time, we propose a new method that consider the cor-
relations observed by receivers to obtain the transition probabilities in a
simple and real-time manner. The proposed method is equal to a closed
form solution that makes it a candidate for real-time network control.

1 Introduction

Network characteristics, such as loss rate, delay distribution, available band-
width, are important to network design and performance evaluation. Due to
the distributed management of the Internet, an organization cannot access the
network devices (switches or routers) of another organization to obtain traffic
related data. Apart from that, commercial interests often prohibit ISPs to ex-
change this type of data with their competitors. All of those make it hard, if not
impossible, to study the traffic interactions between networks in a large scale.
Apart from those, some characteristics, such as the delay of a path, cannot be ob-
tained from network devices even with the privilege to access all related devices.
Network tomography tends to develop methods or methodologies to obtain vari-
ous characteristics by end-to-end measurements. A number of studies have been
carried out to identify link-level loss rates, delay distribution, etc. in the past few
years [1], [2], [3], [4], [5]. In contrast to the previous works, our attention in this
paper is turned to dynamic network characteristics and in particular focused on
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identifying link-level transition probability by end-to-end measurements since
this information unveils the temporal correlation of a traffic flow. If this infor-
mation can be obtained in real time, it can be used in traffic engineering, such
as load balancing. To achieve this goal, an innovative method is proposed in this
paper to estimate the transition probability that is fast and consistent.

It has been widely agreed that the losses occurred on a link have strong
temporal correlation, e.g. if a packet is lost on a link, the immediately followed
packet on that link has a higher probability to be lost than a packet that follows
a passed packet. The transition probability that shows the temporal dependence
of consecutive packets on losses or other events can provide an accurate model
to model the losses of a link, and provide the ability to predict future state.
Obtaining the transition probabilities of losses by end-to-end measurements is
a challenge problem although it can be formulated by a hidden Markov model
(HMM) since the complexity of network structures. Baum-Welch algorithm is
one of the most popular methods used in HMMs to find transition probabilities,
which uses an iterative procedure to search for a solution in a multi-dimensional
space that can take considerable amount of time. In addition, Baum-Welch al-
gorithm may converge at a local maximum since it is based on the expectation
and maximization (EM) algorithm.

The contribution of this paper are two folds. Firstly, in order to obtain the
transition probability in real time, we propose a simple and fast method that con-
siders the unique feature of the correlations created by multicast on receivers at-
tached to leaf nodes, and apply it to infer the transition probability. Rather than
using iterative approximation as Baum-Welch algorithm, the proposed method
can find the transition probability of a link directly from observations and is
equivalent to a closed form solution that makes it a candidate for real-time net-
work control. Secondly, the proposed method takes a divide-conquer approach
to complete its estimation, it factories the multicast tree into a number of pieces,
one for a link. Each piece is modelled by a factorial HMM (FHMM), its transition
probability can be sought independently. Therefore, the process can be carried
out in a parallel and distributed manner, which further speed up the processing.

The rest of the paper is organized as follows. In Section 2, we introduce HMM
in loss tomography and the principle used in statistical inference. In Section 3,
we detail the bottom up approach to infer the transition probability. Section 4
presents the related work in network tomography. The last section is devoted
to concluding remark, it also contain our current and future work in line of
measuring network performance.

2 Problem Formulation

There are two methods to send probes to receivers, i.e., multicast and unicast,
and the multicast approach is more scalable than the unicast one since it avoids
the repeated transmission of the same packet on the same link. Due to this, we in
this paper only consider the multicast approach to create related data. However,
this method can be easily extended to the unicast situation.
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The multicast tree used to send probes to receivers can be abstracted by
a three-element tuple (V, E, Θ). The first two elements represent the nodes
and links that have the same definitions as that in graph theory, i.e., V =
{v0, v1, ...vn} is a set of nodes, which correspond to routers and switches in a
network, E = {e1, ..., en} is a set of links that connect the elements of V to form
a network. As a regular tree, we assign a unique number to each link, starting
from 1 to n, we also assign a unique number to each node, starting from 0 to
n. The two sets of numbers map each other as follows: link 1 connects node 1’s
parent (node 0) to node 1, link 2 connects node 2’s parent to node 2, and so
on. To assist the following discussion, let Fx denote the parent node of node x,
these two nodes are called the parent and child nodes of link x in the rest of the
paper.

When probes are sent to receivers via the network, their arrivals at receivers
can be treated as samples collected from the traffic that is flowing on the path
connecting the source to the receivers. If the probes are periodically sent from
the source located at the root, even-spaced samples are collected at receivers,
although network delay can lead some receivers observe the probes earlier than
others, even some of the probes can be lost on the way to the receivers. Those
observations forms a Markov chain as shown in Figure 1, which are incomplete
with regards to the internal nodes. We aim to identify the transition proba-
bility of each link, including those that cannot be directly observed, from the
incomplete observations. This problem can be modeled by a HMM, in which the
internal states are not observable and needed to be estimated from observations
conducted at receivers. As pointed in [6], network traffic has some type of tem-
poral locality, i.e., a link would not change its state in a short period. If the
probing frequency is enough, the locality can be caught correctly, and used to
create accurate loss model and predict the trend of network traffic.

When a probe traverses through a network to receivers, each node in the
network has only two possible outcomes: observed or missed. Let 1 denote the
observed outcome, and 0 denote the other. The loss rate of link x that connects
Fx to x is a conditional probability defined as

P (x = 0|Fx = 1)

Given the network topology, an observation obtained at receivers may lead to
several explanations, one for a possible cause that leads to the observation.

When temporal correlation is taken into account, the situation becomes more
interesting because of the impact of past states of the network, including every
link, on current observation. HMM is a tool in this situation to identify the
temporal correlation from incomplete observations, which is a five-tuple (ΩX ,
ΩO, A, B, π), where

1. ΩX = {q1, ..., qN} denotes all possible states of the network;
2. ΩO = {v1, ..., vM} denotes all possible observations that can be obtained by

receivers;
3. A = {αij = P (Xt+1 = qj |Xt = qi)}, (1 ≤ i, j ≤ N) denotes all possible

transition probabilities;
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4. B = {bi(k) = P (ot = vk|Xt = qi, t)}, (1 ≤ i ≤ N) and (1 ≤ k ≤ M) denotes
the observation probability that links network states to observations. For the
above example, B quantitatively specifies the probability of each state that
creates the observation; and

5. π = {πi}(1 ≤ i ≤ N) denotes the initial distribution of states.

Given the multicast tree and possible states of each link, we have ΩX and ΩO.
Then, our task is to determine the other three, i.e. A, B, and π, from observa-
tions and let λ = (A, B, π). Baum-Welch algorithm is one of the most popular
methods used in this situation to estimate λ, which takes an iterative approx-
imating approach to search for a solution that satisfy an objective function.
Unfortunately, the time spent on the search increase very quickly as the increase
of the number of links. In addition, all observations collected by receivers must
be sent to a central node for processing. All those make Baum-Welch algorithm
unscalable and unsuitable to real-time control.

i j

k

n

α

α α

α

α
ii

ij jk

jj nn

Fig. 1. Hidden Markov Model for Network Tomography

2.1 Factorial HMM

What we are concerned here is whether there are other alternatives to speed
up the estimation of the transition probability, which are simple, efficient and
accurate, in particular if we want to use it for network controls. Considering
the correlations created by multicast, we propose a method that factories the
multicast tree into a number of FHMMs, one for a link. Each of the FHMMs
can be evaluated independently. Owning to this factorizing, the time spent on
determining λ is substantially reduced and can be processed distributely, which
makes it possible to use the identified λ to control network traffic.

When probes sent consecutively from a source to receivers, via a network,
every link that forwards the probes to receivers can be modeled by a Markov
chain (discrete) if its parent node observes those probes. Let xt be the state of
link x at time t. If xt depends on the previous n-states of x, the Markov model
can be described by an n-order Markov model:

P (xt|xt−1xt−2 · ·xt−n) (1)

Note that no matter which state x is, from t − n to t, a pre-condition for this
Markov chain to be valid is Fxi = 1, i ∈ t − n, .., t for an non-homogeneous
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Markov system. Otherwise, the Markov chain built on a link is broken because
of P (x = 0|Fx = 0) = 1, which means no matter what the previous states are
link x and the receivers attached to it must not observe the probe. To include
the pre-condition, the above formula should be written as

P ((xi|xt−1xt−2 · ·xt−n)|Fxi = Fxt−1 = ·· = Fxt−n = 1) (2)

This shows that the transition probability of a link can only be estimated when
the parent of the link receives n consecutive probes. The above formula can be
simply rewritten as:

P ((xixt−1xt−2 · ·xt−n)|Fxi = Fxt−1 = ·· = Fxt−n = 1) (3)

If the Markov chain is broken because Fx = 0, the Markov effect should be rebuilt
from stage 0 in an non-homogeneous Markov system. Alternatively, if assuming
a homogeneous system, the above restriction can be removed; in which link x
remains in its previous state if Fx = 0 until its parent receives a probe. For a
homogeneous 2-state Markov chain, its transition diagram is shown in Figure 2,
and (3) can be written as:

P (xi, xi−1|Fxi = 1, Fxi−1 = 1) (4)

which will be mainly used in our analysis in the rest of this paper. However, it
can be extended to an n-stage (n > 2) model.

0 1

α

α α

α

00

01

10

11

Fig. 2. State Transition Diagram

3 Bottom Up Estimation

The proposed algorithm adopts a bottom up approach to estimate the transition
probability of a link, thereby, it is named after this approach.

3.1 Leaf Link

The bottom up algorithm starts its estimation from those leaf links that have all
their sibling brothers’ observations available. Let Bx denote the sibling brothers
of link x, which is a binary set recording the observations of those receivers
attached to those brothers. Each element in the set represents the observation
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of a receiver for a probe as previously mentioned, 1 means the receiver observed
the probe, 0 means otherwise. Let SBx represent the observation of the sibling
brothers of x, which is defined as

SBx =
{

1, ∃i, i ∈ Bx, i = 1
0, ∀i, i ∈ Bx, i = 0 (5)

Formula (5) shows if at least one of the elements in Bx is 1, SBx = 1, that also
implies the parent of x observed the probe. Since SBx is independent from x,
the transition probability of link X can be derived:

α00(x) = P (xi = 0, xi−1 = 0|Fxi = 1, Fxi−1 = 1)
= P (xi = 0, xi−1 = 0|Fxi = 1, Fxi−1 = 1, Bxi = 1, Bxi−1 = 1)
= P (xi = 0, xi−1 = 0|Bxi = 1, Bxi−1 = 1)

=
n(xi = 0, xi−1 = 0, Bxi = 1, Bxi−1 = 1)

n(·, Bxi = 1, Bxi−1 = 1)
(6)

α01(x) = P (xi = 1, xi−1 = 0|Fxi = 1, Fxi−1 = 1)
= P (xi = 1, xi−1 = 0|Fxi = 1, Fxi−1 = 1)
= P (xi = 1, xi−1 = 0|Fxi = 1, Fxi−1 = 1, Bxi = 1, Bxi−1 = 1)
= P (xi = 1, xi−1 = 0|Bxi = 1, Bxi−1 = 1)

=
n(xi = 1, xi−1 = 0, Bxi−1 = 1)

n(·, Bxi = 1, Bxi−1 = 1)
(7)

α10(x) = P (xi = 0, xi−1 = 1|Fxi = 1, Fxi−1 = 1)
= P (xi = 0, xi−1 = 1|Fxi = 1)
= P (xi = 0, xi−1 = 1|Fxi = 1, Bxi = 1)
= P (xi = 0, xi−1 = 1|Bxi = 1)

=
n(xi = 0, xi−1 = 1, Bxi = 1)

n(·, Bxi = 1)
(8)

α11(x) = P (xi = 1, xi−1 = 1|Fxi = 1, Fxi−1 = 1)
= P (xi = 1, xi−1 = 1)

=
n(xi = 1, xi−1 = 1)

n(·) (9)

The · appeared in the denumerators of the above formulae takes xi and xi−1

positions and represents both can take all possible combinations. For instance,

n(·, Bxi = 1) = n(xi = 0, xi−1 = 0, Bxi = 1) + n(xi = 0, xi−1 = 1, Bxi = 1) +
n(xi = 1, xi−1 = 0, Bxi = 1) + n(xi = 1, xi−1 = 1, Bxi = 1)
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The above shows that by inspecting two consecutive observations obtained
on a receiver and its sibling brothers, we can estimate the transition probability
of the link connected to the receiver instead of using any iterative procedure to
search for it. When the transition probabilities of all leaf links are obtained by
the above method, the dimensions of the solution space is halved for a binary
tree. We then can either use the traditional EM algorithm to search for the
parameters of the other links or move one level up as we propose in the follows.

3.2 Internal Link

For an internal link, x, there are two simple methods to estimate its transition
probability. The first one simply ignores the impact of its children’s transition
probabilities on its transition probability, treats link x and the subtree rooted at
node x as a virtual link and use the transition probability of the virtual link as
the transition probability of link x. While, the second one considers the impact
of the transition probabilities of its children on its transition probability.

Link x plus the subtree rooted at it can be considered as a virtual link, de-
noted as Vx, and the transition probabilities of the virtual link can be estimated
from the observations of R(x) and R(Bx), where Bx is a set of nodes that are
sibling brothers of x and R(Bx) consists of those receivers attached to subtree
i, i ∈ B. As leaf links, the observations of Vx is strongly related to that of Bx.
Let Vxi denote the observation of Vx for probe i sent to it, which is defined as:

Vxi =
{

1, ∃i, i ∈ R(X), i = 1
0, ∀i, i ∈ R(X), i = 0 (10)

Similarly, let Bxi denote the observation of Bx:

Bxi =
{

1, ∃i, i ∈ R(Bx), i = 1
0, ∀i, i ∈ R(Bx), i = 0 (11)

Then, applying the same principle used in last section, we have

α00(Vx) = P (Vxi = 0, Vxi−1 = 0|Fxi = 1, Fxi−1 = 1)
= P (Vxi = 0, Vxi−1 = 0|Fxi = 1, Fxi−1 = 1, Bxi = 1, Bxi−1 = 1)
= P (Vxi = 0, Vxi−1 = 0|Bxi = 1, Bxi−1 = 1)

=
n(Vxi = 0, Vxi−1 = 0, Bxi = 1, Bxi−1 = 1)

n(·, Bxi = 1, Bxi−1 = 1)
(12)

α01(Vx) = P (Vxi = 1, Vxi−1 = 0|Fxi = 1, Fxi−1 = 1)
= P (Vxi = 1, Vxi−1 = 0|Fxi = 1, Fxi−1 = 1, BVxi

= 1, BVxi−1
= 1)

= P (Vxi = 1, Vxi−1 = 0|BVxi
= 1, BVxi−1

= 1)

=
n(Vxi = 1, Vxi−1 = 0, BVxi−1

= 1)

n(·, BVxi
= 1, BVxi−1

= 1)
(13)
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α10(Vx) = P (Vxi = 0, Vxi−1 = 1|Fxi = 1, Fxi−1 = 1)
= P (Vxi = 0, Vxi−1 = 1|Fxi = 1)
= P (Vxi = 0, Vxi−1 = 1|Fxi = 1, BVxi

= 1)
= P (Vxi = 0, Vxi−1 = 1|BVxi

= 1)

=
n(Vxi = 0, Vxi−1 = 1, BVxi

= 1)
n(·, BVxi

= 1)
(14)

α11(Vx) = P (Vxi = 1, Vxi−1 = 1|Fxi = 1, Fxi−1 = 1)
= P (Vxi = 1, Vxi−1 = 1)

=
n(Vxi = 1, Vxi−1 = 1)

n(·) (15)

We can use the transition probabilities of Vx as the transition probabilities of
link x, if the consecutive simultaneous losses on the links embedded in subtree
x is impossible.

Note that the transition probabilities of link x are not equal to that of Vx

since some identical observations may be created by different state transitions.
For instance, two consecutive losses on link x create the same observations at the
receivers attached to subtree x as the two simultaneous consecutive losses on the
subtree rooted at node x; i.e., all links that with node x as parent simultaneously
lost the two probes. The bottom up method in this situation is incapable to tell
the difference between these two. However, from the probability point of view,
the probability of simultaneous losses is low, and consecutive simultaneous losses
is lower. Therefore, using α00(Vx) for α00(x) is a good estimate. Using α01(Vx)
for α01(x) we need to consider:

1. the initial state 0 is created by a loss on link x or by a simultaneous loss
occurred on subtree x;

2. the destination state 1 is observable or not.

These two can compensate each other well because the gain received from
ignoring the simultaneous loss in 1) is reduced by the loss of discounting the
other simultaneous loss at destination state in 2); i.e. the second probe passed
link x but lost in subtree x. Similarly for α10(Vx).

α00(Vx) this estimation can be very accurate because since the former has
the consecutive simultaneous losses in a subtree cannot be distinguished from
the consecutive losses at its parent link, we need to remove their impact from
estimation. For the first one, once the transition probabilities of all its children,
which can be a set of leaf links, or a set of subtrees, or a combination of the
previous two, have been estimated, the transition probability of the subtree
rooted at node X can be estimated by the similar method.

4 Related Work

Network tomography has a number of components for loss, delay, and bandwidth,
respectively. Each component has its unique name to distinguish itself from
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others. Loss tomography, as named, aims to find loss rates of links. It depends
on sending probes to the receivers attached to the end-nodes and apply the
correlation observed by the receivers to identify the loss rates of those links that
form a multicast tree [7], [8], [9], [10] [3], [4]. Two methods are widely used
to create correlated observations, i.e., multicast probes and unicast probes. A
multicast-based method, as named, sends probes from a source to all receivers
along a multicast tree that covers the interested network on a specific basis,
e.g. periodically or exponentially. The observations of the receivers that share
the same parent or ancestor have strong correlation because of the intrinsic
nature of multicast, which creates the foundation to determine the parameters
of related links. On the other hand, the unicast-based approach targets those
networks that do not support multicasting. To have correlated observations, the
unicast approach groups a number of probes together and send them to different
receivers in a short period. If the period is small enough, there is a very low
probability that a traffic surge could interrupt the packet group, which makes
the group works as a multicast sent to multiple receivers. Any difference observed
by the receivers is due to the different segments on their paths. Then, similar
inference techniques as those used in multicast-based methods are applied to
identify loss rates on the shared path and not shared paths.

Cáceres et al. are the pioneer to use the multicast-based approach to cre-
ate correlation and subsequently find loss rates [4], [11] , [12]. They assumed
a Bernoulli loss model for a link, and derived a high order polynomial to de-
scribe the relation between a node and its children. By solving the polynomial
which normally requires an iterative procedure, the loss rates embedded in the
polynomial can be identified.

Harfoush et al. and Coates et al. independently proposed the use of the
unicast-based approach to discover link-level characteristics [13], [14]. Their sim-
ulations confirm the feasibility of this method. Coates and Nowak also suggested
to use EM algorithm to estimate the correlation between packet pairs for loss
rates.

A common feature of those approaches is that they all use the iterative
approximating approach to find a feasible solution, and the computation time
increases exponentially as th e number of hidden nodes/links, which makes those
methods unscalable. However, we in this paper show the complexity can be under
control when the problem can be factorized and the uniqueness of multicast is
given special attention.

5 Conclusion

Network tomography as an emerging technology depends on statistical inference
to identify hidden information from incomplete observations. Instead of taking an
iterative approximating procedure to identify hidden information because such
a procedure can take considerable amount of time and has the risk of trapping
into a local optimum, we in this paper present a bottom up method to estimate
the transition probability of a link that takes a step by step approach, from
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bottom up. The advantage of this approach relies on its simplicity, efficiency
and consistency. More, the method can be executed in a parallel and distributed
manner.
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Abstract. TCP/AQM models focus on responsive long-lived TCP flows and are 
often used as a guideline to design new AQM algorithms. Nevertheless, the 
Internet traffic is aggregate. Besides responsive long-lived TCP flows, there are 
70%-80% unresponsive short-lived TCP flows and UDP flows which are 
ignored by these TCP/AQM models. In this paper, we first extend the 
GIX/M/1/N queueing model with batch arrivals by thinning of input flows and 
then use probability distributions of aggregate traffic as input to this extended 
model to evaluate and compare the performance of four classical AQM 
algorithms: TD, RED, GRED and Adaptive RED.  

1   Introduction 

The traditional technique for managing the router’s queue employs Tail Drop (TD) 
queue management. Due to TD’s well-known drawbacks, Active Queue Management 
(AQM) has been recommended by IETF as a method for congestion avoidance [1]. 
RED [9] is the first AQM algorithm proposed for deployment in TCP/IP networks. In 
addition to RED, a lot of AQM algorithms such as GRED [2], and Adaptive RED [3] 
have been proposed to improve the performance of the original RED.  

Related Work. Because of the importance of AQM algorithms in congestion control, 
many studies have been published on modeling the interaction between TCP and 
AQM algorithms (denoted by TCP/AQM models) [17,18], which focus on responsive 
long-lived TCP flows and are often used as a guideline to design new AQM 
algorithms by control theory [19]. Nevertheless, the Internet traffic is aggregate. 
Besides responsive long-lived TCP flows, there are 70%-80% unresponsive short-
lived (i.e. Web-like) TCP flows and UDP flows which are ignored by these 
TCP/AQM models. Moreover, UDP is preferred by voice and video applications, 
more and more voice and video traffic will appear in the Internet, which will have 
prominent impact on Internet stability, as Simon has noted [20]. However, TCP/AQM 
models do not take into account the effect of aggregate traffic on AQM algorithms 
and are not adequate to evaluate and compare the performance of AQM algorithms 
with aggregate traffic.  
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Bonald [8] developed a simple analytic model based on M/M/1/N queueing model 
with aggregate traffic to evaluate and compare the performance of TD and RED.  
However, the empirical study has shown that the Internet traffic is not Poisson traffic 
and the interarrivals of packets are random variables with Pareto distributions or 
heavy-tailed Weibull distributions [14,15,16]. Moreover, the empirical study has 
shown that the percent of packets back-to-back with the next increases with the 
number of active connections [16]. The arrivals of packets back-to-back with the next 
can be treated as batches in queueing system’s view. Hence, a more sophisticated 
model for evaluating and comparing the performance of AQM algorithms should be 
based on a GIX/M/1/N queueing model with batch arrivals [7].  

Contribution of This Paper. Keeping above facts in mind, we have sufficient reason 
to employ Weibull or Pareto distribution as packet interarrivals of a queueing model 
based on GIX/M/1/N with batch arrivals to evaluate and compare the performance of 
AQM algorithms with aggregate traffic. In our opinion, an AQM algorithm mainly 
confronts with aggregate traffic, not particularly with long-lived TCP flows. The 
queueing model is aiming at the scenario that a router will not only accept packets 
from long-lived TCP flows but also accept packets from short-lived TCP flows and 
UDP flows, i.e. aggregate traffic. The original GIX/M/1/N queueing model with batch 
arrivals [7] accepts every packet that arrives at the router and hence cannot directly be 
used as a model for evaluating the performance of AQM algorithms. In this paper, we 
first extend the GIX/M/1/N queueing model with batch arrivals by thinning of input 
flows. Based on the extended queueing model, a series of important metrics to assess 
the performance of AQM algorithms are suggested and definitely expressed as 
formulas of probabilities of queue length. Due to the arrival process with Pareto 
distributed interarrival is a popular model of self-similar processes [11], we evaluate 
and compared the performance of four classical AQM algorithms (TD, RED, GRED 
and Adaptive RED) by numerical analysis using Pareto interarrivals as input to the 
extended model. The main results we get are consistent with those produced from 
simulations or experiments [4,6,12]. 

The rest of the paper is organized as follows. In section 2, we deduce the extended 
queueing model. In section 3, the metrics to evaluate and compare the performance of 
AQM algorithms are present in terms of probabilities of queue length. Four classical 
AQM algorithms: TD, RED, GRED and Adaptive RED are assessed in section 4 
using the extended queueing model. Section 5 gives the conclusions. 

2   The Extended Queueing Model for Evaluating the Performance 
of AQM Algorithms 

In order to characterize the essential properties of AQM algorithms and employ the 
tools of queueing model to assess the performance of AQM algorithms, it is necessary 
to formally define what an AQM algorithm is. After that, the relation between the 
interarrivals of packets before dropping and after dropping is established. Finally, the 
GIX/M/1/N queueing model with batch arrivals is extended by thinning of input flows 
to evaluate and compare the performance of AQM algorithms. 
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2.1   A Formal Definition of AQM Algorithms 

Similar to Bonald [8], we suppose that the packet drop probabilities depend on the 
instantaneous queue size rather than on the average queue size. Moreover, for batch 
arrival of packets, we assume that AQM algorithms use the same drop probability on 
all packets in the same batch. We abbreviate distribution function of random variables 
to df and probability density function of random variables to pdf below. 

Definition 1: Assume that the buffer queue of a router can accommodate N packets 
(including the one being served), partition the buffer queue into m segments using a 
sequence of m+1 positive integers L0，L1，L2，…，Lm satisfying (See Fig.1 and 
Fig.2)

0 1 2
0

m
L L L L N= < < < < = . 

0=L0 L1 L2 Lm-1 Lm=N

A1(t) A2(t) Am(t)

0=d0 d1 dm-1 dm=1≤ ≤ <<

1 2 m
......

 

Fig. 1. The partition of the buffer queue 

These segments are numbered 1 to m in sequence. Each segment corresponds to a 
drop probability di (i=0,1,…,m) satisfying (see Fig. 1) 

0＝d0≤d1≤d2≤…≤dm-1<dm＝1 

Suppose that the interarrival times of packets arriving at the router are independent 
and identically distributed random variables (i.i.d. r.v.’s) with df A0(t) and that there 
are currently k packets in the buffer queue. If L0≤k<L1 , an AQM algorithm evenly 
drops the arriving packets with probability d0=0. In this case, the df of interarrival 
times that packets arrive at the buffer queue is A1(t)＝A0(t). If L1≤k<L2 , an AQM 
algorithm evenly drops the arriving packets with probability d1. In this case, the df of 
interarrival times that packets arrive at the buffer queue is A2(t). And finally, if Lm-

1≤k<Lm, an AQM algorithm evenly drops the arriving packets with probability dm-1. In 
this case, the df of interarrival times that packets arrive at the buffer queue is Am(t). If 
Lm≤k , an AQM algorithm drops the arriving packets with probability dm =1 (see Fig.2). 

The Buffer Queue

Drop
Packets with
Probability

di-1

A0(t) Ai(t)
The Router

 

Fig. 2. The relationship between interarrival times 

In this paper, the mean of df ( )iA t  is denoted by ai where (i=0,1,2…m). 

0

d ( )
i i

a x A x
∞

= ∫ . (1) 

and the pdf of ( )iA t  is denoted by ( )ia t . 
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2.2   Thinning of Input Flows 

Because of dropping of arriving packets, the interarrival times that packets arrive at 
the buffer queue become longer, which is called thinning of input flows [13]. By 
thinning of input flows, we can express A1(t)，A2(t)，A3(t),…, Am(t) through A0(t). In 
the case of d0=0, we know A1(t)＝A0(t) without any doubt. In the case of di≠0 
(i=1,2,3,…,m-1), we have the following theorem. 

Theorem 1: if A0(t) is a subexponential distribution function (a subset of heavy-tailed 
distribution function, such as Pareto, heavy-tailed Weibull) [11], then Ai(t) 
(i=2,3,…,m) can be estimated by 

0( ) 1 E[ ][1 ( )]i iA t A tν= − −  . (2) 

where t τ≥ and τ is determined by 

0

1
( )

E[ ]i

a t dt
τ ν

∞

=∫  . (3) 

Due to the Remark 2 above, discrete r.v. νi is evenly distributed in the set 

i-1
{1, 2, ..., r⎡1/ ⎤ } , where 1 11i ir d− −= − and  

i i-1
E[ ] 1 / 2 1 /(2 )rν ≈ +  . (4) 

The proof of Theorem 1 is given in Appendix. 

2.3   The Extended Queueing Model for Evaluating the Performance of AQM 
Algorithms Based on GIX/M/1/N 

In this section, we will extend the queueing model GIX/M/1/N [7] with batch arrivals 
by means of thinning of input flows. We assume that packets arrive in batches of 
random size X with Pr(X = i) = gi (i≥1) and mean g . A0(t), A1(t)，A2(t)，A3(t),…, 
Am(t) are defined as before (see Fig.2). The mean ai of ( )iA t  is defined by Eq.(1). The 

service time is exponentially distributed with mean 1/µ. The maximum number of 
packets allowed in the router at any time is N, where one packet is being served and 
the others (≤N ─ 1) are waiting in the buffer queue. The interarrival times, the batch 
sizes and service times are mutually independent. Since the buffer is finite, if a batch 
arriving at the buffer queue does not find enough space in the buffer, then the vacant 
spaces are filled up and the remaining packets for which there is no space are rejected. 

The offered load (or traffic intensity) of the queueing system is ρ=
0

g

a µ
. 

In order to evaluate the performance of AQM algorithms, we need some metrics 
(see section 3). These metrics all can be obtained through the probabilities qk's and 
pk's of queue length of the extended queueing model (see below). 

Let qk (k=0,1,…,N) denote the steady state probabilities of k packets in the router at 
prearrival epochs and pk (k=0,1,…,N) denote the steady state probabilities of k packets 
in the router at an arbitrary moment. Based on the above assumptions, we have 
proved the following theorem. 
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Theorem 2. If the probabilities qk's are known, then the probabilities pk's can be 
obtained by the following equations (k=0,1,…,N - 1) 

1
0 1

1
(0) ,0 1

k

k i j
i j k i

p p g k N
µ

∞

+
= = − +

= ≤ ≤ −∑ ∑  and 0 1
1

N

kk
p p

=
= −∑ . 

where 

1
1

(0) ,0 1k
k

q
p k L

a
= ≤ ≤ − ； 1 2

2

(0) , 1k
k

q
p L k L

a
= ≤ ≤ − ；… 1(0) ,k

k m

m

q
p L k N

a −= ≤ ≤ ; 

A more detailed description of the queueing system and the proof of Theorem 2 
can be found in Ref. [21]. 

We will obtain qk’s using the embedded Markov chain technique as in Ref. [7]. For 
the limited space, the detailed discussion is omitted. Please refer to Ref. [7] for more 
information. The kq ( 0 k N≤ ≤ ) can be determined by solving the system of linear 

equations 

,
0

,0
N

j i i j
i

q q h j N
=

= ≤ ≤∑  . (5) 

0

1
N

j
j

q
=

=∑  . (6) 

where ,i jh ’s are the one-step transition probabilities of the embedded Markov chain 

given by 
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,
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( )u i  is an indicator function used to map the current queue length i to the segment 
number. 
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3   The Metrics to Assess the Performance of AQM Algorithms 

In order to assess the performance of different AQM algorithms, performance-
evaluation metrics and their corresponding formulas in terms of kp ’s and kq ’s are 

given below, where kp ’s and kq ’s are the same as in section 2. The following metrics: 

packet loss rate, the mean and variance of queue length, the distribution of the number 
of consecutive packet losses and its mean and variance are employed to assess the 
performance of AQM algorithms.   

The Metrics Concerning Packet Loss Rate. We use the arbitrary packet loss rate as 
the metric to measure the packet loss rate of TD (see Ref. [7]) 

0

TD's packet loss rate=
N

k j
k j N k

q g
∞

−

= = −
∑ ∑  . (11) 

where jg −  denotes the probability of j packets ahead of an arbitrary packet within the 

batch and is given by 1 , 0
i

i j
j

g

g j
g

∞

= +− = ≥
∑

. 

Other AQM’s packet loss rate is given by Bonald [8] 
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Other AQM's packet loss rate=
N

i u i
i L

q d
= +
∑  . (12) 

The Metrics Concerning Queue Length. Let r.v. ζ denote the queue length at an 
arbitrary moment, then we obtain 
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The Metrics Concerning the Number of Consecutive Packet Losses. The 
probability distribution of consecutive packet losses is a critical metric for AQM 
algorithms as it indicates whether the global synchronization of TCP flows may occur 
[6,8,12]. Since AQM spreads out packet drops, it is expected to avoid the global 
synchronization that TD suffers [9]. In the following, we first infer TD’s probability 
distribution of consecutive packet losses and then the other AQM’s. 

Tail Drop. Because the interarrival times of packets constitute a renewal process, let 
V(x) denote the distribution of the excess life of the renewal process. According to the 
renewal theorem [10], we know 

0
0

0

1
( ) (1 ( ))

x
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a
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Let p denote the probability that a batch arrives within a service completion. We get 
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Let r.v. ξ denote queue length at prearrival epochs. Let r.v. η denote the number of 
lost packets when a batch arrives. Let r.v. γTD denote the number of consecutive batch 
arrivals for TD algorithm, we obtain 

 
0 0

Pr( ) Pr( )Pr( | )
N N

i N k i
i i
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Because r.v. η and r.v. γTD are mutually independent, the probability that there 
occur at least n times consecutive batch arrivals and each arrival loses k packets is 

1
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So we obtain 
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Other AQMs. Let r.v. AQMγ denote the number of consecutive packet losses for any 

other AQM algorithms in the condition that a drop has occurred. we obtain 
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4   Numerical Analysis of AQM Algorithms 

In this section, we show the numerical results of performance metrics presented in 
section 3 for TD, RED, GRED and Adaptive RED (abbr. to ARED).  

The distributions of r.v. X for different offered loads are derived using linear 
regression according to the data given by Ref. [16]. For the limited space, only part of 
numerical results for N=30 are present.  

Let LRateTD, LRateRED, LRateGRED and LRateARED denote the packet loss rate for 
TD, RED, GRED and ARED respectively. We obtain the following results 
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i) If offered load<1 then LRateTD<LRateRED<LRateGRED<LRateARED 
ii) If offered load≥1 then LRateRED<LRateGRED<LRateARED<LRateTD 

But the difference between them is so small (see Fig.3) that we can not distinguish 
them. The above facts show that AQM mechanisms can not significantly decrease the 
packet loss rate comparing with TD when congestion occurs. This result accords with 
Ref.[4,12]. 
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           Fig. 3. The packet lost rate                  Fig. 4. The average number of consecutive 
packet losses 

Fig.4 displays the mean of consecutive packet losses.  Fig.4 shows that in the case 
of lower offered load, TD may not cause the global synchronization of TCP flows but 
RED, GRED and ARED may; in the case of higher offered load , TD may cause the 
global synchronization of TCP flows but RED, GRED and ARED may not. The 
above facts extend the results given by Bonald [8] and Iannaccone [12]. 

5   Conclusions 

Traffic in the Internet consists of responsive long-lived TCP flows, short-lived web-
like TCP flows and UDP flows. However, TCP/AQM models focus on responsive 
long-lived TCP flows and ignore unresponsive short-lived web-like flows and UDP 
flows. So, TCP/AQM model is not adequate to evaluate the performance of AQM 
algorithms. In this paper, we propose a novel approach to access the performance of 
AQM algorithms based on an extended GIX/M/1/N queueing model with batch 
arrivals. We use the probability distributions of aggregate traffic as input to this 
extended model to evaluate and compare the performance of four classical AQM 
algorithms: TD, RED, GRED and Adaptive RED by numerical analysis.  
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Appendix: The Proof of Theorem 1 

For i=2,3,…,m, by definition 1, the fact that an AQM algorithm evenly drops the 
arriving packets with probability di-1 is equivalent to accepting the arriving packets 
with probability i-1 i-11r d= − . Assume packets arrive at random instants τ0, τ1, τ2 ,… , 
τn, … ; where τ0<τ1<τ2<…<τn <…, and τ0=0. The interval between two consecutive 
packets ek=τk－τk－1( k=1, 2, … , n , … ) is i.i.d. r.v.’s with df A0(t)(see Fig.5).  



404 W. Hao and Y. Wei 

 

e1 e2 e3 e4 e5 e6 e7

0τ 5τ4τ3τ2τ1τ 9τ8τ7τ6τ

 

Fig. 5. The interval between two consecutive packets 

After dropping of arriving packets, the interval between two consecutive packets 

becomes  1 2 i
e e eν+ + + , where discrete r.v. i

ν  is evenly distributed in the set 

{1, 2, ..., i-1r⎡1/ ⎤ } due to Floyd9, i-1 i-11r d= −  and 
i i-1

E[ ] 1 / 2 1 /(2 )rν ≈ + . 

That is to say, after dropping of arriving packets, the buffer queue accepts a packet 
every other

i1 2e e eν+ + + . If the df A0(t) of ek is subexponential df, according to the 

properties of subexponential df 11 , we know that  
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Hence, we can estimate df Ai(t) of r.v. 
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Because the interval between two consecutive packets become longer, we must 
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Abstract. Cell scheduling has received extensive attention. Most recent studies, 
however, focus on achieving a 100% switch throughput under the uniform arri-
vals. As the demand for quality of service increases, two important goals are to 
provide predictive cell latency and to reduce the output burstiness. This paper 
presents a new scheduling algorithm, Worst-case Iterative Longest Port First 
(WiLPF), which improves the performance of the well-known scheduler Itera-
tive Longest Port First (iLPF) such that both cell latency and output burstiness 
are well controlled. Simulation results are provided to verify how WiLPF 
outperforms iLPF. 

1   Introduction 

Due to the high price of output queuing switches and the low throughput of input 
queuing switches, modern switches mostly deploy virtual output queuing (VOQ) 
[3][4][6] technique.  In VOQ-based technique, each input organizes the buffer to N 
logical queues that are each associated with an output (an N × N switch is assumed in 
this paper); queue qi,j contains cells arriving at input i and destined to output j.  There-
fore, at each time slot, a scheduler is needed to choose a maximum of N cells from the 
total N2 logical queues to forward to N outputs.  The objectives of cell schedulers for 
VOQ-based switches are to provide 1) a 100% switch throughput, 2) fair service to 
each queue/flow, and 3) smooth scheduling and therefore a reduced output burstiness.  
Meanwhile, the schedulers must be fast and simple to implement.  We assume that 
data are transferred across the switch fabric in fixed sized cells and that time is slot-
ted.  A speedup of one is assumed for the switch fabric. 

The rest of the paper is organized as follows. Section 2 introduces the cell schedul-
ing techniques.  Section 3 presents the new cell scheduling algorithm.  The simulation 
analysis is given at Section 4.  Section 5 provides the conclusions. 

2   Cell Scheduling Techniques 

For VOQ-based switches, the cell scheduling problem can be viewed as a bipartite 
graph-matching problem [7][8]. In essence, the scheduling algorithm needs to resolve 
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both output contention and input contention. Conceptually, two scheduling levels 
exist: the port level and the queue level. The scheduling process can be performed in 
either a distributed or a centralized way. In distributed scheduling, the matching deci-
sion is made independently at each port.  A handshake protocol between inputs and 
outputs is deployed to perform the following three operations [4]: REQUEST—each 
unmatched input broadcasts its requests to the outputs that it has cells to go; 
GRANT—each unmatched output selects one request independently and issues a grant 
to the corresponding input; and ACCEPT—each input independently chooses one 
grant to accept. 

In centralized scheduling, a unique scheduler collects information from the entire 
switch and makes the scheduling decision.  The information collected includes queue 
occupancy, the waiting time of head-of-line (HOL) cells, or the cell arrival rates.  An 
example of a centralized scheduling process is the Iterative Longest Port First (iLPF) 
with running time complexity O(N2) [3].  It includes two steps: SORT—all inputs and 
outputs are sorted based on their port occupancies and their requests are reordered 
according to their port occupancies, and MATCH—for each output and input from 
largest to smallest, if a request is made and both input and output are unmatched, then 
the scheduler will match them.  The port occupancy is calculated as follows: 

                          
,

1

( ) ( ),
N

i i j
j

R n l n
=

= ∑ ,
1

( ) ( )
N

j i j
i

C n l n
=

=∑                             (1) 

where li,j(n) denotes the occupancy of queue qi,j at cell time n. The notations Ri(n) and 
Cj(n) are the input port occupancy and output port occupancy at cell time n, respec-
tively. The iLPF algorithm is a well-known scheduling algorithm that achieves 100% 
throughput and is stable for all admissible independent arrival processes.  It is also 
simple to implement in hardware. 

Unfortunately, most scheduling algorithms are designed solely to achieve a 100% 
switch throughput. They only bound the expected values, such as queue length or 
waiting time, by using Lyapunov stability analysis. However, bounding the expected 
values is not sufficient to provide predictable latency to individual connection. For 
example, the iLPF algorithm performs well for uniform traffic, but not as well for 
non-uniform traffic and for switches working in an asymmetric mode. It causes the 
latency for some queues to be unpredictable. 

Another issue addressed in this paper is the output burstiness. In packet switched 
networks, traffic patterns become increasingly irregular as packets are multiplexed 
and buffered at the intermediate nodes [1][2]. Schedulers should try to smooth the 
traffic as much as possible. Smooth scheduling helps networks accommodate more 
traffic, reduce the traffic burstiness, and provide a tight end-to-end delay bound in 
high-speed networks. Results from our preliminary study have been presented in [9]. 

3   The New Scheduling Algorithm 

We consider a switch that works under an asymmetric mode, i.e., the traffic distribu-
tion is non-uniform. As an example, Figure 1 shows a 2 × 2 VOQ-based switch, in 
which the arrival rates for queues are distributed as λ1,1 = 0.89, λ1,2 = 0.1, λ2,1 = 0.1, 
and λ2,2 = 0.1. The scenario in Figure 1 happens when the output link 1 is close to hot-
spot servers. 
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Fig. 1. A 2 × 2 VOQ-based switch works in asymmetric traffic mode 

After the warm-up running τ slots, the following two inequities follow 

l1,1(τ) > l1,2(τ) and l2,1(τ) > l2,2(τ) 

Then according to Equation (1), the following two port inequities follow 

C1(τ) > C2(τ)  and R1(τ) > R2(τ) 

Thus, according to iLPF, queues q1,1 and q2,2 continue receiving service until one of the 
two port inequities does not follow. Until then, queues q1,2 and q2,1 cannot receive any 
service.  Thus, cells in queues q1,2 and q2,1, henceforth called tagged queues, experience 
significant delay. The reasons for this phenomenon are 1) the link-dependency, i.e., 
whether a queue gets service or not depends on not only the traffic of its own link, but 
also the traffic from other links; and 2) the longest port preference, i.e., iLPF gives 
preference to the queue with the longest port occupancy.  There is no mechanism to 
guarantee a minimum amount of service to an individual queue. Consequently, tagged 
queues experience unexpected delays, and queues tend to receive batch service that 
increases the output burstiness. To alleviate these problems, we have designed a 
Worst-case Controller (Fig. 2) that monitors the queue occupancy and feeds back to the 
centralized scheduler to dynamically adapt the scheduling decision. 

 

Fig. 2. Worst-case Controller (WC) 1 
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In particular, if WC finds that a nonempty queue qi,j has not received service, hence 
called a worst-case queue, for more than wi,j cell times, and both input i and output j 
are not yet matched, then the WC will match them.  We call this process worst-case 
matching. If a conflict occurs among the worst-case queues, the one with the longest 
port occupancy gets service. Thus, a worst-case queue may need to wait, at maximum, 
for 2(N – 2) slots to get service. This deterministic bound in head-of-line-cell waiting 
time effectively guarantees that each queue (and thus its constituent flows) receives 
its reserved service share and that the service time to each queue spreads as evenly as 
possible. 

We call this property fair and smooth scheduling. The combination of WC and 
iLPF is called Worst-case Iterative Longest Port First (WiLPF) (Fig. 3), where the 
WC is embedded at the end of the SORT step of iLPF algorithm. This process ensures 
that the worst-case matching has a higher priority than the normal matching. Similar 
to iLPF, the two steps in WiLPF can be pipelined to keep the running time complexity 
of O(N2). It should be noticed that the WC effectively functions as a traffic shaper or 
rate controller [5]. 

 
Fig. 3. The WiLPF algorithm 

4   Simulation Analysis 

To validate the WiLPF algorithm, we conducted the simulation using a discrete-event 
simulator written for the purpose2.  Simulations were run by using a 3 × 3 VOQ-based 
switch. The arrival rates for the three queues at links 1 and 2 are fixed as 0.79, 0.1, 
and 0.1, respectively.  For link 3, the arrival rates for the first two queues are both 
fixed as 0.1; the arrival rate for the third queue is a variable from 0.1 to 0.7.  All simu-
lation runs have been fixed at one million cell times.  Both Bernoulli traffic and 
Bursty traffic (E[B] = 16) are used.  Fig. 4 shows the Markov transition diagram for 

                                                           
2 The simulator was designed based on the simulator used in paper [3]. 

Step I: Sorting & Worst-case Matching 
1. Sort inputs and outputs based on their port occupancies 
2. Reorder requests according to their input and output port occupancies 

 

 

Step II: iLPF Matching 
1. for each output from largest to smallest 
2.      for each input from largest to smallest 
3.           if  (there is a request) and (both input and output unmatched) 

then match them 

3.    Run WC for each output and input from largest to smallest 
if (queue qi,j is a worst-case queue) and (both input and output unmatched)  
then match them 
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the cell arrival process at link 2, where states 1, 2, and 3 represent arriving cells for 

q2,1, q2,2, and q2,3, respectively; 2,1

1

2,1 2,2 2,3

p
λ

λ λ λ
=

+ +
, 2,2

2
2,1 2,2 2,3

p
λ

λ λ λ
=

+ +
, and 

2,3
3

2,1 2,2 2,3

p
λ

λ λ λ
=

+ +
 

idle 

(1-p3)q p3(1-q) 

(1-p1)(1-p3)(1-q) 

(1-p3)(1-p2)(1-q) 

p1 

1 

p2 

2 2 

3 

p3 

 

Fig. 4. Markov chain transition diagram for the cell arrival process at link 2 

Tables 1 and 2 provide the average cell latency for each queue as a function of the 
utilization of link 3 under iLPF and WiLPF algorithms for Bernoulli traffic.  Although 
the latencies of queues q1,1, q2,2, q2,3, and q3,3 in WiLPF are increased at a maximum 
15 cell times, the latencies for all other queues in WiLPF are decreased with a maxi-
mum 42 cell times. All queue latencies are upper bounded by the expected waiting 
time of an M/D/1 queue, in which / 2 ( )d λ µ µ λ= − . 

Tables 3 and 4 provide the average cell latencies for Bursty traffic. The average 
cell latencies for queues q1,2, q1,3, q2,1, and q3,1 in WiLPF are reduced for maximum six 
cell times and for queues q1,1, q2,2, q2,3, and q3,3 the latencies are increased for maxi-
mum four cell times. 

The most significant performance improvement in WiLPF can be seen in the HOL 
cells holding time as shown in Tables 5 and 6.  



410 M. Song, S. Shetty, and W. Li 

 

Table 2. Average cell latency (in cell times) for each queue as a function of the utilization of 
link 3 (data are in the format of iLPF/WiLPF) 

Queues 0.7 0.8 0.9 
q1,1 8.6/20.9 8.75/20.8 10.7/25.3 
q1,2 30/23.1 35.8/23.6 48.6/27.2 
q1,3 40/28.3 41.2/27.7 42.9/27.9 
q2,1 69.6/50.6 77.4/52.8 101/58.9 
q2,2 5.4/3.5 5.2/3.5 5.4/3.6 
q2,3 5.9/3.3 6.7/3.8 9.9/6.1 
q3,1 95.6/57 93.1/55.9 98.9/60.2 
q3,2 6.2/5.1 7.1/5.2 8.9/5.7 
q3,3 1.6/0.8 2.6/1.3 5.5/3.4 

Table 3. Average cell latency (in cell times) for each queue as a function of the utilization of 
link 3 (data are in the format of iLPF/WiLPF) 

Queues 
 

0.3 0.4 0.5 0.6 

q1,1 5.1/7.3 5.3/7.8 5.7/8.5 6.3/9.7 
q1,2 12.6/10.4 13.9/11.4 15/12 17.1/13.9 
q1,3 8.8/8.6 9.6/9.6 10.5/10.8 12.5/12.7 
q2,1 26.6/20.2 23.9/18.8 23.9/17.9 24/18.2 
q2,2 5.5/6.8 5.5/7 5.5/7.4 5.8/7.9 
q2,3 4.8/5.1 6.5/6.5 8.4/7.8 11.5/9.3 
q3,1 23.6/20.7 22.7/18.9 22.3/18.3 23.2/17.8 
q3,2 7.6/7.6 8.9/8.1 10.4/8.5 12.3/10.4 
q3,3 3.9/5.8 3.9/5.1 4.3/5 4.7/6.5 

Table 1. Average cell latency (in cell times) for each queue as a function of the utilization of 
link 3 (data are in the format of iLPF/WiLPF) 

Queues 0.3 0.4 0.5 0.6 

q1,1 8.4/20.2 7.6/19 8.6/20.8 8.2/20.5 

q1,2 20.8/21.3 21.4/20.6 24.6/22 27.2/22.8 

q1,3 40.9/29.1 39.5/28.5 41/29.9 40.3/29.2 

q2,1 54/51.9 51.6/46.9 61.2/52.2 63.5/50.6 

q2,2 6.6/3.5 6/3.4 6.1/3.6 5.6/3.5 

q2,3 5.1/2.8 5.1/2.9 5.4/2.9 5.6/3.1 

q3,1 103/60.7 93.5/53.8 102.5/61 96.8/57.6 

q3,2 5.3/5.2 5.5/5.2 5.3/5.1 5.8/5 

q3,3 0.7/0.3 0.8/0.4 0.9/0.5 1.2/0.6 
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Table 5. Maximum HOL cells holding time for each queue as a function of the utilization of 
link 3 (data are in the format of iLPF/WiLPF) 

Queues 0.3 0.4 0.5 0.6 

q1,1 39/3 31/3 46/3 34/3 

q1,2 159/10 145/10 179/10 165/10 

q1,3 199/10 180/10 187/10 230/10 

q2,1 287/11 275/11 301/11 307/11 

q2,2 26/4 27/4 35/ 4 25/4 

q2,3 59/11 67/11 85/11 81/11 

q3,1 154/10 168/10 169/10 160/10 

q3,2 106/11 93/11 113/11 92/11 

q3,3 15/4 16/4 20/4 22/ 4 

Table 6. Maximum HOL cells holding time for each queue as a function of the utilization of 
link 3 (data are in the format of iLPF/WiLPF) 

Queues 0.7 0.8 0.9 

q1,1 44/3 38/3 40/3 

q1,2 157/10 222/10 217/10 

q1,3 176/10 196/10 188/10 

q2,1 293/11 280/11 314/11 

q2,2 35/4 38/4 32/4 

q2,3 55/11 72/11 95/11 

q3,1 213/10 221/10 304/10 

q3,2 83/11 83/11 109/11 

q3,3 21/4 23/4 31/4 

 

Table 4. Average cell latency (in cell times) for each queue as a function of the utilization of 
link 3 (data are in the format of iLPF/WiLPF) 

Queues 0.7 0.8 0.9 

q1,1 7.1/11.1 8.1/13 10.3/15 

q1,2 20/15.2 22.5/17 28/19 

q1,3 14.7/14.3 17.7/16 24.8/21 

q2,1 24/18 24.2/19.3 25/20 

q2,2 6.4/9 7.2/10.4 9.4/16 

q2,3 15.2/12.1 18.9/14.8 27.5/20.2 

q3,1 24.9/18.2 26/18 29.2/21.4 

q3,2 14.7/12.4 17.6/15 22.8/20.4 

q3,3 5.5/7.7 6.5/9.4 9.2/15.9 
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Because the WiLPF algorithm spreads the service time to queues evenly, both the 
output burstiness and its standard deviation (Fig. 5) are exceedingly reduced.  
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Fig. 5. The output burstiness (a) and standard deviation (b) as the function of link 3 utilization 

5   Conclusions 

To achieve deterministic cell latency, smooth output traffic, and a high switch 
throughput, we have designed a new cell scheduling algorithm, WiLPF, for VOQ-
based switches.  WiLPF has two components: a worst-case controller and a central-
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ized scheduler. The worst-case controller monitors the queue behavior and feeds back 
to the centralized scheduler. The worst-case controller, which is unique to WiLPF, 
can be easily embedded into the centralized scheduler without increasing the overall 
running time complexity of O(N2). Analysis and simulation results suggest that 
WiLPF reduces the overall cell latency and significantly smoothes the output traffic, 
and keeps the same switch throughput and same running complexity as of iLPF. Simi-
lar to iLPF, the two steps in WiLPF can be pipelined to reduce the running time.  This 
means that the matching algorithm operates on weights that are one slot out of date. 
However, it is still stable for all admissible independent arrival processes. 
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Abstract. For QoS control, traffic engineering (TE) of large IP backbone  
networks becomes a critical issue. However, provisioning network resource ef-
ficiently through TE is very difficult for ISPs because the traffic volume usually 
fluctuates widely over time. The congestion especially from short-lived traffic 
is difficult to handle due to its bursty arrival process. In the paper, we propose a 
detour routing schemes for short-lived traffic when congestion occurs. Our 
study shows that additional hops in detour paths should be carefully restricted 
to avoid network resource waste under heavy load. The proposed algorithm has 
less packet loss probability and less resource waste because we restricted the 
hop count by one or two.  

1   Introduction 

Lots of researches have been done on the Quality of Service (QoS) to support a prede-
fined performance contract between a service provider and end user. For QoS control, 
traffic engineering (TE) of large IP backbone networks becomes a critical issue in 
recent years. However, provisioning network resource efficiently through TE is very 
difficult for ISPs because the traffic volume usually fluctuates widely over time. Re-
cent studies show that only 20% of the flows have more than 10 packets but these 
flows carry 85% of the total traffic [1], [4], [8]. A long-lived traffic has a less bursty 
arrival process, while a short-lived traffic has more bursty arrival process. A hybrid 
routing algorithm was proposed to reduce the overhead of routing complexity using 
these properties [1].  

In this paper, we proposed an optimized detour path selection algorithm based on 
the flow duration in an environment where hybrid routing algorithm works. We also 
applied various routing policies for short-lived traffic and a long-lived traffic to re-
duce resource burden [8].  

The structure of the paper is as follows. In Section 2, related works are reviewed 
and analyzed. Section 3 explains the methodologies of routing algorithms based on 
traffic duration time. In Section 4, we show simulation results under two types of 
networks. Conclusion and a summary are in presented in Section 5.  
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2   Related Works 

2.1   QoS Routing and Its Restrictions in MPLS Network 

For each new flow, network operator should assign a path to meet the flow’s QoS 
requirements such as end-to-end delay or bandwidth guarantees [9]. Basically, QoS 
routing protocols must distribute topology information quickly and they must react to 
changes and minimize control traffic overhead. QoS routing also suffers from various 
problems such as diverse QoS specifications, dynamically changing network states in 
the mixture of the best-effort traffic [1], [4], [9], [6]. This makes the QoS routing 
complicated.  

Moreover, the Internet traffic between particular points is unpredictable and fluctu-
ates widely over time [8]. It is noted that most internet flows are short-lived, and 
Link-State Update (LSU) propagation time and route computation time is relatively 
long to handle short-lived traffic [1]. A pure MPLS solution is probably too costly 
from the signaling point of view because the MPLS network also consists mainly of 
short-lived traffic. 

2.2   Hybrid Routing Scheme 

Two different schemes were proposed to allow the efficient utilization of MPLS for 
inter-domain traffics well as the number of signaling operations [7], [13]. The first 
scheme is to aggregate traffic from several network prefixes inside a single LSP, and 
the second one is to utilize MPLS for high bandwidth flows and normal IP routing for 
low bandwidth flows. By introducing aggregation long-lived traffics, it is shown that 
performance is improved and reduced overhead via simulations [1], [4], [7], [12]. 

Hybrid routing algorithm, which is one of the second scheme, classifies arriving 
packets into flows and applies a trigger (e.g., arrival of some number of packets 
within a certain time interval) to detect long-lived flows [1]. Then, the router dynami-
cally establishes a shortcut connection that carries the remaining packets of the flow. 
The hybrid routing was introduced in [4], [5], [7]. 

2.3   Detour Path Routing 

In the proposed detour path routing, which is one of the alternative path routing 
(APR), when the set up trial on the primary path fails, the call can be tried on alterna-
tive path in a connection oriented network. Simple updating of network status infor-
mation may increase scalability, reduce routing information accuracy and thus in-
crease connection rejection rate. Detour path routing is a technique that can help to 
compensate for the routing inaccuracy and improve routing performance  [4].  

Detour paths will use more resources than primary paths. Therefore, under heavy 
traffic load, much use of detour may result in congestion especially for long-lived 
traffic [3], [9], [4]. Our Algorithm uses detour path only for the short-lived traffic to 
reduce the negative effect of the APR. 



416 I. Jung, H.J. Kim, and J.K. Choi 

 

3   Detour Path Optimization Algorithm for Short-Lived Traffic  
in MPLS Network 

This section describes the details of the proposed algorithm in load balancing routing. 
By default, router forward arriving packets onto the path selected by a traditional link-
state routing protocol. When the accumulated size or duration of the flow exceeds a 
threshold (in terms of bytes, packets or seconds), the router would select a dynamic 
route for the remaining packets in the flow depending on the bandwidth provisioning 
rule [1]. A variety of load-sensitive routing algorithms can be used in path selection 
for long-lived flows to achieve high resource utilization and avoid congestion  
problems. From the insights of previous studies of load-sensitive routing, a dynamic 
algorithm favors short paths in order to avoid consuming extra resources in the net-
work [6]. So, we should choose the widest-shortest path for long-lived traffic because 
long routes make it difficult to select a feasible path for subsequent long-lived flows. 
When a link is overloaded, the router distributes some of the traffic over less-busy 
links by automatically “bumping” some packets in “non-optimal” directions. Packets 
routed in a non-optimal direction take more than the minimum required number of 
hops to reach their destination, however the network throughput is increased because 
congestion is reduced.  

When an LSR receives a packet in MPLS network, the LSR usually attempts to 
minimize network congestion by routing the packet to the output port with the fewest 
packets queued for transmission. The number of packets queued at LSRs output ports 
indirectly convey information about the current load. But this routing scheme requires 
a number of signaling operations, link-state update messages and route computation. 
Therefore, simple, fast and robust algorithm is essential for bursty and unpredictable 
short-lived traffic while load-sensitive routing is used for long-lived traffic. 

Fig. 1 show how the proposed detour path scheme works. Each LSR checks that 
the link which is forwarding the packet is congested or not for short-lived traffic. If 
the link is congested, we mark the congestion link infeasible and re-try the route se-
lection. If this procedure returns “success,” we check how many additional hops the 
path consumes. If the new route does not exceed the Max-Hopcount that is our restric-
tion, additional hop counts, based on the original path, the new path takes the conges-
tion test again. This procedure is important to prevent a looping problem or a rese-
quence problem. If the new-extracted path has fewer hops than the Max-Hopcount, 
we re-try to forward the traffic after the re-selected path is checked. If the node can 
not find the re-extracted path, we mark that node as an infeasible node. Then we re-
turn the traffic to the previous node that is called crank-back node. 

The suggested algorithm for short-lived traffic works on a simple distributed rout-
ing scheme. The advantage of distributed routing for the short-lived traffic is that the 
routers need not keep persistent state for paths or participate in a path set-up proce-
dure before data transfer begins because path set-up procedure is relatively long in 
delivering short-lived traffic. 

Since there are multiple routing paths for packets flowing between a given  
source-destination pair, our algorithm may cause packets to get out of sequence and 
may require resequencing buffers at the destination. The required buffer size in our 
algorithm and the length of the time-out interval can be computed using statistics of  
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Fig. 1. Flow handling procedure of detour path selection algorithm 

the source-to-destination delay distribution [10]. The required resequencing buffer 
size can be small because the proposed algorithm yields a small variance in the 
source-to-destination delay.  

In the proposed algorithm, we restrict the number of additional hops in detour rout-
ing because the long routes make it difficult to select feasible paths for subsequent 
flows [9]. Detour routing usually consumes excess bandwidth that would otherwise be 
available to other traffic. This is generally called the “domino” effect. Restricting 
additional hops minimizes resource wastes and usage time of the resources consumed 
by alternate routing. 

4   Simulation Result 

This section evaluates our algorithm via simulation experiments. After a brief descrip-
tion of the simulation environment, we compare the proposed scheme to the tradi-
tional static routing algorithm at a hybrid scheme under various traffic loads. We 
show that, in contrast to shortest-path routing, our algorithm has lower packet loss 
probability and consumes minimum network resources. 
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4.1   Simulation Model 

The simulation tool, Routesim [1] allows us to simulate the dynamics of load-
sensitive routing, static shortest-path routing, and the effects of out-of-date link-state 
information. We adapt the detour path routing algorithm in packet-switching level not 
in call-setup level. Previous studies shows that choosing a detour path at the blocking 
node, that is called as Progressive Control (PC), tends to forward the traffic faster 
than Source Control(SC) [4]. Thus, supporting PC with or without crank-back can 
reduce more packet loss probability.  

Implementing the algorithm has two major parts. First part is to implement a func-
tion which returns multiple detour paths from a blocking node to the destination. 
Second is to implement route finding trials at crank-bank node. When a link is over-
utilized (for example 60% of total capacity), the link state is marked as Congestion.  

4.2   Simulation Assumptions and Performance Measure Parameters 

In simulations, we denote the short-lived and long-lived traffic classes as shortN  

and longN , respectively. The link capacity sc  is allocated for shortN , and lc  is allo-

cated for longN . For simplicity, flows are modeled as to consume a fixed bandwidth 

for their duration. In choosing a traffic model, we must balance the need for accuracy 
in representing Internet traffic flows with practical models that are amenable to simu-
lation of large networks. The assumptions in the simulation are as follows: 

Flow Durations. In order to accurately model the heavy-tailed nature of flow dura-
tions, the flow duration in Routesim is modeled with an empirical distribution drawn 
from a packet trace from the AT&T World-Net ISP network [1]. The flow durations 
were heavy-tailed, which means that there were lots of flows with small durations and 
a few calls with long durations.  

Flow Arrivals. We assumed flow arrivals to be a uniform traffic matrix specification 
with Poisson flow inter-arrival distribution. The value of λ  is chosen to vary the 
offered network load, ρ  ( ρ varies from 0.6 to 0.9 in most of our experiments). This 

assumption slightly overstates the performance of the traditional dynamic routing 
scheme which would normally have to deal with more bursty arrivals of short-lived 
flows. 

Flow Bandwidth. Flow bandwidth is uniformly distributed with a 200% spread of  

the mean bandwidth value b . The value of b  is chosen to be about 1-5% (mainly  
1.5 %) of the average link capacity. Bandwidth for long-lived traffic is assigned to 
be 85% while 15% for short-lived traffic. 

Network Topology. In order to study the effects of different topologies, we used two 
topologies: the Random and the MCI topology. Their degrees of connectivity are 
quiet different, such as 7.0 and 3.37. The random graphs were generated using Wax-
man’s model. The two topologies we described in Table 1 were widely used in other 
routing studies [1], [4], [9]. The ‘Avg. path length’ in Table 1 represents the mean 
distance (in the number of hops) between nodes, averaged across all source-
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destination pairs. Each node in the topology represents a core switch which handles 
traffic for one or more sources, and also carries transit traffic to and from other 
switches or routers.  

Congestion Situation. When shortN  reaches its capacity sc , we call this as conges-

tion in short-lived traffic. If the buffer thresholds are too small, the algorithm will 
overreact to normal state and too many packets will be bumped to longer routing 
paths.  

Table 1. Topologies Used for Simulations 

Topology Nodes Links Degrees Subnet Net 
Random 50 350 7.0 4 2.19 

MCI 19 64 3.37 4 2.34 
 

We simulate the algorithm under dual mode: applying a widest-shortest algorithm 
for long-lived traffic and shortest path first algorithm for short-lived traffic. We use 
the distance cost when selecting the path as “hop”. To study the effect of additional 
hops, we vary additional hops from 1, 2 and infinite when using the algorithm. Paths 
are setup by on-demand routing policy for long-lived traffic while distributed routing 
for short-lived traffic. We evaluate the packet loss probability under various packet 
arrival rates in order to see the effect of additional hops for short-lived traffic. Aver-
age path length is checked to evaluate the proposed algorithm under heavy-traffic 
load. We also compare the alternate routing at the blocking node with the crank-back 
node. Their average path length and delay time are simulated. 

4.3   Simulation Results 

First, we study the performance of the proposed algorithm. The two networks with 
different connectivity were simulated with and without alternate routing. We consid-
ered only detour routing at the congested node for this experiment. The simulation 
results are shown in Fig 2. We found from Fig 2(a) that a single additional hop in the 
algorithm leads to a significant improvement in the loss probability. Adding one more 
hop in our algorithm slightly reduces the loss probability when it is working in the 
range of 0.7 and 0.8 utilization. But the situation changes as the arrival rate exceeds 
0.8 utilization. The packet loss probability becomes higher with two additional hops 
compared to that with a single alternate hop. Adding more alternate hops further de-
grades the packet loss probability without performance gain under any loading region. 

We used the average path length (in hops) of the chosen paths as the measure of 
the resource usage of the paths. From Fig 2(b), as the network load increases, the 
number of average hops increases. The simulation results shows that the alternate path 
tends to be longer than the primary path for a heavy packet arrival rate, which means 
the detour routing requires more network resources than the primary routing. The 
limit of additional hops must be carefully chosen to achieve satisfactory network 
performance. From the experiment, we find that less than two additional hops are 
sufficient to achieve the benefit of detour routing without significantly increasing 
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packet transfer delay in the range of 0.6 to 0.85 utilization. This result presents 
Braess’ paradox that is an important consideration for the analysis of any network 
system that has detour routes [11]. Braess’ paradox says that detour routing, if not 
properly controlled, can cause a reduction in overall performance. 

In order to study the effect of different degrees of connectivity, we evaluate ran-
dom graph with 7 degrees under the same traffic load. Dotted lines in Fig 2 show that  
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Fig. 2. Impact of detour routing under MCI and Random 
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richly connected topology significantly has low packet loss probability. Additional 
resources which detour routing consumes, increases with the number of alternate hops 
allowed. But the bad effect of detour routing under various packet arrival rates is less 
than the one at MCI. From this experiment we find that, in Random topology, less 
than two additional hops are sufficient to achieve the benefit of alternate routing 
without significantly increasing packet transfer delay. The network with rich connec-
tivity makes it possible to quickly disperse packets away from congested parts of the 
network with the proposed algorithm for short-lived traffic in distributed routing. So, 
we note the connectivity of network when we apply the detour routing algorithm as 
well as note link utilization. 

We also compared the algorithm with the crank-back scheme. We performed these 
experiments under the MCI topology and allowed only one additional hop. The packet 
loss probability of alternate routing at crank-back node has almost the same result 
with the alternate routing in at the congestion-node. However, detour routing in our 
algorithm with the crank-back node yields longer paths than the proposed algorithm 
without crank-back. 

5   Conclusions 

In this paper, we introduced an efficient routing scheme that handle shortest-path first 
algorithm combined with detour routing in hybrid routing algorithm. Our study shows 
that additional hops in detour paths should be carefully restricted to avoid network 
resource waste under heavy load. The proposed algorithm has less packet loss prob-
ability and less resource waste because we restricted the resource by one or two. The 
network with rich connectivity has significantly less packet loss probability even 
though resource waste is the same as the network with poor connectivity. Finally, 
detour routing at the congestion node and the crank-back node shows almost same 
packet loss probability while detour routing at the crank-back node consume more 
additional hops. 
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to Rescue Well-Behaved TCP Sessions from  

Shrew DDoS Attacks* 
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Abstract. High availability in network services is crucial for effective large-
scale distributed computing. While distributed denial-of-service (DDoS) attacks 
through massive packet flooding have baffled researchers for years, a new type 
of even more detrimental attack—shrew attacks (periodic intensive packet 
bursts with low average rate)—has recently been identified. Shrew attacks can 
significantly degrade well-behaved TCP sessions, repel potential new 
connections, and are very difficult to detect, not to mention defend against, due 
to its low average rate. 

We propose a new stateful adaptive queue management technique called 
HAWK (Halting Anomaly with Weighted choKing) which works by 
judiciously identifying malicious shrew packet flows using a small flow table 
and dropping such packets decisively to halt the attack such that well-behaved 
TCP sessions can re-gain their bandwidth shares. Our NS-2 based extensive 
performance results indicate that HAWK is highly agile. 

1   Introduction 

Various kinds of malicious attacks have hindered the development of effective wide-
area distributed computing. The most notable type of attack is the so-called 
Distributed Denial-of-Service (DDoS) attack [7], which works by overwhelming the 
systems with bogus or defective traffic that undermines the systems’ ability to 
function normally. DDoS attacks aims at consuming resources (CPU cycles, system 
memory or network bandwidth) by flooding bogus traffic at sites so as to deny 
services to the actual user and prevent legitimate transactions from completing [1]. 
The TCP, UDP, and ICMP flooding attacks fall in this category. 

Unfortunately, while finding effective solutions to combat DDoS attacks has 
baffled researchers for years, an even more detrimental type of network-based attack 
has recently been identified [2]. This special class of attack is referred to as low-rate 
TCP-targeted DDoS attack or shrew attack [2] that denies bandwidth resources to 
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legitimate TCP flows in a stealthy manner. Indeed, unlike traditional DDoS attacks, 
which are easy to detect by observing that the victim site is totally unable to respond, 
a shrew attack is very difficult to detect [2] because the adverse effects on well-
behaved network connections are not easily observable. Commercial Web sites would 
then suffer from stealthy losses of potential new connections (hence, new 
transactions). 

The key idea behind a shrew attack is to exploit TCP’s Retransmission Time-Out 
(RTO) mechanism to synchronize intelligent (i.e., carefully articulated) low average 
rate bursts. Thus, a shrew attack can also be referred to as degradation-of-service or 
pulsing attack, as opposed to the well-known denial-of-service attack. Unlike a 
regular zombie that paralyzes a system by flooding it with a steady stream of attack 
traffic, the pulsing zombie attacks its target with irregular small bursts of attack traffic 
from multiple sources over an extended period of time (see Figure 1). As such, 
pulsing zombie attacks are more difficult for routers or counter-DDoS mechanisms to 
detect and trace. The reason is that unlike flooding DDoS attacks, they are slow and 
gradual, and thus they do not immediately appear as malicious. 

 

Fig. 1. An illustration of the shrew attack stream with a square waveform 

As indicated by Kuzmanovic and Knightly [2], it is very difficult to detect such a 
shrew attack. The main challenge lies in separating a bogus traffic flow from a “flash 
crowd” [5] without maintaining complicated and expensive per flow state information 
at the routers. In this paper, we meet this challenge by proposing a novel effective 
detection technique, called HAWK 1  (Halting Anomaly with Weighted choKing), 
which is an active queue management method based on only partial state. 
Specifically, HAWK works by judiciously monitoring the packet flows with the help 
of a small flow table. Traffic statistics are accumulated in the flow table using a 
technique similar to the CHOKe algorithm [3].  

A packet flow will be marked as malicious if its traffic statistics in the flow table 
indicate that the flow is far too bursty over an extended period of time (e.g., 5 secs) 
with very high rate bursts appearing in short time-spans (e.g., 100 msecs). Once a 
flow is identified to be malicious, HAWK will drop its packets decisively in order to 
help the well-behaved sessions to re-gain their entitled bandwidth shares. 
Furthermore, the HAWK algorithm is able to defend the targeted victim against both 

                                                           
1  Hawks are natural enemies of shrews. 

Period of attack T (e.g., 1 sec) 

Peak rate R (e.g., 2Mbps) 

Length of the peak l (e.g., 150 msecs) 
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single source and distributed shrew attacks while maintaining low overhead in terms 
of processing and memory resources. Our NS-2 based simulation results indicate that 
the HAWK algorithm is highly effective.  

The rest of the paper is organized as follows. In the next section, we first describe 
the key characteristics of service-degrading network attacks, and then we introduce 
our HAWK algorithm for traffic burst characterization and corresponding flow 
classification. Simulation setting and experimental environment details are given in 
Section 3. In the same section, we present the NS-2 experimental results and provide 
our interpretations. Finally, we give some concluding remarks in Section 4. 

2   The Proposed HAWK Algorithm 

We propose to use our HAWK algorithm at the bottleneck link router for 
characterizing bursts of the attack stream and classifying them into legitimate or 
illegitimate sources. HAWK maintains a very small state information data structure—
the flow table—in order to track down the shrew flows. The flow table only keeps the 
traffic statistics of potentially malicious flows and confirmed malicious flows, and 
thus, normally, occupies very little storage space. The maintenance of the flow table 
is further elaborated below and the storage space requirements are discussed in detail 
in Section 3. 

The router maintains a single queue for all the incoming flows and the average 
queue size computation is done using exponential moving average as in RED [6] and 
CHOKe [3]. But unlike from these previous approaches, our decision-making 
algorithm involves flow table comparisons and statistical computations that are used 
to characterize and classify flows into different threat level categories. Whenever a 
new packet arrives at the queue, if the average queue size is less than the minimum 
threshold of the buffer (MinTh) the packet is admitted into the queue.  

Furthermore, HAWK checks each incoming packet against the existing entries in 
the flow table, and if there is a match the corresponding flow table statistics are 
updated. In the “random matching” process, the following checking actions are 
carried out. If the average queue size is greater than the maximum threshold (MaxTh) 
the incoming packet is dropped after checking and updating the flow table statistics. 
For the intermediate case when the average queue size value is between the minimum 
(MinTh) and maximum (MaxTh) thresholds, we use a mechanism similar to CHOKe 
[3] by admitting the packet with a probability p which depends on the average queue 
size. For instance, if the queue size is over the maximum threshold (MaxTh), the 
packet is dropped with a probability 1. Similarly, if the queue size is below the 
minimum threshold (MinTh), the packet is dropped with a probability 0. In the 
intermediate case, additional checking of the flow table and statistics computations 
are performed for flow classifications. 

In their modeling and simulations, Kuzmanovic et al. show the relationship 
between the throughput of a TCP flow and the denial-of-service inter-burst period. 
Our NS-2 simulations modeled single flow TCP and single flow DDoS stream 
interaction and the modeled flow [2]. The inter-burst periods of one second and lower 
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are most fatal to the TCP throughput. The destructive impact reduces as the inter-
burst period is increased.  

Furthermore, it is found that for the most severe impact without being identified by 
existing routing architectures, these shrew bursts should occur in a small time window 
of 100-250 milliseconds. As such, if we take into account the periodicity of bursts 
with respect to two separate time windows, one having a smaller time scale of 100-
250 milliseconds and the other having a larger time scale of 1-5 seconds, we can 
classify the attacks into different threat levels. 

On initially identifying a high burst rate flow over a short time scale, if it is found 
that the average queue size is larger than the MinTh, we perform the following 
checking. For each new incoming packet, we randomly pick a packet currently in the 
queue. If the two packets are found to be from the same flow, then we proceed to 
update the flow table statistics in order to see if the flow is to be considered as a 
malicious shrew flow. Otherwise, the packet is admitted without further action.  

Once the flow is identified as a high rate stream on a short time scale, we correlate 
these identified bursty flows over a longer time scale using our HAWK algorithm 
with the help of the small flow table. Thus, at most of the time, the resource 
requirement of the flow table is of the order of the number of potential attack sources. 
A cumulative burst value is maintained along with the packet entry times for each of 
the identified flows. The cumulative burst value and the associated time provide an 
insight into the burstiness of the flows. 

A large cumulative burst for an extended period of time indicates a potential 
malicious source. For shorter time scales we use a window size as 200 milliseconds. 
The rationale behind using this value is that for burst lengths longer than this, in order 
to maintain the same low average rate the DDoS stream would have to keep its peak 
rate low, thus decreasing the severity of the attack.  

Cumulative Burst gives an insight into the average bursts from a given flow over a 
series of larger time frames. Traffic Burst Rate above the threshold values over 
consecutive one second window is logged. If this trend is found to follow in more 
than or equal to three blocks within the last five seconds (Cthresh), the flow is 
confirmed as a malicious shrew flow and is blocked. We choose the value of three 
blocks in five seconds time scale to target the most severe effects of the DDoS 
streams. Also this provides some leniency to normally bursty flow which may send 
large but intermittent bursts. But since these natural bursts normally cannot extend 
symmetrically on a larger time scale of five seconds, we can be sure that our chosen 
time scale would be unbiased towards these naturally bursty flows. Finally, it should 
be noted that a time period of five seconds is the shortest time to confirm a successful 
detection. We call this five-second time window as HAWK Window Size. 

Furthermore, if some legitimate flow shows this behavior, it is good to block such 
a flow so as to provide fairness to other legitimate flows. Since the pre-filtering at the 
router input still maintains statistics for these flows, they can be removed from the 
flow table if they react to routers’ congestion indication and do not send large bursts 
for the next two time windows of one second each. This is again a configurable 
system parameter.  
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Periods of more than two seconds are not very severe. Thus, we choose the value 
of two seconds to balance the tradeoff between an optimal flow table size in presence 
of normally bursty flows and detecting malicious bursts having higher periods. As 
such, our algorithm sets a flow as malicious if it detects three or more than three 
bursts over the threshold within a longer spanning window of five seconds. 

Traffic Burst Threshold value is chosen based on the link capacity of the routers’ 
output link. It was identified that any burst lower than one third of the link capacity is 
not severe enough to produce desired DDoS effect on the legitimate TCP flows. So, in 
performance study, we set the value of BFTH as one third of the bottleneck link 
capacity. The attacker can gather information about the bottleneck link capacity using 
some of the probing schemes in existence [4].  

For distributed shrew attacks, instead of Source Address, we maintain Source 
Subnet that provides the cumulative traffic coming from the infected subnet to the 
destination victim. The calculation of packet dropping probability p when the average 
queue size exceeds the minimum threshold is done as in RED [6] and CHOKe [3], 
i.e., based on the exponential weighted moving averages of the average queue size. 
Typical values of suitable RED parameters for a gateway router with limited load 
would be: MinTh ranging between 30 to 100 packets, MaxTh set to 3MinTh and  
wq = 0.002 [6]. 

The proposed HAWK algorithm can characterize the low-rate TCP-targeted attack 
using the flow table driven packet dropping technique, as formalized in the flowchart 
shown in Figure 2. Upon any packet dropped, the legitimate TCP flows will follow 
the standard protocol semantics and will cut down their rates in accordance with the 
end-system congestion avoidance mechanisms of TCP. Thus, the values of Cburst and 
BFrate will always remain much lower than the threshold values for these parameters.  

Whenever the average queue size is higher than the minimum threshold, a 
comparison of incoming packet with the already queued packets will result in a 
success with a high probability if the attack burst was sent during that time frame. The 
flow table statistics are incremented and the corresponding counter value and the 
burst parameters for that time frame would progress towards the threshold ultimately, 
resulting in confirmation of the flow as malicious. 

3   NS-2 Simulation Results 

In this section, we first describe the simulation set up for evaluating our algorithm in 
detecting and penalizing attacking hosts and providing fairness to the legitimate users. 
We use NS-2 to carry out our simulations and we compare the results of our proposed 
algorithm with those of two well-known active queue management (AQM) 
algorithms: Drop Tail and CHOKe [3]. As mentioned earlier, response time (i.e., the 
time duration from the attack launching instant to the attack detected instant) is a very 
important measure as it determines the duration of damage to a victim site. Thus, we 
would also examine the response time performance of our algorithm in identifying 
and blocking the malicious shrew hosts along with the false positives generated using 
our scheme. 
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Our simulations consist of a variety of network configurations and traffic patterns 
simulating both single source as well as multi-source attacks coming from a single 
LAN and/or distributed LANs. For simulating attacks from different LANs, we use 
different delay values on the links. The collected statistics are used to plot normalized 
throughput against attack inter-burst period. The normalized throughput value 
provides the metric for evaluating the efficiency of our algorithm. 

The malicious hosts are modeled as UDP sources sending traffic flows in periodic 
intervals. The machine GR is the last hop gateway router interfacing to the victim 
machine connected to the outside network through an AS cloud. We perform statistics  

 

Fig. 2. The proposed HAWK algorithm 
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collection and computations on the last hop router GR. For a distributed attack 
environment the only key parameter that we would like to focus on is the different 
delays that a flow gets in reaching the victim’s end. We achieve this by providing 
different link delays to each of the malicious hosts. 

We first use Normalized Throughput as the comparison metric, and it is defined as 
follows: 

Normalized Throughput =  
   Average throughput achieved by the TCP flow (or aggregate) with DDoS stream 
  / Throughput achieved without DDoS stream 

The value of the normalized throughput gives us an indication of the severity of the 
damage done by the attack stream. The lower the normalized throughput is, the 
greater the damage. Unless otherwise specified we use the output link capacity of the 
last hop router as 2 Mbps, link delay as 120 milliseconds. The shrew attack stream is 
simulated to generate a square wave having a peak rate of 2 Mbps and a burst length 
of 150 milliseconds to target TCP flows with average RTT of 150 milliseconds and 
lower. 

Since all the TCP variants are equally vulnerable to the shrew DDoS stream of 50 
milliseconds or higher [2], for experimental purpose we use TCP-SACK. Our 
simulation uses a shorter time scale window of 200 milliseconds and a larger window 
of five seconds with internal one second blocks. Traffic Burst Threshold value is 
taken as one third of the bottleneck link capacity.  

We first consider the single source scenario. The simulation results of the 
throughput achieved, under different queuing schemes, by the legitimate TCP flows 
with different number of shrew DDoS streams are shown in Figure 3. The x-axis 
indicates the period of the burst and the y-axis indicates the normalized throughput 
where value of one indicates the theoretical throughput without the attack stream. It 
can be clearly seen that under Drop Tail the throughput of the legitimate flow almost 
reaches zero for period values of one second and lower.  

  

(a) one shrew flow and one well-behaved TCP 
flow 

(b) one shrew flow and five well-behaved TCP 
flows 

Fig. 3. Performance comparison among Drop Tail, CHOKe, and HAWK in terms of norma- 
lized throughput 
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Further increase in the time period of the attack stream increases the throughput of 
the legitimate flow but it is still far below the actual attainable throughput of one. The 
results for the CHOKe queuing as shown in Figure 3 indicate a slight improvement in 
TCP performance but it is clear that CHOKe algorithm cannot achieve the desired 
goal of providing fair share of the link capacity to the legitimate TCP flows.  

With our HAWK algorithm, we can see that the gain in the TCP throughput is 
significant throughout the two seconds attack period that we consider in this study. 
This is due to the fact that for identifying and correlating burst streams we have used 
three or more blocks of captured bursts within our larger time scale. 

Next we consider the multiple-source scenario. The experiment is repeated with 
five legitimate flows and two DDoS streams so as to find out the impact of attack 
streams if the attacks are launched from multiple collaborating sites. This kind of 
scenario is one of the most common cases of distributed denial-of-service attack, 
where a malicious user compromises a large number of hosts called zombies to launch 
a coordinated attack with lower peak rate which means that for two DDoS shrews 
each source sends traffic at half the rate determined in the previous experiment. We 
would consider two different scenarios here. The link capacity and burst period are 
kept the same as above in both cases and the effect is seen on five TCP flows. 

Firstly, let us consider the case where these zombies are on the same subnet so that 
all have the same packet delay towards the victim. As shown in the Figure 4(a), the 
average throughput is almost similar to the previous experiment. Similar to the case of 
one legitimate flow, the trend shows that the DDoS attack stream has much worse 
impact for attack periods of one second and lower because of the minimum RTO 
value of one second for TCP and the best throughput is again given by HAWK. Here 
a modified adaptive filtering scheme is used where traffic coming from the same 
subnet is considered together to generate statistics. 

  

(a) attacks on the same subnet (b) attacks on multiple subnets 

Fig. 4. Effect of distributed shrew attacks from the same or different subnets (five well-
behaved TCP flows) 

Secondly, let us consider the case when these zombies are on different subnets and 
trying to collaborate for launching a shrew attack on the victim. Being on different 
subnets, these zombies would have different packet delays towards the victim. This 
signifies a more realistic scenario if this kind of shrew attack is to be launched from 
distributed zombies across the globe. 
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Four zombies are used, each sending at one fourth the peak rate. The link delays 
from the four zombies till the GR are chosen as 100, 120, 140, 160 milliseconds. As 
shown in Figure 4(b), the impact of the attack is reduced in this case. This is due to the 
fact that now the short attack stream from each malicious source reaches at the 
bottleneck router RV at different times and the router serves legitimate TCP flows 
more frequently. But the normalized throughput is still less than the ideal value of one.  

The result suggests that the different queuing mechanisms CHOKe and HAWK are 
unable to produce any significant improvement over Drop Tail scheme. This indicates 
that for lower attack periods, the effect of shrew attack is more prominent. Though it 
can logically be assumed that with more number of zombies spread out and each 
sending at a very small fraction of the bottleneck bandwidth, the legitimate TCP flow 
aggregate would get fair share of the bandwidth. 

4   Conclusions and Future Work 

In this paper, we have proposed an adaptive packet-filtering scheme to address the 
open problem of TCP targeted shrew degradation-of-service attacks. Simulation 
results demonstrate that our algorithm, called HAWK, outperforms other router 
assisted queuing mechanisms for combating this special class of network based 
attacks. Our algorithm is easy to implement and requires a very small storage space 
that is most of the time only of the order of the number of potential malicious hosts. 

Our major on-going work is the implementation of our scheme on the DETER [8] 
testbed so that we can test the efficacy of the HAWK algorithm in a real environment. 
Another important research avenue is to extend our scheme to a distributed 
environment, where multiple routers can interact to identify these attacks even earlier 
and under wider range of traffic patterns and topologies.  
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Abstract. This paper proposes RTT-thumbprint to traceback intruders, and to 
detect stepping-stone intrusion; RTT-thumbprint is a sequence of timestamp 
pairs of a send packet and its corresponding echoed packets. Each pair of 
timestamps represents a round trip time (RTT) of a packet. Besides the 
advantages of efficiency, secrecy, and robustness, RTT-thumbprint has the 
ability to defeat intruder’s random delay and chaff manipulation. An exhaustive 
and a heuristic algorithm are proposed to correlate RTT-thumbprints. The 
results showed that the heuristic algorithm performs as good as the exhaustive 
one but is more efficient   

1   Introduction 

Most intruders usually chain many computers to hide their identities before launching 
their attacks. One way to catch such intruders is to trace them back along the 
connection chains; this technology is called connection traceback, one of the 
technologies for intrusion detection. Many practical methods were proposed to 
traceback intruders after 1990. Some of the representatives are Distributed Intrusion 
Detection System (DIDS) [1], Caller Identification System (CIS) [2], Caller ID [3], 
Thumbprint [3], time-based [4] approach, deviation-based [5] approach, and 
Temporal Thumbprint [6] (T-thumbprint).  

DIDS is a method to trace all the users in the network and collect audit trails for 
each user; the audit information collected are sent to a DIDS server to be analyzed. The 
important problem with this approach is it can not be applied to a large network 
because its centralized DIDS server is a bottleneck of the whole system. CIS works by 
asking each host along a connection chain to provide the information that recorded the 
previous login situation with the goal of being applied to a large network. However, it 
suffers from incurring additional network load, and leaking private information of each 
host involved. Caller ID is a method to largely reduce network load, but it suffers from 
failing to break back, performing the tracing only while an intruder is still active, and 
running the risk of accidentally damaging the intermediate hosts. Thumbprint is a 
method to traceback intruders by comparing the thumbprints of different connections, 
where thumbprint is the summary of a certain section of a connection’s content. 
Content-based thumbprint is very useful in tracing intruders, but it cannot be applied to 
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encrypted sessions. Time-based approach can be applied to encrypted sessions and can 
be used to traceback intruders by comparing distinctive timing characteristics of 
interactive connections. Deviation-based method is to traceback intruders by 
comparing the deviations between two connections; similar to time-based method, this 
method is available on detecting encrypted sessions. But these two methods suffer 
from being vulnerable to intruder’s manipulation, and high false positive rate. T-
thumbprint, which is defined as a sequence of interval between timestamps of two 
continuous send packets in a connection, can be used to traceback intruders with the 
advantages of efficiency, secrecy, and robustness. But it does not provide a full 
solution in defeating intruders’ random delay and chaff manipulation [6]. 

This paper proposes a new time-based thumbprint, Round Trip Time- (RTT-) 
thumbprint to characterize packets in a connection session, as well as two algorithms 
(exhaustive and heuristic) to correlate RTT-thumbprints. Instead of using timestamps 
of send packets or contents in a connection, RTT-thumbprint uses a sequence of 
timestamp pairs between each send packet and its corresponding echoed packets to 
characterize a roundtrip packet pair. The experiment results and analysis showed that 
RTT-thumbprint can handle intruders’ random delay and chaff manipulation better 
than other methods.  

The rest of this paper is arranged as follows. In Section 2, we define some 
preliminaries used in this paper. Section 3 discusses the definition of RTT-
thumbprint, its correlating algorithm, and its ability to defeat intruders’ manipulation. 
Finally, in Section 4, conclusions and future work are presented. 

2   Preliminaries 

We began stating our assumptions: (1) the research object is limited to an interactive 
connection session made by telnet, rlogin, rsh, ssh or similar tools; (2) we assume that 
thumbprints are collected at approximately the same time interval; (3) we assume that 
any users, when connect to a host, may need to pause to read, think, or respond to the 
previous operations, and the gaps between two continuous operations caused by 
human interaction are measured in seconds. These gaps are considerably larger than a 
typical round trip time of a network; (4) a user can only delay each packet sent or 
received; any superfluous packets inserted into a connection will be removed shortly 
without reaching the destination.   

Suppose a user logs in from Host 1, and eventually connects to Host n, which is the 
destination, through Host 2, … , and Host n-1, as shown in Figure 1. We formally 
give the definitions of the following terms and notations. 

 
 

 

Fig. 1. A connection chain 
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Connection: When a user from a host logs into another host, we call this a connection 
session between the two hosts. 

Outgoing and incoming connection: For any host, if a connection directly comes 
from another host, then this connection is defined as an incoming connection. If a 
connection comes from this host and directly connects to another host, then it is 
defined as an outgoing connection. 

We need to define some terminologies for timestamps. Given two sequences T: 
{(t11, t12), (t21, t22), … , (tn1, tn2)}, and U: {(u11, u12), (u21, u22), … , (um1, um2)} with 
length n, and m respectively, we assume that the conditions 0<ti1<ti2, 0<uj1<uj2, where 
i=1,... , n, and j=1,…, m, are satisfied for sequences T and U. We define element-
inclusion, and sequence-inclusion in the following. 

Element-inclusion: For any timestamp pairs t = (ti1, ti2), and u = (uj1, uj2) if the 
condition 0< ti1< uj1 < uj2< ti2 is satisfied, then we say u is included in t, we denote it 
as u⊂ t. 

Sequence-inclusion: For two sequences U and T of length n, we say that sequence U 
is included in sequence T, denoted U⊂T, if U[i]⊂T[i], where i=1,…, n. 

Sequence-inclusion definition only gives us the result that one sequence is 
completely included in another sequence. However, most times, when we correlate 
sequences, which come from thumbprint, what we need to handle is part of a 
sequence is included in another sequence. Under this situation, the sequence-inclusion 
problem becomes to compute a longest inclusion subsequence. 

Longest Inclusion Subsequence (LIS): Given the above two sequences T and U(of 
length m and n), if (1) there is a subsequence U´ of U and a subsequence T´ of T, 
such that U´ is included in T´ and (2) there are no other U´ and T´ with a longer 
length that is included in T, we define U´ as the longest (common) inclusion 
subsequence of U and T. The problem of computing a longest subsequence from one 
sequence that is included in another sequence is the longest inclusion subsequence 
problem. 

The length of the longest inclusion subsequence can then be used to measure the 
similarity of two sequences of timestamp pairs. The similarity ratio (SR) of two 
sequences is defined as p/min(m, n), where p is the length of a longest inclusion 
subsequence.  

3   RTT-Thumbprint and Its Correlating Algorithm 

3.1   Motivation 

The design of TCP/IP protocol makes it difficult to reliably traceback to original 
intruders if they obscure their identities by logging through a chain of multiple hosts. 
However, once a chain is established between an intruder and a victim, it was shown 
[7] that every packet sent from a intruder is going to be decrypted and then encrypted 
in each host in between and forwarded to the victim at the end of a chain; a 
corresponded packet is going to be echoed from the victim and propagate to the 
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intruder side in a similar way. If we monitor the outgoing connection of each host in 
between, we can observe the send packet from this host and one echo packet from the 
adjacent host downstream. This fact prompted us to consider that these send and echo 
packet pairs as a unique characteristic to identify a connection. Thus we can use each 
sequence of packet RTT timestamps to characterize an encrypted connection.  

 

Fig. 2. Illustrate the basic idea of RTT-thumbprint 

We assume there are two compromised hosts: Host i, and Host j that belong to one 
chain <C1, C2, …, C5, C6>, as shown in Figure 2. Host i has two incoming 
connections: C1, C3, and two outgoing connections: C2, C4; Host j has two incoming 
connections: C5, C7, and two outgoing connections: C6, C8. If we monitor all the 
send and echo packets of each outgoing connection of Hosts i and j continuously, and 
match them, we should get a sequence like {(S1, E1), (S2, E2), …, (Sn, En)}, where 
each Si represents one send packet, and Ei represents one echo packet and matches 
with Si [7]. If we only take the first pair for each sequence and put the timestamps 
information into each pair, then we get the information for each outgoing connection, 
C2: (t2s1, t2e1), C4: (t4s1, t4e1), C6: (t6s1, t6e1), C8: (t8s1, t8e1). If connection C2 and 
connection C6 are in a same chain, the relations 0< t2s1 < t6s1, and t2e1 > t6e1 > 0 must 
be true. If two connections are not in the same chain, such as C4, and C8, the above 
relations are not likely to be true. However, if we check several consecutive pairs, the 
probability that the relations held for two connections that are not in a same chain 
should be very low, otherwise, this probability should be very high. In other words, 
we can get a gap between a probability that two connections are in a same chain and a 
probability that two connections are not in a same chain. If this gap is higher than a 
predefined threshold, we can safely consider the two thumbprints belong to a same 
connection chain, otherwise, they are not. We use the timestamps of consecutive 
matched pairs in one connection as our thumbprint, which can be used to identify a 
connection uniquely and to traceback intruders.  

3.2   RTT-Thumbprint 

Given a sequence of ‘Send’ and its matched ‘Echo’ packet pairs {(S1, E1), (S2, E2),…, 
(Sn, En)} from Host 1 to Host 2, let {(ts1, te1), (ts2, te2), …, (tsn, ten)} be the 
corresponding timestamps of {(S1, E1), (S2, E2),…, (Sn, En)}. We define a RTT 
temporal thumbprint (RTT-thumbprint) of a connection to be a sequence {(ts1, te1), 
(ts2, te2), …, (tsn, ten)}. Each element represents a timestamps pair of matched send and 
echo packets. In the following sections, for convenience, we usually use array  
T[1, 2, …, n] to represent a RTT-thumbprint.  

C7C3

Host i    Host j 
C1 C2 C6

C8C4

C5
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The length of a RTT-thumbprint (n) is vital in tracing intruders; how to select the 
size depends on the network. For local network, n can be relatively small because of 
less network fluctuation, such as 64. But for wide area network, n should be larger 
because of serious network fluctuation. A thumbprint for incoming connection is 
called incoming RTT-thumbprint, denoted as iRTT-thumbprint, and a thumbprint for 
outgoing connection is called outgoing RTT-thumbprint, denoted as oRTT-
thumbprint. For convenience, we usually use RTT-thumbprint to represent both 
incoming and outgoing thumbprints.  

The first step of creating a RTT thumbprint is to match up send packets with echo 
packets; the algorithm to do so can be found in [7]. The issue about RTT-thumbprint 
is how to determine if two RTT-thumbprints match. For example, in some cases, we 
need to determine if iT-thumbprint is included in oT-thumbprint of a same host, or to 
determine if oT-thumbprint of one host is included in oT-thumbprint of another host 
so as to decide if the two hosts are in a same connection chain. We use SR to 
determine if two RTT-thumbprints are similar. We assume two RTT-thumbprints are 
T = {(ts1, te1), (ts2, te2), …, (tsn, ten)} and U = {(us1, ue1), (us2, ue2), …, (usn, uen)}, 
respectively, and can determine what is the longest inclusion sequence of T and U. 
The problem of the element-inclusion relation incurs a high false positive in some 
cases. To avoid this problem and to be aware of a fact that is if Host i and Host j are in 
a same chain, the time gap that a packet propagates from Host i to Host j is supposed 
to approximately equal to the time gap that the corresponded echo packet propagates 
from Host j to Host i, in practical, for any given ε between 0 and 1, we usually use the 
following relation to determine element-inclusion upon two corresponding pairs: (tsi, 
tei), and (usj, uej). 

0,0 21 >∆>∆ , and  ε<
∆+∆
∆−∆

21

21 , (1) 

where Δ1 = usj –tsi,  Δ2= tei –uej  and suppose there is no clock skew between the two 
hosts. This is to avoid every small RTT (usj, uej) to fall into (tsi, tei). We will match 
only those that fall somewhere in the middle of the other interval.  

3.3   Issues on RTT-Thumbprint Collection and Correlation 

We shall address issues related to collecting and correlating RTT-thumbprints. When 
we collect a RTT-thumbprint in a host, the most important and difficult issue is to find 
the echoed packet for each packet sent; in other words, it is to match each send packet 
with each echoed packet. There are several reasons to make packet matching difficult 
[8, 9, 10, 11, 12]. 

First, any lost packets during transmission are retransmitted either automatically 
by the sending client having not received an acknowledgement or on request of the 
receiving server. Retransmission of the same packet continues until either an 
acknowledgement is received or until the connection timeout expires. This is going 
to affect to match a send and an echo packet because we are faced with one echo 
packet that could match with two or more send packets. Second, cumulative 
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acknowledgements may take place; this mechanism benefits reducing network 
traffic, but complicates the packet matching. Third, the size of the transmit window 
is not necessary to be one, so several packets can be allowed to send continuously 
without receiving any Ack packet. Several Send-Ack-Echo overlaps each other 
makes packet matching difficult. Finally, the packets only communicating between 
two adjacent hosts, such as Ignore packet, Keep-alive and Key re-exchange packet, 
will also make packet matching complex, as well as complicating RTT-thumbprint 
correlating because these kinds of packets do not propagate to the victim side. In 
summary, there is no one-to-one mapping between send packets and echo packets 
which makes the match difficult. 

Another reason that affects RTT-thumbprint correlation is clock skew. We collect 
each RTT-thumbprint based on the local host clock, which may be different from 
other host clock. We can not directly compare two RTT-thumbprints with each 
coming from a different host by using relation (1) because there may be clock skew, 
about which we are not sure how much it is as it is changing all the time. So if we 
want to correlate two RTT-thumbprints correctly, we need to determine or estimate 
the clock skew between two hosts first. We are going to discuss how to estimate clock 
skew in the following section. 

3.4   RTT-Thumbprint Correlating Algorithm 

Given two RTT-thumbprints T = {(ts1, te1), (ts2, te2), …, (tsn, ten)}, and U = {(us1, ue1), 
(us2, ue2), …, (usn, uen)}, supposing there is no clock skew problem, the exhaustive 
solution to correlating them is to check if U is included in T by comparing with each 
element of T using relation (1) until all the elements in U are checked. The problem 
with this solution is that it takes a long time to get the correlating results. Considering a 
packet propagation scenario, if T and U are in a same chain, the first element of U is 
supposed to be included in the first element of T, and so on for others. Even in non-ideal 
situation, it is not necessary to compare each element in U with all the elements in T. 
We propose a heuristic algorithm to correlate RTT-thumbprints; with this algorithm, 
instead of comparing with all the elements in T, we only check N elements (N is a 
predefined number, in our experiment we select N = 4) from the current position of T.  

Clock skew is a very important factor for correlating RTT-thumbprints. We 
propose a method to estimate clock skew between two hosts approximately: 
Assuming that T and U are RTT-thumbprints collected at Host i and Host j 
respectively, and U[j] is included in T[i], We use the fact that the timestamps of a 
send packet in Host i plus the time this packet propagates from Host i to Host j should 
approximately equal to the timestamp of the send packet collected in Host j. However, 
due to the clock skew, there will be some difference.  We can estimate the packet 
propagation time and use that to estimate the clock skew for this pair (i,j). 

sjtsi uptcs −+= )(  (2) 

Where 
2

ut
tp

∆−∆=  , sjejusieit uutt −=∆−=∆ , , and cs: clock skew. 
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3.4.1   Exhaustive Algorithm 
For each of the estimated clock skew, the exhaustive algorithm computes the longest 
inclusion sequence of two thumbprints.  

program Exhaustive algorithm 
  function main(){ 
  float sr = 0; 
  for (i=0; i<=NumT; i++) 
     for (j=0; j<=NumU; j++){ 
        ∆t = tei-tsi; ∆u=uej-usj; pt=(∆t-∆u)/2; 
        cs = usj-(tsi + pt); 
        if (compute_SR(cs)>sr) sr = compute_SR(cs); 
     } 
  return (sr); 
  } 
  function Compute_SR(cs) 
  CurrPT = CurrPU = 0; 
  while (there are more elements in U and T){ 
     lbT=CurrPT; lbU=CurrPU; ubT=NumT; ubU=NumU; 
     Match=flase; i=lbU; 
     while (i<=ubU && !Match){ 
        j=lbT; 
        while (j<=ubT && !Match){ 
           ∆1=(usj-cs)-tsi; ∆2=tei-(uej-cs); 
           ra1=abs(abs(∆1)-abs(∆2))/(abs(∆1)+abs(∆2)); 
           if (∆1>0 && ∆2>0 && ra1<ε){ 
              counter++; CurrPT=j+1; CurrPU=i+1; 
              Match=true; 
           }; 
           j++; 
        } 
        i++; 
     } 
     if (Match) {currPT=j; currPU=i;} 
     else {currPT++; currPU++;}; 
    } 
    return SR=counter/min(NumT , NumU); 
  } 
end. 

In the above algorithm, U and T are two sequences corresponding two RTT-
thumbprints; ‘counter’ represents the largest number of elements in U that are 
included in T; NumT, and NumU are the lengths of T, and U; lbT, and lbU are the 
lower bound of T, and U; ubT, and ubU are the upper bound of T, and U. 

The premise that we can use equation (2) to estimate the clock skew is that we 
assume two corresponded elements T[i] and U[j] are generated by a same packet. 
Since we don’t know this, we have to compute all such pairs and find the best 
solution. The exhaustive method to estimate clock skew is to traverse all the elements 
in T and U; that means we are going to get nm values to approximate clock skew. We 
try each value to compute SR, and the largest one of SRs will be the SR with LIS 
between T and U. Thus we have an O(m2n2) algorithm.  
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3.4.2   Heuristic Algorithm 
The exhaustive algorithm can give us best solution for correlating RTT-thumbprint, 
but with penalty of inefficiency. In most cases it is not necessary to compute all the 
pairs in T and U to estimate the clock skew. If the two thumbprints are taken at 
roughly the same time (this can be guaranteed by assumption 2) , most probably that 
U[i] will correspond to one of the element between T[i] and T[i+N], where N is a 
predefined number. The heuristic algorithm is similar to exhaustive one but the outer 
loop in the main algorithm is limited to N iteration, as well as the loop in the function 
Compute_SR (cs). We will not show this algorithm here because of the limited space. 
The experiment results showed that the heuristic algorithm has as good performance 
as the exhaustive one but is more efficient.  

We estimate how many basic operations with the heuristic algorithm. There are mN 
estimated clock skews, for each one, we correlate T and U with O(mN) basic 
operations. Therefore, we have O(m2N2) basic operations altogether. The ratio 
between the heuristic computation and the exhaustive computation 
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O . If we select N=4, and n=64, the computation time of the 

heuristic algorithm is only 0.39% of that of the exhaustive algorithm. One experiment 
result showed that the heuristic algorithm cost less than one second while exhaustive 
one cost hundreds of second when correlating two thumbprints each with length of 64.   

3.5   Experiment Results and Analysis 

The test environment is set up in the Computer Science Department Lab, at the 
University of Houston. Our program TT (Thumbprint Traceback) uses Libpcap [13] 
to do traceback simulation. There are two hosts acl08 and acl09 in local campus 
domain ‘cs.uh.edu’ under our control, and there are other hosts Mex (in Mexico), Epic 
(in California), and Bayou (on the campus) not under our control, but we do have 
regular accounts to login those machines. We did our experiment conservatively so as 
to make our results more reliable. We established four connection chains Host i (i=1 
to 4)  Acl09  Mex  Acl08  Epic  Bayou by using SSH along the same path 
and did the experiment at the same location and the same time, with the same contents 
as input. This increased the probability that the connection from a chain is included in 
another connection from a different chain. This is the worst case that RTT-thumbprint 
can handle. 

Table 1 shows one of the RTT-thumbprint correlating results with the first line for 
the heuristic algorithm and the second line for the exhaustive algorithm. The value 
showed on the table is SR, which means how many elements in U (collected in acl08) 
are included in T (collected in acl09). It is clear that two thumbprints of the same 
connection chain have very high similarity while those not in a same chain have very 
low similarity. The results also show us that the heuristic algorithm can be as good as 
the exhaustive one in SR, but the heuristic is much more efficient and can be used in 
real-time traceback.  
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3.6   Avoiding Intruder’s Manipulation 

RTT-thumbprint is more robust than other methods used to traceback intruders in 
defeating intruder’s manipulation. Most probably, intruders who are aware of the risks 
of being traced try to evade the traceback by modifying their connections. To defeat 
the RTT-thumbprint, they may randomly delay the outgoing packets or randomly 
inject some packets into the connection and so that the outgoing and incoming 
connections appear unrelated.  

Table 1. RTT-thumbprint exhaustive and heuristic correlating results between two hosts on the 
Internet 

Connections at ACL08 Connections 
at ACL09 C0(%) C1(%) C2(%) C3(%) 

C0(%) 100.00
100.00

1.26
0.00

0.57
0.57

0.52 
0.52 

C1(%) – 92.63
94.66

0.57
0.57

0.00 
0.00 

C2(%) – – 87.42
91.25

0.62 
0.62 

C3(%) – – – 89.00 
93.71 

Random delay manipulation cannot affect RTT-thumbprint to traceback intruders. 
The assumption (4) stated that each packet can only be delayed, rather than 
accelerated. Suppose all the packets in Host j are delayed by an intruder, usj, and uej 
are going to be bigger. No matter how large usj is, it is always larger than tsi, and 
therefore relation (1) holds all the time for send packets. Echoed packet Ei in Host i is 
always late than the echo packet Ej in Host j, so tei is always bigger than uej and 
therefore relation (1) holds whatever how an intruder delays the packets in Host j. 
RTT-thumbprint can defeat random delay manipulation completely. 

Chaff manipulation cannot affect RTT-thumbprint to traceback intruders too much. 
The assumption (4) stated that the chaff will be removed shortly without reaching the 
destination. We assume an intruder inserts some packets in Host j, and then removes 
them in Host j+k (here k is any integer that guarantee Host i+k is not the destination 
host). Because all the packets inserted in Host j do not reach the destination, we can 
not capture the matched pair for the chaff either in Host i or Host j. Obviously, chaff 
will not affect using RTT-thumbprint to traceback intruders. The only effect is to 
make downstream and upstream propagation time unsymmetrical, and then affect 
RTT-thumbprint correlating. But we can handle this problem by adjusting the ε. 
Therefore, RTT-thumbprint can avoid chaff manipulation.  

4   Conclusions and Future Work 

We have shown how RTT-thumbprints can be used to characterize a connection 
session, and discussed how to correlate RTT-thumbprints to traceback intruders. 
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Besides the advantages that other kinds of thumbprint have, RTT-thumbprints also 
have the advantage of avoiding random delay and chaff manipulation. Two algorithms 
have been proposed to correlate RTT-thumbprint: exhaustive and heuristic. The 
experiment results showed that the heuristic algorithm can get almost the same 
performance as the exhaustive one but is more efficient.  

The results we obtained in this paper are under the four assumptions. In the future, 
we would like to relax the assumptions, or remove some of them. Such as if the chaff 
reach the destination host, we will study its effect to RTT-thumbprint collecting, and 
correlating. We would also like to study the effect of network distance on the 
correlation of RTT-thumbprints, and to build a real traceback system by using RTT-
thumbprints.  
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Abstract. An interleaving algorithm is applied to reduce the loss of ciphered in-
formation when a cipher system transmits over a wireless security environment. 
As such, a new scheme for deciding the interleaving depth over a wireless mo-
bile environment is described. Simulations confirm that the proposed dynamic 
allocation algorithm (DAA) with a non-fixed interleaving depth produced a bet-
ter performance over a fading channel than a static allocation algorithm (SAA) 
with a fixed interleaving depth. 

1   Introduction 

Aviation industries are undergoing a major paradigm shift in the introduction of new 
network technologies [1-3]. The Eurocontrol (Europe) is also investigating the feasi-
bility of coordination between ADS-B civil network and tactical network for various 
aviation needs of the ubiquitous environment and the various ways of migrating avia-
tion authority backbone infrastructure. Tactical information Link16 is a NATO term 
for a message standard that includes an anti-jam, secure data and voice system with 
standard waveforms and messages used for exchanging tactical information between 
different military platforms, thereby providing a common communications network to 
a large community of airborne, surface, and even subsurface or space elements [4-8].  

In previous studies about tactical networks, applying layering principles for legacy 
system Link16 presented by Warren [4], and White B. [5] presented layered commu-
nication architecture for the global grid, while Donal B. F. [6] introduced digital  
messaging on the Comanche helicopter, the area of tactical data links, air traffic man-
agement, and software programmable radios has been researched by B. E. White [7]. 
As the coordination concept of ADS-B civil network and tactical networks becomes 
more widespread, the necessity of security for these networks is of increasing impor-
tance [8-10]. 

However, in order to solve security issues in secure tactical networks, the  
efficiency and transmission performance of security services must be taken into ac-
count. From the point of view of aeronautical environmental characteristics, research 
on optimizing the security considerations of tactical network services, such as low 
bandwidth, limited consumed power energy and memory processing capacity, and 
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cryptography restrictions is important issue. A cipher system using a link-by-link 
encryption technique is generally used for security. Except for error propagation, the 
security level is reflected by the period, Common Immunity, and linear complexity 
and since these properties are easy to implement in terms of hardware and do not 
create any communication channel delays, a stream cipher system is usually applied 
to radio communications. However, when enciphered data is transmitted on a radio 
channel, poor communication channel environments, multi-path fading, and interfer-
ence result in a burst of errors at the decipher output. The fading received at the mo-
bile unit is caused by multi-path reflections of the transmitted encrypted information 
by local scatters, such as forests, buildings, and other human-built structures, or natu-
ral obstacles such as forests surrounding a mobile unit [11-13].  

Interleaving is one practical solution for combating burst errors, where a poor en-
cryption communication channel resulting from a burst of errors can be enhanced 
using an interleaving scheme, and the transmission performance over a wireless chan-
nel and radio communication channel has already been evaluated when using an inter-
leaving method in [14-17]. About the area of interleaving research, X. Gui, et al. [14] 
proposed a novel chip interleaving in DS SS system, and the subject of multiple ac-
cess over fading multi-path channels employing chip interleaving code division direct 
sequence spread spectrum has researched by Y. N. Link, et al. [15], the research of 
required interleaving depth in Rayleigh fading channels has been proposed by King I. 
C., et al. [16]. And also, in terms of transmission performance, the performance con-
siderations for secure tactical networks, such as mobility, bandwidth, and BER, are 
very important.  

This paper presents a cipher system for security in Link 16, plus an effective inter-
leaving scheme is applied to the ciphered information to enhance the transmission 
performance over a fading channel. As such, a frame of ciphered information is lost if 
the synchronization pattern and session key for the frame are lost. Therefore, applying 
an interleaving method to reduce the frame loss and thereby enhance the transmission 
performance would seem to be an effective option that can be evaluated using the non 
fixed efficient interleaving scheme. 

In a cipher system, the synchronization pattern indicates the start and end-point of 
a frame. If a synchronization pattern is lost due to burst errors, the synchronization 
pattern can no longer be detected, and since the frame is lost, the encrypted communi-
cation channel will fail. Therefore, reducing loss of the SP means reducing loss of the 
cipher frame. Furthermore, if error bits exist beyond the correcting capability of the 
transmitting session key stream, decrypting the ciphered information also becomes 
impossible. As such, this study examines two types of interleaving using a fixed inter-
leaving depth algorithm and non fixed interleaving depth algorithm, where an SAA 
has a fixed interleaving depth, while a DAA does not. Interleaving methods also in-
clude block interleaving, helical interleaving, random interleaving, and extended 
random interleaving. 

Section 2 reviews the nature of a fading channel and provides statistical expres-
sions for burst error sequences, then section 3 outlines the cipher system with syn-
chronization information. Thereafter, interleaving scheme based on a variable depth 
of interleaving using a non fixed interleaving depth allocation algorithm is explained 
and simulation results presented in section 4. Finally, section 5 summarizes the results 
of this study. 
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2   Characteristics of Wireless Mobile Environment 

Wireless fading channel modeling is used to perform a statistical analysis based on 
defining the relational functions, such as the probability density function (PDF), cu-
mulative probability distribution (CPD), level crossing rate (LCR), average duration 
of fades (ADF), and bit error rate (BER). 
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Fig. 1. SER(symbol error rate) of S/N in Rician fading channel 

The mean burst length is derived from the defined relational functions and experi-
ments are used to consider the interleaving depth based on the mean burst length. The 
Rician pdf represents a direct wave plus reflected waves: 

0
0

]
)1(

[

0

)1(
2[

1
)( 0

γ
γ

γ
γ γ

γ
+∗+=

+−− KK
Ie

K
P

K
K

R
 (1) 

where, a is the amplitude of the direct wave, r is the envelope of the fading signal, and 
I0( ) is a modified Bessel function of zero order. Therefore, the Rician pdf can be 
expressed as follows: 
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In the above equation γ(=ρ=r2) is the C/N ratio and K is the power ratio of the di-
rect wave and reflected waves, and γ0(=E(r2)=a2+2σ2) is the power ratio of the re-
ceived carrier signal and noise. The equation of CPD (F(L)) for Rician fading is used 
as follows:  
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In a Rician fading channel, the symbol error rate (SER) is applied using differential 
phase shift keying (DPSK), as in Eq. (4).  

5)1(1),( BERKSER −−=ρ  (4) 

The crossings of the positive slopes are counted at level L. The total number of 
crossings N over a T second length of data divided by T seconds then becomes the 
level crossing rate:  

T

N
Ln =)(  (5) 

As such, the level crossing rate of a typical fading signal can be calculated. The av-
erage duration of fades is defined as the sum of N fades at level L divided by N:  
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where, τi is the individual fade.  
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Now, the product of Eq. (5) and (6) becomes the CPD, and can be derived LCR, 
ADF [11-13].  

Table 1. Mean burst length for variation of SER at K=0, f=969MHz, v=24Km/h 

Factor  \  Mean power deviation -25dB -10dB 0dB 5dB 

n0 53 53 53 53 
nL 0.066 0.284 0.33 0.07 

LCR 3.49 15.05 17.49 3.71 
ADF 0.00086 0.00658 0.0343 0.2533 
CPD 0.003 0.099 0.6 0.94 

t0 0.0189 0.0189 0.0189 0.0189 
tL 0.0455 0.3486 1.8182 18.8 

Transmission rate  19.2Kbps 16 128 664 6416 
28.8Kbps 25 190 990 10234 
57.6Kbps 50 360 1980 20468 
115.2kbps 100 720 3960 40936 

3   Wireless Cipher System 

This paper presents a secure cipher system. Plus, an interleaving scheme is also  
applied to the ciphered information to enhance the transmission performance over a 
fading channel. The proposed cipher system consists of a keystream generator, syn-
chronization pattern generator, and session key generator. For the stream cipher  
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system, the keystream generator generates a number of random sequences of an  
approximately unlimited period using a seed number of outside keys. Meanwhile, the 
synchronization pattern is composed of a synchronization pattern generator and  
synchronization pattern detector. To provide robust encrypted communication, the 
transmitter and receiver are both synchronized using a synchronization pattern. If the 
received synchronization pattern is detected normally, the error-corrected coded ses-
sion key bitstream is received and the ciphered data is deciphered. Plus, a session 
keystream generator with a nonlinear keystream generator is applied to generate the 
transmitting session keystream (ECCSK). The initial seed of the keystream generator 
is composed of the private key using the cipher/decipher and transmitting session key. 
The Reed-Solomon RS(31,15) is applied to correct the error in the session keystream 
and ciphered data stream. 

Jitter Sync TR HDR Data Propagation/guard

32 8 32 186
Time slot(7.8125 ms)

4.4585ms - Jitter3.354 ms
 

Fig. 2. TDMA time slot architecture of Link 16 tactical data link 

The keystream generator was designed considering the security level [18,19], i.e. 
the linear complexity, randomness, common immunity, period, and composition of a 
nonlinear function. As such, the security level of a nonlinear keystream generator 
with a full adder, carry, and feedback memory was satisfied. In the Link16 tactical 
data link system, the synchronization part is a pattern of DP symbol packets that al-
lows the receipt of JUs to synchronize with the transmission. The pattern is changed 
from time slot to time slot, and within a time slot the pattern differs between nets. A 
fixed pattern of four DP symbol packets is used for time refinement (TR). The header 
part is a word that provides information on the message transmitted in a time slot, 
then the data is the message transmitted in the time slot. The propagation/guard inter-
val is the time period that allows for the propagation of the signal to the maximum 
range and time required for the JUs to prepare for the transmissions in the next time 
slot.   

4   Performance of DAA and Experimental Results 

When ciphered information is transmitted over a Rician fading channel in which the 
received signal level is time variant, some of the ciphered information is lost due to 
burst errors, resulting a loss of the synchronization pattern and error in the session key 
in a period of synchronization.  

To reduce this loss of ciphered information, an interleaving scheme is applied to 
the ciphered information to enhance the transmission performance over a radio chan-
nel. Interleaving is an effective way of randomizing burst errors, plus, burst errors can 
not be corrected without the application of interleaving and de-interleaving. The func-
tion of the received power (nL) at K=0 can be expressed as follows:   
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where, K=0. The local mean m(x) is where each value corresponds to the average 
field strength at each local point. The length 2w (=40λ) is considered to be the proper 
length to use fading channel K=0.  
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Fig. 3. DAA interleaving flow 

However, in practice, w within the 20λ to 40λ range is acceptable. If the mobile 
unit moves slowly, the rate of fluctuation also moves slowly and the length w is in-
creased. For instance, at 969MHz, the wavelength is 0.35m. Assuming that the speed 
of the mobile unit is 24Km/h, the rate of fluctuation of the signal reception at 10-dB 
below the received average power of the fading signal is 15 nulls per second. The 
decision on the interleaving depth can be determined based on the received local 
mean power m(x) per 80 fades, as obtained from Eq. (9).  

Where w is the time interval for the local mean power. The level crossing rate 
(n(L)) is determined based on the nomalized factor n0 and value of nL, while the aver-
age duration of fades (t(L)) is determined based on the values of 1/n0 and CPD/nL. 
The relation between the level crossing rate (n(L)) and local mean m(x)={m0, m1, m2, 
..., mn-1} can be expressed as follows {(n0*m0), (n0*m1),, …, (n0*mn-1)}, where n0 is 
2.5 v/λ. The ADF, t(L) can be expressed as follows:  
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Therefore, the relationship between the mean burst length (mbl), the transmission 
rate (B), and the average duration of fades (t(L)) can be expressed as follows:  
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Let {kn}, n=0, 1, 2, ..., be a constant process with a finite set of states  
{k0, k1, ..., kn-1}. In deriving the equation, the required condition under which the FEC 
scheme can still correct all errors is as follows:  
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These interleaving schemes were evaluated in a simulation environment where the 
radio channel was a Rician fading channel, the transmission rate was 28.8Kbps, the 
frame size was 28.8Kbits, the communication access time was 60minutes, the BER 
was 10-2 ~ 10-6, the moving velocity was 24Km/h, and the carrier frequency applied 
was 969MHz.  

Table 2. Comparison of delayed time relative to depth of SAA 

Transmission rate depth=26 depth=52 depth=104 depth=208 
28.8Kbps 1sec 2sec 4sec 8sec 
57.6Kbps 0.5sec 1sec 2sec 4sec 

115.2Kbps 0.25sec 0.5sec 1sec 2sec 

If the interleaving depth applied is smaller than the required depth, the resulting 
performance will be even worse than without interleaving. However, it is difficult to 
adapt the depth of interleaving in a variational fading channel, plus, the required depth 
should be sufficient to handle the resulting errors in the SAA. Therefore, to adapt the 
depth of interleaving in the variational fading channel, the flexible DAA method was 
applied. The resulting performance of the DAA and SAA is shown in Tables 3 and 4, 
respectively.  

When the depth of the SAA was 208, as shown in Table 3, the error bits of the de-
ciphered data were degraded 54.5% at a SAA depth of 26, 36.3% at a SAA depth of 
52, 6.6% at a SAA depth of 104. When the depth of the DAA was 26, 52, 104, 208, as 
shown in Table 4, the performance of the DAA block interleaving was better than that 
of the others. When the iteration of transmission was set at 48, the delay time is given 
in Table 4. With regard to the corrected symbol rate and delay time, the performance 
of the DAA was better than that of the SAA. 

Table 3. Comparison of error bits relative to depth of SAA (SER : 10-2 ~ 10-6) 

SER depth=26 depth=52 depth=104 depth=208 
10-2 5.72E+06 4.90E+06 3.34E+06 3.12E+06 
10-3 5.75E+05 4.93E+05 3.34E+05 3.12E+05 
10-4 5.73E+04 4.92E+04 3.35E+04 3.12E+04 
10-5 5.72E+03 4.93E+03 3.34E+03 3.12E+03 
10-6 5.73E+02 4.93E+02 3.34E+02 3.12E+02 
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The corrected symbol rate in the DAA applied is higher than that of the other types 
(depth=26, 52, 104). At a SAA depth of 26, the corrected symbol rate was corrected 
6.5%, 19.4% at a SAA depth of 52, 45.4% at a SAA depth of 104. Meanwhile, Table 
4 presents a comparison of DAA and SAA with 48iterations. When the delayed time 
when using DAA was about 210sec, however, the delayed time by the SAA depth of 
26 was about 48sec, the SAA depth of 52 was 96sec, the SAA depth of 104 was 
192sec, the SAA depth of 208 was 384sec. Therefore, when increasing the depth, the 
corrected symbol rate and delayed time were enhanced. With regard to the delayed 
time and corrected symbol rate, the performance of the proposed method was superior 
to that of SAA when applied to allow the delayed time of DAA. 

Table 4. Comparison of DAA and SAA with 48 iterations (SER : 10-2) 

Depth Corrected symbol rate Delayed time 
DAA 100% 210sec 

SAA = 26 6.5% 48sec 
SAA = 52 19.4% 96sec 

SAA = 104 45.4% 192sec 
SAA = 208 100% 384sec 

Consequently, the results of the transmission performance when using the DAA 
and SAA confirmed that the performance of the proposed DAA method was better for 
the case of signal recovery in an erasure channel. 

5   Conclusions 

This paper examines a cipher system for security in Link16, plus an interleaving 
scheme is applied to the ciphered information to enhance the transmission perform-
ance over a fading channel. As such, a frame of ciphered information is lost if the 
synchronization pattern and session key for the frame are lost. Therefore, applying an 
interleaving method to reduce the frame loss and thereby enhance the transmission 
performance would seem to be an effective option that can be evaluated using the non 
fixed interleaving depth scheme. A cipher system was proposed using an effective 
interleaving scheme for the interleaving depth to enhance the transmission perform-
ance of the ciphered information.  

Experimental results showed that the BER performance of the proposed efficient 
interleaving scheme was higher than that of the fixed interleaving depth scheme.  

References 

1. Mulkerin, T.: Free flight is in the future: large-scale controller pilot data link communica-
tion emulation testbed, Aerospace and electronic systems magazine, IEEE, 2003. 

2. Oishi, R. T.: Future applications and the Aeronautical telecommunication network, IEEE 
Aerospace conference, 2001. 



 Performance Enhancement of Wireless Cipher Communication 451 

 

3. EUROCONTROL: Feasibility study for civil aviation data link for ADS-B based on 
MIDS/LINK 16, TRS/157/02, 2000. 

4. Warren, J. W.: Applying Layering Principles to Legacy Systems: Link16 as a Case Study, 
IEEE MILCOM, 2001. 

5. White, B. E.: Layered Communication Architecture for the Global Grid, IEEE, MILCOM, 
2001. 

6. Donald B. F.: Digital messaging on the Comanche helicopter, DASC, 2000. 
7. B. E. White: Tactical data links, air traffic management, and software programmable ra-

dios, DASC, 1999. 
8. H. J. Beker and F. C. Piper, Cipher Systems: The Protection of Communications, North-

wood Books, London, 1982. 
9. Bruce. S.: Applied Cryptography 2nd ed.: Protocols, Algorithm, and Source code in C, 

John Willy & Son, New York, 1996. 
10. Rainer A. R.: Analysis and Design of Stream Ciphers, Springer-Verlag, Berlin, 1986. 
11. W. C. Y. Lee: Mobile Cellular Telecommunications: Analog and Digital Systems, 2nd ed., 

McGraw-Hill, Singapore, 1996. 
12. William C. Y. Lee: Mobile Communications Engineering, McGraw-Hill, New York, 1982. 
13. William C. Y. Lee: Mobile Communications Design Fundamentals, John Willey & Sons, 

New York, 1993. 
14. X. Gui and T. S. Ng.: A novel chip interleaving DS SS system, IEEE Trans. Vehicle Tech-

nology, vol.49, no.1, pp.21-27, 2000. 
15. Y. N. Link and D. W. Lin: Multiple access over fading multi-path channels employing 

chip interleaving code division direct sequence spread spectrum, IEICE Trans. on Com-
munication, vol.E86-B, no.1, pp.114-121, 2003. 

16. King I. C. and Justin C-I C.: Required Interleaving Depth in Rayleigh Fading Channels, 
Globelcom, vol. 2, pp.1417-1421, 1996. 

17. S. H. L., et al.: Effective Interleaving Method in Wireless ATM Networks, ICT, vol.3, pp. 
1091-1096, 1997. 

18. M. Kimberley: Comparison of two statistical tests for key-stream sequences, Electronics 
Letters, vol. 23, no.8, pp. 365-366, 1987. 

19. Mulkerin, T.: Free flight is in the future: large-scale controller pilot data link communica-
tion testbed, Aerospace and electronic systems magazine, IEEE, 2003. 



 

X. Lu and W. Zhao (Eds.): ICCNMC 2005, LNCS 3619, pp. 452 – 461, 2005. 
© Springer-Verlag Berlin Heidelberg 2005 

SAS: A Scalar Anonymous Communication System 

Hongyun Xu1,2, Xinwen Fu3, Ye Zhu3, Riccardo Bettati3, 
Jianer Chen3, and Wei Zhao3 

1 Hunan University, Changsha, Hunan, 410082, PRC  
2 Central South University, Changsha, Hunan, 410083, PRC 

xhongyun@yahoo.com 
3 Texas A&M University, College Station, TX 77840, USA 

{xinwenfu, y0z2537, bettati, chen, zhao}@cs.tamu.edu 

Abstract. Anonymity technologies have gained more and more attention for 
communication privacy. In general, users obtain anonymity at a certain cost in 
an anonymous communication system, which uses rerouting to increase the 
system’s robustness. However, a long rerouting path incurs large overhead and 
decreases the quality of service (QoS). In this paper, we propose the Scalar 
Anonymity System (SAS) in order to provide a tradeoff between anonymity and 
cost for different users with different requirements. In SAS, by selecting the 
level of anonymity, a user obtains the corresponding anonymity and QoS and 
also sustains the corresponding load of traffic rerouting for other users. Our 
theoretical analysis and simulation experiments verify the effectiveness of SAS. 

1   Introduction 

In this paper, we propose a scalar anonymity system, which provides users a tradeoff 
between the degree of anonymity, and the cost. 

Concerns about privacy and security have gained more and more attention in 
conjunction with the rapid growth and public acceptance of the Internet as a means of 
communication and information dissemination. Anonymity has become necessary and 
legitimate in many scenarios, including anonymous email, web browsing and e-
Voting. In these scenarios, encryption alone cannot achieve the anonymity required 
by participants [1,2,3]. 

Since Chaum [7] proposed mix networks, researchers have developed various 
anonymity systems for different applications: message-based, high-latency systems 
for applications such as anonymous email [13,16] and flow-based, low-latency 
systems [4, 8, 9] for latency sensitive applications such as anonymous Web browsing 
or other TCP applications. In this paper, we focus on flow-based mix networks. 

In a flow-based mix network, in addition to properly encrypting packets, we need 
to reroute them through a series of Mixes to achieve strong anonymity in the presence 
of compromised nodes and global timing attacks. While additional Mixes on the route 
of a path inherently increase anonymity, long rerouting paths have a negative effect 
on the QoS, such as end-to-end latency, or TCP throughput. Moreover, most 
anonymity systems utilize overlay protocols, further increasing the overhead since 
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two nodes may span a number of routers. Thus, the performance of TCP applications 
in anonymity systems is very sensitive to the length of the path in terms of anonymity 
system nodes. 

In this paper we propose the Scalar Anonymity System (SAS) to provide a tradeoff 
between anonymity and QoS. Our contributions are summarized as follows: 

1. SAS provides scalar anonymity for users. That is, based on the QoS requirements 
of their applications, users can tune to the required level of anonymity. 

2. SAS provides scalar forwarding load for users. The forwarding load of a node is 
defined as this node’s number of appearances on all rerouting paths [4, 5]. Users 
who need a higher level of anonymity experience higher forwarding load.  

3. We compare the effectiveness of predecessor attacks [6] against SAS with those of 
comparable systems. Our simulations show that SAS is highly resilient to 
predecessor attacks. 

The remainder of this paper is organized as follows: We introduce the related work 
in Section 2 and network model in Section 3. In Section 4, we propose SAS and 
discuss its performance. We evaluate SAS in Section 5 and conclude the paper in 
Section 6. 

2   Related Work 

For anonymous email applications, Chaum [7] proposed to use relay servers, i.e. 
Mixes, rerouting messages, which are encrypted by public keys of the Mixes. An 
encrypted message is analogous to an onion constructed by the sender, who sends the 
onion to the first Mix. By using its private key, the first Mix peels off the first layer, 
which is encrypted using the public key of the first Mix’s public key. After receiving 
the second Mix’s address, the first Mix sends the peeled onion. This process continues 
in this recursive way. The core part of the onion is the receiver’s address and the real 
message, which is then sent to the receiver by the last Mix. Chaum also proposed the 
return address and digital pseudonyms for users to communicate with each other in an 
anonymous way. 

Helsingius [12] implemented the first Internet anonymous remailer, which is a 
single application node that just replaces the original email’s source address with the 
remailer’s address. It has no reply function and is subject to all the attacks mentioned 
below. Eric Hughes and Hal Finney [23] built the cypherpunk remailer, a real 
distributed mix network with reply functions that uses PGP to encrypt and decrypt 
messages. The system is subjected to a global passive attack and replay attack to its 
reply mechanism. Gülcü and Tsudik [13] developed a relatively full-fledged 
anonymous email system, Babel. Their reply technique does not need the sender to 
remember the secret seed to decrypt the reply message, but it is subject to replay 
attack.  They studied the threat from the trickle attack, a powerful active attack.  
Another defect of Babel is that a mix itself can differentiate the forwarding and reply 
messages. Cottrell [14]developed Mixmaster, which counters a global passive attack 
by using message padding and also counters trickle and flood attacks [13, 15] by 
using a pool batching strategy. Mixmaster does not have a reply function. Danezis, 
Dingledine and Mathewson [16] developed Mixminion. Although Mixminon still has 
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many problems, its design considers a relatively complete set of attacks that 
researchers have found [15, 17-21]. The authors suggest a list of research topics for 
future study. 

Low-latency anonymous communication can be further divided into systems using 
core mix networks and peer-to-peer networks. In a system using a core mix network, 
users connect to a pool of Mixes, which provides anonymous communication, and 
users select a forwarding path through this core network to the receiver. Onion 
routing [8], Freedom [10], and Tor [9] belong to this category. In a system using a 
peer-to-peer network, every node in the network is a Mix, but can also be a sender 
and a receiver. Obviously, a peer-to-peer mix network can be very large and may 
provide better anonymity in the case when many participants use the anonymity 
service and enough traffic is generated around the network. Crowds [4], Tarzan [11] 
and P5 [22] belong to this category. 

3   Network Model 

In this section, we introduce the network model used in our study. Low-latency 
anonymous communication can use either core networks or peer-to-peer networks. In 
a system using a core network, users connect to a pool of special nodes providing 
anonymity service and select a forwarding path through this core network to the 
receiver. Onion Routing [8], Tor [9], and many others belong to this category. In a 
peer-to-peer anonymity network, every node contributes to the anonymity service, but 
it can also be a sender, a receiver, or both. Obviously, peer-to-peer mix networks 
scale well and provide better anonymity if the number of participants is large. Crowds 
[4], Tarzan [11], and many others belong to this category. 

 

Fig. 1. Network Model 

Figure 1 illustrates the network model. Here the Directory Server provides the 
information of nodes participating in the anonymity network1. A sender Alice chooses 
nodes from the Directory Server and forms a path to the receiver Bob. For example, in 
Figure 1, Alice chooses relay nodes A, B and C and the path is Alice→A→B 
→C→Bob, where nodes A, B and C relay Alice’s messages to Bob. Obviously, if the 

                                                           
1 The directory server’s function should be similar to the Directory Server used in Tor or 

Blender in Crowds. 
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Directory Server only stores a group of specified nodes, the whole anonymity system 
is core-network based and if the Directory Server stores every participating node, the 
whole anonymity system is peer-to-peer- network based. 

The scalar anonymity system introduced in this paper is a general one and can use 
either core networks or peer-to-peer networks. 

4   Scalar Anonymity System 

In this section, we first introduce the framework of the Scalar Anonymity System 
(SAS), and then analyze its performance. 

4.1   Framework of SAS 

Rerouting-based anonymity systems typically rely on onion-like encryption against 
attacks by packet correlation or compromised mix nodes. In this paper, we will not 
provide elaboration. Instead, we will focus on the forwarding policy. 

In this paper, we assume that the mix network adopts a forwarding policy as in 
Crowds [4], in which a probability guides if a packet is sent to the receiver or next 
hop. In order to provide a tradeoff between anonymity and QoS for different 
applications, each node selects a forwarding probability level. Assume that SAS 
provides m (m≥1) levels of anonymity corresponding to m different forwarding 
probabilities, denoted as the forwarding probability set Pf={pf1,…, pfk,…, pfm}. 
Without loss of generality we assume pf1< …< pfk <…< pfm.  Here we assume that a 
bigger forwarding probability provides stronger anonymity, and this assumption holds 
in our context although it may not hold in other cases [24].  

In order to provide a tradeoff between anonymity and forwarding load, every node 
will be assigned a forwarding load level according to its anonymity level. Assume 
that SAS maintains m(m≥1) levels of forwarding load, denoted as the forwarding load 
level set L={l1, …,lk,…lm}. Each node existing in the directory server will be assigned 
a weight equal to a forwarding load level from L. Assume that the numbers of nodes 
with forwarding load levels l1 to lm are  n1, …,nk,…,nm and n= n1+…+nk+…+nm, where 
n is the total number of nodes in the system. 

 

Fig. 2.  Scalar Anonymity Systems 
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Figure 2 illustrates the weight assignment strategy.  We have three forwarding load 
levels l1, l2, l3. Nodes E and D have forwarding load level l1, nodes A and F have 
forwarding load level l2, and nodes B and C have forwarding load level l3. Alice and 
Bob can also be assigned the forwarding load level if SAS is a peer-to-peer network 
based system. 

The protocol works as follows.  

1. Alice selects a forwarding probability pfk, which is assigned as the forwarding 
probability for her packets. The directory server assigns to this node, a 
forwarding load level according to its forwarding probability level, which will 
be used as the weight of her node. 

2. Alice constructs the path using a non-fair coin. When Alice flips the coin, the 
head appears with a probability pfk. Whenever Alice has a packet to send, she 
performs the following steps: 
a. She flips the coin. If it turns up with tail facing, she sends the packet to 

Bob, otherwise, she selects a node to which she forwards the packet. In 
SAS, a node with weight lk is chosen with the probability of 

∑ =
⋅m

i iik nll
1

/ . Thus, the bigger the weight of a node, the higher 

probability that the corresponding node is chosen as Alice’s next 
forwarding node.  

b. Say Node A in Figure 2 is chosen as Alice’s next forwarding node. Node A 
flips the same coin again and decides if it should forward the packet. This 
process repeats until one node like Node C in Figure 2 decides to forward 
the packet to Bob. 

3. Once the path is chosen, Alice encrypts the packet in an onion-like way as in 
Tor and sends the packet out to her first forwarding node. 

We claim that the above protocol can achieve anonymity, QoS, and forwarding 
load in a scalar fashion.  Users can choose different forwarding probabilities, and so 
select a desired level of anonymity.  On the other hand, users control the latency (and 
therefore the QoS) of flows through the forwarding parameter. Furthermore, users can 
experience different forwarding load by selecting different forwarding probabilities. 
In the following paragraphs, we verify our claims. 

4.2   Anonymity Analysis of SAS 

We study SAS’s anonymity in terms of the predecessor attack [4,6]. We will show 
that users with a higher forwarding probability tend to be more resilient to the 
predecessor attack. 

Overview of the Predecessor Attack. This attack is based on the assumption that a 
sender might choose to remain in contact with a receiver for an extended period of 
time. In that case, the session between the sender and receiver is subject to a number 
of resets, (i.e., Web browsing). The interval between two subsequent resets is called a 
round. A sender will construct a rerouting path in every round. We assume that the 
attacker compromises some nodes to assist him collecting useful information. In 
every round, if compromised nodes appear on the rerouting path, the attacker logs the 
direct predecessor of the first compromised node. After a certain number of rounds, 
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the attacker analyzes what he has logged and determines the sender, which is selected 
based on the biggest number of appearances. Please refer to [4,6] for details. 

SAS’ Resistance to Predecessor Attacks. Recall in SAS, we assume that the 
numbers of nodes are n1,…,nk,…,nm corresponding to forwarding load level l1,.., lk, 
…, lm, and the total number of nodes is n. Assume that there are ck compromised 
nodes in forwarding load level lk, this leads to the following theorem. 

Theorem 1. In SAS, the upper bound of rounds, Rk, that an attacker needs to 
determine the sender of forwarding probability pfk, is given in (1). 
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We have the following observations from Theorem 1: Rk, is an increasing function 
of the forwarding probability pfk. To verify this, we substitute (4) into (1), and get (5) 
which clearly shows the relationship between Rk and pfk. 
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(5) 

Thus, an anonymity system can achieve scalar anonymity by letting users choose the 
forwarding probability pfk . 

4.3   Quality of Service in SAS 

In this subsection, we will discuss the properties of QoS provided by SAS. Without 
loss of generality, QoS is measured by the delay which is measured by the length of 
the rerouting path. We will show that users are able to effectively trade off anonymity 
against QoS in SAS. 

Lemma 1. The expected path length, E(PathLengthk), of a node with forwarding 
probability pfk can be calculated in (6).  
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fk

k p
PathLengthE

−
=

1

1  
(6) 

From Lemma 1, we can see that, the expected path length is an increasing function 
of pfk. Thus, an anonymity system like SAS can achieve scalar QoS by letting users 
choose the forwarding probability pfk, i.e. users can tune the level of anonymity based 
on the QoS requirements of their applications. 

4.4   Forwarding Load in SAS 

Recall in SAS, we assume that the numbers of nodes are n1,…,nk,…,nm corresponding 
to forwarding load levels l1,.., lk, …, lm. Assume that there are P1, P2,…,Pk,…, Pm 
rerouting paths corresponding to the forwarding probability levels pf1, pf2, …, pfk, …, 
pfm. We have the following theorem. 

Theorem 2. In SAS, the expected load, E(Loadk), of a node with forwarding load 

level kl  is given in (7).  

( )
n

p
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lLoadE

m

k
kf
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−

=
∑ =′

′

′
1 )1(

` 

(7) 

Where, n′ is defined in (2), and Pk′  is the number of rerouting paths initiated by nodes 
with forwarding probability pfk′. 

From Theorem 2, we can see that the expected load of a node with forwarding load 
level lk, is an increasing function of lk. Thus, an anonymity system like SAS can 
achieve scalar forwarding load. 

5   Evaluation 

In this section, we will evaluate SAS from three aspects: anonymity, QoS, and 
forwarding load. In our simulation we choose forwarding load levels l1=1, l2=2, l3=3, 
and forwarding probability levels pf1=0.5, pf2=0.7, pf3=0.9. The numbers of nodes 
corresponding to three forwarding load levels are n1=300, n2=300, n3=300 and the 
numbers of rerouting paths corresponding to three forwarding probability levels are 
P1=300, P2=300, P3=300. We assume that 1% of the nodes are compromised. 

5.1   Anonymity in SAS 

Figure 3 shows the simulation results of predecessor attacks determining a sender 
with different forwarding probability levels in SAS. Each data point is based on the 
average of thirty runs. The figure shows that if an attacker hopes to find the sender 
with probability 0.5, they need to observe about 54 rounds in order to find a sender 
with forwarding probability 0.5, need to observe about 160 rounds in order to find a 
sender with forwarding probability 0.7 and need to observe 220 rounds in order to 
find a sender with forwarding probability 0.9. That is to say, the bigger the forwarding 
probability is, the more rounds for the attacker need to observe.  
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Fig. 3. Simulations of the predece-ssor attack 
against nodes with different forwarding 
probability  levels in SAS 

Fig. 4. Comparisons of rounds for predeces- 
sor attacks in SAS and in Crowds 

Figure 4 shows the comparison results of the round upper bound for an attacker to 
determine a sender in SAS and in Crowds with high probability. The figure shows 
that an attacker requires many more rounds to find the sender with high probability in 
SAS than in Crowds when the compromised nodes are distributed uniformly. For 
example, in a Crowds system with 600 nodes and a forwarding probability of 0.9, an 
attacker only needs to observe 1288.312 rounds to determine the sender with high 
probability when the rate of compromised nodes is 1%. However, In a SAS with the 
same network, an attacker needs to observe 1422.928 rounds to determine the sender, 
whose forwarding probability is 0.9 when the rate of compromised nodes is 1%.  

5.2   QoS and Forwarding Load in SAS 

In SAS, we achieve the tradeoff between QoS and anonymity by controlling the path 
length and the tradeoff between forwarding load and anonymity by using the 
forwarding load level.  
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Fig. 5. Simulation of path length for nodes with 
different forwarding proba- bility levels in SAS 

Fig. 6. Simulations of load for nodes with 
different forwarding load levels in SAS 
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Figure 5 shows the average path length under different forwarding probabilities. 
The horizontal axis is the index of our experiments. We carried out 15 groups of 
simulation. The figure shows that, the bigger the forwarding probability, the longer 
the rerouting path, hence the longer the delay. Figure 6 shows the simulation results 
of forwarding load for nodes with different forwarding load levels. Each data point is 
based on the average forwarding load of all nodes with the same forwarding load 
levels. The figure shows that, the bigger the forwarding load level, the heavier the 
forwarding load. 

6   Conclusion 

In this paper, we propose a scalar anonymous communication system. The scalar 
anonymity is achieved with layered encryption, and multi-hop routing. In SAS, we 
achieve a tradeoff among QoS, forwarding load, and anonymity by providing 
different forwarding probability levels for different nodes, and by assigning a 
forwarding load level for every node .We demonstrated the effectiveness of SAS by 
theoretical analyses and simulations. Moreover, we calculated the rounds that an 
attacker deploying predecessor attack needs in order to determine a sender with high 
probability in SAS, and compared SAS with Crowds under the same attack. We find 
that SAS is more resilient to this attack than Crowds when the compromised nodes 
are uniformly distributed. 
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Abstract. This paper defines a signed factorial expansion of an integer, and 
proposes two new methods for simultaneous scalar multiplication based on the 
expansion when multiple bases are fixed in advance. Where the First method 
can be parallelized easily, and the Second method only requires a half of elliptic 
points stored of the First method, relatively. In addition, it greatly improves up 
the implementation speed of simultaneous scalar multiplication when using the 
vector key in the methods. The theoretical analyses and the implementation 
results show that our methods are faster than the current fast methods. 

1   Introduction 

Elliptic curve cryptography (ECC) was proposed in 1985 independently by Victor 
Miller [1] and Neal Koblitz [2]. Because elliptic curve cryptosystems can provide a 
higher level of security with smaller key sizes, they have become the focus of 
intensive research in various fields and several standardizing bodies, such as the 
IEEE, ANIS etc, have already issued standards for elliptic curve cryptosystems. The 
basic operation of ECC systems is kP , where k  is an integer and P  is an elliptic 
curve point. This operation is called scalar multiplication or point multiplication, 
which dominates the execution time of elliptic curve cryptographic schemes. Some 
fast methods [3-10] for scalar multiplication have been proposed. However, some 
elliptic curve cryptosystems such as signature generation of ECDSA signature scheme 
require the operation which to compute the point lQkP +  (called multi-scalar 

multiplication) from elliptic points P , Q  and integers k , l . By Shamir’s trick [11], 

the method which is peculiar to multi-scalar multiplication is to compute lQkP +  

simultaneously without separation of scalar multiplication kP  and lQ . That is, 

lQkP +  can be efficiently computed by a simultaneous multiple scalar multipli- 

cation, which is called simultaneous scalar multiplication [4,5,11-16].  
In the article, we review some efficient methods that have been introduced for 

simultaneous scalar multiplication when multiple bases are fixed, and then propose 
two new methods based on the signed factorial expansion. The theory analyses and 
the implementation results show that the new methods are faster than the current 
methods. 
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2   Simultaneous Scalar Multiplication 

There are some efficient methods for simultaneous scalar multiplication when 
multiple bases are not known in advance, such as the Shamir method (for 
simultaneous scalar multiplication) [11], the fast Shamir method, the Joint NAF 
method [15] and the Joint Sparse Form method [16] etc. But, in this paper, we mainly 
discuss other methods when multiple bases are fixed. A simultaneous scalar 
multiplication method can be separated two stages [12], that is, in the precomputation 
stage, we compute elliptic points which are required at the evaluation stage, and store 
them in a table. In the evaluation stage, we compute the multi-scalar multiplied point 
using the table that is prepared at the precomputation stage. 

2.1   Simultaneous Multi-scalar Multiplication Method 

When multiple bases are fixed, a precomputed reference table can accelerate 
computational speed. While the original Simultaneous Multiple Exponentiation 
(SME) method with a precomputed reference table was applied to multiple modular 
exponentiation [6], the SME method can be modified to support multiple scalar 
multiplication over an elliptic curve as follows [13]: 

Algorithm 1. Simultaneous Multi-Scalar Multiplication Method 

Input: 2021 )( kkkk nn ⋅⋅⋅= −− , 2021 )( llll nn ⋅⋅⋅= −− , QP, . 

Output: lQkP + .  

//the precomputation stage: 
For i  from 0 to 3 do  

∑← =
1

0][ j jjGiiM , where 201 ),( iii = , PG =1 , QG =0 . 

//the evaluation stage: 
OR ← ;        // the point at infinity defined by O  

For i  from 1−n down to 0 do { 
    RR 2← ; 
    ]),[( 2ii lkMRR +←  

} 
Return )(R . 

The precomputation stage needs 3 elliptic points stored, and the evaluation stage 
requires 1−n  point doublings and 4/)1(3 −n  point additions on average [13]. 

2.2   Simultaneous w2 -ary Method 

The simultaneous w2 -ary method is improved to compute multi-scalar multiplication 

from the w2 -ary method, which is proposed to compute single scalar multiplication. 

In the precomputation stage of the simultaneous w2 -ary method, it computes elliptic 

points QtPt 21 +  for any ]12,0[, 21 −∈ wtt , from elliptic points P , Q  and a window 
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width w , which needs 122 −w  elliptic points stored. In the evaluation stage, it 
computes the multi-scalar multiplied point lQkP +  using the table prepared at the 

precomputation stage, which requires 1−n  point doublings and wn w /)21)(1( 2−−−  

point additions on average [12]. The algorithm is given as follows: 

Algorithm 2. Simultaneous w2 -ary Method 

Input: a window width w , 2021 )( kkkk nn ⋅⋅⋅= −− , 2021 )( llll nn ⋅⋅⋅= −− , QP, . 

Output: lQkP + .  

//the precomputation stage: 

QtPt 21 + , where 2
21 }12,...,0{),( −∈ wtt . 

//the evaluation stage: 
OR ← ; 

 For i  from ⎣ ⎦wwn /)1( − down to 0 step w  do { 

     For 1=j  to w  do RR 2← ; 

If  ( )0,0(])...1[],...1[( ≠−+−+ iwiliwik ) then 

)]...1[]...1[( QiwilPiwikRR −++−++← , where each ]...1[ iwik −+  and 

]...1[ iwil −+  is an integer of a bit string of length w .  
} 
Return )(R . 

2.3   Simultaneous Sliding Window Method 

The Simultaneous Sliding Window method is introduced at [12,14]. We assume that 
2≥w  for the window width w  in Simultaneous Sliding Window method. The 

precomputation stage needs )1(22 22 −− ww  elliptic points stored, and the evaluation 

stage requires 1−n  point doublings and ))12/(1/()1( 2 −+− wn  point additions on 

average [12]. This method is described in Algorithm 3. 
 

Algorithm 3. Simultaneous Sliding Window Method 

Input: a window width w , 2021 )( kkkk nn ⋅⋅⋅= −− , 2021 )( llll nn ⋅⋅⋅= −− , QP, . 

Output: lQkP + . 

//the precomputation stage: 

QtPt 21 + , where 2
21 }12,...,0{),( −∈ wtt , and at least one of the it  is odd. 

//the evaluation stage: 
OR ← ; 

1−← ni ; 
While 0≥i  do  

If 0][ =ik  and 0][ =il  then { RR 2← ; 1−← ii  } 
      Else { 
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          }1,max{ −−← wiinew ; 

          1+← newiI ; 

           While ( 0][ =Ik  and 0][ =Il ) do 1+← II ; 

           ]...[1 Iiks ← ; ]...[2 Iils ← ; 

While Ii ≥  do 
                { RR 2← ; 1−← ii ;} 

QsPsRR 21 ++← ; 

While newii >  do 

                { RR 2← ; 1−← ii } 
} 

Return )(R . 

3   Proposed Methods 

Firstly we introduce two following theorems, which will be used in the proposed 
methods. 

Theorem 1: k  is an integer. If !0 nk <≤ , then k  can be represented as: 

                                                 )!(
1

1
ikk

n

i i∑ −

=
=  .                                                                

Where iki ≤≤0 . It is called the factorial expansion of k . 

Proof.  Let k=0ω , and ⎣ ⎦2/2 001 ωω ×−=k , ⎣ ⎦2/01 ωω = ;  

 ( ⎣ ⎦x : The largest integer less than or equal to x .) 

⎣ ⎦3/3 112 ωω ×−=k , ⎣ ⎦3/12 ωω = ;  … … 

⎣ ⎦nnk nnn /221 −−− ×−= ωω , ⎣ ⎦nnn /21 −− = ωω .  Then, 
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Theorem 2: k  is an integer. If !0 nk <≤ , then k  can be expanded as: 
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1

1

' ikk
n
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Where ⎣ ⎦2/)1(' +≤ iki . It is called the signed factorial expansion of k . 

Note that, given )!1()!()1( +=⋅+ iii , Theorem 2 can be easily proved from the 

factorial expansion of k . For example, !71!60!51!41!31!21!105188 ⋅+⋅+⋅+⋅+⋅+⋅−⋅= , 
which is the signed factorial expansion of 5188. That is, 5188 can be represented as 
the vector )1,0,1,1,1,1,0( −  over the base )!7,!6,!5,!4,!3,!2,!1( . Based on the signed 
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factor expansion, we present two new methods for simultaneous scalar multiplication 
as follows: 

3.1   The First Method 

According to Theorem 2, the integers of k and l  are represented respectively as 
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⎣ ⎦2/|}||,...||,max{| 2221 nkkkh n ≤= − . The First method includes two stages: the 

precomputation stage and the evaluation stage, which is described in Algorithm 4. In 
the precomputation stage, we compute elliptic points iP  ( 221 −≤≤ ni ), and store 

them in a table; in the evaluation stage, we use the same strategy as the BGMW 

method [9] to compute ∑ =
⋅

h

d dQd
1

 with the precomputation table.  

In Algorithm 4, the precomputation stage requires at most 22 −n  elliptic curve 
points stored. The evaluation stage requires )1()1)1(2( −+−⋅− hn η  point additions 

on average, where ⎣ ⎦ ⎣ ⎦ )1/())12/2/()2/2(...5/43/2(2 −++++⋅= nnnη , which is 

the probability of the non-zero of ik  ( )1(21 −≤≤ ni ). 

Algorithm 4. The First Method 

Input: QP, , lk, , where )!(1
1

' ikk n
i i∑= −
= , ⎣ ⎦2/)1(' +≤ iki ,  

and )!(1
1

' ill n
i i∑= −
= , ⎣ ⎦2/)1(' +≤ ili . 

Output: lQkP + . 

//The precomputation stage: 
PP ←1 ; 

QPn ← ;       

For 2=i  to )1(2 −n  do      
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    If 1−≤ ni  then ii PiP ⋅←           

    Else ii PniP ⋅+−← )1( .        

//The evaluation stage: 
OA ← ; OB ← ; 

For d=h down to 1 do {  
    For i=0 to 2(n-1) do { 

If dki =  then iPBB +← ; 

If dki −=  then iPBB −← } 

   BAA +← ; 
} 
Return )(A . 

By formula (1), the First method can be parallelized. Suppose that we have h  
processors. Then, each processor can calculate its dQ  separately. The time needed to 

calculate dQ  depends on the number of ik ’s equal to d . In addition, computing 

∑ =
⋅

h

d dQd
1

 can still be computed in parallel, which takes )(loghO  point additions 

to calculate the final result. 

3.2   The Second Method 

The Second method especially fits to compute ss PkPkPk +++ ...2211 , where s  is 

fairly larger (for example, 10=s ). The larger s  is, the larger the ratio of speed-up for 
the Second method is. Similarly, since any integer k can be represented as 
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Where )!(
1

1

'
, ikk

n

i ijj ∑ −

=
= , ⎣ ⎦2/)1('

, +≤ ik ij . The Second method also includes two 

stages: the precomputation stage and the evaluation stage. In the precomputation 

stage, it computes elliptic points jij Pk '
, ( 11,1 −≤≤≤≤ nisj ), and store them in a 

table; in the evaluation stage, it computes iterated point addition and point 
multiplication with the precomputation table by formula (2), where computing point 
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multiplications of )1( −n  small integers uses the binary method. The Second method 

sees Algorithm 5. 
In Algorithm 5, the precomputation stage requires ⎣ ⎦ sns −2/  elliptic points stored. 

The evaluation stage requires )(nD  point doublings and 1)1()( −−+ nsnA η  point 

additions on average, where )(nD , )(nA  respectively denote the total number of 

point doublings, point additions which it requires in order to compute point 
multiplications of the group small integers 1,...,2,1 −n  (For example, for the 160-bit 
integer, 41=n , 145)( =nD , 62)( =nA ). 

Algorithm 5. The Second Method 

Input: ss kkkPPP ,...,,,,...,, 2121 , where )!(1
1

'
, ikk n

i ijj ∑= −
= , ⎣ ⎦2/)1('

, +≤ ik ij , ],1[ sj ∈ .  

Output: ss PkPkPk ⋅+⋅⋅⋅+⋅+⋅ 2211 .  

//the precomputation stage: 
Compute  itP   for  ⎣ ⎦ sint ≤≤≤< 1,2/1 . 

//the evaluation stage: 
OQ ← ;   

For i from n-1 down to 1 do {  

    For j from 1 to s do If 0'
, ≠ijk  then )( '

, jij PkQQ +← ;  

iQQ ←   }  //using the binary method  

Return )(Q .  

4   Comparison 

Given in Table 1 is a comparison of our methods with other efficient methods for 
simultaneous scalar multiplication when multiple bases are fixed. Note that the 
number of bases is 10 for the Second method, but 2 for other methods in Table 1. 

Table 1. The rough costs of multi-scalar multiplication (160-bits) 

Elliptic operations (Av.)  
Method ( lQkP + ) 

Window 
width 

w  

Elliptic 
point 
stored 

Doubling Addition 

Simultaneous Multi-Scalar 
 Multiplication  

- 1 159 119.25 

Simultaneous w2 -ary  4 253 159 39.84 

Simultaneous Sliding Window  4 192 159 36.70 
First  - 78 0 91.98 
Second 
( 10102211 ... PkPkPk +++ ) 

- 190 145 430.9 
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By Table 1, it is clear that our methods are faster than other methods, relatively. In 
addition, the First method is faster than the Second method and can be computed in 
parallel, but the Second method only requires a half of elliptic points stored of the 
First method, relatively. 

5   Implementation 

In this section we give average timings of our methods and the Simultaneous w2 -ary 
method, for our C++ implementation on an IBM PC (1.67GHz\256MB). We use 
elliptic curve over field of 1632

F  recommended by NIST [5].  

While implementing our methods, we propose the idea which key is represented by 

a vector. It is one-to-one between the integer k and the vector ),...,,( '
1

'
2

'
1 −nkkk  by 

∑ −

=
⋅=

1

1

' !
n

i i ikk  and ⎣ ⎦2/)1(' +≤ iki . So, we may take the vector ),...,,( '
1

'
2

'
1 −nkkk  as 

the vector key instead of the integer key k , which can improve up the computational 

speed because it saves the timings of computing the coefficients '
ik  ( ni <≤1 ). That 

is, we require not to compute the coefficients '
ik  in the signed factorial expansion of 

k , but to directly make the vector ),...,,( '
1

'
2

'
1 −nkkk  at random. 

Table 2. The costs of multi-scalar multiplication 

 
Method 

Window 
width 

w  

Elliptic 
points stored 

Time 
(Av., ms) 

Simultaneous w2 -ary  ( lQkP + ) 4 253 23.78 

First  ( lQkP + )  - 78 10.43 

Second  ( 10102211 ... PkPkPk +++ ) - 190 61.63 

The implementation results are given in Table2. It is obvious that the First method 
for multi-scalar multiplication is fastest in Table 2. For example, it speeds up 128% 

compared with the Simultaneous w2 -ary method and needs fewer stored points. 
Furthermore, the First method can be computed in parallel, thus it could lead to 
efficient implementations of elliptic curves cryptosystems in multiprocessor 
architectures. In addition, the Second method only requires a half of elliptic points 
stored of the First methods, relatively. So it very fits to compute simultaneous scalar 
multiplication when the number of multi-base is larger. 

6   Conclusion 

A large integer can be expanded into a signed factorial expansion, and is represented 
as a group of signed small integers. Correspondingly, multi-scalar multiplication can 
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be simultaneously obtained from the single scalar multiplications of multi-group 
signed small integers. We introduce two new methods for simultaneous scalar 
multiplication based on the signed factorial expansion where the First method can be 
parallelized easily, and the Second method especially suits to the computation when 
the number of multi-base is larger (e.g., Multi-party protocols). Then we implement 
our methods using the vector key. The theoretical analyses and the implementation 
results show that our methods are faster than the current methods when multiple bases 
are fixed in advance. 
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Abstract. An intrusion detection model based on Elman network is
proposed to detect anomalies in network traffic. The model applies an
Elman network for anomaly detection in order to provide the detector
with an internal memory and therefore necessary dynamic characteris-
tics. Unlike the existing applications of Artificial Neural Networks to
detect intrusion that extract a set of attributes from only the packet
headers but discard the packet payload, the present model adopts the
concept of clustering the payload to alleviate information loss by retain-
ing part of the information related to the packet payload. The model has
been applied to DARPA IDS Evaluation dataset and the results demon-
strate that with the two unique features, the model can identify not only
intra-packet anomalies, but also inter-packet sequence anomalies.

1 Introduction

Intrusion detection has become a critical technology to ensure the security of
network systems on which companies and government agencies have an ever
increasing dependence. Intrusion detection schemes can be classified into two
categories: misuse and anomaly detection. Misuse detection (also known as sig-
nature detection) compares a user’s activities with the known behaviors of at-
tackers attempting to penetrate a system [1][2], but has the obvious disadvantage
of incapability of detecting new unknown attacks. Anomaly detection attempts
to detect intrusions by finding significant departures from normal behavior [3][4],
and thus is capable of detecting new attacks. However, one clear drawback of
anomaly detection is its inability to identify the specific type of the current
attack.

A recent study conducted by U.S. Defense Advanced Research Projects
Agency (DARPA) highlights the strengths and weaknesses of current researching
approaches to intrusion detection. This study also indicates that it is imperative
to introduce a new paradigm for intrusion detection, which can provide reason-
able levels of detection against novel attacks and even variations of known at-
tacks. Therefore, an alternative solution should be implemented for an anomaly
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detection system to model what is normal instead what is anomalous in order
to recognize future unseen, but similar behavior by generalizing from previously
observed behavior.

Our investigation in this paper focuses on applying an Elman network to
generate models for detecting anomalies in network traffic. To overcome the
common limitations of the currently available models adopting Artificial Neural
Networks (ANNs), i.e., discarding the payload and retaining only the information
in the packet header, the clustering information of the payload is applied in
our model. This is because though the models built with features extracting
from only the packet header can detect DoS and probe attacks on the TCP/IP
stack, but can not detect attacks with exploit code transmitted to a public
server in the application payload. In addition, time representation is believed
to be an important element when analyzing network traffic considering that
DoS attacks take place using a number of successive packets that are targeted
towards a host in a finite time span [5]. Unlike previous applications of ANNs to
intrusion detection which lack the necessary dynamic characteristics, our study
adopts an Elman network for anomaly detection in order to provide the detector
with an internal memory which has the same function as the time window used
in perceptrons. With two unique features, an Elman network based anomaly
detector is expected to identify not only intra-packet anomalies, but also inter-
packet sequence anomalies.

The rest of this paper is organized as follows. In section 2, we discuss some
research background. In section 3, related work in the field is reviewed. In sec-
tion 4, we present our network-based anomaly detection model using an Elman
network. In section 5, we evaluate our intrusion detection model using DARPA
IDS Evaluation dataset. Section 6 ends with a conclusion and some discussions.

2 Research Background

With the potential to resolve a number of problems encountered by other ap-
proaches to intrusion detection, ANNs has been identified as a very promising
technique of intrusion detection systems. The first advantage in the detection of
instances of anomaly is the flexibility that the network can provide [6]. ANNs is
capable of analyzing the data from the network, even if the data is incomplete or
distorted. Similarly, ANNs can conduct an analysis with non-linear data. These
characteristics are important in a networked environment where the received
information is subject to a random failure of the system. Therefore, ANNs has
been proposed as an alternative to the statistical analysis component of anomaly
detection systems [8][9]. However, existing applications of ANNs to intrusion de-
tection extract a set of attributes just from packet headers but discard packet
payload, thus leading to an unacceptable information loss: most attacks, in fact,
are detectable with the consideration of the payload of a packet.

There are two main types of ANNs: feed-forward and recurrent neural net-
works. The former allows flow of information from the input layer to the output
layer in one direction only and is called Feed-forward Neural Networks (FNNs).
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The latter allows information to loop back to the same processing element and
named as Recurrent Neural Networks (RNNs). In purely feed-forward network
topologies, the output produced by any input is independent of prior inputs.
While this characteristic is appropriate for tasks which require processing of in-
dependent inputs, it is not desirable when the inputs are sequential elements
of a stream of data. On the other hand, networks with a dynamic memory or
recurrent networks are more suitable for representing a dynamic system, which
has a dynamic mapping between its output and input. Therefore, RNNs has at-
tracted the attention of researchers in the field of dynamic system classification.
Among the various networks proposed in literature, the Elman network shows
unique advantages because of its internal time representation: the hidden units
can map both an external input and also the previous internal state (by means
of the context units) to some desired output, developing internal representa-
tions of the temporal properties of the sequential input. This favorable feature
makes the Elman network very suitable to deal with intra-packet and inter-packet
correlation.

3 Related Work

ANNs has been shown to be capable of identifying TCP/IP network events.
There are some different researches on the application of ANNs for intrusion de-
tection. Lee and Heinbuch [10] use hierarchical back-propagation neural network
to detect SYN flooding and port scanning intrusions. In HyperView [7], a sam-
ple of the system’s normal traffic is fed to an ANN, which subsequently learns
to recognize certain features of normal traffic. A system developed by Rhodes
et al. [11] uses multiple Self-Organizing Maps (SOMs) for intrusion detection.
They use a collection of more specialized maps to process network traffic for each
layered protocol separately. SOMs have also been used as anomaly intrusion de-
tectors [12]. A SOM is used to cluster and then graphically display the network
data for the user to determine which clusters contained attacks. Cannady de-
velops a network-based neural network detection system in which packet-level
network data is retrieved from a database and then classified according to 9
features extracted from packet [13]. Our method is different from [13] in that we
use an Elman network for anomaly detection in order to provide the detector
with an internal memory which has the same function as the time window used
in perceptrons. Moreover, our method allows to generalize input further than
Cannady’s method and to identify both intra-packet and inter-packet sequence
anomalies.

4 Anomaly Detection Based on Elman Network

4.1 Clustering the Payload

It has been found that the computational complexity of unsupervised learning
algorithms scales up steeply with the size of the considered data. Some researches
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using ANNs for intrusion detection solve this problem by retaining the informa-
tion only in the packet header and discarding the payload but lead to an un-
acceptable information loss. In order to overcome this drawback, we adopt the
approach of clustering the payload, which allows to retain part of the informa-
tion related to the packet payload. Owing to most network traffic belonging to a
small number of regular used services and protocols, an unsupervised clustering
algorithm is capable to classify payloads to a relatively small number of classes.
This classification of payloads can be added as one of the features analyzed by
the Elman network to the information decoded from the packet header.

An interesting characteristic of many clustering algorithms is the built-in
capability to group the objects, classically defined as follows:

Def. 1. An algorithm by which objects are grouped in classes, so that intra-
class similarity is maximized and inter-class similarity is minimized [14].

Results of the study performed to assess the performance of some cluster-
ing algorithms on the KDD 1999 Cup intrusion detection dataset show that
for a given attack category (DoS and Probes), K-means clustering algorithm
demonstrates superior detection performance compared to others [15]. Using the
K-means clustering algorithm to classify the payload of the packets, different
clusters are specified and generated for each output class. All output classes
are numbered and the serial number of the class represents one feature called
clus payload.

4.2 Building the Elman Network

Previous traffic studies of TCP/IP have examined the statistics of the aggre-
gated packet arrival process on local area networks [16], at border routers, and
inside a wide-area backbone. These studies have shown that packet interarrival
times are not Poisson, but rather follow a packet-train model. A packet train
consists of packets going in both directions. These studies also indicate that
successive packets have a tendency to belong to the same train and the time

Fig. 1. Structure of the Elman network
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intervals between successive packets form a time series. Among the various ar-
chitectures of ANNs, the Elman network, which was first proposed for learning
and representing temporal structure in linguistics, is suitable for the application
to time-series prediction. The basic structure of the Elman network is illustrated
in Fig.1. It comprises four layers, namely, input layer, hidden layer, output layer,
and context layer. There are adjustable weights connecting each two neighboring
layers. Before training, the number of nodes of each layers should be decided. For
input node, the number is determined by the feature vector of the packet, which
is described in detail in data acquisition and preprocessing section; for output
node, the number is depended on the representation of the detecting result; for
hidden and context layer, the number of nodes is an adjustable parameter, and
the optimal number is acquired through simulations.

The inputs of network are u(k) ∈ Rm, c(k) ∈ Rr, x(k) ∈ Rr, then the outputs
in each layer can be given by

xj(k) = f(
m∑

i=1

vij(k) ∗ ui(k) +
r∑

i=1

wij(k) ∗ ci(k)) (1)

yj(k) = g(
r∑

i=1

hij(k) ∗ xi(k)) (2)

ci(k) = xi(k − 1) (3)

where,

vij : The weight connects input node to hidden node.
wij : The weight connects context node to hidden node.
hij : The weight connects hidden node to output node.
f(.) : The nonlinear output function of hidden layer.
g(.) : The nonlinear output function of output layer.

For each unit in the hidden layer an additional unit called context unit is
added and there are recurrent connections from the hidden units back to the
context units. The weights of the recurrent connections are fixed and the for-
ward weights get trained in the same way as feed-forward networks. After cal-
culating the outputs of the hidden units, the current values get copied into the
corresponding context units through a unit delay. These values are used in the
next time step. This recurrence gives the network dynamical properties, which
make it possible for the network to have internal memory, which has the same
function as the time window used in perceptrons, i.e. to give the neural net-
work a perception of the past. By keeping a trace of past events into its internal
memory, the network have long term memory, coded in the connections, which
stores the law of the network’s traffic, and short term memory, coded in the
activations of the neurons, which stores current information about the TCP/IP
packet. Therefore, an Elman network based anomaly detector has the conspicu-
ous capability to identify not only intra-packet anomalies but also inter-packet
sequence anomalies.
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4.3 Training the Elman Network

Considering a number of ANNs topologies and training algorithms available, the
choice of an appropriate pair (architecture, training) is intimately dependent on
the purpose and can be decisive for its success. Several training algorithms have
been proposed to adjust the weight values in ANNs. Examples of these methods
are the Dynamic Back-Propagation algorithm (DBP), the Real Time Recurrent
Learning algorithm (RTRL), and the Back-Propagation Through Time (BPTT).
In order to develop an efficient strategy for real-time anomaly detection, we focus
on the training speed when make a choice among the various training algorithms.
In [17], the Truncated-BPTT (T-BPTT) algorithm showed the advantage of fast
training, therefore, we propose the combination of an Elman network with a
Truncated-BPTT (T-BPTT) algorithm to develop an efficiently working real-
time anomaly detector.

5 Experiments and Results

5.1 Data Acquisition and Preprocessing

As noted before, we need a large amount of experimental data, in particular
dumps of common network traffic, to feed into the Elman network, in the format
described by the “libpcap” libraries. There is one source of dataset which makes
the full payload available for inspection: the dataset created by the Lincoln
Laboratory at MIT, also known as “DARPA IDS Evaluation dataset”. When
packet data is summarized into the connection records, each record contains a
set of features for general network traffic analysis. For each TCP/IP connection,
41 various quantitative and qualitative features are extracted. The importance
of correctly choosing features for machine learning problem has been widely
discussed in literature, and our approach is not an exception.

Using a set of benchmark data from the KDD (Knowledge Discovery and Data
Mining) competition designed by DARPA, previous studies demonstrated that ef-
ficient classifiers could be built using ANNs that used only the (13 of 41) most sig-
nificant features of the data and delivered only-slightly-lower detection accuracy
in the binary attack/normal classification [18]. Choosing more features beyond
the (13 of 41) most significant ones would increase computational requirements
that are critical for real-time processing and affects the convergence speed and sta-
bility of the Elman network. Therefore, the feature vector for an Elman network
includes the clustering result of the payload and the (13 of 41) most significant
features. Table 1 below shows 14 different features used in an Elman network.

The Elman network based anomaly detection model is trained on the DARPA
dataset using week 1 (5 days, attack free) and week 3 (7 days, attack free),
then evaluated on the dataset using weeks 4 and 5. Beyond data acquisition,
three stages of preprocessing have implemented to make input data suitable for
an Elman network. In the first stage, 14 different features of each packet are
extracted. Among those features, the acquisition of clus payload through K-
means cluster algorithm is independent of other features. In order to attain the
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Table 1. List of features (Type C is character, while N is numeric)

# Feature name Description Type

1 dur Length of the connection N

2 pro Type of the protocol, e.g. tcp, udp, etc C

3 service Destination port C

4 src bytes # of data bytes from source to destination N

5 dst bytes # of data bytes from destination to source N

6 urgent # of urgent packets N

7 count # of connections to the same host as N
the current one during past 2 seconds

8 srv count # of connections to the same service as N
the current one during past 2 seconds

9 dst host count # of connections to the same host as the N
current one during past 100 connections

10 dst host srv count # of connections to the same service as N
the current one during past 100 connections

11 same srv rate % of connections to the same service N

12 dst host same srv rate % of connections to the same host N
during past 100 connections

13 dst host same srv port rate % of connections to the same service N
during past 100 connections

14 clus payload the clustering result of the payload N

optimal classification, the clustering simulations have run over 2, 8, 16, 32, 64,
128, 256, 512, and 1024 clusters for the training data. Clusters are trained until
the average squared error difference between two epochs is less than 1%. Manual
inspection reveals that the simulation having 256 clusters is more respondent
to our expectations than others. In the second stage, two features, namely pro
and service, are converted into a numeric representation, for the other twelve
components are already in a numerical format that could be input into an Elman
Network. For representing a non-attack event, two additional elements, namely
1.0 and 0.0, are added to each record. During training these elements are used
as the target output of the Elman network for each record. The third phase
of preprocessing involves the normalization of the feature vector which consists
of 14 different numeric features. Due to the large variations of these numeric
representations, each vector has been initially normalized so that its components
are in the range of [-1, 1]. Through the normalization, the feature vector is more
suitable for the Elman network applications.

The standard normalization given by

nv[i] =
v[i]√∑n
k=1 v[k]2

(4)

is used for this purpose. Here nv [i ] is the normalized value of feature i, v [i ] is
the feature value of i, and n is the number of features in a vector.
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5.2 Experimental Results

In this work, an anomaly detection model based on the Elman network is imple-
mented and applied for anomaly detection against the DARPA IDS Evaluation
dataset. When it comes to the performance of an intrusion detection system, it
is necessary to take into account both the detection ability and the false positive
rate. To fully demonstrate the advantages of the Elman network over the Feed-
forward Neural Network (FNN), we implement a FNN as well and apply it for
anomaly detection against the same dataset as the Elman network. Meanwhile,
they are trained in the same method with 13-input nodes (only the features ex-
tracted from the packet header) and 14-input nodes (including clus payload) to
evaluate the significance of the payload. A measure of the overall effectiveness of
a given intrusion detection system can be provided by the ROC curve. A ROC
curve is a parametric curve that is generated by varying the threshold of the
intrusive measure which is a tunable parameter. The curve is a plot of the like-
lihood that an intrusion is detected against the likelihood that a non-intrusion
is misclassified (i.e., a false positive). We use ROC curves to compare intrusion
detection ability of the anomaly detection system to false positives. The ROC
curve allows the end user of an intrusion detection system to assess the trade-
off between detection ability and false alarm rate in order to properly tune the
system for acceptable tolerances.
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Fig. 2. Performance of the Elman network and the FNN expressed as ROC curves
against the DARPA evaluation data.The horizontal axis represents the percentage of
false positives while the vertical axis represents the percentage of correct detections
for different operating thresholds of the technique. 13 and 14 represent the number of
input nodes, F means a FNN, while E means an Elman network. The Elman network
with 14 input nodes performs the best overall
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Before training, the number of hidden nodes should be decided. However,
the optimal numbers for hidden nodes of the Elman network and the FNN are
unknown before training. Therefore, the Elman network and the FNN are trained
with 15, 25, 30, 35, 40, 45, 50, 55, and 60 hidden nodes to avoid poor performance.
Each neural network is trained until the total error made during an epoch stops
decreasing, or 3,000 epochs have been reached. During training period, 4 ∗ 9
networks are trained for anomaly detection, and the network that classified data
most accurately is selected. The detector is evaluated on the DARPA dataset
using week 4 and 5, which contains 201 instances of 58 different attacks. Different
networks produce different ROC curves. The performance of the Elman network
in comparison to the FNN is shown in Fig.2.

As illustrated in Fig. 2, with the number of input nodes of 13 and 14, the
FNN is able to detect 79.8%, 82.4% of all intrusions with no false positives,
while the Elman networks are able to detect 85.6%, 92.7% — a very significant
improvement over the FNN. Furthermore, the Elman network with 14 input
nodes is able to detect as much as 96.2% of all intrusions with a false positive rate
of 2.3%. To achieve detection ability better than 96.2%, one need to accept an
increase in false positives. The ROC curve for the Elman network with 14-input
nodes is the left-most curve that quickly reaches 100% detection. The results
indicate that anomaly detection model based on the Elman network performs
better than detection model based on the FNNs.

6 Conclusions

Research and development of intrusion detection systems have been ongoing
since the early 1980’s. Current intrusion detection systems lack the ability to
generalize from previously observed attacks to detect even slight variations of
known attacks. The motivations of using an Elman network for anomaly detec-
tion were presented. Most neural network architectures must be retrained if the
system is capable of improving its analysis in response to changes in the input
patterns, (e.g., “new” events are recognized with a consistent probability of be-
ing an attack until the network is retrained to improve the recognition of these
events). Adaptive resonance theory offers an increased level of adaptability for
neural networks, and this approach is being investigated for possible use in an
intrusion detection system. The preliminary results from our experiment present
a positive indication of the potential offered by the Elman network, and our fu-
ture work will involve the refinement of this approach and the development of a
full-scale demonstration system.
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Abstract. Recently, peer-to-peer infrastructure has been proposed to support 
massively multiplayer games in the literature. However, when underlying 
network partitions due to network outages, the game world will partition into 
several parallel game worlds and it is difficult and costly to merge them when 
the network partitions disappear. Existing approaches resort to a centralized 
server to arbitrate. Aiming at mitigating the effects brought by network 
partitions, we propose a fully distributed algorithm based on state-stack 
matching. Our theoretical analysis and numerical results show that our approach 
can resolve the merging issue at the least loss of game states with high 
probability. 

1   Introduction 

Massively multi-player games (MMGs) have a long history following a centralized 
infrastructure. Recently, researchers are proposed to use Peer-to-Peer overlays to 
support massively multi-player games (MMGs) [1]. In such a peer-to-peer gaming 
infrastructure, except that a central server is required to keep player account 
information, all other game states are stored in a distributed way all over all peers 
participating in the game.  

In most MMGs, the player assumes the role of a character in a virtual world. A 
typical multiplayer game world is made up of immutable terrain, characters controlled 
by players (PCs), mutable objects such as food, tools, weapons, and non-player 
characters. Different game states have different access patterns and consistency 
requirements.  

Existing P2P approach [1] proposes to store object states in a distributed way. 
Furthermore, copies of object states are replicated in order to increase availability 
with the presence of node failures or network outages. However, such a P2P approach 
leads to an undesired problem: in case of network outages, the underlying network 
partitions; the system can continue to allow shared states access, but with no 
communication between partitions, the original game world splits into two or more 
parallel worlds, likely with loss of consistency. Things go worse with potential 
paradoxes when the network condition recovers and partitions are about to merge.  
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As a rule in a peer-to-peer massively multiplayer game, consistency is most 
important: we can not imagine that a game full of paradoxes has the possibility to 
attract players. We start from existing P2P approach [1] and focus our attention on 
mitigating the adverse effect caused by network partitioning or the consistency issue. 
Simply put, in this paper, we explore two questions: 

1) Can we keep the consistency of split game worlds? 
2) When merging partitioned game worlds, can we solve conflicts with least game 

states loss? 

The remainder of this paper is organized as follows. In Section 2 we briefly 
introduce the existing approach using P2P overlay support MMGs. In Section 3 we 
present our proposed merging algorithms based on state-stack matching and 
theoretical analysis. Section 4 shows experimental results using numerical method. 
Section 5 concludes this paper. 

2   P2P Support for MMGs 

Some methods have been worked out [1], [2], [3] and work well under the assumption 
of low failure frequency and graceful network behavior. However, performance 
becomes poor in the face of network partitions as introduced in Section 1. Without 
effective communication or coordination during the course, paradoxes probably can’t 
be avoided. 

In order to ensure availability and consistency in the face of network partitions 
and merge, we propose a distributed strategy of dynamic state management. It is 
based on the coordinator-based mechanism proposed in [1], which will be briefly 
introduced as follows. 

2.1   The Coordinator-Based Mechanism 

Building the whole system on top of the classical Pastry peer-to-peer infrastructure, 
we can group players and objects by regions according to their game situations  
(Fig. 1), and distribute the regions onto different peers by mapping them to the Pastry 
key space. For example, players in a same game scene have closest relationship. 
These peers, together with all those objects in this scene, form their common region. 
Each region is assigned an ID, computed by hashing the region’s textual name using a 
collision resistant hash function. [2], [4] 

Each region or object is assigned a coordinator, to which all updates information 
are sent. The coordinator both resolves conflicting updates, and is a repository for the 
current value of the corresponding object. In a comparatively common design, the 
coordinator not only coordinates all shared objects in the region, but also serves as the 
root of the multicast tree, as well as the distribution server for the region map. [5] 
Although mapping all synchronization and update information to a single node 
simplifies the system design, it might incur a high network load on this coordinator if 
the game complexity increases. However, the load can be distributed by assigning a 
different ID for each type of object in the region, thus mapping them onto different 
peers. 
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Fig. 1. Regions, peers, and coordinators 

Successful updates are multicast in periodic message forms in the scope of current 
region to keep each player’s local copy fresh. To keep consistency among players, 
timely message delivery is necessary, which will be discussed in part B. A primary-
backup mechanism [1] has been applied to tolerate fail-stop failures of the network. 
Node Failures are detected using regular game events, without any additional network 
traffic. The coordinator’s state is replicated once a failure is detected. The algorithm 
tries to keep at least one replica up under all circumstances, to prevent losses. As our 
objective is not replication algorithm, but the strategy to deal with network partitions 
and merge, we just give a simple introduction of replication algorithm here, and don’t 
make any more comments on this issue in the following sections. 

3   Mitigating Network Partitioning 

When the scenario of network partitions appears, the original game world is 
partitioned into several parallel worlds. Then we try to force each parallel game world 
to be independent normal world. When the partitions again merge, states possessed by 
different parts are combined in a smart way, potential paradoxes are removed and 
then valid game state still can be attained. 

3.1   Independent Game Worlds Rebuilding on Network Partitions 

In our distributed strategy, we embed in a periodic message mechanism to ensure 
consistency and availability. Messages between coordinators and common peers are 
sorted to three classes: 

Message a: Request for current local state on peers, sent to all common peers by 
the coordinator.  
Message b: Combined updated state of whole region, produced by the coordinator 
after it gets each peer’s latest local state (message c), and then multicast to all 
peers. 
Message c: Peer’s current Local state, sent by a common peer to the coordinator. 
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Fig. 2. Periodic messages delivery 

Generally, the coordinator first multicasts message a to all peers in the region. 
Receiving message a, each peer send its current local state copy in format of message 
c to the coordinator as response. After getting all messages c, the coordinator removes 
the conflicts and produces an updated region state. Then the coordinator multicasts 
message b to all peers with the content of region state update. This is called a normal 
message delivery period, shown in Fig. 2. We can set the coordinator’s request 
frequency at a proper fixed value according to the network conditions and average 
node abilities so as to meet the demands of a peer-to-peer game.  

Now we continue to discuss the system’s behavior when network partitions 
happen. Without loss of generality, we just discuss the scenario with only a single 
coordinator in each region and assume that an original region is just partitioned into 
two parts. As shown in Fig. 3, region O is partitioned into A and B. Peers in region A 
and B lose the communication with peers in the other region. 

We suppose node P is the coordinator. Immediately after partitions, peers in 
region B can not receive message a from P. Therefore, P can not receive response 
from peers in region B either. At this moment, P is able to ascertain happening of 
partitions. It can also make sure which peers are still connective, and which peers are 
not.  

Then P should adjust the state possessed by it: First, it marks those connections 
and information related to the peers without response invalid, which means those 
peers are not in the same region as P now. Second, P generates a new state update 
only with support of the messages from connective peers. Because A and B are new 
regions, they may be assigned a new region ID computed by hashing. As a result, A 
and B will both have new coordinators of their own (Pa, Pb). Suppose P remain in A, 
then P should send its newly produced region state update to Pa and leave the job to Pa 
to multicasts message a inside region A when the next message delivery period starts. 
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Fig. 3. Region partitions 

On the aspect of other peers, peers in region B (such as M) can not receive any 
messages from their former coordinator P. After this state keeps over the length of a 
message delivery period, each peer is able to ascertain happening of partitions. 
Connections between these peers and Pb will be set up. Pb will take the job as the new 
coordinator of region B and immediately starts a new message delivery period.  

In this way, region A and B with new coordinators are properly rebuilt after 
network partitions. Because invalid peer states and information have been removed 
during rebuilding, the new coordinators (Pa, Pb) only keep the necessary state of their 
own region and no conflicts exist now. Independent game worlds come into being and 
the game successfully continues. 

3.2   Regions Merge Mechanism 

Through the mechanism in part B, parallel game worlds are rebuilt after network 
partitions and peers in each region behave without conflicts. Yet, these regions are 
about a same unique game scene in fact. Each takes itself as the only representative of 
this scene in the whole game world. Accesses and changes to an object perhaps take 
place concurrently, so their independent behavior will probably cause paradoxes when 
they try to merge again, which threaten consistency.  

In [1], a central server blessed mechanism is adopted to keep consistency. But it 
assumes that partitions still keep connections with a central account server. If network 
partitions thoroughly, including outages to the central server, coordination among 
regions can’t be ensured without the central server and paradoxes after merge can’t be 
avoided yet.  

In our distributed strategy, the central server is no longer needed. Coordinators are 
strengthened to keep consistency and reduce the conflict probability, designed as 
follows: Each coordinator not only possesses the latest region state, but also keeps a 
state-stack, which stores a certain number of recent region states, from stack bottom 
to its top in time order. (Fig. 4) Once the coordinator produces a new region state 
update, it pushes the state into the state-stack while it multicasts the state to other 
peers. Considering the game’s complexity, the low conflict probability and the 
average peer capability, we may set the state-stack to a reasonable size N. 
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Fig. 4. State-stacks and matches of states 

On the inverted condition of Fig. 3, let’s focus on the scenario when regions 
merge. Without loss of generality, we assume each region’s coordinator has already 
kept full state-stack storing slots of states. When merge attempt starts, two 
coordinators of region and compare their stored states in pairs. Generally each state is 
compared to the states in the other stack. A pair of states without any conflicts is 
called good match. At most N2 times of compares will be executed and we’ll 
eventually get set of good matches. One match will be selected and combined into 
reasonable state of the merged region O. This match of states without any conflicts 
between each other ensures that there isn’t any paradox in region O.  

Later states match before combination equals to less loss of state information after 
merge. For example, we have two matches, (9, 8), (6, 9). Match (9, 8) will be 
selected, because the latest state sequence number is (10, 10), and match (9, 8) loses 
only periods of states in all, comparatively less than periods lost by match (6, 9). 
Unless the good matches-set is empty, at least 1 match will be found. Successful 
combined state is then sent to the new assigned coordinator of region O. 
Subsequently, normal message delivery period in region will start. Merging region A, 
to region succeeds then.  

Even if the good matches set is empty at first, things keep unchanged for while. 
When next message delivery period begins, new state will be pushed into each stack. 
Then we go on to compare the new state with states stored in stack before. If any 
good matches are found, regions can be merged immediately. Otherwise, we may still 
keep on this circulatory process to seek good matches. Through the relevant 
experiments in Section 4, we can see that fairly high probability of successful merges 
can be obtained. And at the same time, the most states information can be reserved.  

3.3   Theoretical Analysis of Network Partitions Process  

3.3.1   Time Complexity  
A complete process of resolving network partitions is composed of two segments:  

T = T1+T2 
T: whole process time; 
T1: time for coordinator to ascertain network partitions; 
T2: a message delivery period for the coordinator and peers to set up connections 
and rebuild new region state. 
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We assume the time of a normal message delivery period is T0. 
T2 will never start until the coordinator ascertains the partitions in T1. In our 

distributed strategy, the only rule for the coordinator to judge partitions is that it has 
not received any response message from some certain peers after the time for all peers 
to send back messages c passes, as is indicated by Fig. 2. Then T1 equals to the 
interval between the network partitions and the receipt of messages c in one period. 
Considering the unpredictable network faults might appear any time in the period at a 
completely same possibility, we can draw a conclusion as follows:  

T1 = 0.5 * T0 averagely. 
On the other hand, the length of T2 obviously equals to T0. 
T= T1 + T2 = 0.5 * T0 + T0 = 1.5* T0     (1) 

T0 is assigned a proper fixed value according to the network conditions and 
average node abilities to meet the demands of a P2P game. From (1) we can see that, 
once the coordinator’s request frequency is set, the complete process time of resolving 
network partitions is fixed, no matter how many peers exist in the network or how 
they partition. Usually T0 is only a very short interval (at most 1 second level), so our 
strategy gives an effective solution against network partitions in P2P games. 

3.3.2   Overhead 
During the process of partitions, messages are sent between peers and coordinators for 
game worlds rebuilding. To simplify the following computation, let’s assume 
messages a, b, and c have same length and M messages should be delivered for 
resolving problems during an X-peers region partitions. Now we compute proportion 
M/X, the average individual overhead. 

Without loss of generality, a region is also assumed to be partitioned into two 
parts with X1 and X2 peers each. X = X1+ X2. From discussion in the previous parts, 
we’ve seen that all messages to be delivered during network partitions are the 
messages sent in a whole normal message delivery period. One more special message 
should be counted in, which is the state-copy sent from the former coordinator to the 
new coordinator in one region (such as P and Pa in Fig.3). Then, 

M = 3*( X1-1) + 3*( X2-1) + 1= 3(X1+ X2) -5 = 3X-5 
M/X = 3-5/X (if X->∞, M/X=3) 

In the real peer-to-peer networks, number of peers in a region is usually very 
large. We draw a conclusion that the average overhead equals to a light level of 3 
messages delivery per peer during the whole process of partitions. 

4   Simulations 

We develop simulation program according to the region merge mechanism proposed 
above. In practical P2P game, it has big states set with large number of different 
region states. However, not all states conflict with each other. We can group them by 
classes under the rule that conflicts don’t appear inside class and exist between any 
two classes inevitably. If two states are in the same class, they will form good match 
and then can be combined. As for two regions which need to merge, if at least one 
good match exists in the state-stacks of their respective coordinators, merge will 
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certainly succeed. In order to simulate the stochastic distribution of the game states, 
states in all slots are generated stochastically. 1000 times of merge tests will be 
performed and the probability of successful merges can be eventually obtained.  

Related parameters, N: stack size, K: number of state classes, P: probability of 
successful merges.  

4.1   Experiment 1 

We set K=1000, use increasing values for N, and check P’s variety, as shown in  
Table 1 and Fig. 5. 

Table 1 and Fig. 5 come up with the following conclusion: For certain P2P game 
with fixed number of states, larger state-stacks on coordinators lead to higher 
probability of successful merges. In our design, K=1000, N=50 effectively achieve 
high probability of successful merges over 91%.  

Table 1. Probability as K=1000 

N K P 

5 1000 0.025 

10 1000 0.095 

15 1000 0.203 

20 1000 0.328 

25 1000 0.465 

30 1000 0.595 

40 1000 0.797 

50 1000 0.919 

 

 

Fig. 5. Probability variety as K=1000 
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4.2   Experiment 2  

What size of state-stack is necessary for coordinator if we want high success 
probability? Satisfactory to everybody, farther results have been found through times 
of experiments. 

Table 2 shows only part of our experimental results. From these results, we can 
see that when N2/K equals to a constant, P is relatively localized around a fixed value 
too. The detailed theoretic analysis is too complicated and we may just simply 
consider that N2/K entirely determines the value of P. 

Based on the data listed, rules may be formed as follows: If we want probability P 

no less than about 90%, N2/K should equal to at least 1. That’s to say, N = K ; If we 
want higher probability no less than about 98%, N2/K should equal to at least 4. That’s 

to say, N =2 K . 

Table 2. Probability as K=100, 400, 900, 1600 

N K 2N /K P 

10 100 1 0.632 

15 100 2.25 0.895 

20 100 4 0.981 

20 400 1 0.633 

30 400 2.25 0.895 

40 400 4 0.982 

30 900 1 0.633 

45 900 2.25 0.896 

60 900 4 0.982 

40 1600 1 0.633 

60 1600 2.25 0.896 

80 1600 4 0.983 

As N is the size of a coordinator’s state-stack. From the discussions above, we can 
draw a conclusion: For a certain degree of success probability, space complexity of 

the region merge mechanism is O ( K ). 
On the other hand, each slot in the state-stacks usually describes its corresponding 

game-state with a marked bit-map structure, the variation of each bit representing one 
entity in the game scenes. Accordingly the memory cost of each slot is about 1KB on 
normal occasions and not more than 10KB at most. 

Therefore, for the duty of keep essential state-stack in the region merge 

mechanism, the memory cost of each coordinator is: C= 10KB*N = 20 K KB at 
most. Even if the number of state classes K increases fairly large, e.g. K=1*106, C 
still keeps at a relatively economic level of 20 MB, which may be easily provided by 
all the participant PCs. 
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5   Conclusion 

Network faults such as network partitions and merge have deep negative impact on 
availability and consistency. On top of Pastry infrastructure and the coordinator-based 
mechanism, our distributed strategy makes outstanding contributions on resolving 
network partitions and merge.  

Embedded in periodic message mechanism, independent parallel game worlds are 
rebuilt after network partitions in an effective way without any additional spending. 
By introducing the state-stack structure to the coordinator-based mechanism, the 
game system in our design gets the ability in the face of regions merge. Under the rule 
of choosing latest state matches for combination, the most game-states can be 
reserved after merge. Proved by the analysis and simulations results in the end, our 
strategy runs with good time and space efficiency.  

Comparing with other P2P game systems such as the central server bless 
mechanism introduced in [1], systems with our distributed strategy has the ability in 
the face of thorough network partitions and merge. However, more work should be 
done for better states replication algorithms. Security in the particular process of 
network partitions and merge is another field we are going to research in the future.  
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Abstract. With the rapid development of the network technologies, software 
development is becoming more and more complicated. Traditional software 
engineering management methods based on Client/Server structure have not 
been very competent for large-scale software development. This paper proposes 
a software engineering management method based on P2P structure. By 
exploring the characteristics of P2P, our system takes “Peer Group” as the unit 
to build up services including source code management, task assignment and 
software visualization. Our framework overcomes the server's "bottleneck" 
existed in the C/S structure. Although it still has a server in the network, the 
server only provides indexing function and does not store the document. In this 
way, the loads of the server are transferred to the network boundary. Our 
method takes full advantages of computation resources, and can increase the 
system’s performance. We will also show in the paper the performance 
increases by our method in software development for practical applications. 

1   Introduction 

Nowadays, network is becoming larger and larger in scale. Computing mode has 
already developed gradually from the traditional host/terminal, customer/server mode 
to multi-layer client/server and browser/server mode. However, all of these 
techniques have to rely on the server. With the development of the hardware 
technology, the computing power each client can carry is increasing dramatically. 
Although the computing ability of each client is less or even much less than a high 
performance server, the clustering of many clients can provide considerably great 
computing ability and in some cases may even exceed any high performance server. 
The P2P [1] [2] (i.e., peer to peer) mode as a computing mode developed in the early 
1990’s has found its wide use recently. The ability in P2P mode in handling largely 
distributed tasks satisfies the need of network development, and provides us with a 
way of thinking and solving problems.  

The procedure of software development is actually the process of perfecting all 
kinds of documents in computers. Documents and source codes are all saved in form 
of files. Current software engineering management systems all have servers to 
complete the necessary tasks [8]. However, for large-scale software development, the 
difficulties to manage huge amount of files increase considerably. Currently the tools 
used for source code management, such as Win CVS, VSS etc, are all use the server 
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and follow traditional management methods. With the gradually expansion of 
software in scales, these software tools will not be suitable for complicated software 
development. In addition, developers may be behind different firewalls, and may use 
VPN method to find out the center server. This is inconvenient for developers and 
system safety. Therefore, we propose a new solution to manage the entire process of 
software development by using the P2P technique. Peers belong to a certain group 
that provides the services. For a specific document, the creation of each new version 
will just send an abstract description to the catalog server. The actual file will not 
need to send to the server. At the same time, in order to let developers visualize the 
software procedure and understand the progress in real time, we implement part of the 
visualization technologies developed in [9]-[14] in our system. We also introduce in 
the paper the concept of “role” and “interested document” to help peers to provide 
other peers the services with the local documents. 

2   Overview of Our Approach 

In the process of software development, requirement changes frequently, since it is 
too hard for the users to develop all the requirements in the very beginning. In most 
cases, developers spend much of their time and energy in coding in hectic, and not 
many people have the time to modify the coding related system models and charts 
created by tools used before. This may lead to inconsistency between the previously 
created documents, charts and the codes developed at the time, and can bring lots of 
trouble in re-engineering and system maintenance. Of course, having a good 
development habit may resolve this consistency problem. However, it is impossible to 
demand everybody to have high development standard [8]. This requires that software 
development environments and management tools must be easy enough for the 
developers to use. Moreover, C/S based system structure could bring the server with 
huge amount of loads, and hence the whole project at high risk. For example, a 
breakdown of the server can have devastated effects on the whole project 
development progress, and can lead to uncountable losses.  

Therefore, in this paper we propose a P2P based technique to manage the entire 
software engineering. In our approach, each peer will only run the services belonging 
to its own group, and perform the services according to the machine loads and 
respond ability. From the source code management perspective, the creation of every 
new version of the document will lead to the insertion of a shared item in the local 
service data by the local peer who chooses another peer in the same group to upload 
the file without sending the document out to the server. Each group is responsible for 
the management of its corresponding subsystem, and the whole system is managed by 
the “catalog server”. 

The proposed software engineering management system will do the majority of the 
work in the software engineering process. It not only makes the development 
management convenient, but enables each peer to make the full use of its 
computational power. Thus the high performance of the whole system will make the 
3D visualization of the software possible. The topology of the system is shown in Fig. 1. 
The whole system only needs one "catalog server" which can be instead of by "Super 
Peer" who holds favorable computation capability. Its main task is to complete the 
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following two missions. One is to act as a group information depository such as group 
configuration and services. When a group is set up, a copy of the group information 
will be sent out to the server. Another mission is to perform the document control to 
the indexing function. The “catalog server” does not need to store the physical 
document, but to maintain some "abstract" information of the document. The peers 
are distributed equally in the network, and they belong to the different logic 
collections because they are in different groups. The peers located in the same group 
will provide the same services to the outside. 

 

Fig. 1. The topology of the entire system 

3   P2P Based Multi-layer Management Model 

The system is based on the JXTA platform, and is implemented by Microsoft C#. The 
whole system can be divided into 3 layers, namely the basic platform layer, the 
service layer and the application layer. 

 

All Peers in the network

Basic Platform Layer 

Service Layer 

Application Layer 

Peer DiscoverPeer Manage Group Manage Pipe Manage 

       Endpoint Rendezvous Manage Security 

Advertisement Resolution Protocol Resolution  Search and Index 

Version Control Software Visualization Role Management  …… 

 

Fig. 2. The P2P architecture for software engineering management 

3.1   The Basic Platform Layer 

The traditional C/S structure has an obvious advantage, namely its data concentration 
which makes it easy to manage. However, when adopting the P2P technique in our 
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software management system, because the resources are relatively dispersed, the 
difficulty of management will increase. At any time a peer may join in the network or 
leave. This needs a protocol to make a peer’s occurrence felt by others. For the sake 
of easy control, our system doesn't provide peer registration on-line. Project managers 
assign the peer with an ID and Group in advance. When the P2P system starts, every 
peer in the network will look for the group that it belongs to by the unique “Peer ID”. 
After passing the legitimacy verification, the peer will stay in the P2P network. At the 
time the peer leaves, it sends a message to rendezvous to change its own state. The 
“catalog server” maintains a state table for all peers, according to which the peer 
management runs. 

3.2   The Service Layer 

The system communication is based on messages and advertisements. The service 
layer mainly analyzes various commands coming from the application layer by 
parsing messages and advertisements in form of XML, manipulates and invokes the 
particular service in the basic framework layer. This service layer implements the 
advertisement resolution, and protocol resolution using JXTA protocol. It acts as a 
bridge between the application layer and the basic framework layer. 

3.3   The Application Layer 

Based on the P2P network, by using services the service layer provides, the 
application layer implements the following functions: version control in software 
engineering code management, software visualization in development process, role 
management (which is unique to our software engineering management system), and 
so on. Owing to the needs of the communication and management, most applications 
of this layer carry out by web service. 

4   Key Technologies 

4.1   Management Technology Based on Peer Group 

In a team of large-scale software development there are many development groups, 
and members in each group cooperate to complete parts of the functions. In a software 
development environment, members in the same group usually have similar interests 
and close relationships. Usually, the services and documents or data they are using are 
very much alike. Therefore, a peer group is created for the project subgroup. Unlike in 
JXTA where peer group is a virtual guard, in our system, we assign this virtual guard 
with an actual project group. This can make the group more concrete, and the service 
and data more pertinence. When a peer registers on the network, the group service 
will be a concrete entity that all members in the group can visit. The peer will accept 
legitimacy verification. Wherever the service and the data are, the group service will 
always be presented as a single control point with uniform behavior. Then legitimate 
member will obtain the group service code and data. An on-line advertisement will be 
broadcasted finally. 
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Fig. 3. The group services exist in each peer of the same group 

It is shown in Fig. 3 that a peer group is in fact a combination point of service. 
Peers in a group are abstractly combined together, and form a logical union. Peers 
belong to the same group own the unique group ID, provide the identical service and 
manage the similar data. When a new peer joins in the network, it will send out an 
advertisement to look for its group. The peers in the same group will send a response 
after receiving the request. The original peer chooses the peer that has the quickest 
response to log in. Because the services each peer provides in the same group are 
identical, regardless of where the peer logs in, the services it uses are all the same. 
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Fig. 4. A performance test 

Because of the restrictions on the network bandwidth and the complexity of the 
P2P structure, it is possible to lose or delay the response. Sometimes there may not be 
any other peers in the same group on-line. Therefore if the original peer waits for the 
response indefinitely, performance decline may well be deduced. Aiming at this kind 
of circumstances, a “lease” technique is adopted. A “lease” is a group property, and 
all peers in the same group use the same “lease”. It specifies a time slice. Whenever a 
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peer sends out a request, the clock will start to count down. Once the time decreases 
to zero, this request will fail, and the request will be sent out again. However at this 
time point, the request is directly transferred to the “catalog server”. Since the 
registration information and the core services of each group are already copied to the 
"catalog server", when the request was sent out the first time, the "catalog server" is 
ready for the group information. So long as the request is obtained again, its contents 
will be quickly sent out. Therefore, the peer's request definitely will be responded in a 
certain time. However, if the "lease" is not set properly, low performance of the whole 
system may occur. This will increase the load of the "catalog server". A performance 
test is shown in Fig. 4. With the time increase of the “lease”, the burden of the server 
can ease gradually. However when the “lease” is longer than 25 ms, the load of the 
server will not have an obvious change. 

4.2   P2P Technology in Source Code Management 

Source code management is an important part of software engineering. Traditional 
mode needs every client to connect the server to acquire the specified version of a 
document or to hand over newly created documents. However with the expansion of 
the software in scale, this kind of mode is no longer suitable. We found that 
management methods based on the distribute structure can ease the load of the server. 
Because of the high similarity between documents inside the same group, P2P can be 
adopted. 

In the traditional structure, the servers usually are high performance machines. For 
the sake of safety, managers backup the contents of the documents periodically. 
However, in the P2P structure, the circumstance is different. The load and contents 
are all assigned to the boundary of the network. This can have potential stability 
problems. For example, a failure of a certain peer or its temporarily left the network 
may result in a seek invalidation. To solve this kind of problems, to ensure the system 
safety and stability, and to reduce the difficulty of P2P system management, concepts 
of “interested document” and “role” are employed in the source code management. A 
few peers may act as the same type of role for a document to complete the functions 
the role takes. The management of document is achieved by roles. On the contrary 
roles are allotted to the peers based on its legal power to the document. 

Definition1: Interested document 
If a peer is the author of a document or the agent that the author authorizes the right 
to, the document will be the peer’s interested document. 

Definition2: Role 
If a document is an "interested document" of a certain peer, then according to 
different operation legal power that the peer has, some roles will be assigned to the 
peer. One peer can play several roles to an interested document, and in the same way 
one role can own several peers. Same role peers of the same document have the 
highest privilege to cooperate. 

When a new document or a new version is checked in by a peer, an abstract will be 
sent to the "catalog sever". It specifies the IP address of the peer, document name, 
directory, version number, length, modification date, modification reason and so on. 
Then according to the role priority and on-line circumstance the peer will choose 
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another peer to deposit the duplicate. If there are no other peers in the same group on-
line, the duplicate will be sent to the “catalog server”. Because the “catalog server” 
also acts as a peer, and the only particularity is that it can belong to any group, and 
behave as a substitute for any group. It is found out that under the worst circumstance, 
each group only has one peer. Then the duplicate will be sent to the “catalog server”. 
In this case, the P2P structure becomes the traditional C/S structure.  

When a peer checks out a certain document, it sends out request to the “catalog 
server”. Then the “catalog server” will return the “abstract” and the list of peers who 
own the document. After receiving the information, the peer will try to accept the file 
block from the peers in the list. There are at least two peers who own the complete 
document in the network. With the increase of software development in scale, the 
number of peers who holds the document will go up, so the speed of obtaining a 
document will increase. In the same manner, an additional version number will be 
sent to the “catalog server” if a specified version is checked out.  
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Fig. 5. The relationship between files and roles 

4.3   Software Visualization 

Based on P2P structure, the communications among peers are much more than 
document transfer and version control. We can take advantage of the computing 
ability of each peer to perform the system visualization. For a document, when it is 
checked in, a time point will be recorded. When the software is visualized, in order to 
make the peers cooperate, tasks are assigned based on roles and the time information 
is used for synchronization. Thus a few peers are combined to complete a common 
task. This can increase the system performance considerably and make large-scale 
software visualization possible. 

With the development of technology, the third generation software development 
method will gradually not be able to satisfy the network need. It lacks initiative and 
intelligence. A new generation software development mode, namely agent based 
mode is becoming more and more popular, especially with the emergence of grid 
technology.  

Reference [14] introduces a system on graph-based visualization, which extracts 
information from CVS and displays it using a temporal graph visualizer. The 
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information can be used to show the evolution of a legacy program. Our system 
applies agent technique to the representation and visualization method in [14] (where 
color of node and edge are used to represent information). As each peer only needs to 
be responsible for its own interested document, it only performs its own interested 
document visualization. If it is required to look into other documents' visualization, it 
only needs to contract the responsible peer to obtain it, who will transfer the 
information as a document. The agents on each peer are responsible for analyzing the 
output data of local peer, creating the drawing missions and broadcasting the 
advertisement.  

<TaskHelpQuery> 

 <FileID>Interested document ID</FileID> 

 <RoleID></RoleID> 

</TaskHelpQuery> 

 
A request advertisement format is shown above. The advertisement is very brief. It 

contains the interested document ID and the role ID that the request peer owns. When 
other peers receive the advertisement, they will start a state check and performance 
valuation for its own. If they have enough CPU idle time and memory to complete the 
mission together, they then send out a response message. Otherwise, they will do 
nothing. The response message format is described as follows. 

<TaskHelpResponse> 

 <IsInterested>true/false</ IsInterested> 

<RoleID></RoleID> 

</ TaskHelpResponse> 
 

If the document that FileID points out is also the response peer’s interested 
document, the IsInterested tag will be true, otherwise false. The response peer will 
return the IsInterested tag and its own RoleID together.  

After the request peer receives the response message, it will do one of the 
followings. 

a. If the document is also an “interested document” to the response peer and 
two peers have the same RoleID, the request peer will send out an invoking 
message, which specifies the position of code and data. 

b. If the document is an “interested document” to the response peer but the two 
peers don’t have the same RoleID, the request peer will send out the require 
code and position of data. 

c. If the document is neither an “interested document” to the response peer, 
nor the two peers have the same RoleID, the request peer needs to send out 
both the code and data (entitled Codat). 

After the response peer receives the tasks, it will run the code and return the result 
to the request peer. 
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5   Performance Test 

We developed the proposed software management system in this paper on Microsoft 
.Net platform and applied it in the actual development management process. The 
whole project contains about 250 members and every group has less than 10 people. 
Usually the active group number is about 50. Because of the diversity of the 
geographical positions, these groups are connected by Internet. 

The P2P structure reduced the load of the server. However, the messages that were 
transferred for cooperation between peers need to frequently deliver in the network. 
This may result in performance degradation, and peers with full burden may have 
great burden. We tested the response time to a single mission. Fig. 6 is the result. The 
data in C/S structure is obtained by dividing all peers into “one group a peer”. It can 
be found that, with the increase of the client number, the respond time in C/S structure 
has quickly increased. However the P2P structure did not experience the obvious 
performance degradation. The larger the client number is, the more obvious the 
performance differences the two structures have.  
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Fig. 6. Comparison with the response time to a single mission in two structures 

6   Conclusion and Future Work 

There are a lot of uncertain factors in the P2P based software engineering system. 
Much time and resources need to be spent on system’s normal operations. However, 
when it is applied to manage the software engineering, the management complexity 
will reduce considerably. Since peers in the same group are similar with occurrence in 
software develop process, the cost to support P2P network operation is very limited, 
and this shows the advantages of the P2P system. 

The data volume within a distribute system such Grid, P2P is generally huge, and 
the relation between them are also complicated. Using software visualization 
technique, the meaning of these data can be presented very clearly. Visual software 
development can let the developers focus on the logic and the business processes. 
Therefore the room for visual software development in distribute system is pretty 
large. Visual software development tools can help the developers to complete their 
tasks very efficiently. 3D visual components and artificial intelligence can be used in 
software visualization for software engineering management. Moreover, software 
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engineering diagrams, such as GANT diagram, may be used to automatically assign 
and perform the tasks, and manage the peers. Combining P2P technique, agent 
technique and UML together with software visualization may provide considerably 
help to software engineering management. 

Acknowledgements  

The authors would like to thank the support from the China NSFs under Grant 
#60473106, #60273060 and #60333010, China Ministry of Education under 
Grant#20030335064, China Ministry of Science and Technology under Grant 
#2003AA4Z3120.  

References 

[1] Peer-to-Peer Working Group Homepage. http://www.peer-to-peerwg.org/index.html. 
[2] Napster Homepage. http://www.napster.com . 
[3] .NET My Services homepage (formerly code-named Hailstorm). 

http://www.microsoft.com/net/netmyservices.asp, 
http://www.microsoft.com/net/hailstorm.asp. 

[4] Jxta Homepage. http://www.jxta.org . 
[5] OpenP2P Homepage. http://www.openp2p.com. 
[6] Web Service workshop. http://www.w3.org/2002/ws/. 
[7] O'Reilly Network. http://onjava.com/. 
[8] UML Software Engineering Organization. http://www.uml.org.cn/. 
[9] Jorma S., Marja K., “Program Animation Based on the Roles of Variables”, ACM 

Symposium on Software Visualization, San Diego, CA, 2003. 
[10] Andrian M., Louis F., Jonathan I.M., “3D Representations for Software Visualization”, 

ACM Symposium on Software Visualization, San Diego, CA, 2003. 
[11] Cheng Z., Kenneth L.S., Thormas P.C., “Graph Visualization for the Analysis of the 

Structure and Dynamics of Extreme-Scale Supercomputers”, ACM Symposium on 
Software Visualization, San Diego, CA, 2003. 

[12] Niklas E., Philippas T., “Growing Squares: Animated Visualization of Causal Relations”, 
ACM Symposium on Software Visualization, San Diego, CA, 2003. 

[13] Qin W., Wei W., Rhodes B., Karel D., Bruno D.: Evolve, “An Open Extensible Software 
Visualization Framework”, ACM Symposium on Software Visualization, San Diego, CA, 
2003. 

[14] Christian C., Stephen K., Jasvir N., “A System for Graph-Based Visualization of the 
Evolution of Software”, ACM Symposium on Software Visualization, San Diego, CA, 
2003. 

[15] America Earthquake Grid. http://www.neesgrid.org/. 
[16] WANG Q., Dai Y., Tian J., Zhao T., Li X.M., “An Infrastructure for Attribute 

Addressable P2P Network: Barnet”, Journal of Software, 2003, vol 14. 
[17] Shi W.Y., “Digital City Service Management Mode and Platform Design based on 

P2PSMS”, Degree Paper, 2002, 6. 
[18] Tian L.W, Yin C.W., “Researching and Implementing of Intelligent Professional Search 

for Virtual Enterprise”, Chinese journal of computers, 2004, vol 3. 



 

X. Lu and W. Zhao (Eds.): ICCNMC 2005, LNCS 3619, pp. 501 – 508, 2005. 
© Springer-Verlag Berlin Heidelberg 2005 

A Computational Reputation Model in P2P Networks 
Based on Trust and Distrust 

Wei Lin1,2, Yongtian Yang1, and Shuqin Zhang1 

1 College of Computer Science and Technology, Harbin Engineering University,  
Harbin 150001, China 

2 School of Computer Information Science and Technology in Shenyang University 
 of Technology, Shenyang 110023, China 

{linwei, yangyongtian, zhangsq}@hrbeu.edu.cn 

Abstract. Reputation mechanism can be used for choosing the peers suitable to 
collaborate with in P2P networks, so reputation and trust management has at-
tracted many researchers' attentions. In this paper, a reputation management 
model for P2P systems is presented, in which trust and distrust are integrated, 
and multiple levels are differentiated on each aspect. The Confidence Index 
(CI) is introduced in the model for representing the confidence in evaluation re-
sults. Then a peer selection algorithm is designed for P2P collaborations. Simu-
lation evaluation with different settings shows it effectively isolates malicious 
peers, and enhances the performances of the networks. 

1   Introduction 

In recent years, Peer-to-Peer (P2P) has gained widespread attentions. Such architec-
tures and systems are characterized by direct access between peer computers, rather 
than through a centralized server. Different from traditional C/S architectures with the 
functionalities of clients and servers strictly separated, P2P architecture support each 
node to make similar contributions. For example, currently popular P2P file sharing 
applications on the Internet allows users to contribute, search, and obtain file. 

In P2P networks reputation systems are widely used to propagate trust information 
and establish trust between peers [1],[2],[4],[6],[7],[10],[12]. Through the reputation 
system a peer can evaluate the peer it deals with after a transaction, and the accumula-
tion of such evaluations makes up a reputation for the involved peers, moreover peers 
can exchange the reputation information of others so that a peer is able to know a 
stranger. Most of the current trust and reputation systems use positive or negative 
ratings information solely to build the reputations of others. But little work gives a 
mathematical approach to the evaluation of distrust, while distrust is at least as impor-
tant as trust [9]. It is not proper only to use trust to express reputation, when trust 
value is low the new coming and bad-behavioring peers cannot be differentiated.  

This paper rectifies the situation. In the proposed model, trust and distrust are 
treated equally, which evaluate positive and negative experiences with others, respec-
tively. So the reputations of peers in networks involve two aspects: trust and distrust, 
by which peers can make more elaborate reputation based transaction policy. In addi-
tion, Confidence Index (CI) is introduced for expressing the confidence in the evalua-
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tion results. Simulation shows the reputation model can effectively isolate the mali-
cious peers and enhance performances of the networks.  

2   Trust and Distrust Evaluation 

Based on the performances in a transaction, a peer can give the target peer a 
trust/distrust rating <lt, ld>, where lt and ld are trust and distrust rating, respectively. 
From the transaction records, the evaluation result for the target peer is represented as 
<T(t, d), c>, where t and d are the trust and distrust value, respectively, and c is the 
Confidence Index for T(t, d). 

2.1   Trust Degree 

Trust represents how well collaborator behaviors. Based on each transaction one peer 
can give its collaborators a trust level, such as linguistic label "high" or  "low". So the 
comprehensive trust value can be achieved from the transactions history. For calculat-
ing the trust value each trust level corresponds to a positive numeric value. The higher 
the trust level is, the larger the corresponding numeric value is. The trust value can be 
calculated as following:   

∑ ⋅= −
i

i ntv 1σ , 10 << σ . (1) 

Where σ is the decaying factor, which means the more recent experiences will take up 
a more important role in the computed trust value. ni is the numerical value related to 
the ith trust rating from the most recent. In respect that peers may change their behav-
iors over time, and the earlier ratings may have little impact on the calculation result, 
it is desirable to consider more recent ratings, that is, to consider only the most recent 
k ratings, and discard those previous ones.   

In practical use, the trust degree can be deduced as following: 

maxtv

tv
t =  . (2) 

where tvmax is the maximum trust value as possible, for example, if σ is 0.5, and k is 4, 
the value for highest trust level is 3, the value of tvmax is 3+0.5*3+0.52*3+0.53*3= 
5.625. 

2.2   Distrust Degree 

Similar to trust, distrust represents how the collaborator maliciously behaves. For a 
transaction, one peer can give a distrust level, and the different levels represent differ-
ent degrees the malicious behavior can harm. In the calculation of distrust value, each 
distrust level relates to a positive numeric value, of course, if the transaction is trusted 
completely, the corresponding numeric value should be 0. The distrust value can be 
calculated as following:  

∑ −= i
i mdv 1ρ , 10 << ρ . (3) 
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Where ρ, similar to σ in formula (1), is decay factor. mi is the numeric value corre-
sponding the ith distrust rating with the most recent first. The distrust degree can be 
calculated as following: 

maxdv

dv
d =  . (4) 

where dvmax is the maximum distrust value as possible and its calculation is similar to 
tvmax. 

2.3   Confidence Index 

Considering the factors of freshness, amount of experiences, Confidence Index (CI) is 
introduced to express the confidence level in evaluation results from these ratings. It 
is determined by the following factors: aging of ratings, number of ratings etc. The CI 
c for the reputation value of target peer q given by peer p is computed as following:  

avnow ttq
pc −⋅= λµ , 10 << λ  . (5) 

Where µ=ntotal/nmax, ntotal is the number of the ratings considered, and nmax is the 
maximum number to be considered for a peer, and the upper limit for µ is 1. tav is the 
average time of these ratings considered, and tnow is current time. λ is a longevity 
factor.  

3   Reputation Computing 

In P2P networks, when a peer p wants to have a transaction with target q, but has no 
sufficient information for q locally, p will send a reputation query to the networks. 
Upon receiving the query peer returns recommendation <T, c> based on local transac-
tion records with q. By combining these recommendations the reputation of q is 
achieved.  

3.1   Weighted Aggregating Recommendations 

Considering that different peers may provide diverse recommendations for the same 
peer, a weighted approach is adopted to compute the target peer’s comprehensive 
reputation. In computing the reputation, one keeps the weights assigned to others in 
its Weight Table (WT). The queried reputation value of the target peer q is computed 
as following: 

∑∑∈
∈

⋅
⋅

⋅=
Pr

q
r

Pi
ii

q
rrq T
cw

cw
R  . (6) 

where <Tr
q, cr

q> is the recommendation for peer q reported by recommender r; and wr 
denotes the weight for it. P denotes the set of peers who have given recommendations 
in this time. 
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From CIs in the received recommendations, one computes the CI cq for the queried 
reputation value Rq of the target peer q as following: 

∑
∈

⋅=
Pp

q
rrq

S

cw
c  . (7) 

Where S is the sum of weights of the peers in P, so the queried reputation of the target 
peer q can be represented as <Rq, cq>. 

3.2   Adjustment of Weights 

The weights for peers can be tuned up or down through detecting the accuracies  
of their reports: weights assigned to the peers who give more accurate ratings should 
be increased, and weights assigned to those who give deceptive ones should be  
decreased 3. In this way, recommenders will have different impacts on the compre-
hensive reputations.  

After a transaction, by comparing each recommendation for the target peer with the 
local evaluation the accuracy of the recommendation can be assessed. Precisely, the 
accuracy A of the recommendation <tr, dr, cr> can be defined with 1 representing 
‘accurate’ and 0 representing ‘not accurate’. Formally define vr=tr - dr, vl=t - d, where 
<t, d> is the updated local rating. If vr and vl are of the same sign and |vr -vl |< θ, then 
A=1. Otherwise A=0. That is,  

⎩
⎨
⎧ <−≥⋅

=
otherwise

vvandvv
A lrlr

0

01 θ
 (8) 

where the threshold θ can be tuned for different measures against accuracy. 
So the weight for corresponding recommender will be updated based on the accu-

racy of its recommendation. Specifically, with formula (9) and formula (10) one peer 
can increase and decrease the weight, respectively: 

⎩
⎨
⎧
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otherwisew

www
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⎩
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⎧
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=′
otherwisew

w
w

2

2 00
 (10) 

where w is old weight, and w’
 is the updated one. ∆2 should be bigger than ∆1 for pun-

ishment. Furthermore, to prevent a few peers from dominating the overall computa-
tion results, an upper limit wu can be set for weights. For a newcomer, a small weight 
such as ∆1 can be assigned initially to guarantee the chance to adopt its opinion. 

4   Peer Selection 

In the process of selecting provider, the following scheme, similar to that in [1], is 
adopted: For a group of providers G responding the service query, the CI for provider 
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p is cp, and the Go denotes the respondents in G with c ≥ cT. The cardinalities of these 
sets can be denoted as n(G )=|G |. If the n(Go) is large enough, that is if n(Go ) ≥ nc, 
the collaborator can be selected from peers in Go.  

If n(Go ) < nc, a set of nc -n(Go ) random peers in G-Go, denoted by Gq, are selected 
to be queried for their reputations. Based on the queried reputation and the local 
evaluation the synthetic value for each peer in Gq can be computed as following: 

RL

RL
total cc

RcTc
T

+
⋅+⋅=  . (11) 

where <T, cL> is the local evaluation. <R, cR> is the queried reputation. So the col-
laborator can be selected from Go+Gq. In this way, one peer can avoid to a certain 
extent collaborating with the peer that has given it bad performances, even if it gives 
the rest of the network good ones.  

In reputation based peer selections, the min-distrust-max-trust strategy is used. For 
a group of candidates, the one with minimum distrust degree is given priority over 
maximum trust degree. 

5   Experiments 

In this section, the performances of the proposed model are examined, and a Gnutella-
like P2P file sharing application with the reputation model is implemented.  

5.1   Settings  

In the simulation systems each peer is linked to a certain number of neighbors, and a 
file query message issued by a peer is propagated over these links for a certain num-
ber of hops specified by the TTL.  In simulation run, periodically these peers can 
randomly select a file unavailable locally, and sending the file query message to net-
works via neighbors. Upon receiving the file query, peer will return the file from local 
file storage, so the requester can select a source from these respondents for download-
ing. In experiments, each peer can give a certain QoS, which refers peers’ different 
capabilities in uploading files. Moreover, there are three kinds of malicious peers 
providing inauthentic files hurting security with various degrees. The common simu-
lation networks parameters in experiments are shown as Table 1: 

Table 1. Simulation Parameters 

Parameter Description Value 
number of peers in networks 1000 
number of neighbors of each peer 3 
number of distinct file versions 1000 
number of files hold by each peer initially 10 
ratio of malicious peers to all 20% 
ratios of peers with four QoS to all 20%, 30%, 30%, 20% 
ratios of three sort malicious peers 50%, 30%, 20% 
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In our implemented model, the trust levels and distrust levels are defined as  
Table 2 and Table 3, based on four QoS and on the types of malicious providers. 

Table 2. Trust Levels 

Trust Level (TL) Number Trust Level (TL) Number 
T1 1 T3 3 
T2 2 T4 4 

Table 3. Distrust Levels 

Distrust Level (DTL) Number Distrust Level (DTL) Number 
DT1 1 DT3 3 
DT2 2   

After a download, the trust level can be given for the source based on the QoS pro-
vided, and the distrust level based on the provider. Other parameters of the model in 
the simulation are set as Table 4: 

Table 4. Model Parameters 

Parameter Description Value 
decaying factor σ, ρ in formula (1), (2) 0.8 
longevity factor λ for calculating CI in formula (5) 0.95 
maximum number of the considered most recent ratings 4 
threshold θ in formula (8) 0.1 
increment ∆1, decrement ∆2 in formula (9), (10), respectively 1, 2 
upper limit wu for weights  8 
threshold CI to be needed for query in peer selection 0.1 
threshold number of peers considered in peer selections 4 

5.2   Results 

In experiments, we are particularly interested in the malicious or non-malicious trans-
actions (downloads) versus all downloads: If the reputation mechanism reflects peers’ 
actual behavior, the chance that malicious peers are chosen as download source 
should be minimized, and the chance that good peers are chosen be increased. One 
non-malicious transaction is defined as the one in trust evaluation for which distrust 
level is 0, and the malicious transaction the reverse. The best download is defined as 
the non-malicious one with the highest trust level, i.e. 4. To review the model’s per-
formances under scenarios with different attackers, the two parameters are defined: 

Φ: The ratio of malicious downloads to every 1000 downloads 
Ψ: The ratio of best downloads to every 1000 downloads  
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Fig. 1. Naïve attack, native attackers 
always provide bad performances when 
selected as the source, and give dishonest 
recommendations upon receiving reputa-
tion queries 
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Fig. 2. Sneak attack, Sneak attackers act like 
a reliable peer at most of the time and try to 
execute malicious transaction with others with 
a certain probability p 
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Fig. 3. Sybil attack, Sybil attack-
ers initiate many identities in networks. 
After n malicious transactions one identity 
is used, the identity is replaced with another 
one. Since frequently discarding old iden-
tity, the transactions of one identity are 
sparse in the networks, so the reputation 
information is weak 
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Fig. 4. Clique attack, clique attackers form a 
malicious collective who give positive opin-
ions to their colluders when they receive a 
relevant trust queries 

Results of simulations under different attack scenarios are shown in Figures 1–4, in 
which all Φ curves descend, and all Ψ curves ascend, remarkably. Therefore, the 
results indicate that the proposed model runs well in withstanding typical attacks, 
isolating malicious peers, and improving quality of downloads in P2P networks. Then 
the robustness and effectiveness of the reputation model is proved. 

6   Conclusions and Future Work 

In this paper, a reputation computation model is proposed for P2P networks, in which 
trust and distrust are considered. The comprehensive reputations can be computed by 
using weighted approach based on recommendations from others, furthermore, by 
adjusting weights for recommenders according to the accuracies of them, deceptive 
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recommenders can be easily detected, and their impacts are suppressed. In the 
scheme, the weighted algorithm ensures the robustness to the malicious recommend-
ers. Subsequently, the reputation based P2P collaboration mechanism is designed. The 
file sharing networks simulations evaluate the effectiveness of the model under 
different scenarios.  

But the model proposed in the paper only uses a simple scheme to adjust weights, 
and other parameters in the model may also be adjusted adaptively. In future, more 
complex schemes have to be designed. For example, heuristic methods can be applied 
to improve the performances of the model.  
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Abstract. Current Web service discovery methods are based on centralized ap-
proaches where Web services are described with service interface functions but 
not process-related information. It cannot guarantee compatibility of Web ser-
vice composition, nor can it makes Web services easy to complete a deadlock-
free and bounded process transaction. Furthermore, centralized approaches to 
service discovery suffer from problems such as high operational and mainte-
nance cost, single point of failure, and scalability. Therefore, we propose a 
structured peer-to-peer framework for Web service discovery in which Web 
services are located based on service functionality and process behavior. It 
guarantees semantic compatibility of Web service composition, and achieves 
the automated composition at the level of executable processes. 

1   Introduction 

Web services and related technologies promise to facilitate efficient execution B2B e-
ecommerce by integrating business applications across networks like the Internet. In 
particular, the process-based composition of Web services is gaining a considerable 
momentum as an approach for the effective integration of distributed, heterogeneous, 
and autonomous applications. In this approach, each component service performs an 
encapsulated function ranging from a simple request-reply to a full business process 
[1]; multiple component services are federated into composite services whose busi-
ness logic is expressed as a process model (e.g. BPEL4WS [2], OWL-s [3]). It is 
critical to search an appropriate component service to compose Web services and 
complete loosely coupled business processes which require dynamic and flexible 
binding of services. 

Based on functionality description (e.g. WSDL) without process-related informa-
tion, UDDI [4] supports searching of name-value pairs, which cannot guarantee the 
compatibility of Web service composition and yields a deadlock-free and bounded 
business transaction. Meantime, UDDI has a centralized architecture suffering from 
problems such as high operational and maintenance cost, single point of failure, etc. 
Fortunately, Peer-to-Peer, as a complete distributed computing model, could supply a 
scalable, flexible and robust scheme for the Web service discovery. There exist most 
                                                           
* This work was supported by National 863 High Technology Plan of China under the grant 
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of approaches, e.g. Speed-R system [5] and Hypercube ontology-based P2P system 
[6], to mainly focus on the scalability. Meantime, these methods locate Web services 
based on their functionality but not the business aspects of the services, and cannot 
guarantee compatibility of Web service composition based on process model. To our 
knowledge, a service for searching an appropriate component service based on proc-
ess description language does not yet exist in the decentralized infrastructure. 

In this paper, a service discovery approach is presented that allows searching and 
finding Web services by a comparison of behaviors of business processes for com-
patibility. In order to avoid adhering to specific some description language, a model 
of ADFSA (Annotated Deterministic Finite State Automata) can be introduced. Fur-
thermore, the system can be executed on top of the structured Peer-to-Peer overlay 
network to enhance the scalability. 

The rest of the paper is organized as follows: In Section 2 we introduce our Web 
service model based on annotated deterministic finite state automata. Section 3 de-
scribes the proposed Web service discovery technique. The related work is summa-
rized in Section 4. Section 5 concludes and outlines the future work. 

2   A Model for Web Services 

Web services are typically described at three major levels: Messages, abstract proc-
esses, and execution processes [7]. (1)Message descriptions such as WSDL describe 
the syntax and structure of messages; (2) Abstract processes describe the sequences in 
which messages may be exchanged; (3) Execution process description extends ab-
stract process description with information necessary to execute a business process. 
There are several proposals for specifying abstract processes regardless of concrete 
implementation, including WSCL, OWL-s and the abstract part of BPEL. A success-
ful process includes states realizing the interaction with partners represented by ex-
changing messages. When searching for a potential partner, it is necessary that the 
exchanged message sequences of the process are compatible. 

2.1   Compatibility 

The exemplary scenario used for further discussion is two services composition 
within a virtual enterprise. Fig.1 depicts two business processes involving trading 
services: Customer service C and Ticket service T. Nodes represent the states of a 
business process; edges represent state transitions, which are labeled with messages 
denoted as from~recipient#messagename, where from is the message sender, recipient 
is the message recipient and messagename is the name of the message. A process 
involves two kinds of messages: mandatory message and optional message. Conse-
quently, we annotate “ ∧ ” as mandatory transition of message, and “ ∨ ” as genuine 
alternatives of message in the following examples [8]. 

Fig.1(a) shows the Ticket business process, where it starts a ticket order 
C~T#OrderTicket message, followed by a VISA payment C~T#PayVISA message and a 
delivery message T~C#Delivery to reach the end state. The Customer process depicted in 
Fig.1(b) starts the process with a ticket order C~T#OrderTicket, then it insists on delivery 
T~C#Delivery before payment by VISA C~T#PayVISA or by cash C~T#PayCash.  
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Fig. 1. (a) Ticket Message Sequence; (b) Customer Message Sequence with optional message 
C~T#PayVISA ∨ C~T#PayCash 
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Fig. 2. (a) Ticket Message Sequence insisting on T~C#Delivery ∧ T~C#noTicket and 
C~T#PayVISA ∨ C~T#PayCash; (b0) Customer Message Sequence requiring 
C~T#PayVISA ∨ C~T#PayCash; (b1), (b2) Customer Message Sequence insisting on 
T~C#Delivery ∧ T~C#noTicket 

Fig.2(a) shows the Ticket business process, where it starts a ticket order 
C~T#OrderTicket message, followed by T~C#Delivery message and either a VISA 
payment C~T#PayVISA or a cash payment C~T#PayCash (optional message) to reach 
the end state. If the tickets have been sold out, it must reject the ticket order by using 
a no ticket message T~C#noTicket. Fig.2 (b0) shows a Customer business process. As 
it cannot support the required T~C#noTicket message, Ticket business process (a) and 
Customer business process (b0) cannot achieve the successful business interaction. 
Conversely, the business processes in Fig.2(b1) (b2) can handle the 
T~C#Delivery ∧ T~C#noTicket messages (mandatory message), while they support 
only one payment message. However, the Ticket process (a) and the customer proc-
esses (b1) (or (b2)) are compatible because they may successfully interact. 

In summary, the two examples in Fig.1 and 2 illustrate that message sequence and 
mandatory choices need to be taken into account to determine whether a service is 
compatible with another service or not from a successful business interact viewpoint. 
Generally, the compatibility of Web services is divided into syntactical compatibility 
and semantic compatibility as follows: 

Definition 1 (Syntactical compatibility). Let A and B be Web services, A and B are 
syntactically compatible, iff each common interface is an output interface of one 
service and an input interface of the other service. 

Ticket service has two input interfaces (TicketOrder, PayVISA) and one output in-
terface (Delivery); Customer service has two output interfaces (TicketOrder, Pay-
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VISA) and one input interface (Delivery). They are syntactically compatible with 
completely matching interfaces. Fig.1 shows two Web services match at level of indi-
vidual messages without considering message sequences. However, they require an 
opposite order of message sequence and cannot successfully interact. Ticket service is 
in state p1 waiting for PayVISA message, and Customer service is in state q1 waiting 
for Delivery message at the same time. Therefore, both services have syntactically 
compatible interfaces but the resulting process leads to a deadlock. 

Definition 2 (Semantic compatibility). Let A and B be two syntactically compatible 
Web services, A and B are semantically compatible, iff: (1) For each reachable 
message sequence state (starting at [q0]), the final state [z0] is reachable; (2) For each 
reachable message sequence state q such that q≧[z0] holds q=[z0]. 

For more information, e.g. the precise definition of reachable state sees [9]. 
Fig.2(a) and (b0) are syntactically compatible but not semantically compatible because 
Customer service cannot handle mandatory choices. In order to guarantee a successful 
business interaction, we take into account message sequences rather than individual 
messages. Two Web services (See Fig.2(a), (b1)) are semantically compatible and 
share the same message sequence including mandatory choices. They solve an inter-
nal conflict and achieve the goal of automating the composition at the level of execu-
table processes, i.e. the automated composition at the semantic level. 

2.2   Modeling 

Finite State Automata has a clear semantic for the automated composition of Web 
services (e.g., Customer service C and Ticket service T in section 2.1). There exist 
approaches and standards, e.g. BPEL4WS and OWL-s, to define the behavior of busi-
ness processes and interactions among them. However, they require a much higher 
computational complexity compared to Finite State Automata. What’s more, these 
proposed approaches do not exceed the expressive capability of Finite State Auto-
mata. Formally, deterministic finite state automata can be represented as follows: 

Definition 3 (Deterministic Finite State Automata (DFSA)). A deterministic finite 
state automaton x is represented as a tuple DFSAx=<Q, ∑, f, q0, Z > where: (1) Q is a 
finite set of states; (2) ∑⊆ R×R×M is a finite set of messages in M sent by a sender 
in R to a receiver in R; (3) f is a function, where: Q ×∑ Q. It maps a (state, 
message) pair to a state; (4) q0∈S is a start state; (5) Z ⊆ S is a set of final states. 

DFSA model cannot completely fulfill the following requirement: messages sent 
by a party a particular state must be supported by the corresponding received party 
(See Fig.2 (a), (b1)). This is because the sender has the choice to select a particular 
message to be sent, while the receiver must be able to handle all possible choices of 
the sender. Therefore, DFSA model cannot distinguish between mandatory and op-
tional messages. In order to avoid this advantage, an annotated set L is introduced into 
ADFSA model. 



 Web Services Peer-to-Peer Discovery Service 513 

 

Definition 4 (Annotated Deterministic Finite State Automata). An annotated finite 
state automaton x is represented as a tuple ADFSAx=< Q, ∑, f, q0, Z, L> where: (1) Q 
is a finite set of states; (2) ∑⊆ R×R×M is a finite set of messages in M sent by a 
sender in R to a receiver in R; (3) f: Q×∑ Q maps a (state, message) pair to a state; 
(4) q0∈Q is a start state; (5) Z ⊆ Q is a set of final states; (6) L is an annotated set. It 
represents relation of states by using logic terms { ∨ , ∧ }. 

ADFSA can convey not only message sequences but also mandatory choices. More-
over, it constitutes a reasonable foundation for the purpose of automated composite ser-
vice at the level of executable processes. For example, ADFSA model can easily de-
scribe Web services at the execution processes level in Fig2.(b1) with the following tuple:  

<{q0, q1, q2, z0}, {T~C#OrderTicket, T~C#Delivery ∧ T~C#noTicket, C~T#Pay-
Cash}, f, q0, z0, { ∨ , ∧ }>, where f is defined below: f(q0, T~C#OrderTicket)=q1, f(q1, 
T~C#Delivery ∧ T~C#noTicket)=q2, f(q2, C~T#PayCash)=z0.. 

2.3   Service Match 

Service Match is a critical measure to determine whether service partner is compatible 
with request partner or not from a business process viewpoint. Generally, it is very 
difficult to match Web services based on process description (e.g. BPEL4WS, OWL-s) 
directly. Fortunately, a Finite State Automata can be mapped from process description 
languages [8]. Based on ADFSA model, we can define the following kinds of service 
match to check whether or not service partner fulfills request partner requirement in 
terms of business process compatibility. 

Definition 5 (Exact Match). Exact Match of two service is an isomorphism from 
ADFSAx=<Q, ∑, f, q0, Z, L> to ADFSAx′=<Q′, ∑′, f′, q0′, Z′, L′>, where the 
isomorphism is function g: Q Q′ such that g is a homomorphism and bijection. i.e. 
(1) A homomorphism form ADFSAx  to ADFSA x′ is a function g: Q Q′ such that: 
∀q∈Q and ∀m∈∑, g(f(q, m))=f′(g(q), m); (2) A inverse function g-1 from ADFSAx′ to 
ADFSAx  exists. Formally, Exact(ADFSAx, ADFSAx′). 

According to this definition, isomorphic ADFSAs are structurally identical. Their 
states may have different names, but their state graph, if the nodes are relabeled, look 
exactly the same. Exact match is too accurate and restrictive in practice. Generally, 
Plugin match [10] is enough, i.e. finding an ADFSA that can be plugged into the place 
where the request ADFSA was raised. Exact match is a special case of plugin match. 

Definition 6 (Plugin Match). Plugin Match of two service is a simulation from 
ADFSAx=<Q, ∑, f, q0, Z, L> to ADFSAx′=<Q′, ∑′, f′, q0′, Z′, L′>, if there is a function 
g: Q′ Q such that ∀q′∈Q′ and ∀m∈∑, f(g(q′), m)=f′(q′,m). Formally, 
Plugin(ADFSAx, ADFSAx′). 

We formally analyzed the definitions of exact match and plugin match of Web ser-
vices and also found that it is difficult to define a function that can show whether two 
services are Exact match and Plugin match or not. This situation justifies the necessity 
of a simple approach that facilitates the searching compatible Web services and 
achieves the successful interaction. 
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Definition 7 (Reachable Path Finite Automaton). An execution of a Web service is 
defined as a message sequence of interactions. The successful execution path from the 
start state to an end state is called a Reachable Path Finite Automaton (RPFA). 

A necessary condition to achieve compatible interactions is that they share at least 
a Reachable Path Finite Automaton. For example, the request ADFSA shown in Fig.2 
(a) has two RPFAs: 

<OrderTicket, Delivery ∧ noTicket, PayVISA>; 
<OrderTicket, Delivery ∧ noTicket, PayCash>. 

where “ ∧ ” annotates mandatory message. In order to interact successfully, a poten-
tial partner should plug match with the above ADFSA. For example, a valid interac-
tion sequence should be <OrderTicket, Delivery ∧ noTicket, PayCash> in Fig.2(b1) or 
<OrerTicket, Delivery ∧ noTicket, PayVISA> in Fig.2(b2). Meantime, they gain sepa-
rately an automated composition at the level of executable processes. 

3   A Peer-to-Peer Web Service Discovery Model 

In this section, we describe our model which provides Web services discovery on top 
of the Chord peer-to-peer system [11, 12]. We chose Chord as the underlying peer-to-
peer layer because it is simple and still achieves very good resilience and proximity 
performance. Our discovery model can be described as a search system which allows 
its users to publish and query for Web services via finite automata representations. 

3.1   Web Services Publishing and Querying 

Based on the good characteristics of Chord system, we can avoid problems (e.g. high 
maintenance cost, single point of failure, and poor scalability) of centralized ap-
proach. Given the process description of a Web service, it can be published and que-
ried on top of Chord system. 

1. Publishing Web Services 
In order to enable the discovery of Web services according to process behavior, Web 
services are published via ADFSA that is mapped from process description. A possi-
ble method would be to hash the complete ADFSA. This solution is not efficient 
because the request partner may not know the complete finite automaton of potential 
partner. Meantime, request partner is focused on whether or not potential partner is 
compatible with itself. According to definition 7, we choose to hash RPFAs of Web 
services. Consequently, each Web service may be published several times. For exam-
ple, Ticket service (see Fig.2(a)) will be published two times by hashing each of 
RPFAs. Each RPFA is used as the key and the peer responsible for the hash key stores 
information about complete annotated deterministic finite state automaton. 

2. Querying Web Services 
Web services can be searched by using RPFA as the key to route the query to the peer 
responsible for the RPFA. Each peer is composed of communication engine and local 
query engine. The communication engine is responsible for communication and  
collaboration with its neighbours in Chord system. Meanwhile, it receives and  
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responds query message. The local query engine receives queries from communica-
tion engine and queries the peer for matching A2 with A1, where A1 is a RPFA  
included in the query message and A2 is a set of RPFAs stored the peer. If A1 ⊆ A2, 
then A2 can simulate A1, i.e. Plugin(A1, A2), otherwise the system cannot find com-
patible services with request partner. Since both A1 and A2 are mapped from the proc-
ess descriptions of Web services, queries enable the discovery of Web services ac-
cording to their process behaviors. 

3.2   Evaluation and Experimental Result 

In order to evaluate the discovery efficient of our method, we have implemented a 
configurable tool based on LTSA (Labeled Transition System Analyzer) [13, 14], 
which can convert a BPEL description to ADFSA. We also constructed a simulator of 
Web service for publication and querying, which is executed on top of the Chord 
system. We search randomly actual process descriptions from Internet and then ex-
tract RPFAs from their ADFSA. Because the scalability and robustness are guaran-
teed by Chord characteristics, we are only focus on the latency and rate of query. 
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Fig. 3. (a) Effect of number of BPEL descriptions on latency; (b) Effect of number of peers on 
Rate of query 

(1) Latency 
Fig.3(a) shows the effect of number of BPEL descriptions on latency, where the peer 
number of our system is set to 3000 and thus the query can be routed via 
O(log(3000)) hops. It is obvious that the number of BPEL description has much influ-
ence on the latency in this figure. The minimum time is 68.3 seconds, when the num-
ber of BPEL descriptions is 200. When the number of BPEL descriptions is up to 900, 
the time is about 90.8 seconds. The latency increases rapidly with the number of 
BPEL descriptions, because the simulator takes more time transforming BPEL de-
scriptions to ADFSA and extracting RPFAs. 
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(2) Rate of query 
Rate of query means the successful rate of query that can be compatible with  
request partner. Fig.3(b) reveals the influence of the number of peers on the rate of 
query and displays a stable trend (between 91% and 97%). When the number of peer 
is 2000, the rate can be high as 96.3%. When the number of peer adds up to 8000, the 
rate is 91.2%. Therefore, the number of peers has little influence on the system. 

In summary, experimental results show that our method is viable and effective. 

4   Related Works 

Centralized [4, 15] and peer-to-peer [5, 16] Web service discovery methods have been 
proposed in the literatures. Among these, UDDIe is present as an extension to UDDI 
in [15]. It extends UDDI and provides a more expressive way to describe and query 
services than UDDI, but does not avoid suffering from problems such as single point 
of failure and scalability. Literature [5] and [16] are similar to our method as they are 
built on top of structured P2P systems. Schlosser et al. use ontologies to publish and 
query Web services [6]. The main drawback of this method is the necessity of a com-
mon ontology used for annotating and querying services. Schmidt and Parashar 
describe each Web service by a set of keywords and then map the corresponding 
index to a DHT using Space Filling Curves [16]. All of the above methods locate 
Web services based on their functionality but not the business aspects of the services. 
Our work is different than these proposals as we consider both functionality and proc-
ess behavior of the Web services during discovery, and guarantee semantic compati-
bility of Web service composition based on process model. 

Our work is similar to the work presented in [8, 17, 18]. In [8], Web services are 
modeled as the annotated deterministic finite state automata, which help to match 
between different business processes. In [17], the process model of Web services is 
described with Petri Nets, which are used for simulation, verification composition. In 
[18], two services are regarded as compatible if every possible trace in one service has 
got a compatible one in the second one. This approach is similar to that used in our 
work; but unfortunately, the description how to do the compatibility check of the 
traces is not given. These proposals do not address the Web service discovery prob-
lem. In our work, we push some of the work required by these proposals to the dis-
covery level by searching the Web services that are used to achieve Web services 
composition at the level of executable processes. 

5   Conclusions and Future Work 

A Web service is considered as the simple method invocation is sufficient for busi-
ness-to-business and ecommerce settings. Current solutions for Web service discov-
ery only consider the functionality of the Web services, but not their process behavior. 
In this paper, a structured peer-to-peer framework for Web service discovery in which 
Web services are located based on service functionality and process behavior. We 
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represent the process behavior of Web service with annotated finite state automaton 
for publishing and querying Web service on top of a peer-to-peer system. In addition, 
it guarantees semantic compatibility of Web service composition at the level of ex-
ecutable processes. 

Issues not covered in this paper that are planned as future enhancements are: (1) 
transforming OWL-s and Petri Net into annotated deterministic finite state automata; 
(2) improving the algorithms on transforming BPEL into ADFSA. 
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Abstract. Web Usage Mining is the application of data mining tech-
niques to large Web log databases in order to extract usage patterns. A
cross-transaction association rule describes the association relationships
among different user transactions in Web logs. In this paper, a Linear
time intra-transaction frequent itemsets mining algorithm and the clo-
sure property of frequent itemsets are used to mining cross-transaction
association rules from web log databases. We give the related prelim-
inaries and present an efficient algorithm for efficient mining frequent
cross-transaction closed pageviews sets in large Web log database. An
extensive performance study shows that our algorithm can mining cross-
transaction web usage patterns from large database efficiently.

1 Introduction

With the rapid development of e-Commerce and its increased popularity ease-
use tools, the world is becoming more and more a global marketplace. But the
amazing number of news, advertisements and other information of products in
e-Commerce sites makes us feel it is necessary to find some new technologies
that can dramatically reduce the useless information and help us sift through
all the available information to find which is most valuable to us. Web usage
mining is the process of applying data mining techniques to the discovery of
usage patterns from Web data. Web usage mining techniques, which rely on
offline pattern discovery from user transactions, can capture more fine-grained
information of users’ browsing behavior. One interesting information type is the
Web association pattern, which describes the potential associations between the
items or pages in the same user transaction. However, there is an important form
of association rule, which is useful but could not be discovered by traditional
association rule mining algorithm. Let us take Web user transactions database
in an e-Commerce website as an example. By specifying the value of minsupp
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(minimum support) and minconf (minimum confidence), traditional association
rule mining may find the rules like:

– R1: 80.6% of users who bought product A also bought product B. [A⇒B:
(20%,80.6%)].

where 80.6% is the confidence level of the rule and 20% is the support level of
the rule indicating how frequent the rule holds.

While R1 reflects some relationship among the pages in the same user trans-
action, its scope of prediction is limited; and people may be more interested in
the following type of rules:

– R2: If the users bought product A, then at 72.8% of probability, the next

fourth day he will bought product B. [A(1)⇒B(4): (20%,72.8%)].

There is a fundamental different between R1 and R2. The classical associa-
tion rule like R1 expresses the associations among items within one user trans-
action (in the same day). We call them intra-transaction association rules. Rule
R2 represents some association relationship among the field values from differ-
ent transaction records (in the different day). We call them cross-transaction
association rules or inter-transaction association rules . The major advantage
of cross-transactional association rules is that besides description they can also
facilitate prediction, providing the user with explicit dimensional. It is often use-
ful to know when to expect something to happen with accuracy (e.g. ”four days
later” or ”5 miles father”) instead of a fuzzy temporal window (e.g. ”some day
within 1 week”) or a sequence (e.g. A and B will happen after C).

In order to make inter-transactional association rule mining truly practical
and computationally tractable, many researchers have developed different meth-
ods for discovering inter-transaction association rules. EH-Apriori (Extended
Hash Apriori) [1], an Apriori-like algorithm was presented by extending the no-
tion of intra-transactional association rules to the multidimensional space. The
authors also propose the use of templates and concept hierarchies as a means to
reduce the large number of the produced rules. Anthony K.H. Tung [2] pointed
out inter-transaction pattern is different from sequential pattern [3] because
the latter treats the transactions of each customer along time as one transac-
tion, which is essentially an intra-transaction association rule. The authors also
proposed an algorithm named FITI (First Intra Then Inter) to discover fre-
quent inter-transaction itemsets. FITI makes use of the property ”A itemset
whose extended form is a frequent inter-transaction itemset must be a frequent
intra-transaction itemset”, to enhance its efficiency in discovering frequent inter-
transaction itemsets. A template-guided constraint-based inter-transactional as-
sociation mining approach was described in [4,5]. The study the applicability
of inter-transactional association rules to weather prediction in multi-station
meteorological data is studied in [6].

In this paper, we will utilize the closure property of frequent itemsets to min-
ing cross-transaction association rule aiming at discovering Web usage patterns
hiding in Web logs. The rest of the paper is organized as follows: In Section 2
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we firstly define the notion of cross-transaction frequent closed itemsets in do-
main knowledge. Section 3 gives the details about our framework for mining
web cross-transaction association patterns. Experimental results are described
in Section 4 along with the performance of our algorithm in a real world dataset.
Finally, we summarize our research work and draw conclusions in Section 5.

2 Preliminaries

A complete statement of Web user transactions database includes a set of
n pageviews P = {p1, p2, . . . , pn} and a set of m user transactions T =
{t1, t2, . . . , tm} where each ti ∈ T (with a unique identifier TID) is a subset
of P . Pageviews are semantically meaningful entities to which mining tasks are
applied (such as pages or items on the Web site) and User Transactions is se-
mantically meaningful groupings of pageviews in each user session. Conceptually,
we view each transaction t as an l-length sequence of ordered pairs:

t =< (pt
1, w(pt

1)), (p
t
2, w(pt

2)), . . . , (p
t
l , w(pt

l)) >

where each pt
i = pj for some j ∈ 1, . . . , n, and w(pt

i) is the weight associated with
pageviews pt

i in the transaction t. The weights can be determined in a number
of ways. In this paper, since our focus is on association rule mining, we only
use binary weights to represent existence or non-existence of pageviews access in
the user transactions. Thus, a transaction can be viewed as a set of pageviews
st = {pt

i|1 ≤ i ≤ l ∧ w(pt
i) = 1}. Association rules capture the relationships

among pageviews based on the navigational patterns of users.
For a pageviews set X , we denote its corresponding tidset as T idSet(X), i.e.,

the set of all TIDs that contain X as a subset, T idSet(X) =
⋂

x∈X T idSet(x).
For a TIDs set Y , we denote its corresponding pageviews set as ItemSet(Y ),
i.e., the set of pageviews common to all the TIDs in Y , ItemSet(Y ) =⋂

y∈Y ItemSet(y). The support of a pageviews set X , denoted by σ(X), is the
number of transaction in which it occurs as a subset, i.e., σ(X) = |T idSet(X)|.
For a predefined threshold minimum support σmin, We call X is frequent if
σ(X) ≥ σmin. A frequent pageviews set X is called closed if there exists no proper
superset X ′ ⊃ X with σ(X ′) = σ(X). Then, we define the closure of pageviews
set X in T , denote by clo(X), by ItemSet(T idSet(X)) =

⋂
t∈TidSet(X) t. For

every pair of pageviews set X and Y , the following 5 properties hold [7]:

1. If X ⊆ Y , then clo(X) ⊆ clo(Y ).
2. If T idSet(X) = T idSet(Y ), then clo(X) = clo(Y ).
3. clo(clo(X)) = clo(X).
4. clo(X) is the unique smallest closed pageviews set including X .
5. A pageviews set X is a closed set iff clo(X) = X .

2.1 Basic Concepts and Terminology

Definition 1. A sliding window W in a transaction database T is a block of
ω continuous intervals, which starting from interval d1 such that T contains a
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transaction at interval d1. Here ω is called the span of window. Each interval
dj in W is called a sub window of W denoted as Wu, where u = dj − d1,
1 ≤ u ≤ ω.

The definition of sliding window breaks the barrier of transaction and ex-
tends the scope of association rules from traditional intra-transaction to cross-
transaction. The target of mining is to find out the rules which span less than
or equal to ω intervals. The contextual properties of span can be time, space,
temperature, latitude, and so on.

Definition 2. Given the above P and W, extended pageview is defined as
pi(u) ∈ Wu, where pi ∈ P , 1 ≤ i ≤ n, 1 ≤ u ≤ ω. Then the extended

pageviews set can be expressed as:

EP = {p1(1), . . . , p1(ω), . . . , pn(1), . . . , pn(ω)}

Definition 3. When sliding window W starts from kth transaction, an ex-

tended transaction will be generated as:

etk = {pi(u)|pi ∈ tj ∧ w(pi) = 1}

where 1 ≤ i ≤ l, 1 ≤ u ≤ ω, 1 ≤ k ≤ n − ω, k ≤ j ≤ k + ω.

Definition 4. Extended User Transactions Database

ED = {etk|1 ≤ k ≤ n − ω}

Definition 5. A pageviews set CCP ⊆ EP is a Cross-transaction Closed

Pageviews set if there exists no another pageviews set C′ ⊆ EP , such that

1. C′ is a proper superset of CCP ,
2. Every user transaction containing CCP also contains C′,

Property 1. If CCP is a cross-transaction closed pageviews set, and then in any
sub window Wu over CCP , C′ = {pi|pi(u) ∈ CCP, 1 ≤ i ≤ m} is an intra-
transaction closed pageviews set.

Proof. We will prove this property by contradiction. Given the above conditions,
if there exists a sub window Wu such that C′ is not an intra-transaction closed
pageviews set. From the definition of closed pageviews set, there exists another
pageviews set L′ which make the following statements true:”C′ ⊆ L′” and ”L′ is
a closed pageviews set” and ”σ(C′) = σ(L′)”. Let z ∈ L′−C′, then its extended
form z(u) /∈ CCP . But each user transaction which contains C′ also contains
z, so each extended transaction which contains CCP also contains z(u). Let us
construct L = CCP + {z(u)}, we have: ”CCP ⊆ L” and ”σ(CCP ) = σ(L)”.
This conclusion contradicts to the fact that ”CCP is a cross-transaction closed
pageviews set.

Property 2. The support of a cross-transaction frequent pageviews set is equal
to the support of its cross-transaction closure.
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Definition 6. Given the above ED and EP, a Web cross-transaction as-

sociation pattern is an implication expression of the form X ⇒ Y , which
satisfies:

1. X ⊆ EP , Y ⊆ EP , X ∩ Y ⊆ ∅,
2. ∃itemi(1) ∈ X, 1 ≤ i ≤ m,

∃itemj(u) ∈ Y , 1 ≤ j ≤ m, 1 ≤ u ≤ ω, u �= 1,

3. α(X ⇒ Y ) = σ(X∪Y )
σ(X) ≥ minconf

where minconf is a predefined minimum confidence.

2.2 An Example

Now, we take the Fig. 1 as an example to illustrate the terms given above.

TID ItemSet  

1 a,d,e  

2 b,f  

3

4 a,b,c,e,g  

5

6 a,g  

7 c,f,h,i  

8

9

10  

Sliding Window W

Fig. 1. The transactions database with sliding window

Then the extended user transactions database ED in Fig. 1 is as following:

ext T =

⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

{a(1), d(1), e(1), b(2), f(2), a(4), b(4), c(4), e(4), g(4)}
{b(1), f(1), a(3), b(3), c(3), e(3), g(3)}
{a(1), b(1), c(1), e(1), g(1), a(3), e(3), g(3), c(4), f(4), h(4), i(4)}
{a(1), e(1), g(1), c(2), f(2), h(2), i(2)}
{c(1), f(1), h(1), i(1)}

⎫⎪⎪⎪⎪⎬
⎪⎪⎪⎪⎭

The above user transactions database includes 5 useful transactions (we
take the transaction which don’t contain any items as null) and a sliding win-
dow W with ω = 4. W must start from a transaction which contains at least
one pageview. a(1), b(3) and h(4) are called as extended pageview in ED. And
ae(1) ⇒ c(4) is one of cross-transaction association rules in ED.
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3 CFCPSM: Cross-Transaction Frequent Closed

Pageviews Sets Miner

All association rules discovery process is composed of two main phases. The first
one is finding all ”frequent” itemsets with support higher than a user-specified
minsup and the second one is generating all rules satisfying user-specified min-
conf from these frequent itemsets. The first phase is usually the bottleneck of
the whole mining process. Moreover, in the cross-transaction association rule
mining, because the boundary of transactions is broken, the number of potential
”frequent” itemsets becomes extremely large. We provide a new efficient algo-
rithm to mining cross-transaction frequent pageviews set by using its closure
property, which can dramatically decrease the search space of algorithm. In Sec-
tion 2, Property 1 shows that a pageviews set must be closed in intra-transaction
if its extended form is closed in cross-transaction. It provides a different view of
mining process. Instead of mining the cross-transaction patterns from extended
user transactions database directly, we decompose the former phase into the
following three steps.

3.1 Step 1: Finding All Intra-transaction Frequent Closed

Pageviews Sets

According Property 1, we firstly discovering all intra-transaction frequent closed
pageviews sets in Web log database. We use an efficient algorithm LCM ver2
[8] which is a backtracking algorithm for mining frequent closed pageview sets.
LCM ver2 is a fast implementation for enumerating frequent closed itemsets,
which is based on prefix preserving closure extension and the related parent-
child relationship defined on frequent closed itemsets. The techniques like the
frequency counting, occurrence deliver and hybrid of diffsets can reduce the
practical computation time efficiently. The time complexity of LCM ver2 is the-
oretically bounded by a linear function in the number of frequent closed itemsets.
It is a good choice for mining intra-transaction frequent closed pageviews sets.

Let minsup and minconf be 40% and 60% respectively. Then, the frequent
closed pageviews sets (FCPS) and their respective support of the database ED
in Fig. 1 will be: ae = {1, 4, 6}(60%), b = {2, 4}(40%), c = {4, 7}(40%), f =
{2, 7}(40%), aeg = {4, 6}(40%). For the next step, all these intra-transaction
frequent closed pageviews sets and their related T idSets will be stored properly.

3.2 Step 2: Extending the TidSets of Pageviews Sets

With the continuous moving of the sliding window W , the old simple T idSets
can not reflect the current status information of intra-transaction frequent closed
pageviews sets in cross-transaction. If some itemset of transaction n1 appears
in uth sub window, in this time, sliding window W must start from transaction
n1 − u + 1. This situation is shown as Fig. 2:

Then, we will extended T idSet(FCPS(u)) to record the place of W starting
from while FCPS appears in sub window Wu.



Efficient Mining of Cross-Transaction Web Usage Patterns 525

TID  FCP S

……  

n1- u+1

n1- u+1

……  

n1 FCPS(u)  

……  

W

u

Fig. 2. W which start from Transaction n1 − u + 1 takes FCPS as FCPS(u)

Definition 7. Given a frequent closed pageviews sets FCPS, its extended

transaction ID set is:

T idSet(FCPS(u)) = {TID|FCPS(u) ∈ Wu ∧Wu ∈ W ∧W start from tTID}

Suppose T idSet(FCPS) = {n1, n2, . . . , nk}. When it appears in Wu, its
extended T idSet will be T idSet(FCPS(u)) = {n1 − u + 1, n2 − u + 1, . . . , nk −
u+1}. We take 5 efficient strategies to prune illegal TIDs from each new TidSet
and remove the unreasonable TidSets:

1. If TID less than 1 or beyond the max transaction number n;
2. If TID make sliding window W starting from a null transaction;
3. If the length of the whole new T idSet is shorter than n × minsupp, then it

cannot satisfy the support threshold;
4. Since we just have an interest in closed pageviews sets, if FCPS1 ⊂ FCPS2

and T idSet(FCPS1(u)) = T idSet(FCPS2(u)), then only FCPS2(u) and
its T idSet will be stored.

5. If |T idSet(FCPS(u))|/n < minsupp, then |T idSet(FCPS(u + i))|/n <
minsupp for any i ≥ 1. We can stop the current window sliding which starts
from FCPS.

3.3 Step 3: Mining All Cross-Transaction Frequent Closed

Pageviews Sets

After Step 2, all TIDs in T idSets have unique meanings. We obtain all ex-
tended form of intra-transaction pageviews sets and the extended user trans-
actions database ED. We can accomplish the third step by combining several
simple aggregate operations. Before doing that, we define the cross-transaction
frequent closed pageviews sets as following.

Definition 8. For each two extended intra-transaction frequent closed pageviews
sets,

T idSet(FCPS1(1)) = {m1, m2, . . . , mk}

and
T idSet(FCPS2(i)) = {n1, n2, . . . , nl}(2 ≤ i ≤ ω)
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if the total elements number of their T idSet intersection satisfies

|I| = |T idSet(FCPS1(1)) ∩ T idSet(FCPS2(i))| ≥ n × minsupp

we call CFPS = FCPS1(1)FCPS2(i) is frequent. If CFPS also satisfies satis-
fies the Definition 5, it is a closed pageviews set.

There are many methods to calculate the intersection of the T idSets of any
two FCPS in different sub window. The simplest way is calculating the intersec-
tion level-by-level while the window is sliding. But as the size of database and
the maxspan increasing, the complexity of algorithm will grow geometrically.
In order to avoid the bottleneck of performance, we take the closure property
of frequent itemsets into account, trying to design a new algorithm to solve
this problem fundamentally. We define the extended closure operation clo(∗) as
follows:

clo(FCPS1(j1)...FCPSn(jn))

= ItemSet(T idSet(FCPS1(j1)...FCPSn(jn)))

= ItemSet(
⋂

k∈{1,...,n}

T idSet(FCPSk(jk)))

The extended closure operation clo(∗) satisfies Properties 1-5 as well. Hence
we can construct a closed set prefix tree by closure relation. For intra-transaction
frequent closed itemset Y = {FCPS1(j1)...FCPSn(jn)} and an extended item-
set FCPSn+1(jn+1), we calculate the closure of them:

S = clo(FCPS1(j1)...FCPSn(jn)FCPSn+1(jn+1))

We inherit the advantages of the data structure of LCM ver2. If the prefix of S,
that is, S1(i1) . . . Sn(in) is equal to Y , then S is the child of Y , and it will be
added to the set of cross-transaction frequent closed pageviews sets CFCPS. At
the end of the algorithm, those patterns which are meaningless or unreasonable
in real application, such as all extended items in CFCPS occurring in the same
sub window, should be ignored. e.g. a(1)b(1)c(1).

Thus, we get the final cross-transaction frequent closed pageviews sets
ae(1)f(2), ae(1)c(4) and b(1)aeg(3). Web association patterns ae(1) ⇒ f(2),
ae(1) ⇒ c(4) and b(1) ⇒ aeg(3) have 66.7%, 66.7% and 100% respectively.

4 Experimental Evaluation

All experiments were perform on Intel Pentium 4 2.6G, running Debian
GNU/Linux, 512MB of main memory. All programs have been implemented
in C++ Standard Template Library and use double float data type. We use
the CTIdata dataset containing the preprocessed and filtered transantionized
data for the main DePaul CTI Web server (http://www.cs.depaul.edu). The
attributes of this dataset are shown as Table 1.
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Table 1. The meanings of Parameters

Attributes Meanings Values

|T | Total number of transactions 13794
|P | Total number of pageviews 683
average(|t|) Average length of transactions 5.04
max(|t|) Max length of transactions 39

To show the effect of extending the notion of transactions, we vary the
value of span and compare the number of patterns respectively. As can be seen
from Fig. 3, since the notion of cross-transaction association breaks the bound-
aries of transactions and extend the scope of mining association rules from tra-
ditional single-dimensional, intra-transaction associations to multidimensional,
cross-transaction associations, the number of potential pageviews and the num-
ber of rules will increase drastically.
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Fig. 3. Effect of increasing span

We will next investigate the how CFCPSM performs when the number of
transactions in the database increases. We vary the number of transaction is
dataset one from 2000 to 13794 with minimum support = 0.2. The result in Fig.
4 shows that the CPU time of CFCPSM increases linearly with the number of
transactions in the database.

5 Conclusions

As the number of Web users grows, Web usage patterns which describe the
hidden association information of users’ browsing interest has attracted more
and more attentions of researchers. Knowledge derived from the Web associa-
tion patterns can be used for improving the organization of Web sites, efficient
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personality and recommendation systems, and collecting business intelligence
about the behavior of Web users, etc. In this paper, we provided a new different
view of Web association patterns by extending the scope of it. The related def-
initions of properties were given and an efficient mining approach for this new
form association rules was present in detailed.
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Abstract. We investigate a power-controlled transmission scheme for 
multicasting delay-constrained traffic in single-hop wireless networks. 
Particularly, we consider that packetized data arrives at the server destined for 
multiple clients within the transmission range. Each arrived packet needs to be 
transmitted to clients with a stringent delay constraint. We propose a novel 
formulation to capture the trade-off between transmission power and quality of 
service (measured by packets received within delay deadline) in this multicasting 
scenario. Using dynamic programming, the optimal transmission power can be 
obtained to provide a certain quality of service and minimize the total 
transmission energy. Through simulation, our proposed power-controlled 
multicasting scheme exhibits 20% energy savings over the standard constant SIR 
approach. 

1   Introduction 

A crucial issue in wireless networks is the trade-off between the “reach” of wireless 
transmission (namely the simultaneous reception by many nodes of a transmitted 
message) and the resulting interference by that transmission. We assume that the power 
level of a transmission can be chosen within a given range of values. Therefore, there is 
a trade-off between reaching more nodes in a single hop by using higher power (but at a 
higher interference cost) versus reaching fewer nodes in that single hop by using lower 
power (but at a lower interference cost). 

1Another crucial issue is that of energy consumption because of the nonlinear 
attenuation properties of radio signals. On one hand, one wants to minimize the 
transmission energy consumption to prolong the battery life of mobile devices and 
reduce the interference effects on neighbor transmissions. On the other hand, to provide 
a certain quality of service (QoS) measured by packet loss rate or average delay in the 
erratic wireless channel, the transmission power is bounded below by the necessary 
signal interference ratio (SIR).  

Multicasting enables data delivery to multiple recipients in a more efficient manner 
than unicasting and broadcasting. A packet is duplicated only when the delivery path 
toward the traffic destinations diverges at a node, thus helping to reduce unnecessary 
transmissions. Therefore, in wireless networks, where radio resources are scarce and 
most devices rely on limited energy supply, multicasting is a highly desirable feature. 
                                                           
1 This work is supported by National 863 Program under Grant No. 2002AA4Z3240 and Key 

Special Science & Technology Foundation of Shandong Province. 
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We attempt to address the trade-off between transmission energy consumption and 
QoS in multicasting packetized data traffic over wireless links. To remove the burden 
of routing in multicasting, we only consider the single-hop case, where data traffic 
arrives at the server to be transmitted to several clients within one-hop transmission 
range. This scenario is realistic such as in wireless LAN where access point transmits 
videos to several media clients or in sensor networks where one individual sensor sends 
information to multiple neighbors to provide certain diversity. 

The rest of this paper is organized as follows: Section 2 covers the related work in 
the literature. Section 3 presents the assumptions involved in our analysis. In section 4, 
we introduce a detailed system model and cast this power control problem onto a 
dynamic programming framework. Through simulation we evaluate the performance 
of our proposal and compare it with the constant SIR scheme in section 5. We also 
analyze the effects of some modeling parameters. Finally, section 6 summarizes our 
work and gives a brief statement of the future work. 

2   Related Works 

In the past, many studies have addressed the issue of power control in wireless 
environment. [1] analyzed the issues in power sensitive networks and presented a 
power-efficient architecture that introduces active link protection and noninvasive 
channel probing. [2] proposed a power-controlled multiple access scheme (PCMA) 
through exploring the trade-off among energy consumption, buffering cost, and delay. 
[3][4] further extended this PCMA algorithm in multiple-channel cases where the 
global power consumption is constrained. However, none of these have considered 
power-controlled transmission in multicasting. 

The energy consumption in multicasting has also been addressed in the literature but 
mainly is on minimum energy routing. In these studies, establishing a minimum energy 
multicasting route is the main concern. [5] proposed a two-tier power controlled 
multicast routing algorithm for wireless ad hoc networks. With the same design 
philosophy [6] proposed a distributed power control scheme as a means to improve the 
energy efficiency of routing algorithms also for ad hoc networks. In [7], a methodology 
for adapting existing multicast protocols to power controlled wireless ad hoc networks 
was presented. A clustering scheme is used in the adaptation to be energy efficient. [8] 
introduced and evaluated algorithms for multicasting tree construction for 
infrastructureless, all-wireless applications. Although [9] minimized the total energy 
consumption by taking advantage of the physical layer design that facilitates the 
combination of partial information to obtain complete information, their approach was 
for broadcasting applications. 

In this paper, we investigate a power-controlled transmission scheme for 
multicasting delay-constrained traffic in single-hop wireless networks. Particularly, we 
consider packetized data arrives at the server destined for multiple clients within the 
transmission range. Each arrived packet needs to be transmitted to clients with a 
stringent delay constraint. We propose a novel formulation to capture the trade-off 
between transmission power and quality of service (measured by packets received 
within delay deadline) in this multicasting scenario. 
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3   Assumptions 

To assess the complex trade-offs one at a time, we assume in this paper that there is no 
mobility. Nevertheless, the impact of mobility can be incorporated into our models 
because transmitter power can be adjusted to accommodate the new locations of the 
nodes, as necessary. In other words, the capability to adjust transmission power 
provides considerable “elasticity” to the topological connectivity, and hence may 
reduce the need for hand-offs and tracking. 

The interferences that clients experience are assumed to be Markovian and 
unresponsive. Wireless channel in nature is responsive. For example, increasing the 
current transmission power may increase the interference experienced by the neighbor 
transmission, causing the neighbor transmitter to increase its power and create more 
interference for the current transmission. This responsive nature complicates control. 
By defining the channel interference unresponsive, we assume that the current power 
level that the transmitter uses will not cause a noticeable effect on the same transmitter. 
This is relatively more acceptable in the single hop environment than in the multi-hop 
ad hoc networks [11, 12].  

With slotted time, packets arrive in the sender following a Bernoulli distribution. 
Each arrived packet needs to be correctly received by all clients within a fixed deadline 
after its arrival. Since the acknowledgement (ACK) is short and ACK packet error rate 
is small, a perfect feedback channel is usually available. Given the interference level to 
each client, the information of the server’s queue, and the status of each client 
indicating whether the current transmitted packet is received correctly or not, the server 
needs to choose the transmission power to minimize the energy consumption while 
providing a certain QoS captured by the number of packets received within deadline. 

4   System Model and Formulation 

In this section, we first provide a detailed system model. Figure 1 shows an example of 
the study scenario. A single server communicates with M clients. Assume time is 
slotted. Each client experiences different interference ik, where { }1,2,...,k M∈ , due to 

their distance to the server and possible obstructions in line of sight. These 
interferences may fluctuate from current time slot to the next independently or jointly 
following some Markovian properties. Define { }1 2, ,..., MI i i i=  to be the interference 

vector and ( )'P I I  be the transition probability for channel interference from state I to 

state I’. Under interference ik and with a transmission power p, client k receives the 
packet successfully with probability s(p, ik). At the beginning of each time slot, the 
server has perfect estimate of the interference vector I for the current time slot. 

At the end of each time slot, data packet arrives at the server for transmission during 
next time slot. Packet arrives following a i.i.d Bernoulli distribution with average 
arrival rateα . Each packet needs to be transmitted to all clients d time slots after its 
arrival. At time slot d+1 after the arrival, the server will drop the current packet. 
Assuming perfect feedback channels are available. Immediately after the transmission, 
the server will be notified the receiving status of each client on the transmitted packet. 
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Define { }0,1
MΚ ∈ , the M dimensional binary vector, to record the receiving status of 

each client. The transition probability, ( )'P K K , can be then calculated from s(p, ik). 

At the beginning of each time slot, we also record the server’s buffer information. 
Given the channel state I, receiving status K and the buffer information, the server 
needs to choose the transmission power to minimize the energy consumption but also to 
provide a certain QoS. Furthermore, the server may consider some clients more 
important than others, which may also affect the optimal transmission power. This 
trade-off between energy consumption and QoS will be captured using a d-period 
stochastic dynamic programming [10] described in the following two subsections. 

 

Fig. 1. Study scenario 

4.1   Complete Buffer Information 

In this subsection, we describe the first approach in casting the power control scheme 
using a d-period dynamic programming. The time period n is the time stamp for the first 
packet (head of buffer packet) in the server’s buffer. When n reaches d+1, the first 
packet is dropped. We define the buffer state to record the time stamp of each packet in 
the buffer, as suggested in [4]. Let B = (t1, t2,…, tj) be the buffer state, where tk is the 
time stamp of the kth packet in the queue. Since all packets have the same deadline and 
arrive in order, tk decreases with k. Furthermore, at most one packet arrives in each time 
period. The total number of elements in B should be less than the time period n. 

To capture the trade-off between the transmission energy consumption and the QoS, 
measured by the number of packets received within deadline, we define C = (c1, c2,…, 
cm) be the packet missing-deadline cost vector. ck is the cost that client k will suffer if 
not receiving a packet within period d. This cost may be different for each client since 
the server may consider some clients more important than others. 

Define Vn(B, K, I) be the total cost at buffer state B, receiving status of the current 
packet K, channel state I and time period n. Then we can formulate the dynamic 
programming recursion as the following: 

For n < d + 1,  

( )
( ) ( ) ( )( )

( ) ( )
', '

1 1', ', ' 1 '', ', '
, , min

' ' , ,

K I
n n

n p V B K I V B K I
V B K I

P I I P K K p I

α α+ +⎛ ⎞+ + −∑⎜ ⎟=
⎜ ⎟
⎝ ⎠

   (1) 
p
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And 

( ) ( ) ( )1 ', , 1 ', ,
Td nV B K I K C V B K I+ = − +                       (2) 

In equation (1), ( )' , ,P K K p I  is obtained by using successful transmission 

probabilities on all individual links, s(p, ik). Buffer state B is updated to B’ or B’’ 
according to the definition. Equation (2) captures the boundary condition. When the 
time period reaches d + 1, the system suffers a packet missing-deadline cost calculated 
as (1-K)TC and the cost of sending the rest of packet in the buffer, indicated by Vn’(B’, 
K, I) . n’ = b2 is the time stamp of the new head of buffer packet in the buffer. Equation 
(1) and (2) need to be solved iteratively through each time period and recursively due to 
the boundary condition in (2). This requires a great effort in calculation. The dimension 
of the buffer state B further complicates this formulation. In the next subsection, we 
propose a simplified model that greatly reduces calculation and state complexity and 
achieves approximately the same optimality. 

4.2   Head of Buffer Packet Deadline Model 

In the previous subsection, we introduce a buffer state to record the time stamps of each 
packet in the buffer. This leads to untractable complexity in the formulation. In this 
subsection, we only consider the deadline of the first packet in the queue instead. In 
order to reflect the delay constraints of other packets in the buffer, we introduce a buffer 
holding cost. This model may be suboptimal due to the incomplete buffer state 
information but simplify the complexity to a manageable level. By choosing the buffer 
holding cost carefully, this model performs close to the optimal solution. 

Since the period n is already the time stamp of the head of buffer packet, we only 
need to define the number of packets in the buffer, b, as the buffer state. We also define 
a buffer holding cost H(b), which is an increasing function of b. With large number of 
packets in the buffer, H(b) is large. The server will increase the power to transmit the 
head of buffer packet successfully as early as possible. In other words, H(b) models the 
deadline pressure of other packets in the server’s buffer. 

With this simplified system model, we redefine the d-period dynamic programming 
as the following:  

For n < d + 1, 

( ) ( )1 , , 1
TdV b K I K C+ = −                           (4) 

And for any n, 

Vn(b, 1, I) = 0                                   (5) 

Equation (3) is similar to equation (1), except we include a buffer holding cost H(b) 
and change the buffer state b to record the number of packets in the buffer. Due to this 
formulation, the final period cost is only the packet missing-deadline cost shown in 

( )
( ) ( ) ( ) ( )( )

( ) ( )
', '

1 11, ', ' 1 , ' '
, , min

' ' , ,

K I
n n

n p H b V b K I V b K I
V b K I

P I I P K K p I

α α+ +⎛ ⎞+ + + −∑⎜ ⎟= ⎜ ⎟
⎝ ⎠

  (3) 
p 
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equation (4). Equation (5) defines the terminal cost if all clients receive the packet 
correctly. With this formulation, we can solve equation (3), (4) and (5) iteratively from 
period d + 1. The optimal power pn(b,K,I) can be obtained. 

We designed a simple scenario to illustrate the relationship between the optimal 
power and the buffer state, receiving status and channel interferences. We assume that 
three clients in the system (M= 3) experience different Markovian interferences 
independently. The interferences are shown in table I. Given interference ik and 

transmission power p, client k receives packet correctly with probability ( ), k

k

p
s p i

p i
= . 

Table 1. Interference levels and transition matrix 

 Value Transition matrix 

i1 2, 10 
0.86 0.14

0.07 0.93

⎛ ⎞
⎜ ⎟
⎝ ⎠

 

i2 2, 10 
0.86 0.14

0.07 0.93

⎛ ⎞
⎜ ⎟
⎝ ⎠

 

i3 1, 20 
0.6 0.4

0.14 0.86

⎛ ⎞
⎜ ⎟
⎝ ⎠

 

We choose packet missing-deadline cost C = [50, 50, 20]. The server considers first 
two clients more important than the third client. We assume buffer holding cost H(b)= 
2*b, deadline d=10 and packet arrival rate 0.5α = . Figure 2 shows the relationship 
between time period and optimal power. 

 

  

Fig. 2. Optimal power vs. time period n at 
channel interference I = [10, 10, 20], buffer 
state b=2 for different receiving status K 

 

 

 

Fig. 3. Optimal power vs. buffer state b at 
channel interference I = [2; 10; 20], time 
period n = 9 for different receiving status K 
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From figure 2, we observe in general the optimal power increases as the time period 
increases to avoid the packet missing-deadline cost. However, for receiving status K = 
110, which only client 3 has not received the current packet, the optimal power 
decreases with time period. This can be explained as follows: Due to the high channel 
interference for client 3, i3 = 20, the power required for successful transmission is 
comparable with the packet missing cost c3 = 20. For the time period close to deadline 
d+1, the small number of packets in the buffer (in this case, b = 2) only represents small 
deadline pressure because these packets may have just arrived. Then the server will 
only make minimum efforts to transmit the head of buffer packet to client 3. When the 
time period is far away from the deadline, due to high deadline pressure from other 
packets in the buffer, the server attempts to finish the head of buffer packet’s 
transmission as soon as possible to avoid the missing-deadline cost of other packets in 
the buffer. The optimal power in this case decreases as the time period increases. 

Figure 3 shows the relationship between optimal power and buffer state. The optimal 
power increases almost linearly with the number of packets in the buffer b due to the 
linear buffer holding cost function. Comparing optimal power for state K = 011 and K = 
110, we observe some interesting features of optimal power. When buffer state b is 
small, the deadline pressure of other packets in the buffer is low. With low packet 
missing-deadline cost for client 3, the server will only make minimum effort to transmit 
the head of buffer packet at K = 110. As a result, the optimal power for K = 011 is larger 
even though the interference i1 is lower. When buffer state b is large, however, the high 
deadline pressure of other packets requires the server to transmit the head of buffer 
packet even at K = 110. Then the optimal power for K = 110 is larger to compensate the 
high interference level. 

5   Performance Evaluation 

In this section, we obtain some numerical results through simulation. First, we compare 
the performance of our power-controlled multicasting scheme with the constant SIR 
scheme. The server may consider some clients more important than others, which is 
reflected in the packet missing-deadline cost vector C. We explore the effect of 
different cost ratios on number of packets received by each client. The effect of buffer 
holding cost H(b) on number of packets received and average delay will also be 
discussed. 

Our simulation setting is the same as we defined in the previous section, except we 
keep packet missing-deadline cost C and buffer holding cost H(b) as varying 
parameters. We further impose a more stringent delay constraint by setting d=5. 

5.1   Performance Comparison of SIR and PCMC 

The performance is evaluated through two parameters: the total transmission energy 
and effective number of packets received. The effective number of packets received is 
calculated by considering different importance of each client. 
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Fig. 4. Total power consumption vs. effective 
number of packets received for arrival rate
α = 0.5 

 

 
 

Fig. 5. Ratio of number of packets received by 
client 3 with client 1, 2 vs. the packet missing 
deadline cost ratio 

Define R to be the vector recording number of packets received by each client, then 

the effective number is /T
i iR C c∑ , where C is the packet missing deadline cost vector, 

ci is the ith element of C. We compare the following two schemes: 

1) Constant SIR: This scheme simply tries to maintain the SIR for each client above 
some fixed threshold γ . The transmission power is calculated as p = maxk(γ ik). By 

varying the threshold γ , we obtain the power vs. effective number of packed received 

curve. 
2) Power-Controlled Multicasting: This scheme applies our optimal power solution 

in section 4. We use packet missing-deadline cost C = c[5, 5, 2], where c varies from 5 

to 12. We also define the buffer holding cost ( ) 2c
H b b

d
= . 

In both schemes, we perform 100 runs with simulation length 500 time slots. We 
observe our proposed PCMC saves 20% transmission energy shown in figure 4. 

5.2   The Effect of Packet Missing-Deadline Cost Ratio 

Since the server may consider some clients more important than others, we also 
investigate how this relative importance, which is captured by the packet 
missing-deadline cost ratio, affects the number of packets each client receives. Under 
the same simulation setting, we define the packet missing-deadline cost C = [50, 50, 
50/r], where r is the cost ratio between first two clients with client 3. 

Figure 5 shows the effect on the number of packet received. As we expect, as r 
increases, the number of received packets ratio between client 3 and the average of 
client 1 and2 also increases. However since client 3 experiences much worse 
interference, even at r = 1, the number of received packets ratio is only 94%. As r 
increases, the total energy consumption also increases due to larger packet 
missing-deadline cost. This is demonstrated in figure 6. 
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Fig. 6. Total power consumption vs. the packet 
missing deadline cost ratio 

 
 

Fig. 7. Number of packets received by each 
client vs. normalized buffer holding cost ratio 

5.3   Effect of Buffer Holding Cost 

We introduce the buffer holding cost in our system model to model the deadline 
pressure of other packets in the server’s buffer. Intuitively, as buffer holding cost 
increases the server will try to finish the head of buffer packet’s transmission as soon as 
possible. We define buffer holding cost function ( )H b h b= ⋅  be a linear function of 

the number of packets in the buffer.  
Figure 7 shows the effect of h on the number of packets received by each client. The 

buffer holding cost ratio is defined as 
min k

h

c
, the ration of the buffer holding cost per 

packet. We observe as h increases and the number of packet received by each client 
increases. Client 3 experiences the most increase since packet missing-deadline cost c3 
is always the minimum in our simulation. Naturally, as buffer holding cost increases, 
the delay decreases.  

6   Conclusion and Future Work 

In this paper, we proposed a modeling framework for power controlled multicasting for 
wireless networks. We assume data traffic arrives at a server destined for multiple 
clients within the transmission range. Using dynamic programming approach, we 
devise a power controlled transmission scheme to minimize transmission energy 
consumption and provide a certain QoS measured by number of packet received within 
deadline. Through simulation, our proposed scheme presents a 20% energy savings 
than the constant SIR benchmark. 

We realize even with our simplified model, the state complexity can still be large 
due to dimension of channel state and packet receiving status. We are looking into 
some heuristics that can further simply the problem without suffering significant 
performance loss. The exchanges evolved out of incremental bi-directional increase in 

packet cost ratio 
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transmission power, though is complex and therefore difficult to model, should be 
considered for refinement. In a wireless video streaming scenario, each packet may 
have different importance to the overall quality of video. In future we would also like to 
include this differentiation in packet missing-deadline cost into our model. 
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Abstract. Hierarchical access control to ensure multiple levels of access
privilege for group members is required in many environments, such as hierar-
chically managed organizations and multimedia applications. In this paper, to
efficiently and effectively achieve this goal, we propose a distributed key man-
agement scheme whereby each SG (Service Group) maintains an SG server. This
server is utilized to manage the key tree and provide the related session keys for
all the users in this SG. Compared with the already existing method employing
an integrated key graph to the hierarchical access control problem, there is no
complex merging key tree algorithm needed in the proposed scheme, and thus
the communication overhead can be greatly reduced. Also the trust and com-
munication burden on one centralized server, KDC (Key Distribution Center), is
scattered, and thus better scalability when the number of users increases can be
achieved.

1 Introduction

Group communication is an internetwork service that provides efficient delivery of data
from a source to multiple recipients. Many emerging network applications are based
upon the group communication model, such as multiparty videoconferencing and real-
time push-based information delivery systems. But multicast suffers from many prob-
lems stemming from the inherent complexity of routing packets to a large group of
receivers. Security is one of the most important issues in multicast environment.

Access control is a mechanism to enable each user to determine/obtain the same
session key (SK) without permitting unauthorized users to do likewise and securely
update keys to prevent the leaving/joining user from accessing the future/prior commu-
nications, which is referred to as forward and backward secrecy [7]. For multicast, how
to provide the access control plays the crucial role in providing security service, which
is achieved by the key management scheme. A prominent scheme, the hierarchical key
tree scheme, has been recommended in [11, 12].

In practice, many group applications contain multiple related data streams and have
the members with various access privileges [8]. This kind of applications always occur
in hierarchically managed organizations and the multimedia applications, such as the
military group communications, video broadcast including normal TV and HDTV. It is
definite that the simplest way that uses only one hierarchical key tree to solve multicast

X. Lu and W. Zhao (Eds.): ICCNMC 2005, LNCS 3619, pp. 539–548, 2005.
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key management is not suited for such a condition. A novel access control mechanism
supporting multi-level access privilege is under development, which is referred to as hi-
erarchical access control. Hierarchical access control is to provide access control which
can assure that group members can subscribe different data streams or possibly multiple
of them.

Till now, there are two categories of methods provided to achieve hierarchical access
control. One is independent key tree scheme (IKTS) ([1]-[7], [9, 10]) and the other is
multi-group key management scheme (MKMS) [8].

In this paper, we propose a distributed key management scheme (DKMS) to solve
the hierarchical access control problem. In the proposed DKMS scheme, each service
group, which is a set of users who share the same access privilege and receive exactly
the same set of data streams, maintains one service group key server. The server is used
to manage keys for all users in this service group. The proposed DKMS can achieve
forward and backward secrecy [7]. It does not require the complex merging tree algo-
rithm, and its communication overhead will be reduced greatly from that of MKMS.
In addition, the trust and the storage burden over the centralized KDC (Key Distribu-
tion Center) which is used to manage keys in the system has been distributed to many
service group servers.

The rest of the paper is organized as follows. In Sect. 2, system descriptions for
hierarchical access control are provided. The related works are given in Sect. 3. We
propose a distributed key management scheme in Sect. 4. In Sect. 5, we provide detailed
performance analysis. Finally, we conclude our work in Sect. 6.

2 System Descriptions

We consider a multimedia distributed system consisting of a set of data groups and a set
of service groups. A Data Group (DG) is defined as a set of users who receive the same
single data stream. The DGs are denoted by D1, D2, . . . , DM , where M is the total
number of the DGs. A Service Group (SG) is defined as a set of users who have the
same access privilege. SGs are denoted by S1, S2, . . . , SI , where I is the total number
of SGs. Each SG is associated with an 1-by-M binary vector . In particular, the SG Si

is associated with Vi = [ti1, t
i
2, . . . , t

i
M ] and tim = 1 only when the users in the SG Si

subscribe the DG Dm. Figure 1 provides an example of typical hierarchical scenario in
which there are 4 SGs and 4 DGs.

In order to achieve access control for group communication, the data streams are
encrypted by the session key (SK). SK may change with time [9]. That is, to protect SK
from being released to adversary, it is also necessary to periodically renew SK. There
are many methods to manage keys to protect SK, and the most prominent proposal is
logic key tree method [7], which is the fundament for the researches in this area. In this
paper, KD

m denotes a data group (DG) key and KS
i denotes a service group (SG) key.

To achieve hierarchical access control, when a user switches from SG Si to SG Sj ,
it is necessary to

1. update the session keys of {Dm, ∀m : tim = 1 and tjm = 0}, such that the users
who switch SGs cannot access the previous communications in those DGs con-
tained in that SG, i.e., ensure the backward secrecy [7];
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D1 D2 D4D3

S1 S2 S3 S4

Fig. 1. A scenario containing 4 SGs and 4 DGs

2. and update the session keys of {Dm, ∀m : tim = 0 and tjm = 1}, such that the users
who switch SGs cannot access the future communications in those DGs contained
in that SG, i.e., ensure the forward secrecy [7].

3 Related Work

An interesting scheme called independent key tree scheme (IKTS) is proposed in [1]-
[7] and [9, 10]. By IKTS, a separate key tree is constructed for each DG, with the root
being the data group key and the leaves being the users in this DG. The main advantage
of IKTS is its simplicity in implementation and group management. But there is overlap
between the different key trees, and thus IKTS brings the redundancy in the key trees
belonging to different DGs.

To reduce such redundancy, the multi-group key management scheme (MKMS)
has been proposed in [8]. By MKMS, firstly, SG-subtree is constructed for each SG
with the leaves being the users and DG-subtree is constructed for each data group with
the leaves being the SG keys. Then they are merged into one integrated key graph.
MKMS is a good mechanism to achieve hierarchical access control. The merging key
tree step is complex, because there are complex relations between data group key (KD

m)
and service group key (KS

i ) in many cases. For example, the relations between SGs
and DGs are of full combination. Another arising problem in [8] is that each rekey
message will be broadcast to all the users even in the group who cannot decrypt it
and actually do not need it. Thus a redundancy for sending rekey messages will incur
additional communication overhead. Also there are auxiliary keys in the DG-subtree,
which will also bring more communication overhead and storage overhead to users.
Since MKMS is obviously better than IKTS, we will only consider MKMS when giving
the performance comparison in this paper.

4 Proposed Distributed Key Management Scheme (DKMS)

4.1 Structure for DKMS

To solve the above problems of MKMS [8], in this paper, we propose a distributed
key management scheme (DKMS) in which each SG maintains an SG key server. This
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Si

S1
SI

u1

u2

un1 SG part

DG part

Fig. 2. Structure for DKMS

server in DKMS is utilized to manage the key tree and provide the related SKs for all
the users in this SG.

The proposed DKMS structure includes two kinds of parts as depicted in Fig. 2: DG
part which is used to manage SG servers, and SG part which is used to manage users
who subscribe to an SG as described in Fig. 2.

The DG part is composed of all the SG servers. For example, in Fig. 2, DG part
includes {S1 server, . . ., Si server, . . ., SI server}. The SG part includes an SG server
and all users who subscribe to that SG. For example, the SG part symbolized in Fig. 2
includes {S1 server,u1, u2, . . . , un1}.

4.2 Structure Construction for DKMS

The structure construction for DKMS includes 3 steps as follows.

Step 1: DG part construction. In this step, an SG server group (SGSG) constituting
all SG Servers is constructed. One multicast address and one multicast key are
assigned to the SGSG. At the same time, one SG key KS

i is allotted to each SG
server. Also the related SKs should be given to related SG servers during DG part
construction.

Step 2: SG part construction. In this step, for each SG Si, an SG-subtree having the
root being associated with an SG key, KS

i , and the leaves being the users in Si is
constructed. Also one multicast address is assigned to each SG.

Step 3: Combination. In this step, simply combine these two kinds of groups by con-
necting the SG keys to the roots of SG-subtrees.

After the structure construction and key distribution in DKMS, each user holds a
set of keys which include the keys on the path from the leaf user key to the root SG key
in the key tree and the needed SKs which are provided by SG server. Each SG server
holds a key tree constructed for the users under her service and the needed SKs and an
SGSG multicast key.

4.3 Operations for DKMS

When a user wants to switch from Si to Sj (i �= j), the system will perform leave and
join operations. Here we will describe leave operation and join operation. Without loss
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of generality, we will provide the operations that a user, uk, leaves Si and uk joins Si

respectively.

Leave Operation. When a user, uk, wants to leave SG Si, the operation will be carried
out as follows.

Step 1: After SG server i knows that uk are leaving the SG, it will update the keys
from the leaf to the root in the key tree for this SG.

Step 2: SG servers update the related SKs that is held by users in SG Si in DG part.
SG server i negotiates with other SG group servers with the new SKs, and then
multicast the new SKs encrypted by SGSG key (MK) to SG servers via the SGSG
multicast address.

Step 3: SG servers perform necessary update on the related SKs in related SG parts.
The SG servers who need to update the SKs multicast the new SKs to their users en-
crypted by the SG keys via the specific SG multicast address. Here SG Si encrypts
the new SKs by the new SG key.

Join Operation. When a user, uk, wants to join SG Si, the operation will be carried
out as follows.

Step 1: SG server i update the key tree. Firstly, SG server i chooses a leaf position
on the key tree to put the joining user. Then SG server i updates the keys along
the path from the new leaf to the root by generating the new keys from the old keys
using a one-way function. Also SG server i should send rekey messages for the new
generated keys to the related users.

Step 2: After the user tree has been updated, the related SKs included in SG Si

should also be updated. This step is similar to the Step 2 plus Step 3 in the leave
operation.

5 Performance Analysis

5.1 Performance Metrics

We consider the performance metrics for MKMS and DKMS provided as follows.

– Storage overhead at KDC server or other servers, denoted by RSER and defined as
the expected number of keys stored at servers.

– Storage overhead of users, denoted by Ru∈Si and defined as the expected number
of keys stored by the users in the SG Si.

– Rekey overhead denoted by Cij and defined as the expected number of rekey mes-
sages transmitted by servers when one user switching from SG Si to SG Sj .

– Communication Overhead of the network, denoted by TCij and defined as the
expected bandwidth consumed when one user switching from SG Si to SG Sj .

Here the first three metrics have been considered in [8]. For considering the network
configuration, we investigate one more metric, communication overhead.
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5.2 Storage Overhead

We denote by fd(n) the length of the branches and by rd(n) the total number of keys on
the key tree when the degree of the key tree is d and there are n users to accommodate.
fd(n) is either L0 or L0 + 1, where L0 = �logd n�. At the same time, the total number
of keys on a key tree can be given as below.

rd(n) = n + 1 +
dL0 − 1
d − 1

+ �n − dL0

d − 1
�. (1)

In addition, we use n(Si) to denote the number of users in the SG Si and n(Dm) to
denote the number of users in DG Dm. We will discuss the storage overhead for servers
and users respectively as below.

Storage Overhead for Servers. Firstly, we consider storage overhead on the KDC
by MKMS. The number of keys to be stored in SG-subtrees can be calculated as
I∑

i=1

E[rd(n(Si))], and that in DG-subtrees is not more than
M∑

m=1
E[rd(cm)]. Therefore,

the storage overhead at KDC server when using MKMS is

RMKMS
SER =

I∑

i=1

E[rd(n(Si))] + e1, (0 ≤ e1 ≤
M∑

m=1

E[rd(cm)]), (2)

where cm =
I∑

i=1

tim, which is the number of leaf nodes in DG-subtree. E[x] is used to

denote the expectation of a variable, x, in this paper. The results for MKMS obtained in
this paper are similar to those given in [8].

The storage overhead of all the servers when using DKMS can be calculated as
follows:

RDKMS
SER =

I∑

i=1

E[rd(n(Si))] +
I∑

i=1

M∑

m=1

tim + I. (3)

Without loss generality, we demonstrate the storage overhead of MKMS and DKMS
in the applications containing multiple layers as illustrated in Fig. 1. In this case, we

can get tmi = 1 for m ≤ i and tmi = 0 for m > i. Thus,
M∑

m=1
tim = i and

I∑

i=1

tim =

M−m+1. We further assume that the number of users in each SG is the same, denoted
by n(Si) = n0. In such environment, I = M .

Under such a condition, using (2) and (3), the storage overhead of the server(s)
will be:

RMKMS
SER = M · E[rd(n0)] + e10, (0 ≤ e10 ≤

M∑

m=1

E[rd(M − m + 1)]), (4)

RDKMS
SER = M · E[rd(n0)] +

I∑

i=1

i + I. (5)
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For study of the scalability for the schemes, we consider the situation that the group
size is large, i.e. n0 → ∞. Under such condition, the above equation implies that:

RMKMS
SER ∼ O(

M · d · n0

d − 1
), RDKMS

SER ∼ O(
M · d · n0

d − 1
). (6)

Storage Overhead for a User. Similarly, we calculate the storage overhead of a user
when applying MKMS by adding the number of keys to be stored by a user in SG-
subtree and DG-subtree. We can get

RMKMS
u∈Si

= E[fd(n(Si))] + e2, (0 ≤ e2 ≤
M∑

m=1

tim(E[fd(cm)] + 1)). (7)

We calculate the storage overhead of a user when using DKMS by adding the num-
ber of keys to be stored by a user in SG-subtree and the needed SKs. We can obtain:

RDKMS
u∈Si

= E[fd(n(Si))] +
M∑

m=1

tim. (8)

Obviously, we obtain

RMKMS
u∈Si

≥ RDKMS
u∈Si

, (9)

because there is no DG-subtree by DKMS. That is, the auxiliary keys on DG-subtree
that should be stored by users in MKMS are not needed to be stored by users in DKMS.
At the same time, all the keys stored by users in DKMS should also be stored by users
in MKMS.

Similarly as the discussion for the storage overhead for servers, we analyze storage
overhead for a user in a multi-layer scenario with n(Si) = n0 as in Figure 1. Using (7)
and (8), we can obtain the storage overhead of a user, which is given as follows:

RMKMS
u∈Si

= E[fd(n0)] + e20, (0 ≤ e20 ≤
M∑

m=1

tim(E[fd(M − m + 1)] + 1)), (10)

RDKMS
u∈Si

= E[fd(n0)] + i. (11)

Therefore,

RMKMS
u∈Si

∼ O(logd n0), RDKMS
u∈Si

∼ O(logd n0). (12)

Note: From the above discussion, we see that the proposed DKMS scheme has the
storage overhead at the same order as what is needed in MKMS, whether for the servers
or for one user. In the mean time, it is found that the storage overhead for a user can be
reduced by DKMS because there is no DG-subtree in DKMS.
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5.3 Rekey Overhead

Here we do not specify the user dynamic behavior, and calculate the amount of rekey
messages transmitted by servers when one user switches from Si to Sj , denoted by Cij .

Similarly as in [8], for MKMS, the rekey overhead will be:

CMKMS
ij = d · fd(n(Si)) + e3, (0 ≤ e3 ≤

M∑

m=1

(max(tim − tjm, 0) · (d · fd(cm)

+1) + tim · tjm · d · fd(cm)) + 1). (13)

When a user switches from Si to Sj and i �= j, by DKMS, rekey overhead is
obtained as (14). Due to the limited space, the calculation procedure is omitted.

CDKMS
ij = d · fd(n(Si)) + e4, (0 ≤ e4 ≤

M∑

m=1

max(tim − tjm, 0)

+
M∑

m=1

(max(tim − tjm, 0) ·
I∑

i=1

tim) + 1). (14)

Similarly as in Sect. 5.2, we analyze rekey overhead in a multi-layer scenario with
n(Si) = n0. Using (13) and (14), it is obtained as following.

CMKMS
ij = d · fd(n0) + e30(0 ≤ e30 ≤

M∑

m=1

(max(tim

−tjm, 0) · (d · fd(M − m + 1) + 1) + tim · tjm · d · fd(M − m + 1)) + 1), (15)

CDKMS
ij = d · fd(n0) + e40(0 ≤ e40 ≤

M∑

m=1

max(tim

−tjm, 0) +
M∑

m=1

(max(tim − tjm, 0) ·
I∑

i=1

tim) + 1). (16)

When the group size is large, i.e. n0 → ∞, the above equation tells that:

CMKMS
ij ∼ O(d · logd n0), CDKMS

ij ∼ O(d · logd n0). (17)

Note: That is, the rekey overhead for DKMS is similar to that of MKMS when one user
switching from Si to Sj .

5.4 Communication Overhead

Some assumptions will be given as follows. Firstly, we assume that the mean communi-
cation overhead for one rekey message for one user via multicast by MKMS will be C0,
which is also assumed to be the same as that by DKMS. At the same time, we assume



Distributed Hierarchical Access Control for Secure Group Communications 547

that the mean communication overhead for one rekey message for one user via unicast
will be C1. Apparently, in group communication, C1 ≥ C0.

We also assume that the number of users in each service group is the same: n0, and
the total number of users who subscribe the service is N . Here we also do not consider
the member dynamic behavior and only calculate the total communication overhead of
switching from SG Si to SG Sj .

We calculate the communication overhead in the following step. Firstly, multiply the
number of multicast messages, which has been calculated in the Sect. 5.3, with C0 and
multiply the number of unicast messages, which has also been calculated in the Sect.
5.3, with C1. Then add these two values to get the communication overhead. Further,
we assume C0 = 1. Thus, C1 = h.

Similarly as in Sect. 5.2, we analyze communication overhead in a multi-layer sce-
nario with n(Si) = n0. We can obtain:

TCMKMS
ij = M · n0 · d · fd(n0) + e50(0 ≤ e50 ≤ M ·

n0 · (
M∑

m=1

(max(tim − tjm, 0) · (d · fd(M − m + 1) + 1)

+tim · tjm · d · fd(M − m + 1)) − 1) + 2 · h), (18)

TCDKMS
ij = (d · fd(n0) − 1) · n0 + e60(0 ≤ e60

≤ I ·
M∑

m=1

max(tim − tjm, 0) +
M∑

m=1

(max(tim − tjm, 0) ·
I∑

i=1

(tim · n0)) + 2 · h).(19)

When the group size is large, i.e. n0 → ∞, the above equation implies that:

TCMKMS
ij ∼ O(M · d · n0 · logd n0), (20)

TCDKMS
ij ∼ O(d · n0 · logd n0). (21)

Note: From (20) and (21), we see that DKMS can reduce the communication overhead
greatly compared with MKMS.

From above performance analysis, we can see that the storage overhead of each user
can be reduced. Additionally, DKMS can achieve better performance than MKMS on
the communication overhead. The results are summarized as Table 1.

Table 1. Results Summarization

Metrics MKMS DKMS
RSER O(M·d·n0

d−1
) O(M·d·n0

d−1
)

Ru∈Si O(logd(n0)) O(logd(n0))

Cij O(d · logd(n0)) O(d · logd(n0))

TCij O(M · d · n0 · logd(n0)) O(d · n0 · logd(n0))

NOTE RMKMS
u∈Si

≥ RDKMS
u∈Si
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6 Conclusions

In this paper, we proposes a distributed key management scheme to achieve hierarchical
access control in secure group communications. Compared with multi-group key man-
agement scheme proposed in [8], the main advantages of our scheme are summarized as
follows. 1. Because there is no DG-subtree in DKMS, there is no complex merging key
tree algorithm in our scheme. 2. The communication overhead can be greatly reduced
because the rekey messages broadcast can be restricted to the users in the related SGs.
This advantage is due to the fact that when multicast is employed, a message is sent to
all the users in the group, regardless of whether or not all the users need that message.
3. The storage overhead of each user is reduced for the reason that it is not necessary
to store some auxiliary keys in DG-subtree. 4. The system will be more robust, because
the trust on one centralized server, KDC, is shared by more servers. 5. Also the better
scalability can be achieved by our scheme.
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Abstract. This paper proposes a set of novel multicast algorithms for m-D mesh 
overlay networks that can achieve shorter multicast delay and less resource 
consumptions. In contrast to previous approaches, our algorithms partition the 
group members into clusters in the lower layer, seeking an optimal core (root) 
to guarantee the minimum routing delay for each cluster and building a shared 
tree within each cluster to minimize the number of links used. In the upper 
layer, a shared tree is then constructed using our algorithms to implement the 
inter-cluster routing. The extended simulation results indicate that the 
application layer multicast that is constructed by our algorithms is efficient in 
terms of routing delay and link utilizations as compared with other well-known 
existing multicast solutions. 

1   Introduction 

Multicast function was originally implemented in the network layer [1]. In recent 
years, the application layer multicast is considered as an alternative multicast function 
in the overlay network (i.e. the application layer) by many researchers [2-9] for the 
following attractive features: 1) no requirement for multicast support in the network 
layer of OSI reference model; 2) no need to allocate a global group id, such as IP 
multicast address; and 3) data is sent via unicast which enable flow control, 
congestion control and reliable delivery services that are available for the unicast can 
also be employed in the application layer multicast.  

Generally, the overlay topologies for the application layer multicast fall into two 
categories: (1) Topologies consisting of a single tree [3,10-11]; (2) Abstract coordinate 
spaces obtained from m-D Cartesian coordinates on an m-torus [5, 12-13]. Such 
abstract coordinate space is a mesh from which members are assigned the logical 
addresses. A drawback of using a single tree is that the failure of a single application 
may cause a partition of the topology. The advantage of building the overlay mesh 
network is that the next-hop routing information can be encoded in the logical 
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addresses for the good choice of address space and topology. It shows that the robust 
communications of the application layer multicast built in the mesh overlay network.   

Many well-known multicast schemes based on the mesh network have been 
presented. Double-Channel XY Multicast Wormhole Routing (DCXY) [14] uses an 
extension of the XY routing algorithm to set up the routing scheme. Dual-Path 
Multicast Routing (DPM) [15] is developed for the 2-D mesh. It assigns a label l for 
each node in the mesh and partitions the group into two subgroups (i.e. gh and gl) such 
that they are composed of the members with their l greater (gh) or less (gl) than the 
label of the source respectively. The routing paths are constructed through connecting 
the nodes covered by gh in the ascending order of the l value and the nodes covered by 
gl in the descending order of the l value. CAN-based multicast [5] is developed for the 
P2P applications that utilize the CAN (Content-Addressable Network) [16] 
configuration. CAN-based multicast is scalable especially when multiple sources 
coexist. However, only flooding approach is used for propagating the multicast 
messages which compromises the efficiency in terms of multicast delay and consumes 
a large number of network links. We will give the performance comparisons of these 
well-known multicast solutions with our multicast scheme in Section 3. 

Our motivation is to design an application layer multicast scheme in m-D mesh 
overlay networks that can achieve shorter multicast delay and less resource 
consumptions. The network is partitioned into clusters in terms of some regular mesh 
area (the issue is omitted due to space limit). After group members are initially 
scattered into different clusters, a tree is built to connect the cluster members within 
each cluster. The connection among different clusters is done through hooking the 
tree roots. To construct such architecture, a set of novel algorithms based on the m-D 
mesh networks are presented: (1) cluster formation algorithm that partitions the group 
members with the “closeness” relationship in terms of static delay distance into 
different clusters;  (2) optimal core selection algorithm that can seek the optimal core 
(i.e. root) for a shortest path cluster tree using the minimum sum of static delay 
distances to all cluster members as the metric;  (3) weighted path tree generation 
algorithm that may maximize the link usage (i.e., using the minimum number of 
links) for creating the shortest path tree to reliably route the multicast message and (4) 
multicast routing algorithm that efficiently dispatches the multicast packets in the 
group based on the architecture constructed by above three algorithms. Our solution is 
suitable for both logical address m-torus and m-D (abstract or physical) mesh 
networks. To set up such shortest path tree, we apply a heuristic approach to reduce 
the number of links used so as to utilize the resource effectively. To avoid confusion, 
we wish to point out that we do not seek the optimal multicast tree; instead, we seek 
the optimal core for a cluster of members based on the total static delay distance. 

The paper is structured into four sections: Section 2 discusses the algorithms for 
cluster formation, seeking of the optimal core(s) for a cluster of nodes, multicast tree 
generation and routing. Performance results are demonstrated in Section 3 and we 
conclude the paper with some discussions in the final section. 

2   Algorithms for Multicast Architecture and Routing  

Denote the multicast group with n members as G={u0,…,ui,…,un-1}, i∈[0,n-1]. Suppose 
the group members are mapped into an m-D mesh network by some P2P scheme. 
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Each member ui  can be identified by m coordinates: (Ui,0,…,Ui,j,…,Ui,(m-1)), where 0 

≤Ui,j≤kj-1 and 0≤j≤m-1. End hosts ui=(Ui,0,…,Ui,j,…,Ui,(m-1)) and ui’=(Ui’,0,…,Ui’,j,…,Ui’, 

(m-1)) (i’∈[0,n-1],i’≠ i) are neighbors if and only if Ui,j = Ui’,j for all j, except 

1','', ±= jiji UU  along only one dimension j’. Thus, in the m-D mesh, an end host may 

have m to 2m neighbors. We also define the Euclid distance of two nodes in the mesh 
as their static delay distance. In a 2-D mesh, the static delay distance of two nodes 
(X0,Y0) and (X1,Y1) is |X1-X0|+|Y1-Y0|. The sum of static delay distances from 

(X0,Y0) to other nodes (Xi,Yi) is  
0

1

1
000 ),( YYXXYXf i

n

i
i −+−=∑

−

=

.   

2.1   Cluster Formation Algorithm 

In our application layer multicast scheme, the group members are initially split into 
several clusters by some management nodes (called Rendezvous Points – RP).  The 
cluster size is normally set as 

)13,( −= kkS  (1) 

The expression (k, 3k-1) represents a random constant between k and 3k−1. Like 
NICE, k is a constant, and in our simulation, we also use k=3. The definition of 
cluster size is for the same reason as the one of NICE that is to avoid the frequent 
cluster splitting and merging (see [4]). Define the state of the end host that has not 
been assigned into any cluster as unassigned. We describe the cluster formation as 
follows. The RP initially selects the left lowest end host (say u) among all unassigned 
members. The left lowest end host is the end host who occupies the mesh node that 
has the minimum coordinates along m dimensions among all nodes occupied by the 
unassigned group members. The cluster member selection is in the dimension order 
around u by using the following algorithm. 

 

Alg-1: Cluster Formation  
Input:  Unassigned group member set G’={u0,…,ui,…un-1},i∈[0,n-1] and the RP;   
// n is the set size that initially equals to the group size 
Output:  Cluster set CS={};     
1.    While G’≠Φ do { 
2.      the RP selects the left lowest end host u in G’ and removes u from G’; 
3.      for j=0 to m-1 do { //m is the dimension number of mesh overlay 

    4.        The RP selects unassigned closest member in the j-th dimension into the 
cluster and removes it from G’; 

    5.      For j’=0 to j-1 do { 
    6.                     The RP selects the closest unassigned member in the sub-mesh  
                             kj’╳ kj into the cluster and removes it from G’;} 
    7.                     The RP selects the closest unassigned member in the sub-mesh k0╳…

╳kj into the cluster and removes it from G’; 
    8.     If (the cluster size equals to S) {j=m-1;}}} 
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Fig. 1 shows a 2-D mesh. In this mesh, the initial left lower end host is (0,0). 
According to steps 3-4, the RP firstly selects the end host in (0,1) into the cluster. 
Because j=0, steps 5-7 are neglected. Then, the RP selects the end host in (1,0) into 
the cluster by steps 3-4. Based on steps 5-7, the next selected cluster member is the 
one in (1,1). The cluster formation guarantees that each cluster contains the closest 
group members in terms of static delay distance. According to our research results in 
[18], the scheme that assigns closed members into the same cluster will improve the 
scalability and efficiency of application layer multicast. 

2.2   Optimal Core Selection Algorithm 

Each cluster will have a cluster core. The core is the root of the tree in the cluster. The 
following theorem gives the sufficient and necessary conditions to select a cluster 
core in each cluster that is optimal in terms of the minimum sum of static delay 
distances to all other cluster members. 

Theorem 1: Let u be the cluster member that occupies the node (U0,…,Uj,…,Um-1) in 
a m-D mesh network and n>j, n<j, and n=j be the number of cluster members with the j-
th coordinates larger than, less than, and equal to Uj respectively. Then u is the 
optimal core if and only if the following m inequalities hold simultaneously: 

jjj nnn =>< ≤− || ,  j=0, 1,…, m−1. (2)  

Proof (Î): Suppose u = (U0,…,Uj,…,Um-1) is an optimal core, then for any member u’ 
in the mesh, there exists f(u)≤ f(u’). To achieve (5), we first consider a node 
u’=(U0,…,Uj,+1,…,Um-1) and its multicast static delay distance f(u’). Given any 
member ui = (Ui,0,…,Ui,j,…,Ui,(m-1)) and Uj≤Ui,j, the distance from ui to the end host u 
is one unit longer than the distance from ui to u’. Similarly, it can be seen that for any 
member ui = (Ui,0,…,Ui,j,…,Ui,(m-1)) and Ui,j≤Uj, the distance from ui to node u is one 
unit shorter than the distance from ui to u’. Because there exist (n>Uj + n=Uj) members 
whose j-th coordinates are larger than or equal to Uj, and n<Uj cluster members whose 
j-th coordinates are less than Uj, we have 

∑
=

<=> −+=−=−≤
'

0

)),(),'(()()'(0
n

i
UUUii jjj

nnnuuduudufuf  

jjj UUU nnn =>< ≤−→  

By comparing f((U0,…,Uj-1,…,Um-1)) with f(u) in the same way as above, we can 
achieve the inequality of (2).   

(): It is easy to demonstrate that if (2) is violated, then u  cannot be the optimal 
core. Assume n<Uj - n>Uj > n=Uj, then n>Uj > n<Uj + n=Uj. This means that the number of 
end hosts with the j-th coordinates greater than Uj is more than the other two cases. 
Thus the distance from u to these end hosts is larger than some other end hosts, a 
desired contradiction.  g 
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The optimal core selection algorithm in the m-D mesh network is given below 

  
Alg-2: Optimal Core Selection in m-D Mesh Networks 
Input:  Cluster member set C={c0= (C0,0, C0,1,…, C0,(m-1)),c1=(C1,0, C1,1,…, C1,(m-1)), 
…,c(n’-1)= (C(n’-1),0, C(n’-1),1,…, C(n’-1),(m-1))}; // n’ is the cluster size 
Output:  optimal core c*= (C0

*, C1
*,…, C(m-1)

* )∈C;     
1.   Initiate {a(Cj)min,…,a(Cj)t,…,a(Cj)max}={0,…,0,…,0}; // a(Cj)t records the number of 
cluster members whose j-th coordinates equal to (Cj)t, where (Cj)min≤(Cj)t≤(Cj)max 

and 0≤ j ≤ m−1   
2.        For k = 0 to n’-1 do 
3.                 If (the j-th coordinate of ck == (Cj)td) {a(Cj)t = a(Cj)t +1;}      
4.         For i=0 to n’-1 do { 
5.                 For j=0 to m-1 do { 

6.                         If  (
)(

)(

)(
,

max

,

,

min

||
JI

J

ji

ji

j

C

C

Cl
l

C

Cl
l aaa ≤− ∑∑

==

)  {Cj
*=Ci,j; j=j+1;} 

7.                         Else {j=m-1;i=i+1;}}} 
8.         c*= (C0

*, …,Cj
*,…,C(m-1)

*  ).  

 0,7 1,7 2,7 3,7 4,7 5,7 6,7 7,7

0,6 1,6 2,6 3,6 4,6 5,6 6,6 7,6

0,5 1,5 2,5 3,5 4,5 5,5 6,5 7,5

0,4 1,4 2,4 3,4 4,4 5,4 6,4 7,4

0,3 1,3 2,3 3,3 4,3 5,3 6,3 7,3

0,2 1,2 4,23,22,2 5,2 6,2 7,2

0,1 1,1 2,1 3,1 4,1 5,1 6,1 7,1

0,0 1,0 2,0 3,0 4,0 5,0 6,0 7,0

Cluster Member  

Fig. 1. Selecting the optimal core in a 2-D mesh 

In Alg-2, steps 1-3 can be executed in time O(n). Steps 4-7 can be improved using 
binary searching algorithm that yields an O(ln(n)) complexity. But for brevity of 
discussion, we keep the linear search algorithm here. The algorithm may select 
multiple optimal cores. Only one of them will be used at random as the current core 
and other cores can be the back-up cores for fault-tolerance. Fig. 1 illustrates the 
optimal core selection in a 2-D mesh. It is known that the core should be in the area 
[1,1]× [5,6]. It can be checked that the optimal core’s x coordinate must be 2 while y 
coordinate could be 2 or 3 for f((2,2)) = f((2, 3)) = 26. Node (2, 2) is the member and 
is preferred to (2, 3). 
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2.3   Weighted Path Tree Generation Algorithm 

To multicast the packets in each cluster, a tree using the cluster core as the root is 
established in each cluster. Because several multicast groups may exist in the 
network, multicast traffic has to compete with other traffic. It is anticipated that the 
tree should maximize the sharing of link utilization within the cluster so that the rest 
of the links may be used for other traffic. Our approach is to connect all members 
such that (1) the branch on the tree between two adjacent members is the shortest path 
in the cluster, (2) under the condition (1), the total number of links on the tree should 
be also minimized.  

Table 1. The weights marked ‘*’ belong to the cluster members 

Y=6 0   1* 0 0 0 
Y=5 0 3  2* 1  1* 
Y=4 0  4* 2 1 1 
Y=3  1* 5 2 1 1 
Y=2 2 10* 4 2  2* 
Y=1  1* 3*  1* 0 0 

 X=1 X=2 X=3 X=4 X=5 

Before the discussion of the algorithm, we first define the following terminologies 
(using a 2-D cluster as the model): 

1. Shortest path area nodes (SPAN): For any two nodes (X0,Y0) and (X1,Y1), let 
Xmin=min{X0,X1}, Xmax=max{X0,X1}, Ymin=min{Y0,Y1} and Ymax=min{Y0,Y1}. 
Xmin, Xmax, Ymin and Ymax uniquely define a rectangle area [X0,Y0]╳[X1,Y1]. Each 
node (X,Y) in [X0,Y0]╳[X1,Y1] is on one of the shortest paths between [X0,Y0]╳
(X0,Y0)and (X1,Y1) and is called the shortest path area (SPAN) nodes between 
(X0,Y0) and (X1,Y1).  

2. SPAN nodes of a cluster member: When the tree is built in the cluster with the size 
of 'n , we call all nodes in the SPAN area from the core (i.e. the root of the tree) 

(X*,Y*) to a cluster member ci(i∈[0,n’-1]) as the SPAN nodes of ci. We take Fig. 1 

as an example. Assume that the core is in the node (2,2). All nodes in [2,2]╳[5,5] 
are the SPAN nodes of this cluster member.  

3. Node Weight: A node may be the SPAN node of several cluster members. If a node 
is the SPAN node of k cluster members, this node is assigned the weight of k. 
Table 1 gives the weights of all nodes in Fig. 1. Take the non-member node (2,5) 
as an example. Its weight 3 means that 3 cluster members may pass through node 
(2,5) to (2,2) by the shortest paths. Apparently, the weight of (2,2) is 10.  

4. Path Weight: Given a shortest path, the path weight is the sum of all on-path node 
weights. For example, the weight of path <(2,2),(2,3), …,(2,5),…,(5,5)> is 26. 

Let  the cluster  with  n’ members be C={c0= (C0,0,…,C0,(m-1)),c1=(C1,0,…,C1,(m- 1)), 
…,c(n’-1)= (C(n’-1),0,…,C(n’-1),(m-1))} and the cluster core be c*=(c0

*
,…,cm-1

*
). We sort the 

cluster members in a non-decreasing order of the distances from c*to them, thus 
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d(c*
,ci)≤d(c*

,cj) where i≤j. The main idea of the weighted path tree generation 
algorithm can be sketched as follows. Assign a weight for each node in the rectangle 
area [c0

*
,…,cm-1

*
]╳[ci,0,…,ci,(m-1)] as described before. After knowing the weight of 

each node, the RP computes the weight of each shortest overlay path. The weighted 
path tree generation algorithm is shown below: 

 

Alg-3: Weighted Path Tree Generation 
Input: Cluster member CM={c0= (C0,0,…,C0,(m-1)),…,ci=(Ci,0,…,Ci,(m-1)),…, c(n’-1)= 
(C(n’-1),0,…,C(n’-1),(m-1))} , i∈[0,n’-1] and the optimal core c*=(C0

*,…,C(m-1)
*); 

Output: Tree T; 
1. T= { }; 

2. For any node ci=(Ci,0,…,,Ci,,(m-1)) with ((Cj)min≤(Cj)≤(Cj)max), initialize its weight 

0=
icW ; 

3. For i’ = 0 to n’-1 do  

     If (ci is a SPAN node of ci’=(Ci’,0,…, Ci,(m-1))) {
icW = 

icW +1;} 

4. For i = 0 to n’-1 do 
Select the shortest path P=<(C0

*,…,C(m-1)
*),…,(Ci,0,…,Ci,(m-1)) > with the 

maximum weight and add P to T; 
 

2.4   Multicast Routing Algorithm 

To build a tree for each cluster, the weighted path tree generation algorithm is 
employed to construct a tree connecting all the cluster roots for the inter-cluster 
routing. Then, the optimal core selection algorithm is used to select the root of this 
tree. At last, the following multicast routing is designed to routing the packets among 
all group members. 

 

Alg-4: Multicast routing for group G: 
1.        Source s sends its multicast messages to its cluster core c, c then forwards them 
           to the roots r of all other trees; 
2.        c routes the multicast packets to its own cluster members along the cluster tree;  
3.    At the same time, all cluster cores, upon receiving the multicast messages, 
transmit them along the cluster trees to all cluster members within the clusters. 

3   Performance Evaluations 

3.1   Simulation Model 

This section evaluates our multicast algorithms with the simulation developed in ns-2 
[17] and run by a group of SUN SPARC-20 workstations. In this simulation, six 
multicast routing algorithms for 2-D meshes are used for the performance testing and 
comparison: Double-Channel XY Multicast Wormhole Routing (DCXY) [14], Dual-Path 
Multicast Routing (DPM) [15], RCWP, OcxyP, RcxyP and our multicast scheme named 
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as OCWP. RCWP is the multicast scheme that randomly selects the cluster core for each 
cluster but constructs the tree by the weighted path tree generation algorithm; OCWP is 
the multicast scheme that selects the cluster core by the optimal cluster core selection 
algorithm and constructs the forwarding paths by the weighted path tree generation 
algorithm; OcxyP selects the cluster core by the optimal cluster core selection algorithm 
but constructs the forwarding paths by using the XY routing algorithm; RcxyP randomly 
selects the cluster core and constructs the multicast paths by using the XY routing 
algorithm. The network topology used in the simulation is a 32×32 2-D mesh. The 
bandwidth of each link is 10Mbps. During the simulation, 20,000 multicast packets are 
randomly generated as a Poisson process and the average size of the packets is 1200 
bytes so that the average time to transmit a packet on the defined link is about 1ms. The 
following two metrics are employed to evaluate these multicast schemes: 

• Average multicast delay: Define the message multicast delay at a node as the sum 
of the routing delay, queuing delay and transmission delay. The average multicast 
delay AD is computed by 

nusdAD
n

i
i /)),((

1

0
∑

−

=

=  (3) 

where d(s,ui) is the packet delay from the source s to the member ui and n is the 
group size. 

•  Number of link used: It refers to the total number of links used in G in order to 
multicast the messages to all group members.  

3.2    Simulation Observations on Regular Mesh Multicasting 

The average delay metric under the light load of network is shown in Fig. 2 (a) and 
(b). The link usage for different algorithms is shown in Fig. 2 (c). It can be seen that 
the average delay increases with the increase of the network load (Fig. 2 (d)). From 
these simulation results, we have the following observations: 

1. Under the lower load circumstance, the delay is mainly related to the distance 
from the source to the group members (Fig. 2 (a)). Because the DCXY approach 
always transmits multicast packets to group members along the shortest paths 
from the source to the group members, it achieves the best delay performance 
among the other systems when the network is lightly loaded. When DPM 
approach is applied, the delay increases rapidly as the number of group members 
increases. This indicates that DPM does not scale well (Fig. 2 (b)). When traffic is 
low, OCWP achieves the second best delay performance to DCXY but it scales 
well as the traffic increases (Fig. 2 (d)). 

2. Fig. 2 (c) shows the average number of links used by these routing approaches. In 
general the number of links will be increased with the number of the group 
members. The figure shows that for the same number of group members, OCWP 
makes use of the minimum number of links for transmitting the multicast packets 
whereas DPM uses the maximum. The shared tree routing approach (such as 
RCxyP) uses almost the same number of links as DCXY.  
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Fig. 2. Simulation results for DCXY, DPM, RCWP, OcxyP, RcxyP and our OCWP 

3. Fig. 2 (d) shows that the delay increases as the packet arrival-rate increases. The 
system saturation points for DPM, DCXY, RCxyP, OCxyP, RCWP and OCWP are 
about 21.5, 24, 29.5, 34, 36.5 and 37.5 packets/ms respectively. Our algorithm 
achieves the maximum throughput. It reveals that under the same condition, 
OCWP obtains the best balance over the performance parameters, i.e., the less 
resource a system consumes, the higher the throughput and the shorter the end-to-
end delay under the high traffic load.  

4   Conclusions and Future Work 

The cluster formation, optimal core selection and weighted path tree generation 
algorithms are suitable for multicast communication on (abstract) mesh networks. It is 
proved that the core selection algorithm is optimal in terms of the minimum sum of 
static delay distances from the core to all the members in the cluster. The multicast 
tree formulated by our tree generation algorithm can effectively utilize the links with 
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the shorter average delay. As compared with other multicast schemes, our algorithms 
can select a suitable core, and construct an efficient tree in terms of balancing the less 
resource a system consumes, the higher the throughput and the shorter multicast delay 
under the high traffic load. We anticipate that the issues discussed may be applied to 
ad-hoc network routing where the nodes can move and an optimal core may be re-
selected or re-positioned. 
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Abstract. This paper describes a secure multicast infrastructure for large-scale 
group communications in Mobile Internet and proposes a key management 
protocol based on the infrastructure. The multicast communication domain is 
logically divided into several administrative areas with a key server associated 
with each area. All the key servers participate in a Public Key Infrastructure 
(PKI) as trusted entities known by the subgroup members. Therefore, it’s 
efficient to minimize the re-key overhead implemented in the mobile host tier. 
The simulation results show that the proposed protocol has better performance 
compared to the centralized protocols without PKI support. The numbers of the 
real re-key messages and the re-key events are reduced to approximately 30% 
and 65%, respectively. 

1   Introduction 

The proliferation of the Internet technology and mobile computing devices gives rise 
to the growth of applications emerging in mobile Internet. Its popularity is fuelled by 
the growing importance of group-oriented and collaborative applications. One of the 
major challenges of group communications is secure and efficient group key 
management, where the basic step to secure the traffic data is to provide a 
cryptographic group key shared by all the members within a group.  

However, the group key should be updated when the members change their status 
during the group communication session. Furthermore, the delivery of the valid key to 
all the members of a group is a challenging task due to the fact that the group key and 
group members can dynamically change. Since the communication among the group 
members may be inconsistent while data encryption keys are being updated, the 
challenge for any key management schemes is how to generate and distribute new 
group keys to authorized group members such that the communication remains secure 
while the overall impact on the system performance is minimized. 

In mobile Internet, the frequent mobility of mobile hosts and limited bandwidth 
add complexity to the security problem in multicast group communications. 
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Especially when the number of group members becomes larger and the covering area 
becomes wider, the key distribution and re-keying process can impose a huge 
overhead. Researchers have proposed many key management approaches to minimize 
such an overhead in a scalable and secure manner. 

In this paper, we firstly investigate the issues of designing key management 
protocols for multicast communications in mobile Internet. We propose a secure 
multicast infrastructure for large-scale group communications, and propose a key 
management protocol based on the infrastructure. Compared to the centralized key 
management algorithms under the mobile and dynamic environment, the proposed 
distributed key management protocol shows better performance in terms of the re-key 
events and the real re-key messages.  

2   Related Work 

The most important tasks involved in secure group communications include how to 
reduce the overhead of key distribution, how to minimize the number of encryptions 
and decryptions, how to reduce the number of re-key messages, and how to share a 
secure group key in a large-scale group [1,2,3]. Re-keying efficiency is evaluated based 
on the following aspects: the communication complexity, the time complexity and the 
storage requirements [4]. In a small-scale group, the tree structure is widely adopted to 
cope with key management, such as Tree Key Graph (TKG) [5] and Logical Key 
Hierarchy (LKH) [6]. In such schemes, there is a trusted third party, known as Key 
Distribution Centre (KDC), which maintains a tree of keys where the change of one 
sub-tree will inevitably trigger the re-key operation involving other sub-trees. 
Extending to large-scale groups, such a centralized KDC turns out to be somewhat 
burdensome and the single server turns out to be the point of attack for intruders. 

One established way for enhancing the fault tolerance of centralized components is 
to distribute the components to a set of servers and use replication algorithms to mask 
faulty servers. Consequently, hierarchical approaches have recently been proposed to 
manage the distribution of the Traffic Encryption Key (TEK) in a scalable manner. 
The main idea of such a mechanism is that the whole group is divided into many 
disjoint subgroups, each of which is controlled by an Area Key Distributor (AKD), 
assisting the group key distribution with KDC. It is obvious that the overhead of the 
KDC will be diminished by means of distributed AKDs. Iolus [7], a hierarchical 
framework for secure multicast is proposed with this philosophy in a scalable manner. 
The divided subgroups sketch out a tree hierarchy with individual address and 
individual subgroup key for every subgroup respectively. In [8], an inter-domain key 
management protocol is proposed and each “leaf” region in this architecture is 
connected together through “trunk” region (backbone). There exists an Initiator Key 
Distributor (IKD) that holds a copy of the multicast-key and a copy of all the 
subgroup-keys. Thereafter, the IKD is actually the organizer in all the Autonomous 
Systems (ASs) as well as the initiator of the whole multicast instance. Due to the 
existence of global multicast-key, the re-keying of any one AS raised by some 
members’ dynamic change will give rise to the update of the global multicast-key, as 
well as the delivery of a new multicast-key to other ASs. 
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All the schemes summarized above focus on the wired environment. Since wireless 
devices are gaining in popularity with feasible network connections and powerful 
computing capabilities, the research of extending them to secure multicast group is 
worthy of being explored.  

The impact of mobility on secure multicast is firstly considered in[9]. Besides the 
common issues in traditional networks, some other issues, such as transparency of the 
security features and self-efficiency of mobile users who is willing to take part in a 
secure group are identified as the specific features for mobile multicast. In mobile 
multicast scenario, we are facing the difficulty that we have to minimize the 
participation and computation of mobile hosts because of the intrinsic limitations, 
while the cost of the Group Manager (GM) tends to be minimized. In order to solve 
the problem, researchers come up with many solutions, such as matching the key 
management tree to the network topology called the TMKM tree[10], and the enhanced 
LKH protocol called LKH++[11].  

Nevertheless, there are not many schemes, which solve key management in a large-
scale group, and even less in a mobile and wireless environment. Based on the PKI [12] 
and the clustering techniques, in this paper, we propose a dual-key management 
protocol to combine the two into a hierarchical multicast infrastructure for secure 
mobile group communications. 

3   The Hierarchical Multicast Infrastructure 

3.1   The Proposed Infrastructure  

The basic infrastructure for multicast communications in mobile Internet is depicted 
in Fig. 1. The proposed infrastructure consists of three tiers and four classes of 
network entities. The three tiers are: the Wired Station (WS) tier, the Access Proxy 
(AP) tier, and the Mobile Host (MH) tier. WS is the top tier of the infrastructure, 
consisting of some server stations with high computational capability and high 
stability. The multicast source disseminates data from this top tier. This tier is 
implemented through network entities typically found on the wired Internet today, 
such as routers, switches and servers, together with their corresponding network 
protocols. AP is the middle tier through which the mobile hosts access and connect to 
 

AP

WS

DCAAP

DCAMH

DCAWS

MH

Sub-Group Key Server (SGKS)
with Public Key Interface (PKI)

DCA

Distributed Certificate
Authority (DCA)

Subgroup

AP: Access ProxyWS: Wired Station MH: Mobile Host  

Fig. 1. Hierarchical multicast infrastructure 
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the WSs to receive multicast data. Suppose it is a cellular network connected to the 
wired backbone network, the AP tier can act as the Mobile Support Stations (MSS) 
role to provide the interfaces for mobile hosts. MH is the bottom tier of the 
infrastructure, consisting of a set of MHs. The MH is a host whose location relative to 
the rest of the network changes with time, as it is capable of moving between different 
locations. 

Besides the entities of the three tiers mentioned above, another important entity 
called Sub-Group Key Server (SGKS) in the MH tier involving the dual-key is 
supposed (see Fig. 2). SGKS acts like the AKD but it differs from AKD in that it 
works in the PKI infrastructure. All the Sub-Group Key Servers (SGKS) are assumed 
to be trusted parties known by all the MHs and applied in a PKI infrastructure. To the 
upper-tier entities, the SGKS is the representation of one subgroup of the MH tier and 
the direct communication object of the MH tier; while to the MHs, the SGKS acts as 
the group manager of one subgroup of the MH tier. The MHs that have identified 
themselves with a particular SGKS are considered local to the SGKS. 

A m p l ify

S u b G ro u p

S G K S
P K I

 

Fig. 2. Subgroup model 

 3.2   How the Infrastructure Works 

As the WS tier is fixed and the AP tier is of lower mobility compared to the MH tier, 
we divide the MH tier into smaller administrative subgroups, with each subgroup 
associated with one SGKS as the group manager. When implementing a secure 
multicast instance in a mobile environment, the SGKS is not the member of the 
multicast group, but just kind of a known server. In general, the WS tier, the AP tier 
and the SGKS of the MH tier, are connected and they constitute the backbone of the 
network infrastructure. As mentioned above, the SGKS is different from the normal 
GM because it integrates the PKI interface into the unit as shown in Fig. 2. The 
responsibility of SGKS can be summarized as key distribution of the inner subgroup 
and the communications with the AP tier. Within each subgroup, the key distribution 
can be implemented by existing symmetric key management protocols such as Key 
Graph [5] or LKH [6]. On the other hand, the backbone entities exchange secret data 
encrypted by asymmetric keys, i.e. Public Key (PK) and Secret Key (SK), due to their 
low mobility and reliability. 

3.3   Assumptions  

• All the SGKSs of the MH tier are distributed into the multicast network as service 
centers, which initially need to register with their DCA for a pair of keys. 
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• We use SGKSi to denote the subgroup key server of SGi (subgroup with sub-index 
i). Two types of keys held by SGKSi  are a pair of asymmetric keys, i.e. PK(SGKSi) 
and SK(SGKSi), and a symmetric subgroup key KS,i. Both of them are integrated 
together in the entity SGKS. Specifically, KS,i stands for the subgroup key shared 
by the subgroup members, while PK(SGKSi) stands for the public key held by the 
SGKSi in representation of SGi, and SK(SGKSi) stands for the other half of the 
asymmetric keys. 

• It is assumed that a cross-tier authentication mechanism exists. Under such 
circumstances, certificates issued by one certain DCA can be authenticated by 
DCAs of other tiers. Consequently, DCAs of all tiers are authentic between each 
other. 

• Once the upper tier obtains the PK of the entry it needs to communicate with, the 
PK is buffered into the buffer box identified by the SGKS’s identity number of the 
certificate.  

• We assume that a Distributed Certificate Authority (DCA) is associated with each 
tier of the infrastructure. Each DCA is responsible for the generation, 
authentication, expiration and regeneration of the PKs owned by the tier.  

• An important requirement is that the available (trusted) SGKSs should be known in 
advance in order to reduce the possibility of masquerading. 

4   The Key Management Protocol  

4.1   Adoption of PKI 

Many collaborative group settings require distributed key agreement techniques. In 
the PKI system, all the PKs are public and visible for enquiry and the owner of every 
PK is a unique one who can decrypt a message by using its secret SK. Unless the SK 
is expired or disclosed or a fake PK is detected by the DCA, all the PKs are 
convincing and firm during the valid period. Because of the advantage of the PKI that 
the security property is high and re-key cost is low, the PKI is widely used in current 
commercial and educational intranets. Nevertheless, entities in wireless network are 
not capable of offering the PK computation cost. Therefore, in our assumption, only 
the backbone hierarchy, which consists of the WSs, APs and all the SGKSs in the MH 
tier, is applied in the PKI mechanism. 

During the initiation, the WSs, APs and all the SGKSs are required to register with 
the corresponding Distributed Certificate Authority (DCA) they belong to, to 
announce their identities and parent-children relationships. After the information 
validation, each DCA issues a pair of keys for all registered members, with a 
certificate for authentication. The data exchange between different tiers in the 
infrastructure relies on the PKI mechanism to transmit packets. For example, WSi has 
to query DCAAP (DCA of the AP tier) for the PK of its descendant AP by putting the 
checking information. Notice that WSi only needs to query the direct downward DCA 
for efficient and convenient check. As to the SGKS of the MH tier, on receiving data 
packets encrypted by its PK from its parent entity, it starts to decrypt it and 
disseminates it to its subgroup members encrypted by its subgroup key. Fig. 3 
illustrates of how it works. 
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Fig. 3. Data transmission process 

However, determining the owner of a public key or, conversely, determining the 
public key for a user, appears to be a basic functionality for executing transactions 
securely in any large-scale open system. For such authentication issues, many 
schemes such as DSSA and SPX are found to tackle them [13,14]. It’s assumed that the 
PK searched from the trusted DCA is simply regarded as authentic in our proposed 
protocol. Once the DCA detects that any PK expires, it will inform the entity of the 
upper tier to renew its buffer.  

4.2   Handling of Changes of Group Members  

In this subsection, we describe how to handle the events of members join, members 
leave and members transfer. Among the three scenarios, the first two belong to group 
dynamics and the last one belongs to population dynamics [4]. 

4.2.1   Join Event 
Let’s consider the situation that a member needs to join SGi. Upon approval, it sends 
to SGKSi a signal message to notify SGKSi of its arrival. Then, a new KS,i must be 
generated by  the SGKSi and multicast to the previous members encrypted by the old 
KS,i as in most other schemes. SGKSi is responsible for the re-keying of the SGi to 
ensure the backward confidentiality. Approaches for inner subgroup re-keying include 
logical tree-based algorithms such as key graph [5]. Because the PK(SGKSi) of SGKSi 
is not altering as the change of KS,i, and the KS,i is only generated by SGKSi, it’s 
apparent that other subgroups  needn’t to carry out the re-key operations. All the re-
key operations are accomplished by the SGKS within the subgroup, and the whole 
overhead is only concerned within the changing subgroup, which is apparently 
reduced compared to the centralized protocols without PKI [8,15,16].  

4.2.2   Leave Event 
When a member of SGi tends to leave from the group session, actually it firstly needs 
to send a request signal of departure to the SGKSi. Upon receiving the signal, the 
SGKSi starts the re-keying process to ensure forward confidentiality. Similar to a join 
event, the re-keying process only happens within the subgroup by multicasting the 
new KS,i to the remaining group members encrypted by members’ individual keys. 
While in centralized key management schemes without PKI [8,15,16], the group 
manager still needs to update the global group key and subgroup key database and 

Data transmission from iAP  of the AP tier to jSGKS of the MH tier. 

Let P  denotes the data packets; )(PK+  means using K  to encrypt P ; 

and )(PK−  means using K to decrypt P . 

iAP : P′ = ))(( PSGKSPK j+  

jSGKS : P = ))(( PSGKSSK j ′−  )(, PKP jS+=′′  

The MHs of jSGKS with subgroup key jSK , : )(, PKP jS ′′−=  
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deliver the new group key to all the subgroups. From the above analysis, join and 
leave events merely trigger the re-key processes within that subgroup, and other 
subgroups remain unaffected. 

4.2.3   Transfer Event 
Mobility complicates the key management by allowing members to not only leave or 
join but also transfer between subgroups while remaining in the session (see Fig. 4). 
Mobility impacts performance only when members cross between subgroups, where 
re-keying messages must cross the boundaries resulting in performance degradation.  

Transfer

SG KS
PKI

SG K S
PKI

Sub-G roup i Sub-Group j

jSK ,iSK ,

 

Fig. 4. Mobile nodes are transferring 

The algorithms describing a member transferring from one subgroup to another 
subgroup are outlined as three approaches. It’s analyzed that First Entry Delayed Re-
key + Periodic (FEDRP) has a low re-key rate and message rate [17]. We adopt the 
scheme to do our comparison with the centralized schemes without the PKI. In 
FEDRP, when a member transfers from SGi to SGj, SGi doesn’t perform re-keying 
process right now. Thus, a member may accumulate KS,i as it visits different 
subgroups. If the entering member has previously visited SGj, no rekey occurs for SGj. 
If there is no visiting record, SGKSj will send the current KS,j to it by a secure unicast 
channel as needed. If the member is entering into SGj for the first time, a new KS,j is 
generated and distributed through one multicast transmission (to current SGj members 
using previous KS,j) and one unicast transmission (to the newly entered member using 
a secure channel). To bound the maximum time that KS,i can be held by a member 
outside SGi, each SGKS maintains a timer to bound it. Once the timer reaches the 
value, the subgroup re-keys itself and the timer is reset to zero. To trace member’s 
movement history, SGKSi maintains a table of group members that hold a valid KS,i 
residing outside the subgroup. The table is reset once the member leaves the group or 
the timer expires. A member is added to the table when it transfers out of it, and a 
member is removed from the table when it transfers back. 

In such a situation, FEDRP behaves with lower re-key rate than merely treated as 
firstly leave and then join [17]. Since the dual-role of the SGKS and the absence of the 
global group key, the transfer process is only handled by the two involved SGKSs, 
which still gets the benefit from the PKI system.  

5   Simulation Studies 

Because of the introduction of the public key infrastructure, the backbone of the 
proposed infrastructure relies on the PKI mechanism and re-keying processes occur 
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within the subgroups. The complexity of our protocol, e.g. the join event, the leave 
event, is )(lognO ′ , here n′ is the number of members of each subgroup; while in the 

centralized protocols without PKI [8,15,16] the complexity is )(log nO and n denotes the 
number of overall group members. In addition, in the centralized protocols without 
PKI support [8,15,16], the subgroups are not absolutely independent because of the 
existence of the global key manager managing all the subgroups. It is inevitable that 
the variation of one subgroup key will give rise to the global key update, and that the 
GM will still send many re-key messages to the other subgroups. 

Three performance metrics are used:  

• Delay time (Dt) measures the time difference between the time the member sends 
its willing to join or leave and the time the member is really granted for join or 
leave after the re-key process completes. 

• Re-key events (NumEvents) measures the total number of control events to notify a 
new key when doing the re-key operations. The corresponding re-key events fall 
into three categories: signal events, unicast events, and multicast events.  

• Re-key messages (NumMsgs) measures the total number of real re-key messages 
transmitted to all the mobile members for re-key operations. If a re-key message is 
a multicast re-key message, then there will be more than one user who receive it 
and use their correct keys to decrypt the required segments of the message 
respectively. As to the signal events and unicast events, such a re-key events is 
equivalent to one real re-key message. Therefore, NumMsgs is used to evaluate the 
real-transmitted number of re-key message packets in terms of the number of 
receivers in the multicast group. 

We conducted the simulation to evaluate the performance with a comparison to the 
centralized key management protocol without PKI support [8,15,16]. We define the 
simulation time to be 600s and the whole area to be 600m*400m. 

As to the delay time, it is obvious that our proposal performs better. In our 
proposed protocol, the join and leave procedures complete just after the subgroup re-
creates a new subgroup key and distributes it to the valid members. In contrast, the 
centralized protocols without PKI support need two further steps to update the global 
multicast key and distribute it to the remaining subgroup controllers. 

  

  Fig. 5. The real re-key messages in random case    Fig. 6. The re-key events in random case 
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In Fig. 5 and Fig. 6, we plot the real re-key messages (NumMsgs) and the re-key 
events (NumEvents) for the two protocols with the change of network size in the 
random case, where all the members move at random speed and directions. Each data 
of the curve is the average result of ten rounds of independent running. We compare 
the data of the two protocols to get the ratios of improvements for each X-axis value. 
It’s concluded that in average our protocol has 30% and 65% of the real re-key 
messages and the re-key events respectively in contrast to centralized protocols. The 
reason is that in our protocol re-keying is almost occurred within the subgroups, while 
the centralized one needs to have the global key update since the existence of a global 
group key all subgroups share. 

We also carried out simulations for the situation where each member moves back 
and forth between two subgroups. In the regular case, we can find the differences 
become more evident in Fig. 7 and Fig. 8 than in the random case. Due to the reason 
that the movement between two subgroups in the centralized protocols give rise to 
two subgroup re-keying and the global key update, which is much bigger than our 
protocol in PKI. In such regular case, our protocol just gets 25% and 55% of the real 
re-key messages and the re-key events compared to centralized protocols without PKI 
in average respectively [8,15,16]. 

  

  Fig. 7. The real re-key messages in regular case     Fig. 8. The re-key events in regular case  

6   Conclusions  

The proposed dual-key management protocol with PKI support has better 
performance than the centralized key management protocol without using PKI. Such a 
conclusion is drawn on the basis of the stability of the PKI system and the trustiness 
of the SGKSs. However, the proposed protocol requires that the system heavily relies 
on the PKI infrastructure. Once the authentication of the PKI fails, the consequence 
will be serious. The delay due to the decryption of SK and encryption of subgroup 
key may also affect the performance. Nonetheless, the computation power of the 
SGKS counterbalances the delay. Although some delay cannot actually be avoided, in 
large-scale multicast communications, such a drawback will not affect the whole 
performance much and our proposed protocol outperforms centralized protocols 
without PKI support.  
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Abstract. Network operators must have control over the flow of traffic
into, out of, and across their networks. Usually, changes of interdomain
traffic affect intradomain traffic in other domains. We propose an ap-
proach to control interdomain traffic over multiple links based on pre-
fixes. Transit Autonomous System (AS) measure the flow of traffic and
cooperate with other ASes in balancing interdomain traffic. Using the
data of interdomain traffic and intradomain traffic measured in transit
networks, the approach evaluates the cost of transit networks. We present
a genetic algorithm to specify a link for prefix in AS neighbors with the
objective of minimizing costs and configuration changes. In order to de-
crease the complex of calculation, we analysis the distribution of traffic
and propose an approach to select popular prefixes. A example verify the
availability and effectiveness of the algorithm.

1 Introduction

The delivery of IP packets through the Internet depends on a large collection of
routers belonged to Autonomous Systems (ASes). Using standardized intrado-
main routing protocols and interdomain routing protocols, routers compute end-
to-end paths in a distributed fashion. The routers inside an AS typically run an
intradomain routing protocol or IGP such as OSPF, IS-IS, or RIP. The IGP
determines how a network entity (end hosts or router) inside the AS reaches
another entity in the same AS via intermediate hops. To reach entities outside
the AS, the border routers run an interdomain routing protocol or EGP. Border
Gateway Protocol (BGP) is the current de facto standard interdomain routing
protocol. Operating a large IP backbone requires continuous attention to the
distribution of traffic over the network. Network operators adapt to changes in
the distribution of traffic by adjusting the configuration of the routing protocols
running on their routers. For the most part, the effects of IGP configuration
changes are local to the operator’s network. However, traffic engineering grows
more complicated if the operates need to alter how packets travel between ASes,
since EGP configuration changes have direct effects on the flow of interdomain
traffic in other ASes.

X. Lu and W. Zhao (Eds.): ICCNMC 2005, LNCS 3619, pp. 570–579, 2005.
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IGPs like OSPF select shortest-path routes based on the sum of integer link
weights. Changing the link weights triggers the selection of new paths for some
portion of the traffic[1]. However, BGP does not incorporate any performance,
load, or capacity information. In today’s Internet, operators have indirect control
over the flow of interdomain traffic by setting some BGP attributes to configure
import policies that favor some routes over others[2] [3]. The state of the art
for interdomain traffic engineering is extremely primitive. [4]described several
techniques that are used to control the flow of packets in the global Internet, [5]
proposed fundamental objectives for interdomain traffic engineering and specific
guidelines for achieving these objectives with in the context of BGP, [6] designed
a online simulation system which can be applied to adaptively adjust BGP con-
figuration to achieve load balancing. In this paper, we propose an approach to
control interdomain traffic over multiple links.

2 Interdomain Traffic Control

BGP is a path-vector protocol that works by sending route advertisements. A
route advertisement contains the network reachability information (represented
by prefixes:a network address and a netmask), the next-hop and AS path at-
tributes. A route advertisement may also contain several optional attributes such
as the local-pref, Multi-Exit Discriminator (MED) or communities attributes.

Inside a single domain, all routers are considered as equal and the intrado-
main routing protocol announces all known paths to all routers. In contrast, in
the global Internet, all ASes are not equal and an AS will rarely agree to provide
a transit service for all its connected ASes toward all destinations. Therefore,
BGP allows a router to be selective in the route advertisements that it sends
neighbor eBGP routers. A simplified view of a BGP router is shown in figure 1.

BGP allow each AS to choose its own import and export policy in selecting
the best route, and announcing and accepting routes. One of the most impor-
tant factors in determining routing policies is the commercial contractual rela-
tionships between ASes. The AS relationships can be classified into customer-
provider and peering relationships[9]. Each AS sets its policy according to the
AS relationships and some rules[10]. Routing between ASes is determined by the

BGP decision process

1 Highest local preference
2 Lowest AS path length
3 Lowest origin type
4 Lowest MED
5 eBGP-learned over iBGP-learned
6 Lowest IGP path cost to exit point

Import policies

filter
Route ann-
ouncement

Export policies

filter

BGP routing table

Route ann-
ouncement

Fig. 1. A BGP router
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AS A
AS B

AS DAS C

Fig. 2. A example of AS topology

policies, and the routes affect the traffic. As a whole, the distribution of traffic is
determined by AS relationships. In general, the outbound traffic of a customer
are controlled by the customer and the inbound traffic of a customer are con-
trolled by its provider. However, the outbound traffic changes of an AS maybe
affect the traffic of its neighbors. The traffic control need cooperate between
neighboring ASes.

The interdomain traffic control includes two aspect:

1. There are multiple links between two ASes (AS A and AS C in figure 2).
Balance the traffic over each link.

2. An AS is multi-homed (AS D in figure 2). Select one provider to transit IP
packets for each prefix in the AS.

There are two types of ASes in today’s Internet. A stub AS is an AS that
sends or receives IP packets, but does not transit packets. A transit AS is an AS
that agrees to transit IP packets from one of its neighbors to another neighbor.
Today, around 90% of customer ASes are stub AS. [7] proposes a method based
on multi-objective combinatorial optimization to perform interdomain traffic
control for multi-homed stub ASes with minimal BGP configurations. In this
paper, we discuss how to balance the traffic over multiple links.

There are four different ways to balance the traffic over multiple links: set-
ting of the MED parameter, prepending of the AS PATH parameter, usage of
communities and defining of more specific routes. To balance the traffic over
multiple links, it is important to know how to route each prefix at first. Then,
apply one of the above four ways for each prefix to balance the traffic. As the
traffic changes of a stub AS affect the traffic of its neighboring transit AS, the
cooperation between the transit AS and the stub AS is necessary. In general,
the process dominated by a transit AS could repeat less times than the process
dominated by a stub AS before setting on a mutually agreeable change in the
configuration. In this paper, we focus on how to select a interdomain link for
each prefix in a transit AS.

3 A Model

A transit AS is represented by a directed graph G=(V, E) whose nodes and edges
represent routers and the links between them. Each edge e has a capacity C(e)
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which is a measure for the amount of traffic flow it can take. Given the demand
d(s, t) which is the amount of traffic flow to be sent from s to t. Obviously, d(s, t)
distributes over all the links between s and t. The load l(e) on an edge e is the
total flow over e, that is l(e) is the sum over all demands of the amount of flow
for that demand which is send over e.

l(e) =
∑

(s,t)∈V ×V

d(s, t) (1)

The utilization of a link e is l(e)/C(e). We associate a cost on link e as a
function of the utilization, and use Φ e(l(e)) represent the cost over link e. The
cost function Φ sums the cost of the links.

Φ =
∑
e∈E

Φe(l(e)) (2)

To minimize congestion, our objective is to distribute the flow so as to min-
imize Φ.Generally, Φ favors sending flow over links with small utilization. The
cost increases progressively as the utilization approaches 100% and then explodes
when maximum capacity is reached.

The cost function Φ is piecewise linear and convex. For each edges e∈E,
Φe(l(e)) is the continuous function and derivative

Φel(e) =

{
0 (l(e) = 0)
αil(e) + βi (l(e) > 0)

(3)

where for l(e)/C(e)∈ [0,1/3), [1/3,2/3), [2/3,9/10),[9/10,1), [1,11/10) and
[ 11/10,+∞), αi equals 1,3,10,70,500 and 5000 respectively[8]. βi can be cal-
culated at vertexes. The idea behind Φe(l(e)) is that it is cheap to send flow over
an edge with small utilization. As the utilization approaches 100%, it becomes
more expensive. If the utilization goes above 100%, we get heavily penalized,
and when the utilization goes above 110% the penalty gets so high that this
should never happen. The exact definition of Φe(l(e)) is not so important for the
results, as long as it is a piecewise linear increasing and convex function.

If s and t are border routers, the IP packets sent from s to t come from the
neighbor ASes. Extended the directed graph. Add edges to border routers to
represent interdomain links. Then

Φ =
∑
e∈E

Φe(l(e)) +
∑

e′∈E′

Φe′ (l(e′)) (4)

where E′ is the collection of the interdomain links between the transit AS and
its neighbor ASes.

OSPF is the most commonly used intradomain internet routing protocol.
Traffic flow is routed along shortest paths, splitting flow at nodes where several
outgoing links are on shortest paths to the destination. The weight of the links,
and thereby the shortest path routes, can be changed by the network operator.
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The OSPF weight setting problem seeks a set of weights that optimizes network
performance.

The interdomain traffic control problem can be described as the follows:
Given the extended directed graph of a transit AS G′ = (V, E, E′), where V

is the collection of the routers in the transit AS, E is the collection of the
intradomain links and E′ is the collection of the interdomain links. Each link e

has a capacity C(e). To ∀(s, t) ∈ V × V , given the intradomain demand d′(s, t)
which is the amount of traffic flow to be sent from node s to t. To ∀pi, pj ∈
{AS} × {AS}, given the interdomain demand dp(pi, pj) which is the amount of
traffic flow to be transited by the transit AS from prefix pi to prefix pj . The
interdomain traffic control problem is to find a OSPF weight we [1,65535] for
each link e ∈ E, to select a link e′ ∈ E′ from multiple links for each prefix
transited by the transit AS, making the minimization cost Φ and minimization
BGP configuration changes. Finding a solution of the problem is NP-hard. We
use a genetic algorithm to find the solution.

4 GA Implement

The algorithm is composed of the inner genetic algorithm and the outer genetic
algorithm.

4.1 Outer Genetic Algorithm

The outer genetic algorithm selects a interdomain link from multiple links for
each prefix transited by the transit AS. In Internet, the bulk of the traffic is
concentrated in a small fraction of prefixes. The top 10% of prefixes accounts for
approximately 70% of the traffic in AT&T[5]. A similar rule also exists in the
traffic flow between two ASes.

Figure 3 shows the cumulative distribution of the proportion of outbound
traffic be-tween the Abilene Network and its neighbor ASes connected by mul-
tiple links on October 1, 2004. Although the number of the concerned prefixes
belonging to different neighbor ASes ranges from several to several hundreds,
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Fig. 3. Cumulative distribution of traffic between Abilene and its neighbor ASes con-
nected by multiple links
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the rule that the bulk of the traffic is concentrated in a small fraction of prefixes
does not change. In general, balancing the interdomain traffic over multiple links
does not need to concern all the prefixes. Adjusting the route of a small fraction
of prefixes (popular prefixes) is sufficient.

The outer genetic algorithm uses a serial of integers to represent the selected
links of popular prefixes. The initial population is generated by randomly choos-
ing feasible links.

(1) Representation. Use the representation of links L = l1, l2, . . . ln, where
li ∈[1,65535] for each popular prefix connected to the transit AS by multiple
links. As the number of links between the transit AS and its neighbor AS maybe
does not equal, we select multiple-point crossover.

(2) Crossover and mutation. Use multiple-point crossover and 1-point random
mutation.

(3) Evaluation function. The association of each solution to a fitness value is
done through the evaluation function. The evaluation function is given by the
inner genetic algorithm. The outer genetic algorithm is responsible for calculating
the amount of traffic between each pair node in the transit AS. Pt = {p|p ∈
ASt ∪ Customer(ASt)} is the collection of interdomain prefixes transited by
node t, where ASt is the collection of ASes connected the transit AS via node t,
Customer(ASt) is the collection of the customer of ASt. The demand sent from
node s to t

d(s, t) =
∑

pi∈Ps,pj∈Pt

dp(pi, pj) + d′(s, t) (5)

(4) Parent selection. Use elitist model.
(5) Stopping criterion. MAXGEN denotes the number of generations. The

outer genetic algorithm uses this parameter as a stopping criterion.

4.2 Inner Genetic Algorithm

The inner genetic algorithm searches the optimal OSPF weights and calculates
the cost.

(1) Representation. Use the representation of weights W = w1, w2, . . . , wm,
where wi ∈ [1,65535] for each link e ∈ E. Instead of using the upper limit of
65535, we use a user-defined upper limit MAXWEIGHT.

(2) Crossover and mutation. Use 1-point crossover and 1-point random mu-
tation.

(3) Evaluation function. We associate a cost to each individual through the
cost function Φ and the number of prefixes whose route change. The evaluation
function is complex and computationally demanding, as it includes the process
of OSPF routing, needed to determine the link loads resulting from a given
set of weights and a given set of links. Using the outer genetic algorithm, we
select a interdomain link for each prefix. A given weight setting will completely
determine the shortest paths, which in turn determine the OSPF routing, and
how much of the demand is sent over which links. The load on each link gives us
the link utilization, which in turn gives us a cost from the cost function Φe(l(e)).
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Add the total cost Φ for all interdomain and intradomain links to the cost of
configuration change. We show, in more detail, how to compute the fitness value.

(a) Compute the shortest distances to u from each node t ∈ V , using Dijk-
stra’s shortest path algorithm. Obtain the collection of the nodes between t and u

Vtu = {t, . . . , u}, the collection of links between t and u Etu = {evw|v, w ∈ Vtu}.
(b) The demand sent from node t to u will distribute on each link between

node t to u . For each edge evw ∈ Etu, ltu(evw) = d(t, u).
(c) For each node u ∈ V

lt(evw) =
∑
u∈V

ltu(evw) (6)

(d) For each node t ∈ V , the load on each link evw

l(evw) =
∑
t∈V

lt(evw) (7)

(e) Use formula (4) to calculate the cost Φ.
(f) fitness = F − (Φ+ αN). where α is a constant, F is the maximum value

of in the process of running, N is the number of prefixes whose route change by
the outer genetic algorithm.

(4) Parent selection. Use elitist model.
(5) Stopping criterion. The inner genetic algorithm uses MAXGENIN as a

stopping criterion or stops when no evolutionary for a fixed generations.

5 An Example

The Abilene Network is an Internet2 high-performance backbone network that
enables the development of advanced Internet applications and the deployment of
lead-ing-edge network services to Internet2 universities and research labs across
USA. The backbone topology of the Abilene Network is shown in figure 4. The
Abilene Network has 77 peer ASes connected via these backbone router on Oc-
tober 1, 2004.

The Abilene Observatory is a program that supports the collection and
dissemina-tion of network data associated with the Abilene Network. There is
an enormous amount of data collected under the Abilene Observatory program.
Abilene collects Netflow statistics every day from its POPs and allows these
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Fig. 4. The Abilene Network backbone topology



Interdomain Traffic Control over Multiple Links 577

statistics to be queried from the web(http://www.itec.oar.net/ abilene-netflow).
We use the ”Source-Destination-prefix” traffic matrix that provides with to-
tal bytes counts for each prefix. Each item of the ”Source-Destination-prefix”
includes source prefix, destination pre-fix, flows, octets, packets and duration
time. The format is shown as the follows.

source-address, destination-address, flows, octets, packets, duration time
130.39/16,130.18/16,1188,10203764100,6900800,35808886
There are about 6.0 millions items on October 1, 2004 and about 1.7 millions

items include the prefixes concerning multiple links. Sort the later prefixes of each
AS and its customers on flows, the results were shown in table 1.

Table 1. The Abilene Network’s neighbor AS connected by multiple links

AS Access node Total prefix number Prefix number(70% inbound traffic)

293 2,7,9,11 32 1
297 2,7,10 54 2
668 2,7,10 135 2
1842 2,7 7 2
3754 7,11 39 4
6509 7,11 163 11
20965 7,10 969 83

As the popular prefixes dominate the bulk of the traffic, we only adjust the
route of these popular prefixes over multiple links. Use the following way to
select popular prefixes:

(1) Group the sorted prefix list belonging to each neighbor AS into m groups,
ensuring the total traffic of each group nearly equals. m is the number of links
between the Abilene Network and its neighbor AS.

(2) Select the prefixes whose total traffic exceeds 50% of the total traffic in
each group.

Test the above way with prefix-prefix items on October 1, 2004. The number
of selected popular prefixes, relevant traffic and the number of relevant prefix-
prefix items are 95, 10.32E13 Octets and 271698 respectively. Table 2 lists the
percent of traffic in each AS connected to the Abilene network over multiple links,
the number of relevant prefixes and prefix-prefix items. Compare the selected
popular prefixes with table 2. The traffic controlled by the selected popular
prefixes at least exceeds 50% of total traffic.

Remain the selected popular prefixes and replace the other prefixes with the
node in the prefix-prefix records. Incorporate those items which have the same
source-prefix (node) and destination-prefix (node). At last, we obtain 4710 items
to test the outer genetic algorithm.

Set population size of the inner genetic algorithm to 50, MAXWEIGHT to
20, crossover rate to 0.90, mutation rate to 0.01. The average generations of the
inner genetic algorithm is 2.15. Set population size of the outer genetic algorithm
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Table 2. Traffic and prefixes over multiple links

traffic(%) Total prefix number Relevant traffic(10E13 Oct) P-P item number

10 9 2.90 20233
20 13 3.14 29363
30 21 4.54 59296
40 31 5.15 89319
50 51 6.44 144313
60 74 8.28 211988
70 106 9.34 303022
80 160 11.61 442424
90 260 13.84 685976
100 1399 18.55 1692417
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Fig. 5. The average generations of Waxman network

to 100, crossover rate to 0.90, mutation rate to 0.01, the number of crossover
points to two times of the number of ASes connected to the Abilene network over
multiple links. The average generations of the outer genetic algorithm is 36.2.

Use the random network generated by Waxman model (α=0.1, β=1.0) to
test the average generations of the inner genetic algorithm. Set population size
to two times of the number of nodes. The result is shown in figure 5.

6 Conclusion

This paper proposes an approach to adjust interdomain traffic over multiple
links based on genetic algorithm. Transit ASes measure the flow of traffic and
cooperate with other ASes in balancing interdomain traffic over multiple links.
The algorithm was tested using the netflow statistics in the Abilene Network.
The results show that the algorithm is feasible.

As the structure of the Internet is complex and the amount of traffic in
the Internet is diverse, our approach has certain limitations: Although most
prefixes received a lot of traffic that varied moderately over large time periods,
the absolute amount of traffic can vary a lot from day to day[4]. The approach
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can not ensure that the seletion of each prefix over multiple links is optimal from
time to time. The running time of the algorithm maybe becomes too long for a
complex transit AS.

Despite these limitations, we have shown that our approach provides a view
of scheduling the interdomain traffic over multiple links.
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Abstract. In an IP network, if the source rates are increased beyond the service 
rates of the routers, then queues of packets waiting to be routed at the buffers, 
build up and exceed the buffering capacity of these routers leading to packets 
getting dropped. This results in low throughput and congestion collapse. In such 
networks, an AQM mechanism manages queue lengths in buffers and enables 
the end-systems to react to such losses by reducing their packet rate, avoiding 
severe congestion. Random Early Detection (RED) is one of the first AQM 
mechanisms to be used to avoid congestion in this manner. In this paper, the 
existing Normal and Gentle RED algorithms of Floyd as well as the 
justification for the proposed modified exponential RED algorithm have been 
discussed along with the results obtained on the functioning of the algorithms. 
Functioning of the algorithm proposed has also been tested using ns2 Simulator. 

1   Introduction 

In this paper, we present the results of one part of our research work in the area of 
traffic congestion management in IP networks [1], [2], [3], [4]. In an IP network, 
packets generated by a source are delivered to their destination by routing them via a 
sequence of intermediate routers. If the source rates are increased without constraint, 
say, beyond the service rates of the routers, then queues of packets waiting to be 
routed at the buffers of routers, build up leading to high delay. Eventually, the 
buffering capacity of these routers is exceeded and packets are dropped. This results 
in low throughput and congestion collapse [5]. In such networks, an AQM mechanism 
[6] manages queue lengths in buffers by dropping (or marking) packets before the 
buffer gets full. The end-systems can then react to such losses by reducing their 
packet rate, thus avoiding severe congestion. Random Early Detection (RED) [7], [8], 
[9] is one of the first AQM mechanisms that was proposed and has been mostly used 
to avoid congestion by randomly discarding packets based on the comparison of the 
average queue length size with two thresholds.   In this paper, the existing Normal and 
Gentle RED [10] [11] algorithms of Floyd as well as the justification for proposing a 
modified exponential RED algorithm by us have been discussed.  The rest of the 
paper has been organized as follows. In section 2, the existing Normal and the Gentle 
RED algorithms of Floyd are explained briefly as well as the justification for the 
modified algorithm proposed by us. Section 3 presents some results obtained on the 
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verification of the proposed algorithm, using simulated data for the two cases, viz., 
P(Ma) – the marking/dropping probability,  varying  with single slope (Normal RED), 
and  exponentially with queue lengths. Section 4 presents the details of the results on 
the functioning of the proposed algorithm using ns2 simulation. Section 5 is the 
concluding section.  

2   Congestion Management and the RED Algorithm 

In this section, we will briefly discuss the two algorithms proposed by Floyd viz., 
Normal RED and Gentle RED.  

2.1   Normal RED 

Floyd [7], [8], first proposed Normal Random Early Detection (RED) for congestion 
avoidance through controlling the average queue size. This RED scheme is 
implemented using two separate algorithms. The first algorithm computes the 
exponential weighted mean average (EWMA) of the queue size (La), which 
determines the degree of burstiness that will be allowed in the router queue.  The 
second algorithm enables comparing the average queue size (La) with to two queue 
length thresholds viz., a minimum (Lmin) and a maximum (Lmax). When the average 
queue size is less than Lmin, no packets are marked and also when the average queue 
size is greater than Lmax, every arriving packet is marked and if the source is not co-
operative, then they are dropped. But when the average queue size is between Lmin 
and Lmax  each arriving packet is marked with a probability P(Ma), where P(Ma ) is a 
function of the average queue size La, Lmin and Lmax.  Floyd has proposed a typical 
marking function P(Ma ) as:  

  P(Ma)  = 0 for  Lmin   > La                            (1) 

  P(Ma) = F(La - Lmin)/( Lmax - Lmax)          (2)  
  for Lmax  > La   ≥  Lmin        

  P(Ma)  =  1 for  La ≥   Lmax                (3) 

In eqn.(2), F can be any value between 0 and 1 and is same as  ‘maxP’ in the equation 
proposed by Floyd in his normal RED. This function is being introduced to vary the 
marking probability from 0 corresponding to Lmin to a maximum of 1 corresponding 
to Lmax.  

2.2   Gentle RED 

It has been mentioned [10] that RED routers perform best when the packet marking 
probability changes fairly slowly as the average queue size La changes, May, et.al, 
[12], [13] explain the interaction between the sharp edge in the dropping function and 
the average queue size and they have recommended avoiding the sharp edge in the 
dropping function.  In the context, the ‘gentle RED’ algorithm that has been suggested 
by Floyd [10] in which the marking/dropping probability of a packet varies from 0 to 
P(Ma), in two rates/slopes, viz., with the first rate when La is between Lmin and Lmax1, 
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from 0 to some value of P(Ma)1 (<1)  and then with  a second higher rate between 
Lmax1 and Lmax2, from  P(Ma)1 to P(Ma)2 (a maximum of 1).  This is possible by fixing 
two values for F – one lower value Fl between Lmin and Lmax1 and another higher value 
for Fh, between Lmax1 and Lmax2. Then the algorithm for the Gentle RED functioning 
between Lmin and Lmax2 can be written as under: 

  P(Ma)  = 0 for  Lmin   > La                      

  P(Ma)1 = Fl[La -Lmin]/[Lmax1- Lmin]         (4) 
  for Lmax1  > La   ≥  Lmin     

  P(Ma)2 = Fh[La - Lmax1]/[Lmax2 -Lmax1]          (5) 
  for Lmax2  > La   ≥  Lmax1    

  P(Ma)  =  1 for  La ≥   Lmax2             (6) 

In the gentle version of RED [10], [11] proposed the drop probability varies from 
P(Ma)1  to 1 when the average queue size varies from  Lmax1  to 2 Lmax1 .  

2.3   Piecewise Linear RED 

The natural and logical thinking would seem to be to increase the number of segments 
from two to say N, for example, N = 5, in the characteristic. All of them will then be 
piecewise linear. In the example explained below (five segments), the 
marking/dropping probability of a packet varies from 0 to P(Ma), in five rates/slopes, 
viz., with the first rate when La is between Lmin and Lmax1, from 0 to some value of 
P(Ma)1 (<1)  and then with  a second higher rate between Lmax1 and Lmax2, from  
P(Ma)1 to P(Ma)2 and the last one will have the highest rate between  Lmax4 and Lmax4, 
from  P(Ma)4 to P(Ma)5.  Here as explained in the previous section it could be from 
P(Ma)4 to 1.  This is possible by fixing five values for F – one lowest value F1 
between Lmin and Lmax1 and another higher value for F2, between Lmax1 and Lmax2 and 
the last segment having the highest slope. Then the algorithm for the piecewise linear 
RED functioning between Lmin and Lmax5  can be written as below: 

  P(Ma)  = 0 for  Lmin   > La                      

  P(Ma)1 = F1[La -Lmin]/[Lmax1- Lmin]           (7) 
  for Lmax1  > La   ≥  Lmin     

  P(Ma)2 = F2[La - Lmax1]/[Lmax2 -Lmax1]          (8) 
  for Lmax2  > La   ≥  Lmax1    

  P(Ma)3 = F3[La - Lmax2]/[Lmax3 -Lmax2]          (9) 
  for Lmax3  > La   ≥  Lmax2    

  P(Ma)4 = F4[La - Lmax3]/[Lmax4 -Lmax3]       (10) 
  for Lmax4  > La   ≥  Lmax3    

  P(Ma)5 = F5[La - Lmax4]/[Lmax5 -Lmax4]       (11) 
  for Lmax5  > La   ≥  Lmax4    

  P(Ma)  =  1 for  La ≥   Lmax5         (12) 
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As mentioned in the gentle version of RED, in this case also the drop probability can 
be varied from P(Ma)4  to 1, when the average queue size varies from  Lmax4  to Lmax.  

3   Adaptive Exponential RED Algorithm 

It has already been mentioned that RED routers perform best when the packet 
marking probability changes fairly slowly with the average queue size La and also the 
interaction between the sharp edge in the dropping function and the average queue 
size and the recommendation of May, et.al., for modifying the normal RED algorithm. 
In the consequent ‘Gentle RED’ also we see sharp edge although it has two slopes. 
The piecewise linear version is better than Gentle in this respect since the slopes vary 
gradually. Taking the above two schemes into consideration and also that RED 
routers perform best when the packet marking probability changes fairly slowly 
initially as the average queue size La changes, and then increases rapidly, a 
requirement taken from Gentle RED, it is felt that changing the marking/dropping 
probability from 0 to 1 gradually as an exponential function would be advantageous. 
Also the algorithm to be used in piecewise linearisation RED becomes more complex 
as the number of segments gets increased. We hence propose changing the factor F, as 
an exponential function of La, taking into account the values of Lmin and Lmax, as 
boundary values, such that at Lmin the value of F is 0 and at Lmax it is 1.  This has been 
done as follows.   

3.1   Exponential RED Algorithm 

Let Fe  be taken as an exponential function of F, given by 

  Fe = F(eβ )/(ep )          (13)
  Where β = p*(La – Lmin)/Lmax – Lmin)      (14) 

The value of p (varying from 0 to say 5) decides the amount of concavity in the 
characteristic of P(Ma)e with queue length. As concavity is more we get better packet 
marking compared to lesser concavity [12],[13].  F = 1, is the maximum value 
reachable when  La = Lmax. We now propose the exponential packet-marking 
algorithm based on queue length, functioning between Lmin and Lmax, for this case as 
under.  

  P(Ma)e  = 0 for  Lmin   > La                     

  P(Ma)e =  F[(eβ)/(ep)] [La - Lmin]/[Lmax – Lmin]         (15) 
        for Lmax  > La   ≥  Lmin     

  P(Ma)e  =  1 for  La ≥   Lmax     

From the above equations, it can be seen that when   La = Lmin, β = 0 and hence Fe ≈ 0. 
Also when La = Lmax, β = p and hence Fe = F. Since the denominator in Fe, viz., (ep) is 
a constant for a given p, the value of Fe increases exponentially from ≈0 to a 
maximum value of F, between Lmin  and Lmax. Accordingly P(Ma)e, also increases 
exponentially as given by equation (15). It can also be seen that the instantaneous 
slope adapts to the instantaneous average queue value.  Also when p =0, the algorithm 
reduces to the one given by the Normal RED.  
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4   Functioning of the Exponential RED Algorithm 

We will now consider the functioning of the four algorithms viz., Normal RED, 
Gentle RED, Piecewise Linear RED and Exponential RED, which have been tested 
using simulation for normalised queue lengths in the range of 0 to 1. For these tests,  
Lmin is taken as 0.25 and Lmax is taken as 0.75. The maximum value of P(Ma) has been 
taken as 0.2 for this testing example.  

The verification of the four algorithms has been done through simulation using 
Matlab. We have taken for example, F1 = 0.2 for our calculation, in respect of the 
Normal RED, although the recommended value by Floyd is 0.1. The Values in Table 
1, are for F1=0.2 (Normal RED), F2 = 0.05, F3 = 0.15 (Gentle RED), F4=0.02, 
F5=0.03, F6=0.04, F7=0.05, F8=0.06 (Piecewise RED) and F9=0.2 and p=1 
(Exponential RED). 

       

Fig. 1. Graphs for the four algorithms                  Fig. 2. Gentle RED variation with slopes 

 
Fig. 3. Piecewise RED-slope variation                 Fig. 4.   Exponential RED-slope variation 

Fig.1 shows all the four graphs obtained for P(Ma) for various normalised queue 
lengths and for F=0.2, the maximum value of P(Ma).  Furthermore, Fig. 2 provides 
details on Gentle RED for varying values of F2 and F3 in steps of 0.05, when the 
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corresponding F1 for the Normal RED is kept as 1.  Fig.3 similarly provides the 
details on Piecewise Linear RED for various values of F1 starting from 0.2 to 1, and 
Fig. 4 provides details on varying values of p for exponential RED, which is  
for varying the concavity, again keeping the corresponding F1 for the Normal RED 
as 1.  

Table 1. F1 = 0.2., F2 = 0.05, F3 = 0.15., F4=0.02, F5=0.03, F6=0.04, F7=0.05, F8=0.06.,  
F9 =0.2 and p = 1 

 
La 

(Normalised)

 
Normal 
P(Ma) 

F1 

P(Ma)1 : 
Gentle (F2)

P(Ma)2 : 
Gentle (F3) 

Gentle P(Ma) 
= 

P(Ma)1 + 
P(Ma)2 

Piecewise 
Linear 
P(Ma) 

F4,F5,F6,
F7,F8 

 
Exponential 

P(Ma) 
F9 

0.25 0.0000 0.000 ------ 0.000 0.0000 0.0000 
0.30 0.0200 0.010 ------ 0.010 ------- 0.0012 
0.35 0.0400 0.020 ------ 0.020 0.0200 0.0052 
0.40 0.0600 0.030 ------ 0.030 ------- 0.0122 
0.45 0.0800  0.040 ------- 0.040 0.0500 0.0229 
0.50 0.1000 0.050 ------ 0.050 ------- 0.0378 
0.55 0.1200  0.030 0.080 0.0900 0.0574 
0.60 0.1400  0.060 0.110 -------- 0.0826 
0.65 0.1600  0.090 0.140 0.1400 0.1141 
0.70 0.1800  0.120 0.170 -------- 0.1529 
0.75 0.2000  0.150 0.200 0.2000 0.2000 

4.1   Validation of Two Algorithms 

To analyse the results further, as the simulation platform, we used the Network 
Simulator 2 (ns2) [14]. Different scenarios were simulated, using the configuration 
shown in Fig.5.  In this simulation we have compared the linear length based RED 
and our proposed algorithm for their behaviour by simulating CBR and Poisson input 
through the use of two sources S1 and S2 in ns environment. L is the bottleneck link 
connecting the routers R1 and R2, and D1 and D2 are the destination nodes.  The 
CBR and Poisson queue lengths generated using this configuration as well as the 
shape of the curves for the final packet marking probability Pa  [7], [8] values 
obtained using equation (16), are shown in Figs. 6 to 11.   

Pa = P(Ma)/[1-count*P(Ma)]     (16) 

In the above equation (16), Pa is the final marking probability computed based 
P(Ma), the packet marking probability. The final packet marking probability Pa slowly 
increases as the count increases since the last marked packet. We have used the 
following algorithm for computing the Pa values in both cases.  
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4.1.1   Algorithm for Pa Computation  
Initialisation  

 Avg  0 
 Count   -1 
For each packet arrival  

La =(1-alpha)*La+(alpha)*Li 
If  La  ≤ Lmin  
        P(Ma)l  =0    
        P(Ma)e =0     
    else 
        if  Lmin ≤ La < Lmax 
            count = count + 1 
            P(Ma)l =(F)*(La - Lmin)/(Lmax -Lmin) 
            Pa(l) =P(Ma)l/[1-count*P(Ma)l]             
            d=(La -Lmin)/(Lmax -Lmin) 
            Fe=F*(exp(d)/2.718) 
            P(Ma)e = (Fe)*(La -Lmin)/(Lmax -Lmin) 
            Pa(e)=P(Ma)e/(1-count*P(Ma)e) 
            count  0              
        else 
            if  La  > Lmax 
                P(Ma)l  = 1 
     P(Ma)e = 1 
                count  0 
            else count  -1   

In the above algorithm, Li is the current queue size and  La  is the EWMA average of 
the queue size. Count is the number of packets marked since last packet marked. 
Alpha is the weight of the queue, which is a parameter of the low pass filter used for 
EWMA operation. Lmin and Lmax are the minimum and maximum threshold of the 
queue lengths selected. F denotes the maximum value for P(Ma).The number 2.718 is 
the value of  exp(d), when d = 1, i.e., when  La = Lmax.  

4.2   Simulation Results 

In all the simulations carried out using ns2,  La has been kept within 20% and 60% of 
the normalised maximum buffer value. Fig.6 shows the variation in the computed 
packet marking probability  P(Ma) for a sampling duration of 60 secs,  in respect of 
the linear length based RED and that of the proposed exponential RED. Figs. 7 to 10 
show the generated queue and its EWMA values (in red line) for each type of traffic 
simulated using ns2 as well as the variations in the final marking probability (Pa) 
values. It can be seen from these results that the average queue length (shown in red 
line) follows the fluctuations of the instantaneous queue length. Because of this, the 
final marking probability of the linear length based as well as of the exponential RED, 
also fluctuates [15] as well.  

We know that Pa is based on PMa and count. Count gives the number of packets 
not marked or dropped since the last marked packet [7],[8],[16] when La is between 
Lmin and Lmax. Now we compare the values of Pa  for Normal linear RED and the 
Exponential RED. From the graphs for Pa, it is evident that Pa in the case of Normal 
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linear RED is more as PMa increases linearly. In contrast in  Exponential RED PMa 
increases exponentially instead of linearly and so the number of packets dropped or 
marked is less. Obviously the convergence is much better for Exponential RED when 
compared to Normal RED.  

 
    
                                                                                      
                                                       
 
                                                                                                              

      
   

                                         
                                      
                                                                                       
 

     

Fig. 7. 700 Kbps – 500 Kbps : CBR + FTP 

       

Fig. 8. 2 Mbps – 1 Mbps : CBR + FTP 

       

Fig. 9. 700 Kbps – 500 Kbps : CBR  

     S1                                           D1   
 
 
                             L 
          R1                              R2 
 
 
 
     S2                                        D2      

Fig. 6. P(Ma) –vs- Normalised Length Fig. 5. Scheme used for ns2 simulation  

Pa  - Length based Pa  - Exponential 

Pa  - Length based Pa  - Exponential 

Pa  - Length based     Pa  - Exponential 
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Fig. 10. 1 Mbps – 500 Kbps : CBR + Poisson 

        

Fig. 11. 1 Mbps – 500 Kbps : FTP + Poisson 

As can be seen from the appropriate figures of simulations shown for Pa, it has 
been found that the final packet marking is much better for exponential RED 
compared to that of the linear length based RED, for the traffic inputs, in view of the 
fact that converging value of Pa is lower [15] in the case of exponential RED than in 
the case of length based RED. In addition, the packet marking probability PMa for the 
exponential RED, changes fairly slowly initially as the average queue size La changes, 
and then increases rapidly and there is no sharp edge throughout.  

5   Conclusion 

Schemes described in the literature on network congestion management are in general 
based on queue length management. In the context it may also be noted that the 
Floyd’s RED algorithm fixes the value of the marking probability P(Ma) as a function 
of the values of the average queue lengths. The value of P(Ma) is therefore a linear 
function of the desired queue length La. It has been found that RED routers perform 
best when the packet marking probability changes fairly slowly as the average queue 
size La changes, and for this reason, it has been recommended avoiding the interaction 
between the sharp edge in the dropping function and the average queue size. With this 
in view, in this paper, we have proposed an exponential RED algorithm for traffic 
congestion management in IP networks. We first presented the basic scheme of 
normal RED as proposed by Floyd et.al, and then explained the modification to the 
algorithm proposed by Floyd called Gentle RED. Then we extended the concept of 
Gentle RED into piecewise linear RED. And then explained the new algorithm 
proposed by us called Exponential RED. Analysis of functioning of these algorithms 
has been done using Matlab. Also we have simulated traffic using ns2 simulator and 
for various combinations of the input traffic, passing through a bottleneck link.  The 

Pa  - Length 
based 

Pa  - Length based

Pa  - 
Exponential 

Pa  - Exponential 
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variations in the final marking probabilities with respect to time, in respect of linear 
length based RED of Floyd as well as for the exponential RED proposed by us, have 
been computed and the trends have also been shown graphically. From the results it is 
concluded, that the algorithm as proposed by us would give a better packet marking 
due to the increasing concavity and so we can expect better performance compared to 
the one proposed by Floyd. Result of these have also been tabulated and shown 
diagrammatically.  
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Abstract. This paper provides an analytical framework for comparison between 
centralized and distributed models of policy-based network management 
(PBNM). Policy-based networks are being deployed in a variety of applications, 
in which the policy-enabled architecture may provide appropriate performance 
control depending on the particular application being used. Therefore, in this 
paper, each PBNM model is evaluated based on the performance and scalability 
provided when a policy is provisioned. Our metrics include a qualitative 
evaluation of the policy provisioning time, the amount of traffic measured 
between the PBNM components and PDP utilization. Each approach has its 
own merits and demerits depending on the particular application requirement. 
We highlight the fact that an appropriate architecture needs to be introduced, in 
order to optimize the PBNM deployment. The PBNM modeling framework 
presented in this paper is intended to quantity the merits and demerits of the 
currently available methodologies. 

1   Introduction 

Most of the currently available network management systems which are based on 
SNMP (Simple Network Management Protocol) or CMIP (Common Management 
Information Protocol) may provide improved efficiency from an administration 
perspective. The main network management technologies, however, such as fault 
detection, correction and restoration, are insufficient for complicated network 
environments and fail to satisfy many of the users’ requirements [1]. In order to 
satisfy these requirements, PBNM (Policy Based Network Management), which is an 
extension to the existing network management architecture, has been proposed [2]. 
PBNM started as a network control technology, which was initially deployed in the 
field of QoS and other security applications [4].  

PBNM-based network management has been presented as 2-tiered architecture by 
the IETF. However, A. Corrente [7] pointed out various PDP bottleneck issues which 
                                                           
*  This study was supported by a grant of the Korea Health 21 R&D Project, Ministry of Health 

& Welfare, Republic of Korea. (02-PJ3-PG6-EV08-0001) 
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were caused by the complicated policy structure inherent in 2-tiered architectures. In 
addition, there has been some discussion of 3-tiered architectures [8] in the IETF 
standardization working group for QoS deployment. Eddie Law [9] pointed out that 
the 2-tiered architecture has problems with scalability and Policy Decision Point 
(PDP) bottlenecks, and proposed an alternative 3-tiered architecture. However, he 
only investigated the case of PDP utilization that is provided when a policy is 
implemented among PBNM components within a single domain. The performance of 
traditional network management systems is dependent upon the processing utilization, 
the processing load on the NMS (network management system) and the amount of 
management traffic [1], while the performance of PBNM as a control system may 
depend on its ability to address policy conflict resolution and distribution problems, as 
well as issues involving policy representation and device-level policy interpretation. 
Furthermore, in a multi-PDP environment, to what extent security and policy conflict 
might influence such performances should also be investigated.  

In this paper, various approaches to PBNM are analyzed, involving a single 
architecture, hierarchical architecture and hybrid-tiered architecture. The architectural 
efficiency of each model is also validated, based on the performance metrics. Section 
2 classifies the models proposed for PBNM. In Section 3, we investigate some of the 
metrics which influence the performance of the PBNM model. Section 4 includes an 
analysis of each model. Finally, in the last section, we present our conclusions. 

2   Model and Assumptions 

2.1   Model 

A PBNM model is usually composed of a PDP, Policy Enforcement Point (PEP), 
policy repository and management console. The key component of the PBNM system 
is the PDP, which is primarily responsible for controlling the networks [5]. A policy 
created from policy management tools should be saved in the policy repository and 
the PEP causes a device to activate such a policy from the repository. There should 
also be some synchronization based on notification among the PDP, PEP and policy 
repository. Fig. 1 describes the various policy-based network architectures [4].  

Fig 1. (a) refers to a PBNM model in a single box. This basic architecture involves 
traditional network equipment or systems. Since this approach contains all of the 
PBNM components within a single piece of equipment, there is no need for any 
communication protocol between the PDP and PEP, and each policy defined by the 
manager is saved in the network equipment. 

Fig.1 (b) presents a centralized repository and distributed PDP model. In this 
approach, each device has its own PDP module or, alternatively, those nodes not 
having PDP modules provide those having remote PDP with the policies. Since PDP 
and PEP are located in the same device, policy validation and enforcement should be 
done at each PDP rather than at the domain level. Fig.1 (c) has a policy repository and 
PDP deployed on a centralized basis, while the PEP is separately located within each 
device. This model constitutes the basic framework proposed by the IETF. In this 
architecture, any request to validate changes in the network status or policy conflicts 
is collected from the NMS and forwarded to the PDP. 



592 H.-J. Lim et al. 

 

 

Fig. 1. Policy-based Network Management Model 

Generally, a policy originating from a policy repository may be distributed from the 
PDP to low-level equipment, such as network devices, as PEP. When a distributed 
PDPs exist a policy conflict arising among the PDPs needs Global Conflict Detection 
(GCD) validation [8]. The hybrid policy architecture shown in Fig.1 (d), which is a 
hierarchical extension of the three-tired policy architecture, has an LPDP (local PDP) 
located within each device. The PEP uses the LPDP for local policy decisions. The 
communication between the PDP and PEP is carried out using CLI, SNMP, HTTP, 
CORBA, COPS, etc., while LDAP, SNMP, CLI, etc., may be used between the 
repository and the PDP. 

2.2   Assumptions 

We assume that the COPS protocol is used for the policy transfer between the PDP 
and PEP and that there is an application in the network, such that all resources accept 
and activate any policy. The performance of the policy repository acts as an 
independent factor, having no direct impact on policy provisioning. Therefore, it is 
not assumed that the performance is influenced by how distributed the repository is. 
Since the PDP is usually deployed as a policy server, it is assumed that it owns most 
of the policies saved in the policy repository. The PDP and PEP share a temporary 
repository called the PIB, which is used whenever the policy conversion process 
needs to be activated. The PIB in the PDP contains those policies applicable to the 
PEP. Therefore, if i commands are configured in the PEP, there will be i policies 
shared by the PDP and PIBs. In the case where there is no specific policy in the PDP, 
the necessary policy should be created either manually by the manager or 
automatically.   
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Generally, the time taken to finish a specific task may be a performance factor. For 
the purpose of modeling any irregular delay in the network, the packet delay is 
defined as a random value, T(N), depending upon the network size, which is assumed 
to be N nodes. Although the packet processing time is actually dependent on the load 
on processor, a constant value is generally used. 

3   Evaluation of Performance Metric 

In PBNM architectures, policy provisioning may be performed when an event policy 
request is received or a new policy needs to be activated at the PDP. Any event can 
have Fault Management, QoS, Security Violation and Scheduled Job properties 
according to the PBNM application. Network events requiring policy provisioning at 
the PDP are assumed to occur randomly in the form of a Poisson process with rate λ . 

(i.e., times between in λ  terval are independent exponential random variables with 

mean 1/ λ ). That is, λ  is the frequency at which policies are created as a result of 
network status changes or service request signaling. The metrics having influence on 
provisioning performance in each PBNM are as follows.  

iT : Average processing time required for policy provisioning 

iU  : Average utilization of PDP for policy provisioning 

iC  : Average amount of traffic measured as the capacity at the PDP and PEPs 

3.1   Single and Two-Tiered Policy Architecture; S & TT  

Single-tiered and Two-tiered policy architectures can be considered as a same model 
such both architectures have PDP embedded together with PEP at the same device. 
Each device has its own policy server independently. In a PBNM model, there is 
some performance variables related to policy provisioning as follows Table 1.    

Table 1. Performance Variables 

Variables                       Description 
Iq  Size of request message between PDP and PEP 
Ir Size of response message between PDP and PEP 
Tc Processing time for policy request and response at PDP 
Tq Processing time for policy request at PEP 
Tr Processing time for policy response at PEP 
Sd  Average time required when searching for a policy in PDP (=Q/2) 

Pd  
Average processing time to convert into PIB format in order to recognize the
policy transmitted from PDP to PEP 

Td  Transmission time required to transfer data from PDP to PEP 

Pe 
Average processing time  required to convert into device-specific format(i.e., 
commands), in order for the policy(i.e. PIB) to be executed by the device 

Sp  Average time required to detect a policy conflict ( = 
2Qk × ) 

 H Header size of control message 
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When policy provisioning is performed as a result of an event, the PEP transfers 
the policy request to the PDP. The PDP then verifies the existence of the policy (Sd) 
in its own repository and performs policy conflict detection based on the verified 
policy (Sp). When the PDP searches the existence of the policy, assuming the 

probability of discovering the nQ th policy from all Q policies is P( nQ ) = 

)( nQQ − / )1( nQQ −+  , the average search time for Q policies will be Q/2 [11]. 

Also, the PDP checks whether the policy conflicts with other activated policies (sp). 
Regarding the time required for the detection of conflicts regarding information saved 
in the PIB, when there are Q policies with k independent property types, the average 

verification time (Sp) will be O( 2kQ ) [11]. After that, the policy will pass through 

PIB conversion (Pd) and be transferred to the PEP, which will activate the policy in 
the form of a device-recognizable command.  

In the S&TT architecture, since the PDP and PEP are both located in the same 
device, there is no need to consider the transmission time or propagation time 
between the PBNM components. The provisioning time in Eq. (1) is the time required 
to activate a policy transferred from the PDP to the PEP when an event requiring a 
network policy occurs. 

                                       1T  = Pd + Pe + k× 2Q                                                    (1) 

Eq. (2) defines the average utilization of the PDP when the PDP processes any 
event and performs policy provisioning. Since the PBNM module is contained in one 
device, no message processing time is required. 

                                    1U  = λ ×  (
2

Q
+ Pd + k× 2Q )                                         (2)  

The PDP and PEP are located in the same device, so there is no network traffic 
related to policy provisioning. If any policy conflict detection is needed among the 
PDPs, however, the issue of network traffic will need to be considered. In this case, 
when a policy is changed at a particular node and, consequently, other nodes 
including the PDP have to perform policy conflict detection, it is assumed that the N-
1 nodes will do the job sequentially in round-robin fashion. The NMS traffic required 
for monitoring is not considered here. Therefore, the overall traffic will consist of the 
control traffic caused by the policy request and response. If each policy is of the same 
size, we can evaluate the amount of traffic measured among the PDPs, as follows. 

                                  1C  = (N-1)× λ × (Iq + i× Ir + 2×h)                                  (3)  

3.2   Three-Tiered Policy Architecture; TT  

In the TT model, the N-node network is divided into L subnetworks each containing 
one PDP, in which case each PDP performs policy provisioning for N/L nodes. Each 
PDP can configure an administration domain, so the security header (Hs) on a 
transiting message should be filled in. The security header (e.g. IPSec) provides 
confidentiality, integrity and authentication information for the transfer of data. If 
L=1, the security header can be ignored. That is, Hs represents the overhead of the 
security header per packet, and Ts is the cost of the additional processing required for 
encryption and authentication at each node. When the PDP performs new policy 
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provisioning, the processing time in the TT architecture includes costs such as the 
policy transfer time from the PDP to the PEP, the security header 
processing/propagation time (i.e., Td+T(N/L)+2 × Ts) and the response processing 
time for the request from the PEP to the PDP (i.e., Tq+2×Tc+Tr), as compared with 
the S&TT case. Therefore, the TT architecture has to include the processing time 
required for new policy provisioning, which can be written as 
Sd+Pd+Td+T(N/L)+Pe+2×Ts+Sp. 

              2T  = Tq+2×Tc+Td+Pe+
2

Q
+Pd+ )(

L

N
T +2×Ts+Tr+k× 2Q               (4)  

When a policy request is generated by the PEP, the PEP has to request the policy 
be transferred from the PDP. In the TT architecture, the policy provisioning time 
includes the processing time required for the transmission of the data from the PDP. 
Therefore, the time required to transfer the data to the PEP (Td) and the time required 
to process the request message (Tc) constitute additional overhead, as compared with 
the S&TT case. In addition, the security header encryption/decryption time (Ts) 
should also be considered. 

                          2U  = λ ×
L

N × (2×Tc+Td+
2

Q
+Pd+2×Ts+ k× 2Q )             (5)  

During policy provisioning, the amount of traffic between the PDP and PEP will be 
i × Ir+h (where i=the number of policies provisioned). Meanwhile, the 
request/response message headers for these i policies will involve traffic from N 
(L ≥ 1) nodes IqLN ()/(( ×× λ  )2 hIrI ×+×+ . Here, we do not consider the 

traffic at other PDPs, in order to focus on the GCD at a specific PDP. If an individual 
administration domain is composed of multiple PDPs, a secure channel will be 
configured between the sub-domains, generating security header (Hs) overhead.  

                                   2C  = λ ×N× (Iq+i× Ir+2×h+2×Hs)                               (6) 

3.3   Hybrid-Tired Policy Architecture (HT)  

In the HT architecture, the processing time depends on the number of activated 
policies at the Local PDP (LPDP). While the PDP acts as a policy server, the LPDP 
generally only has a limited number of policies, due to its small memory capacity, so 
that the number of LPDP policies (q) is equal to or less than the number of PDP 
policy (Q). In the case of new policy provisioning, the processing time will be the 
same as that in the TT architecture (i.e., Sd+Pd+Td+T(N/L)+Pe+2×Ts+Sp), since the 
policy does not exist in the LPDP. In the case of an external event-driven policy 
request, however, the provisioning performance may depend on whether or not the 
policy is included in LPDP. Therefore, the comparison phase and policy search 
should be considered in the case of both the LPDP and PDP, although the consumed 
time may vary depending on the algorithm involved.  

The PEP applies the policy as soon as it receives the requested policy from the 
LPDP, and only receives an Acknowledgement from the PDP after the validation of 
the detection of a policy conflict. If the PEP cannot obtain the policy from the LPDP, 
it creates a new policy and performs policy conflict detection at the PDP, and then 



596 H.-J. Lim et al. 

 

applies it to the PEP. So if obabilityPPr is the probability that the requested policy exists 

in the LPDP, the processing time can be written as follows. 

   3T = )1()}
2

{( PrPr obabilityobability PPePd
Q

P −+++×  

)}(22)(
2

{( 2 qQTcTrTqQkTs
L

N
TPePdTd

qQ ≥×+++×+×++++++× (7) 

In the TT architecture, the utilization of each LPDP is not considered, since it does 
not have any direct influence upon the performance of the PDP. When a policy 
originating from the LPDP is identified, the PDP does not perform GCD and only 
needs to check whether the policy exists or not.  

   3U = )1()2
2

2({ yprobabilityprobabilit PTs
Q

TcP
L

N −+×++××××λ  

}22
2

( 2QkTsPdTdTc
qQ ×+×+++×++×                         (8) 

The TT architecture always performs GCD during the policy provisioning process. 
This is the same as the traffic issue. The probability that the requested policy exists in 

the LPDP, obabilityPPr  may have an influence upon the occurrence rate used for 

provisioning traffic. In the case where there is no such policy in the LPDP, additional 
traffic will be provided during the GCD process performed by the PDP. 

3C = )22({ HshIrIqP
L

N
yprobabilit ×+×++××× λ                            

))}1()22(()1( IriIriIqHshLP yprobabilit ×−+×++×+×××−+               (9)  

4   Analysis of Evaluated Results  

4.1   Policy Provisioning 

In a network composed of Multiple PDPs, the provisioning time is affected by the 
average propagation time, due to there being one sub-administration domain for each 
PDP. However, in the S&TT model, no such costs are incurred between the PDP and 
PEP. As in the distributed model, the TT model requires a greater transmission time, 
which can be written as = Tq+2 Tc+Tr+Td+2 Ts+T(N/L).  

The LPDP reference rate is related to the provisioning cost in the HT model. 

Compared with TT model, the HT model with a high LPDP reference rate can reduce 

the provisioning cost, as described by 2∆ = 1∆ + 2Qk × , while in the case of a low 

reference rate the provisioning cost may be increased by 3∆ =q/2 during the search 

time in the LPDP. This variation in the cost depending on the model results from the 
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transmission cost between the PDP and PEP (i.e., 1∆ ), the policy conflict detection 

time (i.e., 12 ∆−∆ ) and the average time (i.e., 3∆ ) required to search for a policy 

held in the LPDP. In particular, in the case of the HT model, the policy provisioning 

time varies according to the LPDP reference rate ( obabilityPPr ) can define the policy 

provisioning time as follows:  

       3T  = )()1())(( 32121Pr ∆+×−+∆−∆−× TPTP yprobabilitobability           (10)  

That is, the effect of the HT model in the provisioning cost prospective depends on 
the reference rate. 

4.2   PDP Utilization 

The use of PDPs affects the network control performance in the distributed PBNM 
model, since the entire network has to be monitored and controlled by a PDP control 
domain. It has been found that the performance associated with PDP utilization varies 
according to the size of the network, the policy occurrence rate and the specific 
PBNM model being used. Therefore, the PBNM performance depends on the PDP 
capability in terms of the provisioning for policy requests and policy conflict 
detection. If we suppose that in the S&TT model, a node including PDP manages the 
policies being requested by other nodes (N-1) at a rate of λ  , we should consider the 

communication cost as 2 × Tc+Td and a number of communication as (N-1) × λ . 
Therefore, it is shown that the exponential overhead cost occurs as the network size 
and the event occurrence rate ( λ ) increase. As a distributed architecture, the TT 
model requires the least propagation cost(i.e., T(N/L)) since it controls N/L nodes per 
PDP, however the total processing cost involves more overhead, due to the 
cryptography process required for the additional security header(e.g., IPSec), the 
processing required for requests and responses and the data transmission. In the HT 
model, the LPDP reference rate has an influence on the PDP utilization. 
Consequently, the PDP utilization cost is in the order HT ≤  S&TT<TT when the 
LPDP reference rate is a high, but is in the order as S&TT<HT ≤ TT, in the case of a 
low LPDP reference rate. It is assumed that for a given set of parameters affecting the 
PDP utilization, the processing cost (i.e., 2 × Tc+Td+Pd+2 × Ts) for the data 
transmission between the nodes is constant (φ >0), and the PDP utilization is fixed. 

Then, the number of policies that the PDP can afford to process is defined as: 

                                    )(
1 φ

λ
−≤

N

L

k
Q         (L > 0, integer)                       (11)  

4.3   Amount of Traffic 

The variation in the amount of control traffic as a function of the network size (N/L) 
and the event rate λ  has an influence on the capacity of the PDP to act as a control 
manager in the network management model. Traffic is also generated during GCD or 
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data transmission between the PBNM modules. The TT model shows that a relative 
decrease in the number of managed nodes for a uniform rate, λ  causes the amount of 
control traffic to decrease. That is, when L is a large, a specific PDP has to perform 
GCD together with the other L-1 PDPs, in which case the amount of traffic can be 
written as (N/L) × (L-1) × (Iq+i× Ir+2 × h). Independently of this specific PDP, the 
other PDPs also perform GCD, where the amount of traffic is (N/L) × (L-1) for a 
uniform rate λ  rate.  

However, the amount of traffic within the sub-network decreases starting with a 
specific PDP, not having an effect on the amount of overall traffic, due to their 
increase through GCD. Let us assume that ω , is the number of executions (L-1) of an 
algorithm referring GCDs to other PDPs. Then, if Eq. (6) in the TT model is able to 
produce an efficient GCD algorithm that can converge to Eq. (12), it can reduce the 
control traffic by L.   

1−≤
λφ

ω
N

L
 (L>1, integer)                                      (12)  

In the HT model, like other metrics, the LPDP reference rate has an influence on 
the amount of traffic. Therefore, changing the value of ω  in the TT model may cause 
a reduction in the amount of traffic by varying the LPDP reference rate. As shown in 
Eq. (11), it’s assumed that the processing cost (i.e., 2×Tc+Td+Pd+2×Ts) for the data 

transmission between the nodes is a constant, such that 1φ  > 0. This assumption is 

followed by the assumption that the processing cost for the requested data 
transmission, when it does not reference the requested policy in the LPDP, is a 

constant, such that 2φ  > 0, Then, if the LPDP reference rate ( yprobabilitP ) is high, the 

number of GCD executions decreases, while if the reference rate is low, the number 
of GCD executions increases, as shown in the following equation:  

)()),1(1(
1

21
2

1

2

φφ
φ
φ

λφ
ω ≤−×−−×≤ yprobabilit

yprobabilit

P
N

L

P
           (13)  

Therefore, when the LPDP reference rate is high, the amount of traffic between the 
PBNM components is in the order S&TT < HT ≤ TT, whereas in the case of a low 
LPDP reference rate, the corresponding order is HT ≤  S&TT < TT.  

5   Conclusion 

This paper provides the analytical framework for the comparison between centralized 
and distributed approaches for policy-based network management (PBNM) and their 
modeling. Policy-based networks are being deployed in a variety of applications. As 
mentioned above, many of the current PBNM methodologies tend to focus on specific 
model-oriented application development. Whenever it is necessary to maintain and 
manage a large number of policies, the utilization of the PBNM architecture will be 
one of the key factors in managing and controlling the networks. Each model is 
evaluated with such metrics as the policy provisioning time, the amount of traffic, and 
PDP utilization. 
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According to this study and evaluation, the S&TT architecture is ideal for a single-
system environment, however the association of policies with multiple nodes may 
result in the exponential growth of the processing time, as the size of the network and 
λ  increase. The TT architecture can address the problem of the overhead associated 
with the S&TT architecture through the use of distributed PDPs, although the cost of 
each metric would be further increased, depending on the degree of communication 
between the PBNM components and the extent of distribution of the PDPs when 
policy conflicts occur. The HT architecture may provide better performance than the 
S&TT or TT architecture, in the case where the reference rate from the LPDP in the 
PEP is optimized.  

As presented in this paper, each approach has its own merits and demerits 
depending on the particular application. Therefore, when providing PBNM-based 
services, a careful evaluation of the characteristics of the application and the design of 
proper control architecture are needed. Further analysis and modeling will be needed 
concerning the application service requirements and correlations among the various 
PBNM architectures. 
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Abstract. Differentiated Service (DiffServ) is a scalable solution to pro-
vide class-based differentiated Quality of Services (QoS). However, the
basic DiffServ model lacks mechanisms to reserve resource for the class-
based traffic and perform per-flow admission control. In this paper, we
propose an end-to-end QoS provisioning architecture in IPv6 networks
supported by a QoS-aware path selection algorithm. We design a novel
flow label mechanism to achieve the effect of per-flow reservation
paradigm and keep the scalability of DiffServ. In addition, the proposed
QoS-aware path selection algorithm can optimize multiple QoS objectives
simultaneously by exploiting genetic algorithm technique in conjunction
with concept of Pareto dominance. The simulation results demonstrate
the efficiency and scalability of the proposed architecture and algorithm.

1 Introduction

The enlargement of the Internet user community has generated the need for
IP-based applications requiring guaranteed Quality of Service(QoS) character-
istics. IETF has standardized Differentiated Services(DiffServ) technology as
RFC2475. Packets that require higher QoS are classified as higher priority, and
are forwarded in order of priority at nodes along their path. However, DiffServ
cannot offer end-to-end QoS by itself, because it controls the per-hop packet for-
warding order with relative priority according to its class and does not consider
the route and allocate the resource for aggregated traffic. DiffServ requires other
mechanisms to achieve end-to-end QoS.

To achieve stringent end-to-end QoS in DiffServ IPv6 networks, we introduce
an architecture in conjunction with a novel IPv6 flow label mechanism in this
paper. Based on flow label mechanism, the proposed architecture is capable of
providing resource reservation for aggregate traffic by setup QoS-aware path in
advance. With the capability to setup explicitly routed paths, the flow label
mechanism effectively complements the DiffServ architecture. In addition, the
proposed architecture provision per-flow QoS guaranteed without maintaining
per-flow state in the core routers, which remain the scalability characteristic of
DiffServ scheme.
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Furthermore, we design a multiobjective optimization QoS-aware path se-
lection algorithm based on Genetic Algorithm(GA) for the per-flow admission
control and explicit routed paths setup. During our QoS-aware path select pro-
cedure, multiply QoS objectives can be optimized simultaneously. Whereas, ex-
isting QoS-aware path selection algorithms often optimize one objective and
check satisfaction of the rest objectives, or optimize a combination objective of
multiobjective, usually through a linear combination(weighted sum) of multi-
ple attributes. Therefore, the solution not only becomes highly sensitive to the
weight vector but also demands the user to have certain knowledge about the
problem(e.g. influence of one parameter over another, priority of a particular ob-
jective, etc.). Moreover, the real intuition and logic behind the combinations is
often fuzzy. In the proposed algorithm, we eliminate the these fuzzy logic behind
the those optimization procedure.

The remainder of this paper is organized as follows. Section 2 discusses some
related work. Section 3 give the details of the proposed architecture. A multiob-
jective optimization QoS-aware path selection algorithm is proposed in Section
4. Section 5 shows results based on our simulations. The paper is concluded by
Section 6.

2 Related Work

Over the last three years, several DiffServ based end-to-end QoS provisioning ar-
chitectures have been proposed. An approach based on the MPLS architecture
has been considered in [1,2]. In these architectures, reservations for aggregate
traffic are made between pairs of edge routers on specific Label Switched Paths
(LSPs) inside the domain. All the QoS-sensitive flows, then, followed the appro-
priate LSPs.

Spiridon Bakiras et al. proposed a scalable architecture for providing end-
to-end QoS guarantees in DiffServ-based IPv6 networks [3]. This architecture
enhanced control planes by using the flow label fields. But it adopted a source
routing framework and k-shortest paths algorithm to pre-compute paths between
the pair of two edge routers, which has been found inefficiency in consideration
of throughput[4].

On the other hand, the research community has extensively studied the QoS
path selection problem in general, namely QoS routing problem. Several works
in the literature have aimed at addressing special yet important sub-problems in
QoS routing. For example, researchers addressed QoS routing for DiffServ-MPLS
networks with the content of bandwidth and delay, see [5]. Routing with these
two measures is not NP complete. Only a few dealt with the general QoS routing
problem. Among them, some algorithm were based on GA, see [6,7,8] etc. Ref-
erence [7,8] have given a multiobjective optimizations QoS routing algorithm.
Both algorithms used sharing function approach when performing genetic oper-
ation, which need some user-defined parameters and had higher computational
complexity.



602 H. Shao and W. Wang

3 An Architecture for End-to-End QoS Provisioning

Our assumption is that the Internet consists of several independent administered
DiffServ domains that are interconnected in order to provide global connectivity.
One typical example is shown in Fig. 1, where each domain consists of a BB, the
core routers, and the edge routers.

Fig. 1. The Differentiated Services architecture

3.1 Packet Forwarding with Flow Label

Traditionally, the slowest process in the forwarding path of an IP router is the
multi-field classification. Specifically, when a packet is received at a router, the
next hop behavior is decided by looking into several fields on the packet header
(e.g. the source and destination addresses, ports, and the transport protocol
type), and then finding the appropriate entry at the local database. However,
IP addresses longest prefix match-up is a both CPU time and memory storage
consuming process. In addition, this operation will be even more complicated for
QoS-sensitive flows, since their packets should follow exactly the same path. The
worst situation is that these fields may be unavailable due to either fragmentation
or encryption.

Using IPv6 20-bit flow label, which does not exist in the earlier IPv4, can be
a big help in alleviating this problem. For the each pair of edge routers inside
a domain, there will be x path connecting them. We may then assign one flow
label value to each one of these paths, and construct new (much smaller) routing
tables inside the core routers of the domain, based only on flow labels. We should
emphasize that we use the flow label field in the IP header, in order to identify a
unique path within an DiffServ domain. As a result, any path within a domain
will be assigned a specific flow label value, and all the packets (from any packet
flow) that have to follow this path will be marked with that exact flow label value.

3.2 Resource Reservation and Admission Control

Resource reservation is an essential part of any network that provides QoS guar-
antees, and an appropriate signaling protocol is necessary in order to perform



An End-to-End QoS Provisioning Architecture in IPv6 Networks 603

this function. In our architecture, the receiver nodes will initiate the signal-
ing procedure for the resource reservation, while the BB will be responsible for
selecting a feasible path or rejecting the reservation requests. In the following
paragraphs we illustrate how resource reservation be performed across multiple
DiffServ domains.

Let us consider the scenario in Fig. 1, and assume that R, at domain B,
wishes to receive some QoS sensitive data from the sender S at domain A. Then,
the end-to-end resource reservation will be performed as follows.

(1) R will send a PATH message towards S, indicating the requiring QoS pa-
rameters, such as bandwidth, end-to-end delay, and packet loss ratio.

(2) The PATH message will reach ER2 of domain B, namely B.ER2, which
will be the ingress router for that particular flow. B.ER2 then forward the
PATH message to the BB of domain B, namely B.BB. B.BB will perform
a QoS-aware path selection algorithm(see Section 4) to check whether there
is a feasible path to provide requiring QoS guarantee. If there are not any
sufficient resources, the request will be rejected. otherwise B.BB will find
a feasible path from B.ER1 towards B.ER2, and PATH message will be
forwarded towards S.

(3) The PATH message will reach A.ER2 which will also perform the admission
control as in step(2).

(4) If this request can be accommodated, A.ER1 will forward the PATH message
to the source node S. If S wishes to establish this connection, it will send the
RESV message back to R.

(5) While the RESV message travel back to the destination node, BB will check
whether there are the same reservation path between the same edge router
pairs in the domain. If BB can not find this path, BB will generate a unique
flow label value in the domain, and generate a correlation entry between the
path and flow label value, then BB will send this entry to all the routers
along this path. When the routers receive this entry, routers will insert this
entry into their local database for the packet forwarding. Otherwise, BB can
find this path, BB will combine this new connection into a resource reserved
aggregated traffic, and send nothing to the routers. In addition, whenever BB
can or can not find the same reservation path, BB will update its resource
allocation database and send message to the edge routers to configure their
traffic shapers, policies and markers to accommodate this new connection.

After completing of resource reservation successfully, the edge routers will
classify the arriving packet, and label the packet with corresponding flow label
value and DSCP(e.g. EF). When labelled packets enter into the core of domain,
they will be forwarded exactly along the resource reserved path according to the
flow label value and DSCP in their header fields.

4 The Proposed QoS-Aware Path Selection Algorithm

In this paper, we take advantage of multiobjective optimization technique to per-
form QoS-aware path selection. Multiobjective optimization is a multiobjective
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minimizes (or maximizes) problem. GAs have been recognized to be well-sited to
multiobjective optimization, because many individuals can search for multiple
good solutions in parallel. The steps involved in solving a optimizations problem
using GA is consist of encoding, initialization, selection, crossover, mutation, and
decoding. Multiobjective genetic algorithms (MOGAs) vary from the ordinary
GAs about their selection. The procedure of selection in MOGAs is based on
nondominated sorting operation[9].

4.1 Problem Formulation

A QoS-aware path selection problem is to find a path between a source node to a
destination node, which will satisfy multiple constraints QoS parameters simul-
taneously. Because the bandwidth constraints can be pre-processed by topology
pruning operation. Therefore, we focus our ideas to determine the QoS routes
that satisfy the three major objective parameters, namely: (1) end-to-end delay,
(2) packet loss rate, and (3) proper load balance. We follow the general procedure
to represent the network by a graph G = (V, E). A path between a source (vs)
and a destination (vd) is represented by P = {vs, v1, v2, ..., vd}, where vi ∈ V .

Our network links are assumed to be service queues. The service arriving is
assumed to follow Poisson distribution, then the service time obeys Exponential
distribution. Therefore, the link delays, which are introduced due to service time
should also follow an Exponential distribution with parameter equal to λ. Since,
the path consists of a chain of k hops, the delay along the entire path should
follow Erlang-K distribution, which is the convolution of k independent expo-
nential random variables, each having the same mean. The probability(Prdelay)
that the delay (DP ) over a path P (from the source to destination) of length k

is less than t is given by Prdelay(P ) = Prdelay(DP < t) = λktk−1e−λt

(k−1)! . Hence, to
find the optimal path, our algorithm will try to minimize this probability.

For network link l, there have a related packet loss ratio Prloss(l) , The prob-
ability of total packet loss ratio Prloss(P ) among P is calculated as Prloss(P ) =
1 − ∏

l∈P (1 − Prloss(l)). Our designed algorithm will also try to minimize this
probability.

Selecting higher residual bandwidth links can balance the traffic load in the
network. we denote Cl and Ul as the capacity of link l and current load of the link
l respectively. Then, the total residual bandwidth after allocating bandwidth for
P is given by

∑
l∈P (Cl − Bl − Ul), where Bl are the bandwidth requirement of

path P . The load balance factor can be defined as M(P ) =
∑

l∈P
(Cl−Bl−Ul)

Cl
.

Our designed algorithm will try to maximize M(P ).
According to the conditions mentioned, the mathematical model of multiob-

jective optimization is designed as Equation 1, where R is universe of decision
variable vector.

⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

V − min f(P ) = [f1(P ), f2(P ), f3(P )]�

f1(P ) = Prdelay(P )
f2 = Prloss(P )
f3 = −M(P )
s.t. P ∈ R ∧ (∀P ∈ R, min{Cl − Ul|l ∈ P} ≥ B)

(1)
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4.2 Algorithm Design

The coding is first step to solve QoS-aware routing problem using the MOGAs.
In our coding scheme, all possible paths between the source and destination will
be stored. The path is mapped to a solution string consisting of the sequence
of nodes along the path. These solution strings can be called chromosomes, and
a node in the solution strings can be called a gene. The set of all such strings
constitute the initial population.

The performance of a selection individual can be expressed by its fitness.
The fitness calculation includes two parts, namely Pareto ranking and diversity
processing. Before the Pareto rank of an individual is sorted, the values of the
three pre-define objectives are calculated independently. The rank of a certain
individual corresponds to the sum of individuals in the current population by
which it is dominated. If individual i is dominated by pi individuals on the
sub-objectives, its current Pareto rank is given by irank = pi + 1. Another key
problem is to take a measure to preserve diversity in the population.

The crowded-comparison operator (≺n) guides the selection process at the
various stages of the algorithm toward a uniformly spread-out Pareto-optimal
front[9]. We assume that every individual i in the population has another at-
tribute, namely, crowding distance (idis tan ce).

Denotes k as the number of solutions, for each objective m, we sort individuals
by each objective value, and then we have 1dis tan ce = ∞, kdis tan ce = ∞, and

MOGAPathSelection(G < N, E >, UserRequest,Path)

1: Difference ← TRUE
2: C ← initPopulation(G, UserRequest)
3: while Difference = TRUE do
4: l ← |C| ; l is number of population.
5: for each objective m do
6: Om ← calculateF itness(C,UserRequest)
7: Dm ← sortParetoRank(C,Om)
8: Dm(1)←∞ , Dm(l)←∞
9: for (i← 1) to (l − 1) do

10: Dm(i)← Dm(i) + (Dm(i + 1)−Dm(i− 1))/(Max(Om)−Min(Om))
11: end for
12: end for
13: C ← sortCrowdDistance(C,D) , U ← selectOperation(C)
14: Difference← terminateDecision(C, U, UserRequest)
15: if Difference = TRUE then
16: C ← makeNewPopulation(U) ;performs crossover and mutation.
17: else
18: C ← U
19: end if
20: end while
21: Path← decode(C)

Fig. 2. Pseudo-code of MOGA for QoS-aware path selection algorithm
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idis tan ce = idis tan ce + Mm
i+1−Mm

i−1
fmax

m +fmin
m

when 1 < i < k. Here, Mm
i refers to the mth

objective function value of the ith individual, and parameters fmax
m and fmin

m are
the maximum and minimum values of the mth objective function, respectively.

Now, we define a partial order i ≺n j, if irank < jrank or idis tan ce < jdis tan ce

when irank = jrank. That is, between two solutions with different nondomination
ranks, we prefer the solution with the lower (better) rank. Otherwise, if both
solutions belong to the same front, then we prefer the solution that is located in
a lesser crowded region.

The crossover and mutation operations are same as normal GAs, and the
probability of crossover and mutation is corresponding to 0.75 and 0.05 respec-
tively in this paper. But, we have to take care of the fact that these operations
must not produce any illegal paths. The crossover operations can only be per-
formed at the same gene (excepting of source and destination node) of two
chromosomes.

At the end of every iteration, we get a set of nondominated solutions which
are better than all other existing solutions when all the three optimization func-
tions are considered simultaneously. Finally, the program terminates when the
improvement of fitness values is less than a specified precision. Based on the com-
ponents of algorithm, the integral pseudo-code of MOGA for QoS-aware path
selection algorithm is given as Fig. 2.

5 Simulation Results

Simulation experiments are performed over a test networks which was gener-
ated according to Waxman’s model. The model can be expressed by p(i, j) =
β × exp(− distance(i,j)

α×L ). Table 1 presents the parameter setting for generating
simulation network topology. In addition, We assume the resource reallocation
interval T as 1 minute.

In the first experiment we investigate the convergence of the proposed QoS-
aware path selection algorithm. The algorithm attempts to minimize end-to-end
delay and packet loss ratio, and attempts to balance the network load. We have
compared the convergence of our proposed algorithm, with an existing heuristic
algorithms [11] and an exhaustive search approach [10]. The exhaustive search
method finds the optimal values of the three sub-objectives by exhaustively
searching them one after another, which is used to compare our results and act
as performance benchmark. The novelty of the algorithm is that it is optimizing
all three objective simultaneously by building the set of non-dominated solutions.
For the sake of clarity, we demonstrate it in three separate plots. The three plots
(one for each QoS objective) in Fig. 3, Fig. 4, and Fig. 5 explain how the non-
dominated solutions are proceeded, towards convergence, in a very short time.

After that, we study the scalability of the proposed algorithm. As delivering
in Fig. 6, our algorithm exhibits a linear and stable pattern in comparison with
another heuristic algorithms when the networks expand from a middling scale
topology to a relatively larger scale topology.
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Table 1. Parameters for generating network topology

α β P delay(ms) capcity(Mbps) nodes

0.3 0.6 0.4 (10, 20) (90, 110) 50

 20

 30

 40

 50

 60

 70

 80

 90

 0  5  10  15  20  25  30  35  40  45

A
ve

ra
ge

 li
nk

 u
til

iz
ai

to
n 

%

Arrival rate (req/sec)

Proposed
Heuristic

Exhaustive

Fig. 9. Average link utilization with
the increasing of resource reallocation
request arrival rate
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And then, we inspect the impact of the reallocation interval T on the perfor-
mance of the resource allocation algorithm. The static curve in Fig. 7 corresponds
to a system where the resource allocation is manually configured according to
some long term traffic measurements. In the simulation experiments, this curve
is produced by running QoS-aware path selection algorithm set the start of ex-
pectation value of each source. We can find that the static and dynamic resource
assignment have very similar performance. And performance of scheme is not
affected distinctively by changing length of the resource reallocation intervals.
Therefore, we can keep the length of the interval T at reasonably value for the
balance of control overheads and resource utilization.

Finally, we examine link utilization, blocking ratios, and flow label allocation
situation respectively with the increasing resource reservation request arrival
rate. The mean rate of arrival of request is assumed to be 25 requests per sec-
ond, and the average data rate for this experiment is taken as 20 Mbps. We
can find(see Fig. 8) that blocking ratios of our algorithm have a clearly better
performance than two existing algorithms. Moreover, Fig. 9 indicates that the
proposed algorithm has a good link utilization as well as exhaustively searching
algorithm. In addition, the number of flow label allocation have a relative stable
pattern with increasing the resource reservation request arrival rate in Fig. 10,
which exhibits that the most of single flow at the edge of domain can be com-
bined into a few aggregate traffic in the core of domain. Therefore, our resource
reservation scheme has a good scalability.
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6 Conclusions

With booming of internet real-time applications, end-to-end QoS guarantee in
IPv6 networks will continue to be an active research area. In this paper, we pro-
pose a end-to-end QoS provisioning architecture supported by a novel IPv6 flow
label mechanism and a multiobjective optimization QoS-aware path selection
algorithm. The simulation results show the efficiency and scalability of the pro-
posed algorithm. The possible future research includes providing the multicast
support in this architecture.
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Abstract. With the increasing popularity of the Internet, unsolicited electronic 
mail (spam) has become a major concern.  It fills up user’s mailboxes, clogs 
mail relays, wastes postmaster time, and creates inconveniences for sites that 
have been used as a relay.  This seems to be a growing problem, and without 
appropriate countermeasures, spam messages could eventually undermine the 
usability of e-mail.  In this paper, we propose a cooperative spam-avoidance 
strategy based on the concept of restricting, at the network border and mail re-
lay level, the mail sending function through properly authorized mail gateways 
registered as proper new Resource Records in the DNS System.  If accepted and 
enforced by the largest number possible of network and mail administrators on 
the Internet, this strategy may result in a substantial reduction of the worldwide 
e-mail spam phenomenon. 

1   Introduction 

Today, e-mail has emerged as the most commonly used form of communication.  
Businesses are increasingly recognizing the benefit of using e-mail in their daily 
work.  Though e-mail has provided a cheap and convenient means for businesses to 
contact with customers and partners all over the world, there are many problems 
caused by the e-mail which will disturb the businesses.  One of the problems most 
concerned is so-called spam, which is commonly known as “junk” or “unsolicited” e-
mail.  Spam messages are annoying to most users, as they waste their time and fill-up 
or clutter their mailboxes quickly.  They also waste bandwidth, and may expose users 
to unsuitable content (e.g. when advertising pornographic sites).  Spam seems to be a 
growing problem, and without appropriate counter-measures, spam messages could 
eventually undermine the usability of e-mail. Recently, a study has shown that 52% of 
email users say spam has made them less trusting of email, and 25% say that the vol-
ume of spam has reduced their usage of email [1]. To propagate spam, senders are 
increasingly relying on various tactics such as unauthorized BGP route injection, 
Autonomous System route hijacking, and asymmetrical routing with spoofed IP ad-
dresses. This crisis has prompted proposals for a broad spectrum of potential solu-
tions, ranging from the design of more efficient anti-spam software tools and practices 
to calls for anti-spam laws at both the federal and state levels. All of the above solu-
tions are characterized by the same, and apparently unsolvable scalability problems: 
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since potentially any host can directly connect on the SMTP port of any mail relay to 
send mail, the number of hosts that can be used for sending spam, consciously or not 
(a host may be compromised or infected by a virus or worm that can send spam  
without the user knowing) is practically unlimited and furthermore these hosts may 
continuously change, such that the application of any host-based anti-spam 
countermeasures is practically unfeasible. Consequently, the objectives of the various 
legal and technical solutions are the same: operate on the largest scale possible to 
make it unfeasible or at least unprofitable to send spam and thereby destroy the 
spammers’ underlying action and business model. Accordingly, in this paper we 
propose a cooperative spam-avoidance strategy operating only at the network border 
and mail relay level, thus restricting the problem to a smaller and consequently 
manageable scale. If accepted and enforced by the largest number possible of network 
and mail administrators on the Internet, this strategy may result in a substantial 
reduction of the worldwide e-mail spam phenomenon. 

2   Defeating Spam: The Overall Strategy 

There is a large number of popular solutions for individual and group spam blocking 
available. The most basic are: don’t run an open relay; don’t allow multiple recipients 
for null sender; and verify that envelope sender contains a valid domain. Yet the spam-
mers seem to have worked around them. Junk e-mailers routinely falsify sender enve-
lopes in order to misdirect complaints about their junk e-mail. Furthermore, authors of 
viruses that propagate via e-mail falsify sender envelopes to hide the origins of the vi-
rus-infected computers. Using a blocking list involves handing a fair amount of respon-
sibility and control to a third party - something that would not make for a good response 
to a customer unhappy with missed mail. Content analysis tools bring up privacy issues, 
cost a lot in processing power, generates lots of false positives and consequently tend to 
require tuning for each individual recipient. Furthermore, all the above solutions will be 
effective, albeit partially, if applied to all the hosts allowed to send mail toward external 
mail exchangers (MX). This is practically unfeasible, due to the huge number of hosts 
(usually all!) that in a typical network are allowed to send mail directly, since anybody 
can send email by simply connecting to the SMTP port of an MX server. When a PC is 
compromised, that single PC can let loose megabytes of spam. The administrator of a 
server targeted by spam messages may analyze log files to identify machines sending 
anomalous traffic and blacklist them, but this process is lengthy. Further, as soon ma-
chines are “cleaned”, their legitimate users will want the email service to be immedi-
ately reactivated for them, an additional clerical work for the postmaster. Thus, the main 
question we should try to answer is: “Is there a simple technique, relying on existing 
mechanisms and protocols, that can be used to limit unrestrained email sending from 
unauthorized hosts?” The answer, at our advice may be simpler that it can be thought. If 
some machines were registered with global scope (and the DNS worldwide distributed 
database will be the best place) as authorized mail transfer gateways, and only those 
machines were allowed to connect to mail relay servers, mail would be forced to pass 
through the mail gateways, where user identification and enhanced anti-spam tech-
niques may be in place. Of course, the mail exchanger/relay servers accepting input mail 
transfer connections should verify through the DNS if the sender is an official Mail 
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Gateway for its domain before accepting mail. Accordingly, we propose a spam-
avoidance strategy that requires cooperative work of network administrators, that must 
selectively block, by filter at the network border level, all the outgoing SMTP connec-
tions, except for the explicitly authorized mail gateways, and of the postmasters and 
DNS administrators that must properly configure the DNS to define all the official mail 
gateways and update MTA software on all the mail exchangers to properly check for 
registered senders in the DNS. 

3   Implementation Details 

Our strategy requires three areas of intervention: the network border, to define outgo-
ing SMTP filtering policies, the Domain Name System, to introduce the new type of 
Resource Record and define/register the official mail gateways and on the MTA  
software on the mail exchanger (MX) servers (aka sendmail, qmail etc.) to enforce the 
mail gateway checking for any incoming connection. 

3.1   Enforcing SMTP Filtering Policies 

First, the line of defense must be shifted nearer to the source of spam. If incoming 
traffic is discarded unless it comes from a trusted gateway, spammers would be forced 
to channel their traffic through the official gateways for their domain. When the  
gateway performance slows down, legitimate domain users will complain. So the 
administrators at the sending end are called upon for intervention. They have means 
to locate and identify abusers, and can also act against them. Anti-spam techniques 
can be successfully used on both the sending and the receiving end. A well crafted 
filtering policy on the border router of an administrative domain can block all the 
outgoing e-mail traffic, identified by connections to the SMTP port (port TCP/25) of 
any outside host, enabling only the official Mail Gateways to send out mail. Further-
more, any anomalous increase in SMTP traffic or filtering policy violation can be 
noticed and fought by two cooperating network and/or e-mail administrators, the one 
at the source and the one at the target, instead of just one (the victim). 

3.2   Extending the Domain Name System 

The Domain Name System is basically a distributed database, or directory service of 
host information that is indexed by domain names. Each domain name is essentially 
just a path in a large inverted tree, called the domain name space. The data associated 
with domain names is contained in resource records, divided into classes, each of 
which pertains to a type of network. Within a class, several types of resource records 
(RR) can be defined, which correspond to the different varieties of data that may be 
stored in the domain name space. Different classes define different record types, 
though some types are common to more than one class. Each record type in a given 
class defines a particular record syntax, which all resource records of that class and 
type must adhere to. DNS is used mostly to translate between domain names and IP 
addresses, but it is also very useful to control Internet email delivery, since it provides 
a method for publicly registering the incoming mail relay servers associated to each 
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domain (the MX RR) and consequently to derive mail routing information. Each RR 
has the following format [2]: 

NAME a domain name to which this resource record pertains 

TYPE 
two octets containing one of the RR type codes. This field specifies the 
meaning of the data in the RDATA field. 

CLASS two octets which specify the class of the data in the RDATA field. 

TTL 
a 32 bit unsigned integer that specifies the time interval  that the resource 
record may be cached before it should be discarded.  

RLENGTH a 16 bit integer that specifies the length of the RDATA field. 

RDATA 
a variable length octets string that, according to the TYPE describes the 
resource.  

Fig. 1. Resource Record layout 

3.2.1   The Resolution Process 
Name servers are adept at retrieving data from the domain name space.  They return 
data from zones for which they’re authoritative, but can also search through the do-
main name space to find data for which they’re not authoritative. This process is 
called name resolution. Because the namespace is structured as an inverted tree, a 
name server needs only one piece of information to find its way to any point in the 
tree: the domain names and addresses of the root name servers. A name server can 
issue a query to a root name server for any domain name in the domain name space, 
and the root name server return information about who is authoritative to respond 
from that domain such that the querying name server can directly start and request all 
the information he needs on its way. Each query refers to a specific RR in a domain, 
referenced by its type code, the corresponding value that must match in the required 
records, and the class to which the RR belongs to (usually INET), and results in one 
or more resource records matching the query itself. Consequently, the introduction of 
new information and concepts in the Domain Name System implies the definition of 
new resource records and their proper treatment in query and response messages. 

3.2.2   Introducing the New DNS Mail Gateway Concept 
We propose that any domain must publicize its servers authorized to relay for sending 
mail, just as it is done for the Mail Exchanger (MX). A target MX may then query the 
DNS to recognize whether the host trying to send mail is registered or not. This can 
be easily done by adding a new resource record type, named MW, to the DNS, repre-
sented in the standard format, with the type-code field (49) followed by a variable 
length character string which specifies an host authorized for sending e-mail from the 
specified domain. The syntax of the RR will be the usual: owner, ttl, class, record-
name (MW), MW-dname. A more natural choice for the new Mail Gateway RR name 
would be MG, but unfortunately the acronym MG is used in RFC 1035 for the Mail 
Group Member Resource Record (code 8), not widely used but still valid. Essentially, 
two distinct checks (in the worst case) may be done before accepting or rejecting an 
incoming mail connection. First the alleged sender (claimed) domain should be ob-
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tained by the envelope sender and a successful MW check against this domain allows 
immediate verification. This is the simpler case of direct domain-based relay. If oth-
erwise the SMTP outgoing relay host is relaying on in IP address basis, the first check 
may be unsuccessful and a following check against the domain obtained by reverse 
DNS resolution becomes useful. Thus, if the sending host is an authorized MW at 
least for the domain resulting from its reverse DNS resolution we guess that it is re-
laying on an IP address basis (and obviously enforcing anti-spam policies), thus the 
incoming mail transaction can be accepted by the MX. This implies that any MW 
needs a reverse mapping on the DNS and that any MW acting on a domain must be 
registered as a MW for that domain, even if it only relays mail (on an IP address ba-
sis) for users outside the domain. A domain can have more than one Mail Gateway 
and each one can serve more than one domain. In the first case, the MW entries in the 
DNS are checked in the order in which they have been defined in the zone file. If the 
order of the entries matters, it is the zone maintainer’s responsibility to keep those 
entries in the correct order. In the latter case, the involved host can act as a Mail 
Gateway for different domains provided that it is registered as a MW and a host in 
each of these domains or it can correctly perform relay based on IP address authoriza-
tion. Here, as explained before, a reverse DNS check on its IP address is necessary 
and the host must be an authorized Mail Gateway at least for the domain it belongs to. 
Moreover, to prevent spoofing, the domain name resulting from the reverse DNS 
check is accepted only if a subsequent address query to the given domain name points 
to exactly the IP address of the sending MTA (usual procedure to verify PTR re-
cords). With this scheme, a host can be designated as an MW for a domain even if it 
does not belong to that domain. Traffic originated outside the authorized MW need 
not be automatically discarded. This is certainly an option, and some “critical” sites 
may elect to adopt it. Nevertheless, another line of action that may be pursued in-
volves assigning lower priority to “unregistered” traffic, or setting volume limits. 
Message processing or session establishment could also be deliberately delayed, as 
several MTA do. The MX administrator may decide the policy to apply, based on a 
number of dynamics, including e.g. the number of messages over a time unit. 

4   Modifications to the MTA SW 

The scheme can be made to work with very small modifications on the MTAs. Usu-
ally, an MTA tries to reverse-lookup the connected party by using, for instance, a 
getpeername() call to retrieve the name of connected peer. Then the MTA makes 
some consistency checks against the envelope sender and verifies if it belongs to the 
list of unacceptable senders and that is the place where the MW query should be is-
sued. From the envelope sender, the MTA can determine the alleged domain of the 
sending party. The MW query returns the list of the authorized Mail Gateways for that 
domain. If the name of the connected peer belongs to the list, the sending host is reg-
istered as an authorized Mail Gateway and message processing can proceed. Should 
the connected party name not be available (no PTR resource record), the MTA can 
lookup the names of the official Mail Gateways retrieved and compare their IP ad-
dresses with that of the connected peer. However, we feel that enabling reverse 
lookup on an official MW is not a burdensome requirement, and instead is a good 
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practice. No provision should be made for recursive queries. Just as it happens with 
MX queries, recursion should be handled by name servers. In some cases, the receiv-
ing MTA trusts the sending MTA not to fake messages and does not need to check it 
against the MW records at message reception.  As a typical example, a company 
might have an outer mail relay which receives messages from the Internet and checks 
the MW records.  This relay then forwards the messages to the several department’s 
MX servers.  It does not make sense for these department mail servers to check the 
outer relay against the MW records, because they know that it is a trusted gateway. It 
may even lack any MW record registration if it is not configured for sending inter-
domain outgoing mail. In this case there is a trust relationship between the department 
relays and the outer relay.  Another common situation is that of the low-priority MX 
relays, which receive and cache e-mails when the high-priority relays are down. In 
this case, the high-priority relay would trust the low-priority relay to have verified the 
sender authorization and would not perform another MW verification (which could 
obviously fail). Consequently MW checking should be turned off for trusted relays, 
that can be defined by adding their IP address in the database of hosts and networks 
that are allowed for relay. Thus, if the -relay check by address or domain name 
against the “open access” database is successful no further check must be done 
against the MW record. This is used also to disable MW checking when the mail is 
sent from internal host directly to the mail gateway that has also the role of MX. 

4.1   Relay Scenario 

The following scenario describes in detail the MTA behavior when receiving an in-
coming connection on port SMTP (25) requesting e-mail relay: 

1. Accept a connection request on port TCP/25 from IP address x.y.w.z 
2. Find out the alleged sending domain from the envelope sender 
3. Issue an MW DNS query upon the alleged domain and check the results 
4. If the sender is an authorized Mail Gateway for the above domain then accept the 

incoming mail and proceed on relaying it. 
5. Otherwise, reverse lookup the IP x.y.w.z (as already done by almost all the MTA 

agents), obtaining an FQDN and issue another MW query upon this domain. If the 
sender is an authorized MW for it, then accept the incoming mail (the sender is re-
laying on an IP address basis) and proceed. In any other case choose the appropri-
ate rejecting action (e.g., reject the message with the new reason “553 Not a regis-
tered Mail Gateway” or downright the usual  “550 Relaying denied”). 

Unfortunately, SMTP allows empty envelope sender addresses to be used for error 
messages.  Empty sender addresses can therefore not be prohibited. As observed, a 
significant amount of spam was sent with such an empty sender address. To solve this 
problem, also in this case we can behave as described in point 5, starting directly from 
point 2, since straightforwardly the MW lookup of an empty domain will be always 
unsuccessful. Consequently the domain name obtained by the reverse DNS lookup of 
the sending MTA can be used instead of the domain obtained from the “Mail From” 
header to lookup the MW records. This makes sense, since such messages were gen-
erated by the machine, not a human. 
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4.2   Host-Less Domains and Corporate Mobile Users 

Users in host-less domains should relay all of their outgoing email through one of the 
ISP’s registered Mail Gateways, that would have a valid MW record. Generally, ISPs 
disallow relaying when the sending host is not in the ISP’s domain. However, many 
ISPs support outgoing mail server authentication. An ISP may also opt for IP address 
based relaying, for their customers provided with static IP addresses. Corporate users 
working on their laptops while travelling or in locations away from the office should 
also have their email relayed through a trusted Mail Gateway. In our opinion, security 
issues involved with authentication are not a strong argument against Mail Gateways, 
since such kind of problems are much better managed by VPNs. 

5   Prototype Implementation and Performance Analysis 

We set up a very simple testing environment with two fake domains, each with its 
own name server and mail exchange server connected on a separate interface of a two 
Ethernet Cisco 3640 router. For simplicity, the mail gateway was supposed to be the 
same machine as the mail exchange server. One side was running qmail and the other 
sendmail. The DNS software was ISC BIND on both ends. A mail generator auto-
matically originated, at a specified rate, fake e-mail messages starting from the first 
domain and directed to the second domain MX, continuously changing its IP address 
at random time intervals, to simulate e-mail coming from different sources. Only a 
specified percentage of the messages were relayed through the official domain MW 
while the others were directly sent to the destination MX, simulating spam coming 
from different unauthorized sources. SMTP connections coming from odd IP ad-
dresses were filtered at the border router level, while the other were passed through 
incoming MW verification, as specified in section 4, thus messages coming from 
unauthorized sources were stopped, depending from their source addresses, on the 
domain border or on the receiving side. To approximate the e-mail sending rate and 
the total ratio between authorized and unauthorized messages with a value as close as 
possible to the real-world value, we measured outbound connections to port 25 origi-
nating at a real domain (the whole unina.it network), and filtered them against a list of 
machine officially known to be mail gateways. We observed that unauthorized con-
nections constitute a significant portion of the total connections. To be more precise, 
we averaged separately the data collected on weekdays and on holydays. Again, we 
found that outbound connection to port 25 from unauthorized sources more that out-
weigh legitimate traffic: 78.5% of traffic came from machines not known to be mail 
gateways. As a further validation, we aggregated data collected during weekdays and 
weekends. Authorized mail gateways continue working during weekends, even if they 
reduce their activity, because people keep connecting from the home to use their mail-
boxes.  Instead, the majority of users shut their (perhaps compromised) machines off 
for the weekend.  Unauthorized connections indeed dropped down to 55.4% during 
weekends and raised to 82.8% in weekdays. The above data can also give a useful 
estimate of the traffic that can be blocked by the widespread use of our strategy. Fi-
nally, we ran several 24 hours tests, generating e-mail traffic with the measured rate 
and distribution. As expected, all the messages coming from the unauthorized source 
were stopped, without performance degradation or loss for the legitimate traffic. 
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6   Vulnerabilities and Open Issues 

Although the proposed anti-spam strategy looks quite simple and complete, there are 
some in-depth considerations that need to be done before its deployment in the whole 
Internet.  

6.1   DNS Vulnerabilities 

DNS is an essential part of the proposed spam avoidance framework, since it requires 
a worldwide deployed directory service, and DNS is currently the only one available. 
Unfortunately, DNS is vulnerable and can be easily spoofed and poisoned. DNS secu-
rity flaws are commonly known and introduce a certain degree of weakness in the 
whole architecture, but there is no feasible alternative to using the DNS to publish the 
Mail Gateway information thus some additional DNS security enforcement facility 
such as DNS Security Extensions (DNSSEC) [3] or Transaction Signatures (TSIG) 
[4] is recommended in conjunction with our framework. Anyway, the Internet needs 
by itself better security in the Domain Name System, and the proposed framework  

6.2   Open Relay Mail Gateways 

Our anti-spam strategy gives a great deal of trust to the Mail Gateway that assumes a 
central role in the entire chain of defense. However, it can happen that some hosts that 
are defined as Mail Gateways may become Open SMTP relays (i.e. machines which 
accept any e-mail message from anyone and deliver to the world), or by unconscious 
misconfiguration or by malicious actions after that the host is compromised. Of 
course they may be abused for sending spam, but in this case, the IP address of the 
relay machine and the MW records of the domain directly track back to the persons 
responsible.  Both can be demanded to fix the relay or remove the MW record for this 
machine. Furthermore, the IP address of the open relay may easily be filtered or 
blacklisted. An open relay is a security flaw like leaving the machine open for every-
body to login and send random mails from inside. Should the administrative persons 
refuse to solve the problem, they may be identified as spammers and held responsible, 
if that is not in conflict with local laws and policies. 

6.3   Graceful Deployment 

Obviously, for reasons of backward compatibility and smooth introduction of this 
scheme, MW records can't be required immediately.  Domains without MW records 
must temporarily be treated the same way as they are treated right now, i.e. e-mail 
must be accepted from anywhere, eventually enforcing some “safety” limit about the 
number or frequency of messages that can be received from unregistered outgoing 
relays.  But once the scheme becomes sufficiently widespread, mail relays can start to 
refuse e-mails from sender MTAs that are not associable to a registered MW record, 
thus forcing the owners of any domain to include at least a statement of Mail gateway 
authorization into the domain's zone table. That allows accepting e-mails only from 
domains with a reasonable security policy. However, the main problem hampering the 
widespread application of our anti-spam strategy is that it requires a new RR entry 
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type and consequently an upgrade of all DNS servers. Therefore, as a temporary 
workaround, an alternative, but equivalent, encoding scheme can be proposed.  In-
stead of using a new RR type, the “Mail Forwarder” (MF, code 4) obsolete record 
type, now replaced by the MX RR in its usage and having exactly the same format of 
the proposed MG record, can be used to contain the Mail Gateway information. The 
MF record is still supported by almost all the widely deployed DNS implementation, 
including the traditional BIND and consequently this migration strategy will be im-
mediately viable. Thus, to allow smooth introduction of Mail Gateways without the 
need to immediately upgrade all DNS servers, all MTAs (which have to be upgraded 
anyway) should support both the MF and the MW records to check first the existence 
of an MW and then, if unsuccessful because recognized as an unsupported RR,  
(a return code “Not Implemented” is received in the answer), perform an MF query. 

7   Related Work 

Cryptographic techniques have been suggested to guarantee the legitimacy of SMTP 
traffic. The system may operate at the end-user level, where everybody wishing to 
send email must hold a key, or at the server level, so that every server can authenti-
cate its connected parties. Transfer of e-mail would be limited to the authorized hosts 
and agents. This model, that is substantially peer-to-peer, imposes a significant com-
putational and operational burden and presents many open issues in key management 
and distribution since there aren’t yet the conditions in place for establishing a single 
worldwide authority handling all the necessary keys. Yahoo’s DomainKeys [4] is a 
hybrid system that combines cryptographic techniques and the DNS. A domain is 
expected to place the keys they will use for signing messages in the DNS. The send-
ing server signs messages with the appropriate key and includes the signature in the 
message headers. The receiving server may then verify the signature. The administra-
tive tasks are simplified since they are circumscribed within a single domain. How-
ever, the perplexities about performance related to massive use of cryptographic tech-
niques still hold. On the other side, an “electronic stamp”, that will imply taxing of 
each e-mail sent, is also something much talked about, but it is unclear how such a 
stamp should be administered and if it can be accepted worldwide for a service that 
has always been totally free. Of course, the core argument is that there should be a 
deterrent for high-volume mailing, so a monetary charge is not really needed. Some-
thing more immaterial could be used as well. Back in 1992 Dwork and Naor [5] pro-
posed that e-mail messages be accompanied by proofs of computational effort, a 
moderately hard to compute (but very easy to check) function of the message, the 
recipient’s address, and a few other parameters. In contrast with ours, this approach 
requires extensive modifications to be carried out both at the server side and the client 
side. Aside from the consideration that using a resource waste as a weapon against 
another waste is not very appealing, the problem remains as to the performance deg-
radation that legitimate mail gateways would incur, should they be forced to perform 
a memory-intensive computation for each message. 
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8   Conclusions 

In our opinion the most critical factor influencing the worldwide uncontrollable 
growth of the spam phenomenon is the fact that potentially any host can establish a 
connection to any mail exchanger in the world and directly sending mail without any 
check about the trustiness of the origin. Accordingly we conceived a cooperative 
spam-avoidance strategy operating at the network border and mail relay level, based 
on the definition of a new concept of “mail gateways” or “trusted” MTAs, defined for 
each domain and publicly registered on the Domain Name system, that will be the 
only hosts that are authorized to send cross-domain e-mail. This will drastically re-
duce the number of hosts potentially able to perform spam to a limited number of 
known trusted hosts in any domain that could be strictly controlled by their adminis-
trators. If accepted and enforced by the largest number possible of network and mail 
administrators on the Internet, this strategy may result in a substantial reduction, and 
over the longer term to the disappearance of the worldwide e-mail spam phenomenon. 
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Abstract. Recently, a single-link failure protection scheme using protection tree 
has been proposed in [6].This scheme is scalable in that the protection tree can 
be adjusted dynamically as the network topology changes. A drawback of this 
scheme is that it may not be able to find a backup path for certain network links 
even if the network is 2-connected. In this paper, we first present a new protec-
tion tree scheme that can recover from any single-link failure in a 2-connected 
network. We then give an Integer Linear Program (ILP) formulation to compute 
a protection tree and allocate spare capacity on the network links so that the  
total spare capacity required is minimized. Finally, we present a distributed  
algorithm for fast double-link failure restoration using a protection tree. Simula-
tion results show that around 70% of the double-link failures can be restored by 
our scheme even though the spare capacity in the network is planned for single-
link failures. In addition, our scheme can achieve almost 100% restorability for 
double-link failures when spare capacity in the network is sufficiently large.  

1   Introduction 

Optical networks with ultra-high capacity are believed to be the backbone transport 
network for the next generation Internet. With the explosive growth of the demand for 
higher bandwidth services, efficient protection of these services becomes an important 
issue. A variety of protection and restoration schemes have been proposed for optical 
transport networks and they can be classified as either ring-based [1] or mesh-based 
[2]. Ring-based schemes such as SONET self-healing rings can provide fast restora-
tion upon network component failure; however, it requires 100% spare capacity re-
dundancy and it is hard to maintain the ring structure as the network grows (i.e. new 
nodes/links are added to the network). On the other hand, mesh-based schemes are 
more capacity efficient but have slower restoration speed. p-Cycle protection [7], [8] 
can achieve ring-like recovery speed while retaining the capacity efficiency of mesh-
based schemes. Recently, there have been some studies on tree-based protection 
schemes [4]-[6]. The main advantage of these schemes is that protection trees can be 
constructed using distributed algorithms, which allows a protection tree to be adjusted 
dynamically as the network topology changes [6].  

The concept of hierarchical protection tree (p-tree) is introduced in [4]. A hierar-
chical p-tree is a spanning tree in the network for link protection in which links in the 
higher layers of the tree provide more protection capacity than the links in the lower 
layers of the tree. A link protection scheme based on hierarchical p-tree was proposed 
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in [6] where a node restores traffic through its primary parent or backup parent when 
an adjacent link of the node fails. For any node u in the network other than the root of 
the hierarchical p-tree, it has exactly one primary parent, which is its parent in the 
tree. Other than the primary parent, the neighbor nodes that are not u's children are 
called the backup parents of u. Fig. 1a) shows a hierarchical p-tree in an arbitrary 
network, where thick lines make up the tree. In this example, node G's primary parent 
is node D, and node G's backup parents are nodes B, C, and H. The protection scheme 
works as follows:  

       

Fig. 1.  a) A hierarchical p-tree   b) Proof of Theorem 1 

− If a non-tree link (i.e., a link not on the p-tree) fails, the nodes adjacent to the failure 
will reroute the traffic through their primary parents so that the traffic is restored 
through the p-tree. For example, if link (B, G) in Fig. 1a) fails, the traffic on it will 
be restored through B-A-D-G. 

− If a tree link (i.e., a link on the p-tree) fails, one node adjacent to the failed link will 
be disconnected from its primary parent. This node will restore the traffic to the p-
tree through a designated backup parent. For example, if link (D, G) in Fig. 1a) 
fails, G will switch the traffic to its backup parent C so that the path G-C-A-D is 
used to restore the traffic. 

A problem with this scheme is that it cannot restore the traffic for certain link fail-
ures even if the network is 2-connected. In particular, if a node has no backup parent, 
this scheme cannot find a backup path for a link failure between the node and its pri-
mary parent. For example, when link A-D in Fig. 1a) fails, the scheme cannot find a 
backup path to restore the traffic since node D has no backup parent. 

The rest of the paper is organized as follows. In section 2, we propose a new p-tree 
protection scheme that can recover from any single link failure in any 2-connected 
network. In section 3, we present an Integer Linear Program (ILP) formulation to 
compute an optimal p-tree and spare capacity allocation for a given working capacity 
distribution so that the spare capacity required is minimized. We present a distributed 
algorithm for fast double-link failure restoration using p-tree in section 4 and discuss 
simulation results in section 5. 

2   A New P-Tree Protection Scheme  

In this section, we present a new p-tree protection scheme that can survive any single 
link failure in an arbitrary 2-connected network based on the following theorem. 
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Theorem 1: Given a 2-connected graph G and a spanning tree T of G, for any tree 
link, there exists a path between the two end nodes of the link that contains exactly 
one non-tree link. 

Proof: Let e = (u, v) be a tree link. Removing e from T will break T into two compo-
nents C1 and C2 as shown in Fig. 1b). Since G is 2-connected, by Menger's theorem 
[3] there must exist a path between u and v in G that does not contain e. Thus, there 
must exist a non-tree link, say (m, n), with one end node in C1 and the other end node 
in C2. Without loss of generality, assume m is in C1 and n is in C2. (It's possible that 
m = u or n = v.) Since both C1 and C2 are part of T and each of them is a connected 
component, there exists a tree path P1 between u and m in C1 and there exists a tree 
path P2 between v and n in C2. Hence, the path P1 ∪ (m, n) ∪ P2 is a path between u 
and v that contains exactly one non-tree link (m, n).              

As shown in Theorem 1, for any tree link in a p-tree, there is a path between its 
two end nodes that contains exactly one non-tree link; such a path can be used to 
restore the traffic when a tree link fails. In the scheme proposed in [6], when a tree 
link fails and the node disconnected from its primary parent has no backup parent, 
the affected traffic can't be restored. To solve this problem, we introduce two types 
of node called primary descendant and backup descendant through which a backup 
path for the failed tree link that contains exactly one non-tree link can be found. It 
can be shown from Fig. 1b) that for a node u that has no backup parent, there must 
exist a non-tree link (m, n) such that m is u's descendant and n is connected with u's 
primary parent v through tree links other than (u, v). We call node m the primary 
descendant of u and node n the backup descendant of u. When link (v, u) fails, the 
path between u and v that consists of the tree path from u to m, the non-tree link (m, 
n), and the tree path from n to v can be used to restore the traffic. For example, in 
Fig. 1a), node G and C are the primary descendant and backup descendant of node 
D respectively. When the tree link (A, D) fails, the path D-G-C-A can be used to 
restore the traffic on link (A, D). 

Below is our new p-tree protection scheme where a third rule is added to the 
scheme proposed in [6]. Our scheme guarantees that any single link failure in a 2-
connected network can be survived. 

 1. If a non-tree link fails, the end nodes of the failure link will reroute the traffic 
through their primary parents to the p-tree. 

2. If a tree link fails and the node disconnected from its primary parent has a 
backup parent, the node will reroute the traffic through its backup parent to the 
p-tree. 

3. If a tree link fails and the node disconnected from its primary parent has no 
backup parent, the node will reroute the traffic through its primary descendant 
and backup descendant to the p-tree. 

As in [6], we assume each node is assigned a tree ID represented in a dotted deci-
mal notation. For example, the root node has a tree ID of 1. The tree Ids of its children 
are 1.1, 1.2, 1.3, etc. A node with tree ID 1.2.3.2 is a child of the node with tree ID 
1.2.3. A distributed algorithm was proposed in [6] to build a p-tree by identifying the 
primary parent and the backup parents of each node and assign a tree ID to each node. 
We can extend the algorithm to support our new protection scheme by identifying the 
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primary and backup descendants for each node as follows. For each node x, if it has a 
neighbor y such that (x, y) is not a tree link, then it sends a message containing its tree 
ID and y's tree ID towards the root of the tree. When an intermediate node v along the 
path receives the message, it checks whether x and y are both in the sub-tree rooted at 
the child from which v receives the message. If yes, v will discard the message. If not, 
v will record x and y as its primary descendant and backup descendant respectively 
and forward the message towards the root.  

After a p-tree is constructed, each node will know its primary parent, backup par-
ent, primary descendant, backup descendant, as well as the tree ID of every node in 
the network. It can then calculate the backup paths for its adjacent links and store the 
paths to a lookup table. 

The following procedure BACKUP_PATH_CALCULATION(x, y) can be used  
to calculate the backup path of link (x, y). In the procedure, function IS_TREE_ 
LINK(x, y) returns true if link (x, y) is a tree link, false otherwise. P_TREE_ 
PATH(x, y) returns the unique path between node x and node y on the p-tree. 

 

3   An ILP Formulation 

In this section, we give an ILP formulation for the following problem: given a  
2-connected network G(V,E) and the working capacity on each link e in E, compute a 
spanning tree T(V, ET) of G and determine the backup path for each link e in E  
following our p-tree protection scheme so that the total spare capacity required to 
survive any single link failure is minimized. Such an ILP is useful to preplan the spare 
capacity to support a projected traffic load in the network. 

Let (i, j) in E denote the bidirectional link between node i and node j where i< j. 
Each bidirectional link (i, j) in E is associated with two arcs, (i→j) and (j→i). 

The following are inputs to the ILP.  
G: Topology of the network. V: set of the nodes in G numbered 1 through N. E: set 

of the bidirectional links in G. (i, j) in E denotes a bidirectional link between node  
i and node j where i< j. E’: set of the arcs in G.  (i→ j) in E’ denotes an arc from node 
i to node j. wi, j: working capacity on link (i, j). ci, j: cost of a unit of capacity on link  
(i, j). Unit cost is assumed here, i.e., ci, j = 1. 

The following are variables to be solved by the ILP. Ti, j: take on the value of 1 if 
link (i, j) is on the p-tree, 0 otherwise. Fm, n

i, j: take on the value of 1 if the backup path 
of link (m, n) goes through arc (i→j), 0 otherwise. Φm, n

i, j: take on the value of 1 if 
link (m, n) is protected by link (i, j). δm, n

i, j: take on the value of 1 if link (m, n) is 
protected by a tree link  (i, j). si, j: spare capacity reserved on link (i, j).  
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Our objective is to minimize the total spare capacity reserved: 

 

Constraints (1) and (5) ensure a p-tree is set up based on the following theorem.  

Theorem 2: Let T(VT, ET) be a sub-graph of a connected graph G(V,E). T is a spanning 
tree of G if the following two conditions hold: (1) |ET| = |V| - 1. (2) For all (u, v) in E - 
ET, there exists a path P between u and v such that for all link l in P, l is in ET. 

Proof: First, we prove T is connected by contradiction. Assume T is not connected, 
then T has at least two components, say T1 and T2. Since G is connected, there must 
exist (u, v) in E-ET with u in T1 and v in T2. 

By condition 2, there is a path in T that connects u and v. This means that T1 and 
T2 are connected in T, which is a contradiction. 

Next, we prove |VT|=|V| by contradiction. Assume | VT | ≠ |V|, then there exists a 
node u in V - VT. Since G is connected, u must be connected with some node v in VT 
and (u, v) in E- ET. By condition 2, there exists a path in T that connects u and v. This 
means that u is in VT which is a contradiction. 

We have proved that T(VT, ET) is connected and |VT| = |V|. Combined with condi-
tion 1, T must be a spanning tree of G.               

The left side of equation (5) denotes the number of non-tree links that protect link 
(m, n). For a non-tree link (m, n), the right side of equation (5) equals 0, which en-
sures that a non-tree link is protected by a backup path containing only tree links. 
Constraint (1) ensures that the number of tree links is |V|-1. According to Theorem 2, 
constraint (1) and (5) ensure that a spanning tree of G is found.  

Using standard network flow formulation, constraint (2) ensures that for all (m, n) 
in E, there is a backup path R from m to n. Constraint (3) ensures that R does not 
contain link (m, n).  

Constraint (4) ensures that link (m, n) is protected by link (i, j) if and only if the 
backup path of link (m, n) goes through either (i→j) or (j→ i).  

Constraint (5) ensures that a path containing exactly one non-tree link is selected as 
the backup path of a tree link and a path containing only tree links is selected as the 
backup path of a non-tree link.  
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Constraint (6)-(8) ensure that δm, n
i, j = 1 if and only if link (m, n) is protected by 

link (i, j) and link (i, j) is a tree link.  
Constraint (9) ensures that sufficient spare capacity is reserved on each link to pro-

tect against any single link failure.  

4   Double-Link Failure Restoration 

When a link failure occurs, it may take a few hours to a few days to repair the failed 
link. It is conceivable that a second link failure might occur in this duration, leading to 
double-link failure in the network. Double-link failure recovery in optical networks 
has been studied in [10], [11].  

In this section, we extend our p-tree protection scheme to deal with double-link 
failures using the technique of first-failure protection and second-failure restoration 
(1FP-2FR) [9]. The idea of 1FP-2FR is the following: when a p-tree is constructed, 
the backup path for each link is determined. When the first link failure occurs, the 
pre-determined backup path for the failed link will be used for traffic restoration. 
When a second link failure occurs, the affected traffic is rerouted to either the pre-
determined backup path of the second failed link or a dynamically computed backup 
path depending on the relative position of the two failed links. 

4.1   Double-Link Failure Recovery Model 

Our double-link failure recovery model is based on the recovery method II in [10]. The 
difference is that our model pre-computes one instead of two backup paths for each link, 
and dynamically computes a secondary backup path for the second failed link if the pre-
computed backup paths cannot be used to restore the second link failure. 

          

Fig. 2.  Message format of MSG_FAILURE1 and MSG_FAILURE2 

Our scheme works as follows. Suppose link e and f fail successively, and f fails be-
fore e is repaired. When the failure of e is detected, its pre-computed backup path p(e) 
is used to reroute the traffic on e. Meanwhile, the master node of e sends the message 
MSG_FAILURE1 (shown in Fig. 2) to all other nodes in the network to inform them 
of the failure of e. (The master node of a link is one of the two end nodes that has the 
smaller tree ID.) MSG_FAILURE1 includes the tree ID of the master node of e and 
the tree ID of the other end node of e. It also includes the tree IDs of the nodes on the 
backup path p(e) of e so that all nodes in the network are informed of the backup path 
of link e. When f fails, the traffic on f will be restored in the following four cases.  
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 1. p(f) does not use e and p(e) does not use f. In this case, p(e) will continue to be 
used to reroute the traffic on e, and p(f) will be used to reroute the traffic on f. 

 2. p(f) does not use e, but p(e) uses f.  Since p(f) is not affected by the failures, the 
traffic on f (including both the working traffic on f and the traffic rerouted to f 
due to the failure of e) will be switched to p(f). Thus, the working traffic on e 
will now be rerouted on p(e) - {f} ∪ p(f). 

 3. p(f) uses e, but p(e) does not use f. In this case, traffic on f will be rerouted to 
p(f). However, since e on p(f) is down and p(e) is used to reroute the traffic on e, 
the working traffic on f will be routed on p(f) - {e} ∪ p(e).  

 4. p(f) uses e and p(e) uses f. In this case, both p(f) and p(e) are down. Thus, a real-
time search for a secondary backup path p’(f) of f that does not use e is needed. 
When p’(f) is found, the traffic on f will be switched to p’(f). Thus, the working 
traffic on e will be rerouted on p(e) - {f} ∪ p’(f).  

When the master node of f detects the failure of f, it first determines which one of 
the four cases has occurred. (Note that this requires the master node of f to know the 
backup path p(e) of e, which can be obtained from MSG_FAILURE1.) If it finds that 
p(f) uses e and p(e) uses f (case 4), it will broadcast message MSG_FAILURE2 
(shown in Fig. 2) to the network with REQ set to true. For the other three cases, the 
master node of f will broadcast message MSG_FAILURE2 to the network with REQ 
set to false and switch the traffic on f to the pre-computed backup path p(f). When a 
node u receives the message MSG_FAILURE2, it will record the failure of f. If the 
REQ bit in the message is set to true, u will run the procedure NEIGHBOR_SEARCH 
(described in the next section) to search for a neighbor v with certain desired property. 
If such a neighbor v can be found, u will send a message containing the tree IDs of u 
and v to the master node of f. Upon receiving the message, the master node of f will 
compute the secondary backup path p’(f) of f and switch the traffic on f to p’(f). 

4.2   Algorithm for Finding the Secondary Backup Path of f 

In this section, we describe the detail of the NEIGHBOR_SEARCH procedure.  

 

Fig. 3. The message format of MSG_ACK 

Let mf be the master node of link f and nf be the other end node of link f. Let T de-
note the original p-tree before a failure occurs and T’ denote the remaining p-tree after 
link e and f fail, i.e., T’=T-{e}-{f}. When a node u receives a message 
MSG_FAILURE2 with REQ = true, it runs the NEIGHBOR_SEARCH procedure to 
try to find a neighbor node v such that there is a path from mf to u in T’ and there is a 
path from nf to v in T’. If such a neighbor v can be found, u will create a message 
MSG_ACK containing the tree ID of node u and the tree ID of node v (shown in  
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Fig. 3) and send the message to mf. When mf receives MSG_ACK, mf will run algo-
rithm RECOVERY_PATH to compute a secondary backup path p’(f) of f that con-
sists of the tree path from mf to u, the link (u, v), and the tree path from v to nf. After 
p’(f) is computed, mf will reroute the traffic on f to p’(f). Note that 
NEIGHBOR_SEARCH, requires u is in the same component as mf in T’ so that a tree 
path between u and mf can be found. We refer to this constraint as connectivity con-
straint.  

To find the desired neighbor node v in NEIGHBOR_SEARCH, three scenarios are 
considered as depicted in Fig. 4. In these figures, thick lines denote tree links and thin 
lines denote non-tree links; me and ne denote the master node and the other end node 
of link e respectively; T(x) denotes the sub-tree of T rooted at node x.  

         

         

Fig. 4. Three Scenarios in NEIGHBOR_SEARCH 

Scenario 1: e is a tree link and f is a non-tree link. As shown in Fig. 4 the failures of e 
and f divide T into two components T(ne) and T - T(ne). If there is a non-tree link (u, 
v) between these two components, then there exists a path between mf and nf that 
goes through some tree links plus link (u, v), and the path can be used as the secon-
dary backup path p’(f) of f. Thus in this case, node u checks whether it is in T(ne) and 
has a neighbor v in T - T(ne). If so, u will create message MSG_ACK and send it to 
mf. Note that in scenario 1.2, u is not in the same component as mf, which violates the 
connectivity constraint. To fix this problem, the tree IDs of u and v will be switched 
when they are encapsulated into the message MSG_ACK. 
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Scenario 2: e is a non-tree link and f is a tree link. As shown in Fig. 4, the failures of 
e and f divide T into two components T(nf) and T - T(nf). If there is a non-tree link (u, 
v) between these two components, then there exists a path between mf and nf that 
goes through some tree links plus link (u, v), and the path can be used as the secon-
dary backup path p’(f) of f. Thus, node u checks whether it is not in T(nf) and has a 
neighbor v in T(nf). If so, u will create message MSG_ACK and send it to mf. Note 
that in this scenario, u is not in T(nf) ensures u is in the same component as mf, there-
fore the connectivity constraint is satisfied.  

Scenario 3: both e and f are tree links. As shown in Fig. 4 the failure of e and f divide 
T into three components. If there is a non-tree link (u, v) between the component 
containing mf and the component containing nf, then there exists a path between mf 
and nf that goes through some tree links plus link (u, v), and the path can be used as 
the secondary backup path p’(f) of f. There are three cases based on the relative posi-
tion of link e and f on T. In scenario 3.1, the three components are T(ne), T(nf) - 
T(ne) and T - T(nf). Node u checks whether it is not in T(nf) and has a neighbor v in 
T(nf)-T(ne). If so, u will create message MSG_ACK} and send it to mf. In scenario 
3.2, the three components are T(nf), T(ne) - T(nf) and T-T(ne). Node u checks 
whether it is in T(ne) - T(nf) and has a neighbor v in T(nf). If so, u will create mes-
sage MSG_ACK and send it to mf. Scenario 3.3 covers the third case, where the three 
components are T(ne), T(nf) and T - T(ne) - T(nf). Node u checks whether it is neither 
in T(ne) nor in T(nf) and has a neighbor v in T(nf). If so, u will create message 
MSG_ACK and send it to mf. Note that in all three cases, u is in the same component 
as mf, therefore the connectivity constraint is always satisfied.  

 



 A Protection Tree Scheme 629 

 

The pseudocode of procedure NEIGHBOR_SEARCH is proposed where function 
IS_ON_TREE(x, y) checks whether node y is on the sub-tree T(x) which is rooted at 
node x and function SWITCH_ID(x, y) is used to switch the tree IDs of x and y when 
they are encapsulated into the message MSG_ACK. 

On receiving the first message MSG_ACK, mf computes a secondary backup path 
p’(f) of f using the RECOVERY_PATH procedure given below, where function 
P_TREE_PATH(x, y) is used to find a tree path between x and y. 

RECOVERY_PATH{ return P_TREE_PATH(mf, u) ∪ {(u, v)} ∪ 
P_TREE_PATH(v, nf) } 

5   Numerical Results 

Three test networks Fig. 5 are used to evaluate the performance of our p-tree scheme. 
Net1 is an artificial 10-node 22-link network taken from [12]. Net2 is the 15-node 28-
link Bellcore New Jersey LATA network, which is a widely used metropolitan area 
model. Net3 is a modified NJ LATA network with 11 nodes and 22 links taken from 
[11]. A uniform demand matrix with 2 demand units between every node pair is used 
for all three test networks and shortest path routing is used to route the demands. 

 

Fig. 5. Topology of the test networks 

Table 1. Results of the ILP Solution 

Network Working Cap. Spare Cap. Redundancy 
NET1 142 96 0.68 
NET2 456 424 0.93 
NET3 190 178 0.94 

Table 1 shows the performance results of our p-tree scheme for single link failure 
protection, which are obtained by solving the ILP given in section 3. Table 1 gives the 
total working capacity, the total spare capacity, and the redundancy (i.e. the ratio of 
the total spare capacity to the total working capacity). Due to the sharing of spare 
capacity on links used by multiple backup paths, the p-tree scheme leads to less than 
100% redundancy.  
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Table 2. Results of Double-link Failure Restoration 

Network # Total pairs # NS pairs R1 R2 
NET1 462 400 0.72 0.99 
NET2 756 572 0.67 0.99 
NET3 462 386 0.71 0.98 

Table 2 shows the performance results of our p-tree scheme for double-link failure 
restoration. In the table, #Total pairs is the number of all possible <e, f> pairs assum-
ing link e and link f fail successively. #NS pairs is the number of <e, f> pairs that do 
not require a search for the secondary backup path of f (such pairs are covered in case 
1-3 in section 4.1). R1 is the ratio of the number of fully restorable <e, f> pairs to the 
number of total pairs when the spare capacity is allocated for protecting single link 
failures (i.e. the spare capacity allocation is computed by the ILP given in section 3 
R2 is the ratio of the number of fully restorable <e, f> pairs to the number of total 
pairs when sufficient spare capacity is allocated on each link. (A <e, f> pair is fully 
restorable if all the working capacity on e and f can be restored by our double-link 
failure restoration scheme.) As shown in Table 2 for NET1, NET2, and NET3, 
87%(400/462), 76%(572/756), and 84%(386/462) of all possible double-link failures 
can be restored without a search for the secondary backup path of f. Therefore, our 
scheme can achieve fast double-link failure recovery in most of the cases. With the 
spare capacity planned for single link failure, our double-link failure restoration 
scheme can fully restore 72%, 67% and 71% of all the double link failures in NET1, 
NET2 and NET3 respectively. With sufficient spare capacity available in the network, 
the percentage of fully restorable double-link failures reaches 99%, 99%, and 98% in 
NET1, NET2, and NET3 respectively. There are two reasons that the percentage is 
less than 100% even though sufficient spare capacity is available in the network. First, 
a secondary backup path for link f may not exist. Second, our algorithm may not be 
able to find a secondary backup path for link f even though such a path exists because 
we require that the secondary backup path can only use one non-tree link. 

The results in table 2 show that around 70% of the double-link failures can be fully 
restored by our scheme even when the spare capacity is planned for single link failure. 
In addition, our scheme can achieve almost 100% restorability for double-link failures 
when spare capacity in the network is sufficiently large. Thus, the proposed scheme is 
very effective for double-link failure restoration.  

6   Conclusion 

In this paper, we propose a new p-tree scheme that can protect against any single-link 
failure in a 2-connected network. To minimize the spare capacity requirement, we 
give an ILP formulation to compute the optimal p-tree and spare capacity allocation 
for a network with given working capacity distribution. We also develop a distributed 
restoration algorithm for dealing with double-link failures, which searches for a  
secondary backup path for the second link failure in real-time when necessary. Nu-
merical results show that around 70% of the double-link failures can be fully restored 
by our scheme even though the spare capacity is planned for single link failure. In 
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addition, our algorithm can achieve almost 100% restorability for double-link failures 
when spare capacity in the network is sufficiently large.  
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Abstract. This paper presents a fully distributed dynamic resource management 
scheme for the assured services based on Assured Forwarding Per Hop 
Behavior (AF PHB) of Differentiated Services (DiffServ) networks. Our 
scheme combines the ideas of state-based approaches and stateless approaches 
and overcomes some drawbacks of the current proposed schemes. It’s scalable 
because no per-flow states are required in the core routers. This scheme 
includes a light weighted signaling protocol, the definitions of aggregate states 
and the algorithms for managing aggregate states. The simulation results 
demonstrate that the proposed scheme can accurately control the admissible 
region, achieve high utilization of network resources and simultaneously 
provide statistical end-to-end Quality of Service (QoS) guarantees for the 
aggregate traffic. 

1   Introduction 

It is known that the Integrated Services (IntServ) approach, while allowing hard 
Quality of Service (QoS) guarantees, suffers from scalability problems in the core 
network. To overcome this and other limits of IntServ, the Differentiated Services 
(DiffServ) paradigm has been proposed [1]. By leaving untouched the basic Internet 
principles, DiffServ provides supplementary tools to further move the problem of 
Internet traffic control up to the definition of suitable pricing/service level agreements 
(SLAs) between peers. However, DiffServ lacks a standardized admission control and 
resource reservation scheme. Upon overload in a given service class, all flows in that 
class suffer a potentially harsh degradation of service. RFC2998 recognizes this 
problem and points out that “further refinement of the QoS architecture is required to 
integrate DiffServ network services into an end-to-end service delivery model with the 
associated task of resource reservation” [2]. RFC2990 suggests defining an 
“admission control function which can determine whether to admit a service 
differentiated flow along the nominated network path” [3]. 
                                                           
* This research is supported by the National Basic Research Program of China 

(No.2003CB314805) and Guangdong Key Laboratory of Computer Network under China 
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Recent papers [4,5] have shown that dynamic resource management can be 
provided over DiffServ networks by means of explicit signaling protocol and 
aggregate states. These schemes extend the DiffServ principles with new ones 
necessary to provide dynamic resource reservation and admission control in DiffServ 
domains. The RMD (Resource Management in DiffServ) proposed in [5] uses the soft 
state refresh paradigm to account for and time-out resource usage, but it’s difficult to 
eliminate the aggregate state deviation caused by the network jitter that is introduced 
by routers’ queues. Currently, only an approximate approach is proposed to solve this 
problem [6]. The scheme proposed in [4] doesn’t use soft state in core routers and 
relies instead on garbage collection. But this scheme doesn’t solve the problems 
caused by the lost signaling messages. The lost signaling messages degrade the 
utilization of resources and even lead to the situation that the node collapses at last. 

In the recent years a new family of admission control solutions named EAC (End-
point Admission Control) [7-11] has been proposed. Initially, EAC builds upon the 
idea that admission control can be managed by pure end-to-end operation, involving 
only the source and destination hosts. It’s stateless in the core routers and applicable 
to the DiffServ networks. EAC can provide statistical end-to-end QoS guarantees and 
achieve higher network utilization. In the later work, in order to achieve more reliable 
network state information, inner router can determine whether a new call can be 
locally admitted by means of suitable Measurement Based Admission Control 
(MBAC) [9,10]. Because there are not any states in the core routers, stateless EAC 
exists transient phenomena. If a large number of connection requests arrive at a router 
simultaneously, the measurement mechanism is not capable of protecting the system 
from over-allocation, i.e., all the requests may be accepted. In [11], the 
communication paths are reserved in a centralized Bandwidth Broker (BB) [12] for 
the requests that are being processed to eliminate this problem. The requests are 
processed in sequence. But the exclusive use of paths will cause the drawback that the 
new arrived requests cannot be processed in time, result in inefficient admission 
control and increase the burden of BB at the same time. 

In this paper, we introduce a fully distributed dynamic resource management 
scheme for the AF traffic [13] of the DiffServ networks. It is scalable because no per-
flow states are required in the core routers. Our approach combines the ideas of state-
based schemes and stateless schemes. The goal of our proposed solution is ⅰ) to 
design a light weighted dynamic resource reservation protocol, accomplish the task of 
admission control and resource reservation by means of explicit signaling protocol 
and aggregate states, ⅱ) to define aggregate states properly, avoid using the soft state 
refresh paradigm and solve the transient phenomena of EAC, ⅲ ) to solve the 
problems caused by the lost signaling messages, and ⅳ) to provide statistical end-to-
end Quality of Service (QoS) guarantees for the aggregate traffic, achieve the 
statistical multiplexing gain and high utilization of network resources. 

The remainder of this paper is organized as follows. Section 2 describes the 
signaling protocol and the end system (hosts or servers) behavior. Section 3 gives the 
definitions of aggregate states, the algorithms for processing signaling messages, 
admission control and resource reservation. The method for processing the lost 
signaling messages is also described in this section. In section 4 we present simulation 
results and performance analysis. Finally, we conclude in section 5. 
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2   Signaling Protocol  

This section introduces our signaling protocol and end system behavior. 
Our scheme currently only considers a single DiffServ domain. We assume that 

end system receives services directly from the DiffServ network. The QoS 
requirements of end system can be denoted as  

},,{ eee drQoS ε=  (1) 

Where er  is the peak rate, eε  is the end-to-end loss rate, and ed  is the end-to-end 

delay bound.  
Our signaling protocol is simple and it’s a sender-initiated protocol. There are only 

three signaling messages described as follows. 

● Req: Generated by the sender to request resource reservation. This message 
includes the QoS requirements. The result of admission control and resource 
reservation is transported by this message hop by hop and arrives at the receiver 
at last. The number of hops where the resource was successfully reserved for a 
connection request is also transported to the receiver by this message. 

● Ack: Sent by the receiver to the sender. This message is an acknowledgment to 
Req. It returns the reservation result of a connection request and the hops. 

● Clr: Sent by the sender. The routers’ resource states are regulated by this message (see 
section 3). This message includes the peak rate of the connection request and the 
hops returned by Ack message. 

Fig. 1 indicates a successful session of end system.  
 

 
 
 
 
 
 
 
 
 

 

Fig. 1. A successful session of end system 

In order to establish a guaranteed service connection, the initiator sends Req 
towards the destination. The routers on the communication path process Req and save 
the result of admission control and resource reservation and the hops into Req. The 
receiver sends back Ack to the sender when it receives Req. When Ack indicates a 
successful reservation, the sender may immediately start to send data and 
simultaneously send Clr to the receiver. 

The sender starts a waiting timer with a value T after sending a resource request. 
The value T can be defined as maximum RTT. If no acknowledgement arrives during 
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T seconds, the sender can send a new reservation request again. The establishment of 
a connection is repeated until an acknowledgment arrives or the sender decides to 
stop. The acknowledgement for the old reservation request will be ignored. This case 
is handled as the case of lost signaling messages (see Section 3.3). 

When the connection request is rejected, the sender will send Clr at once to release 
the resources reserved in the nodes that have successfully processed this request. In 
this way, the degradation of link utilization will be minimized. The sender may restart 
the resource request procedure after waiting a stochastic time, or degrade the QoS 
requirements to request again or stop. 

The router behavior will be described in the next section. 

3   Aggregate States 

This section describes the definitions of aggregate states, the algorithms for 
processing signaling messages, admission control and resource reservation. This 
section also describes the method for processing the lost signaling messages. 

3.1   Definitions of Aggregate States 

In EAC schemes, we can observe that the aggregate traffic characteristics achieved by 
the run-time traffic measurements performed within each router can characterize the 
aggregate traffic state, and this state refreshes itself without the help of other 
mechanism (such as refresh signaling message). On the other hand, in the state-based 
schemes, the state variable can record the resource requests that are being processed 
in the router and the connection requests can be processed in sequence. Based on the 
above consideration, we give the definitions of aggregate sates. 

Our scheme uses capacity reservation. In each router, there are two state variables 
for each AF aggregate traffic class defined as follows. 

A. The available capacity Ca  that represents the resources left for admitting new 
resource requests. Ca  is estimated from run-time traffic measurements performed 
within each router. The algorithms used for computing Ca  are described as follows. 

We currently consider only fluid flow. The AF aggregate traffic classes are 
described as a cluster of nonnegative stationary stochastic processes and independent 
each other. We assume that all the routers use a schedule algorithm like CBQ [14] to 
guarantee the minimum bandwidth for each aggregate traffic class.  

We get the mean kR
__

 and the variance 2
kσ  of the aggregate maximal rate envelope 

based on the run-time measurements performed in the routers [10] and estimate the 
available capacity Ca  [11] using these characteristics of the aggregate traffic flow. 

Consider that an aggregate traffic class is serviced at rate c , delay bound d  and 
loss rate ε  in a router; the available capacity Ca  can be estimated using the 

characteristics of the aggregate traffic flow. Denote τ*k  as the dominant interval of 
all time intervals that produces the maximum loss probability. If the current maximum 
loss probability excesses a threshold value, the available capacity Ca  of the 
aggregate traffic class is set to zero. Otherwise, Ca  can be approximated as 
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Where z  is defined as ε≈Φ− )(1 z , approximated as |)2log(| πε≈z . Φ  is the 

probability distribution function of standard normal distribution. 
In another word, the value of Ca  represents the amount of traffic that is 

transmitting in an aggregate traffic class. The capacity of a departed flow is 
automatically released in the value of Ca , and then no explicit tear down message is 
needed to release the resource when the sender finishes the connection. Using Ca  as 
an aggregate state, we achieve the statistical multiplexing gain and higher network 
utilization. 

B. The requested capacity Rr  reserved for the connection requests that are being 
currently processed on the communication paths. The requested rate is added to this 
variable when a router receives a request and there is enough local capacity to admit 
this resource request. When a connection request has been accepted and data 
transmission has started, the capacity reserved for this request is removed to ensure 
that only currently requested capacity is stored in Rr . Using the state variable Rr , 
the requests can be processed in sequence to eliminate the transient phenomena. The 
requests are processed in time and the efficiency of admission control is guaranteed. 

Admission control and resource reservation are carried out by means of the 
cooperation of these two state variables and the protocol. During the connection 
request phase, Ca  and Rr  take part in the admission control decision. The admitted 
resources are reserved in Rr . During the data transmission phase, the capacity of the 
admitted connection requests is confirmed in Ca  and needn’t be reserved in Rr  
again. The value of Rr  is regulated by signaling message Clr. The algorithms for 
managing the aggregate states are described in detail in the next section. 

3.2   Management of Aggregate States 

We assume that every node provides the guarantees of minimum bandwidth, delay 
bound and loss rate for each aggregate traffic class and these values are pre-
configured in the local information base of the routers. 

Consider that bandwidth C  is allocated to an aggregate traffic class in a router, er , 

eε  and ed  are the QoS requirements of end system (see Eq. (1)). The algorithms for 

processing signaling message, admission control and resource reservation in the 
router are described as Fig. 2. 

In Fig. 2, Nε  and Nd  respectively denote the guarantees of the end-to-end loss 

rate and the end-to-end delay bound provided by the communication path from the 
first node to the local node n . The algorithms for computing Nε  and Nd  are 

∏
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Where id  and iε  are respectively the guarantee of delay bound and loss rate for 

this aggregate traffic class in the node i , it  is the transport delay of the link between 

node i  and 1+i , m  is the number of nodes on the communication path from the first 
node to the node 1−n . When the request is locally admitted, Ne , Nd  and hops  are 

saved into Req and transported to the next node. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

 
 

Fig. 2. Algorithms for managing the aggregate states 

When a resource request is received, the router will compute Nε , Nd  and Ca . 

The request will be accepted locally if the guarantees of the end-to-end loss rate and 
the end-to-end delay bound provided by the communication path from the first node 
to the local node are satisfied and there is enough capacity to admit this resource 
request. If the request is rejected, Req is marked with rej  (reject) and downstream 

void server ( ) { //message type: 0 - Req, 1 – Clr 
0=Rr ; CCa = ; 

while (1) { 
int type=receive ( ); 
switch type { 
  0: if ( acc )  // local admission control 

         if ( eNeN ddand << εε ) 

if )( erRrCa +<   

                     mark Req with rej �  

    else  

erRr =+ ; ;1=+hops  

                    save NN dehops ,,  into Req ;  

  1: 1; =−=− hopsrRr e ;   // regulate state 

     if )0( ==hops  drop (Clr); 

        }  //switch type 
if )( ThRrCa +<  { // starts the resource cleaning procedure 

           wait (W ) ; 0=Rr ;  

    } // if )( ThRrCa +<   

  } //while (1) 
} //void server ( ) 

Note: hops -The hops 

er - Peak rate; acc -Accept; rej -Reject 

Th -Minimum resource unit that can be allocated 
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nodes along the communication path won’t process this request. The sender sends the 
message Clr simultaneously when it begins to transmit data. Rr  is regulated by Clr to 
ensure that only currently requested capacity is stored in Rr . When the connection 
request is rejected, using Clr, the routers release the resources reserved for this 
rejected request. In this way, the degradation of link utilization will be minimized. 

3.3   Processing the Lost Signaling Messages 

The signaling messages might be lost due to the network congestion or link failure. 
The lost signaling messages will result in the situation where the reserved resource in 
state Rr cannot be released forever. This case degrades the utilization of resources and 
even leads to the situation that the node collapses at last when the resources that 
cannot be released accumulate to the amount of capacity C . In our approach, a 
resource cleaning procedure (see Fig. 2) is started in time to clean the resources that 
cannot be released. In the period of waiting time W, all Req messages passing the 
nodes that are doing resource cleaning procedure are marked with rej  and the 

message Clr is processed in normal. After the time period W (W>=RTT), only the 
resources that cannot be released are left in Rr , thus 0=Rr . 

The resource cleaning procedure happens in following cases: �) the capacity itself is 
not enough to admit new requests because all the capacity is in use,�) the capacity that 
cannot be released accumulates to some degree. During the resource cleaning 
procedure, all new requests will be blocked. In the first case, the router blocks the new 
requests is reasonable. In the second case, the block of new requests will degrade the 
utilization of resources. However, the influence is limited because the duration of 
resource cleaning procedure is a shot period (about RTT). On the other hand, it releases 
more capacity and results in fewer activations of the resource cleaning procedure. Our 
approach has good robustness because the node will not collapse forever. 

4   Simulation Results and Performance Analysis 

In this section we evaluate the performance of our scheme with NS-2 [15]. 
The source used in our simulation is a trace file that is derived from Mark Garrett's 

MPEG encoding of the Star Wars movie [16]. The topology is a five-node network 
path. There is a FIFO queue in each node and the queue length is the product of link 
capacity and queuing delay bound. The link capacity is 45Mb/s. We only consider the 
queuing delay for the link transport delay is constant. In the first and second 
experiments, the resource requests arrive with exponential inter-arrival time with 
mean 3 seconds and each flow has exponential holding time with mean 600 seconds. 
The measurement window is set to 2 seconds and the time interval τ is set to ms10 . 
In the third experiment, the mean inter-arrival time of the requests is changed and 
other parameters are the same as the previous two experiments. 

First, we use the average utilization of the link as the performance metric to 
evaluate the admissible region and the network utilization. The guarantee of the end-

to-end loss rate of aggregate traffic class is set to 410−=ε and 210−=ε . The 
guarantee of the end-to-end delay bound of the aggregate traffic class changes in a 
range. The result is illustrated in Fig. 3. We can observe that: i) our approach has high 
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network utilization. For example, in the case of 210−=ε , the utilization reaches 
respectively 85% and 91% when msd 20=  and msd 50= . ii) our approach can 
accurately control the admissible region under the condition of the available network 
resources and QoS constraints of the aggregate traffic class. For example, the 

utilization of 210−=ε  is higher than 410−=ε . The bigger the end-to-end delay 
bound is the higher the utilization reaches. 

 

Fig. 3. Average utilization of the link 

Second, we measure the end-to-end loss rate of the aggregate traffic class on run-
time under the condition that the guarantees of the end-to-end loss rate and the end-to-

end delay bound of the aggregate traffic class are respective 410−=ε  and msd 20= . 
The result is illustrated in Fig. 4. In the stationary state, we can see from the result 
that the measurement values fluctuate around the target value. This result 
demonstrates that our approach can provide statistical end-to-end QoS guarantees for 
the aggregate traffic. 

 

Fig. 4. End-to-end loss rate of the aggregate traffic based on run-time measurements 
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Finally, we change the mean inter-arrival time of the requests to compare the 
efficiency of admission control of our approach with ‘PSG03’ [11]. The guarantees of 
the end-to-end loss rate and the end-to-end delay bound of the aggregate traffic class 

are respective 410−=ε  and msd 20= . The duration of simulation is set to 600s. We 
can see from Fig. 5 that the utilization decreases as the mean inter-arrival time 
increases, but our approach ‘DRMD’ can achieve higher utilization than ‘PSG03’. 
This result demonstrates that our approach is more efficient than ‘PSG03’. 

 

Fig. 5. Experiment of comparing the efficiency of admission control 

5   Conclusions 

Our fully distributed dynamic resource management scheme presented in this paper 
extends the DiffServ principles with new ones necessary to provide dynamic resource 
reservation and admission control in DiffServ domains. By properly defining the 
aggregate states and an simple explicit signaling protocol, our proposed scheme 
avoids using the soft state refresh paradigm, solves the transient phenomena of EAC 
and the problems caused by the lost signaling messages. We demonstrate the 
performance of our scheme by simulation experiments. In our future work, we will 
implement our scheme on a prototype router built on Intel IXP2400 network 
processor and evaluate the processing delay of signaling messages. 

References 

1. S. Blade, D. Black, M. Carlson, E. Davies, Z. Wang, W. Weiss, An Architecture for 
Differentiated Services, RFC2475, December 1998. 

2. Y. Bernet, R. Yavatkar, P. Ford, F. Baker, L. Zhang, M. Speer, R. Braden, B. Davie, J. 
Wroclawski, E. Felstaine, A Framework for Integrated Services Operation Over DiffServ 
Networks, RFC 2998, November 2000. 

3. G. Huston, Next Steps for the IP QoS Architecture, RFC2990, November 2000. 
4. E. Ossipov , G. Karlsson, A Simplified Guaranteed Service for the Internet, PfHSN 2002, 

LNCS 2334, pp. 147–163, 2002. 



 Distributed Dynamic Resource Management 641 

 

5. L. Westberg, A. Császár, G. Karagiannis, et al, Resource Management in Diffserv (RMD): 
A Functionality and Performance Behavior Overview, PfHSN 2002, LNCS 2334, pp. 17–
34, 2002. 

6. Marquetant, A., Pop, O., Szabo, R., Dinnyes, G., Turanyi, Z,: Novel enhancements to load 
control - a soft-state, lightweight admission control protocol,  QofIS2001, LNCS 2156,PP. 
82–96,2001. 

7. Breslau L , Knightly E , Shenker S , Stoica I , Zhang H, Endpoint admission control : 
Architectural issues and performance, In : Proceedings of ACM SIGCOMM ’ 00 , 
Stockholm, Sweden , 2000. PP. 57～69. 

8. C. Centinkaya, V. Kanodia, E. Knightly, Scalable services via egress admission control, 
IEEE Transactions on Multimedia,VOL. 3, NO.1, MARCH 2001. PP. 71~81. 

9. L. Breslau, S. Jamin, S. Schenker, Comments on the performance of measurement-based 
admission control algorithms, IEEE Infocom 2000, Tel-Aviv, Israel, March 2000. 

10. Qiu J , Knightly E, Measurement-based admission control with aggregate traffic 
envelopes, IEEE/ACM Transactions on Networking , 2001 , 9 (2) : 199～215. 

11. PANG Bin, SHAO Huai-Rong, GAO Wen, A Measurement-based Admission Control 
Scheme For DiffServ Network: Design and Application, Chinese Journal of Computers, 
Vol. 26, No.3, Mar. 2003.257-265. 

12. K. Nichols, V. Jacobson, and L. Zhang, A Two-bit Differentiated Services Architecture for 
the Internet, RFC2638, July 1999. 

13. J. Heinanen, F. Baker, W. Weiss, J. Wroclavski, Assured Forwarding PHB Group, RFC 
2597, June 1999. 

14. Floyd S, Jacobson V. Link sharing and resource management models for packet networks. 
IEEE/ACM Transactions on Networking, VOL.3, NO.4, AUGUST 1995, pp. 365～386. 

15. The Network Simulator (NS), http://www.isi.edu/nsnam/ 
16. http://www.research.att.com/~breslau/vint/trace.html 



Constructing Correlations of Perturbed

Connections Under Packets Loss and Disorder�

Qiang Li, Qinyuan Feng, Kun Liu, and Jiubin Ju

Department of Computer Science, JiLin University, ChangChun JiLin 130012, China
sckextjg@mail.jlu.edu.cn

Abstract. One of the key problems of detecting stepping stones is the
construction of connections’ correlations. We focus on the use of detecting
windows and propose two methods for constructing correlations of per-
turbed connections. Within the attacker’s perturbation range, the first
method uses packet-based window and the average value of the packets
in the detecting window is set to increase periodically. The method can
construct correlations in attacking connection chains by analyzing the
increase of the average value of the inter-packet delay between the two
connection chains. The second method uses time-based windows. It di-
vides time into segments, forms segments into groups and uses pairs of
groups to take the watermarks. These methods can reduce the complex-
ity of correlation computations and improve the efficiency of detecting.
The second method can even work under packets loss and disorder.

1 Introduction

Network attacks have become a severe problem to current network systems.
Usually network attackers conceal their real attacking paths by establishing in-
teractive connections along a series of intermediate hosts (stepping stones) before
they attack the final target[1]. Since it is very easy to implement and use connec-
tion chain attacking techniques, source tracing on network attacks remain one
of the most difficult problems in network security.

To identify the real source of attack, tracer can execute a complex trace-
backing process from the last host of connection chain using each host’s logs.
But this approach is not available because attackers usually destroy the tail.
Tracer can also install a passive connection traffic monitor in the networks and
construct correlations through analyzing input or output traffic of each host.
The key problem of connection chain tracebacking is connection correlation in
the intermediate hosts (stepping stones).[1,2] However, the correlation process
is more difficult because traffic’s encrypt or compression changes the connection
content and delay changes the connection time. And the correlation process on
the stepping stones must be quick because the network intrusion often happens
in high speed networks.
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In this paper, we propose two methods with windows to construct correlations
of perturbed connections under packets loss and disorder.

The first method uses packet-based window. Within the attacker’s perturba-
tion range, this method analyzes the activity degree of the correlation windows
and monitors increasing characteristic of inter-packets delay. The stepping stone
connection in each detecting window can have an increasing average value of the
inter-packets delay through changing a part of the packets’ arrival delay at the
network’s ingress. The method can construct correlations in attacking connec-
tion chains through detecting these increases at the network egress. The method
uses actively perturbed correlation algorithm based on passively monitoring the
network egress, it can reduce the complexity of correlation computations and
improve the efficiency of detecting stepping stones when the attackers use the
encrypting connection and timing perturbation.

The second method uses time-based window much more novel, it can deal
with the loss and disorder of the packets. It divides the time is small segments and
uses the average time of the packets in the segments to delegate the segments.
then it adds watermark in the segments. By limiting the attacker’s ability, it will
be easy to detect the watermark and construct correlations.

The remainder of the paper is organized as follows. In section 2, we give
the definitions and assumptions of our method. In section 3, we propose packet-
based window method. In section 4, we propose time-based window method.
In section 5, we evaluate correlation effectiveness of our proposed correlation
metrics through experiments. In section 6, we give a summary of related works.
In section 7, we conclude with summary of our findings.

2 Definitions and Assumptions

Given a series of computer hosts H1, H2,..., Hn(n > 2), when a person (or
a program) sequentially connects from Hi into Hi+1(i=1,2,..n-1), we refer to
the sequence of connections on < H1, H2,... Hn > as a connection chain, or
chained connection. The tracing problem of a connection chain is, given Hn of
a connection chain, to identify Hn−1, Hn−2,...,H1. We define the intermediate
hosts of the connection chain as stepping stones. A pair of network connections
is defined as stepping stones connection pair while the pair of connections are
both of one part of a connection chain.

We use ti and t′ito represent the arrival and departure times, respectively, of
the i th packet. We define the arrival inter-packet delay of the i th packet as
di = ti+1 − ti and the departure inter-packet delay as d′i = t′i+1 − t′i. We further
define the perturbation by the attacker as ci. Then we have t′i+1 = t′i + ci + u.
In this paper, u represents the delay of system(such as processing time, waiting
time, etc). Assume the delay range that the attacker can add is [-D, D][3].

We use T to represent t− t′ while t means the arrive time of a packets and t′

means the departure time of the packet. Because the attacker’s ability is limited,
so T will have a limited value, and we will use δ to represent Max(T ).
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From the analysis in reference [3], the influence created by attackers perturb
the connection timing and insert extra packets has a theoretic limitation. The
probability that the overall impact of iid random delays on the average of inter-
packet delay is outside the tolerable perturbation range (−s/2, s/2] is bounded.
Let di,k and dj,k be the random variables that denote the random delays added by
the attacker to packets Pi,k and Pj,k respectively for k=1,...,m. Let x = dj,k−di,k

be the random variable that denotes the impact of these random delays on k
th inter-packet delay and X be the random variable that denotes the overall
impact of random delay on the average of inter-packet delay. Then we have

X = 1
m

m∑

k=1

(dj,k − di,k) = 1
m

m∑

k=1

Xk. Similarly we define the probability that

the impact of the timing perturbation by the attacker is out of the tolerable
perturbation range (−s/2, s/2] as Pr(|X | < s/2). They show the probability
can be reduced to be arbitrarily close to 0 by increasing m and s.

3 Packet-Based Window

We assume that the packets in the attacking connection keep their original se-
quence after through the stepping stones and there are no dropped and reordered
packets. We only consider the situation that the attackers do not change the
number of packets.

3.1 Method Description

The method for satisfying the increasing characteristic by adjusting the inter-
packet delay is responsible for both incremental rule injection and detection. To
achieve this, actively perturbation is exerted on the average inter-packet delay
sequence of the being-guarded connection chain at ingress, by which certain of
incremental characteristic is injected, while still maintain a certain robustness
when the attacker perturbs the timing characteristics of the attacking connection
traffic.

Supposed that, in the incoming connection chain, the packet’s arrival time
sequence is denoted as {t1, t2, t3, ...}and the outgoing {t′1, t′2, t′3, ...}. When mon-
itor the ingress, for each m+1 received packets, average IPD is computed, and
an average IPD array is obtained, denoted as
{d1, d2, ..., dn−1, dn}. In this array active perturbation is performed, to each di,
we make it satisfy the inequation of di+1 − di ≥ s, (i > 1), by which an incre-
mental rule is injected actively. Also it is needed to limit the increase, at where
factor P is defined, according to which the active perturbation is reset by every
P times to sustain the synchronization between the characteristic-injected traffic
and the original non-injected traffic. As figure 1 shown that the active pertur-
bation scheme, with X-axis denotes the index of the array of computed average
IPDs of m+1 packet, and Y-axis is the value. After every 4 times of delay injec-
tion, one reset is committed, by which synchronization between incoming traffic
and outgoing traffic is accomplished.
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However figure 1 is an ideal mode of timing adjustment. In fact the at-
tacker can also perturb the inter-packet delay. However, if m and s are prop-
erly controlled, the perturbation from attacker can be confined in the range of
(−s/2, s/2]. From figure 2, while take the attacker’s countermeasure into ac-
count, in the worst situation, while s/2 increment is exerted to the preceding
average IPD and s/2 decrement to the following average IPD by the attacker, the
last influence on the sequence is s approximately. For an increment of s is exerted
to the sequence, by which sustain the incremental trend, the countermeasure of
the attacker can be ignored.

3.2 Adjusting the Inter-packet Delay

As to the first selection of m + 1 packets, no active perturbation is intro-
duced, while simply record the IPDs, for example, the corresponding IPDs are
d1,1, d1,2, d1,3, ..., d1,m. While timing adjustment is performed, all the packets are
pushed into a waiting stack, by which a small delay is exerted to the sequence.
Where P is defined as a cycle factor, referring to which a reset for adjustment of
m+1 packets is pursued at the beginning of each cycle. If there is any packet in
the waiting stack, send it out as soon as possible, otherwise, keep the transmit
characteristic as what it is before.

Also where H is defined as a referential delay factor (with an init of the
average IPD of the preceding m + 1 packets), and g the comparative factor (init
as s), f amendment factor(init as 0). In order that every sequence’s average IPDs
is s bigger than the preceding one, each of the IPD in this sequence must be s
bigger than the corresponding one in the preceding sequence. So at here, every
departure time is adjusted to make that the delay is bigger by a quantity of g.
But in other occasions, the IPD turns to be large enough, and no delay is needed.
To decrease the influence on the connection exerted by us, the excess delay is
cumulated to the next periods, where f is used to control the amendment factor.
The algorithm is described as the following:
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1. Set increase count factor p.
2. Let g=s, f=0, i=1. For the first m+1 packets, if there are packets remained in
the delay queue, forwarding them as soon as possible; if there is none packet re-
mained in the queue, forwarding the packets according to its original rule. At the
same time record the IPDs of the fist m + 1 packets, denote as d1,1, d1,2, d1,3, ...,
d1,m.
3. i++; Adjust the IPD of the m packets in the next cycle.

3.1 For the first packet, none adjustment is pursued. When it is not in the
delay queue, then simply forwarding the packet according to its original charac-
teristic; if it is in the delay queue, then forward the packet directly.

3.2 initialize factor j with 1, which is utilized to denote the index of the IPDs.
3.2.1 When a packet is received, compute the IPD between this packet

and the preceding one, which is denoted as di,j .
3.2.2 compare di,j with di−1,j + g. a) if di,j ≥ di−1,j + g, then none per-

turbation is committed, and let f = (d2,1 − (d1,1 + g))/q, where q denote the
count of packets that need to be adjusted but not yet(eg. If m = 20,and the
preceding 5 packets have been dealt, then q = 20 − 5 = 15),g = g − f ; b) else if
di,j �= di−1,j +g, then di,j shall be delayed, and the delay time is di−1,j +g−di,j

3.2.3 j++; if j �= m + 1, then go to 3.2.1
3.3 if i = p,then go to 2; else go to 3.

3.3 Detecting the Incremental Delay

When correlation is performed, packets departure time shall be recorded at the
egress, and for every m+1 packets, the average IPD shall be computed. Correla-
tion is constructed only when the incremental rule was detected at the fluctuation
of the computed average IPDs sequence. Yet while consider the timing synchro-
nization, it is hard to determine from where active perturbation is injected, for
that when randomly injected, the incremental characteristic may be evadable in
correlation detection. To deal this flaw, a begin point shall be taken as tentative.

1. When receiving the packets, compute the preceding packet’s IPD, denoting
as d1, d2, ....
2. Compute the IPD in turn.

2.1 From every m+1 packets, m IPDs can be computed. Let T1,1 denotes
the average IPD of the packets selection of {P1, P2, ..., Pm, Pm+1}, and T1,2 of
{P2, P3, ..., Pm+1, Pm+2}, ..., and so on. So Ti,j denotes

{Pm(i−1)+j , Pm(i−1)+j+1, ..., Pmi+j−1, Pmi+j}
2.2 From the above definition, we get the arithmetic as

Ti,j =
(m+1)i−2+j∑

j=(m+1)(i−1)+j

dj .

3. Detect incremental characteristic in Ti,j array.
3.1 If incremental characteristic is detected, then the tentative synchroniza-

tion point is the real synchronization point.
3.2 Perform the correlation detection, if the following IPDs still satisfy the

incremental rule, then the connection chain is correlated chain that is being
sought for; else go to 3.3
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3.3 Forward the sensitive synchronization point to the next position, go to
3.If the tentative synchronization point has been moved for m times, then it
turns to be decided that this connection chain is not a correlation connection
chain.

3.4 Analysis

This incremental signal injected method adopts a real-time strategy, which can
deal with encrypted traffic, even when the attacker pursues some timing per-
turbation in the traffic. When factors s, m, p are properly set, this method can
achieve good performance in practice. And according to our experiments, it
proves that when the values of s, m are raised, we will get smaller TPR and
FPR. On the other hand, when workload of the arithmetic is taken into count,
the value of s must be confined to a certain small range; also m should be set to
a comparative small value to avoid mass packet that we have to analysis, which
give flaw to its real-time characteristic.

4 Time-Based Window

We assume that the packets in the attacking connection may not keep their
original sequence after through the stepping stones and there are dropped and
reordered packets. So We will also consider the situation that the attackers
change the number of packets.

4.1 Method Description

We will first divide the time into segments with δ and use w1w2...wn to represent
each segment. So the packets which arrive in segment wk will only departure in
segments wk and wk+1. If we only delay the packets in segment wk and do
not delay the packets in segment wk+1, then the average departure time of
packets in segments in segments wk and wk+1 will increase will all the others
will not change. With this character, we can check our watermark to construct
the correlations.

4.2 Injecting the Watermark

The consequence segments will form into groups. So with n segments, n/2 groups
will be formed which is (w1, w2), (w3, w4) ... (wn−1, wn). And we will use ti to
represent to average arrive time of all the packets in group (wi, wi+1) and t′i to
represent to departure time of all the packets in group (wi, wi+1). Stochastic
pair of groups will be chosen to be injected in watermark. Take (wi, wi+1) and
(wj , wj+1) for example. If 0 is to be injected, all the packets in wi will be delayed.

So
(t′j−tj)−(t′i−ti)

j−i will be smaller. If 1 is to be injected, all the packets in wj will

be delayed. So (t′j−tj)−(t′i−ti)

j−i will be larger.
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4.3 Detecting the Watermark

After detecting the normal flow for a while an average of delayed time tave will be
got. Now the answer of res =

(t′j−tj)−(t′i−ti)

j−i will be operated. If res − tave > 0,
the corresponding bit of the watermark will be set to 0. If res − tave <= 0,
the corresponding bit of the watermark will be set to 1. After constructing the
watermark, the hamming distance with the real watermark will be operated. If
the answer is smaller than a threshold, it can be said to be correlation.

4.4 Analysis

This time-based window is novel because it can deal with a lot of real conditions
with high exactness such as packet loss and Disorder. And j − i will affect the
answers, so we should choose it carefully. If we set j − i to a determinate value,
it will be easy to operate and get the result and it will be more affected by
the attackers. On the other hand, if we choose j − i stochastic, if will be more
complex and more precise.

5 Evaluation

We derive test data from over 49 million packet headers of the Bell Labs-1 Traces
of NLANR[4]. It contains 121 SSH flows that have at least 600 packets and are
120 seconds long at least. We use these 121 SSH flows for 30 times to evaluate
active delay approach.

From lots of experiments, we can prove the true positive of the method
introduced in this paper changes while the value of m and s are changed. The
positives tested when the number of each group is 20, 15, 10, 5 respectively
are shown in figure 3, 4, 5, 6. The horizontal axis coordinate represents the
incremental change, and the vertical axis coordinate represents the true positive.

From the four figures above, we can observe that true positive increase while
raise the value of s or m. At the points of m=20(15),s=200(150), m=10,s=200,
all true positives can reach 100%.

6 Related Works

Existing tracing approaches for a connection chain can be divided into two
categories[5] based on tracing object: host-based [1,6,7] and network-based
[2,5,8,9,10], each of which has characteristic on tracing area, performance over-
head, tracing accuracy respectively.

1. Host-based: DIDS[5] developed at UC Davis is a host-based tracing mech-
anism that each monitored host in the DIDS domain collects audit trails and
sends audit abstracts to a centralized DIDS director for analysis. The Caller
Identification System[6] attempts to maintain the integrity of login chain by
reviewing information from hosts along the login chain. Caller ID[5] is contro-
versial in that it actually utilizes the same break-in technique used by intruders
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Fig. 3. True positive for m=20
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Fig. 4. True positive for m=15
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Fig. 5. True positive for m=10
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Fig. 6. True positive for m=5

to break into the hosts along the connection chain reversibly. Yung et al[7] pro-
poses a new strategy for detecting suspicious remote sessions, used as part of a
long connection chain. Interactive terminal sessions behave differently on long
chains than on direct connections. The host-based approaches are restricted the
ability of hosts processing because they utilize hosts as information collect point.
Too many authentications and communications between the hosts result in more
processing time.

2. Network-based: The thumbprint[8] is a pioneering correlation technique
that utilizes a small quantity of information to summarize connections. The
timing-based scheme[2] by Zhang and Paxson is a novel network-based correla-
tion scheme for detecting stepping stones across the connection chain. The cor-
relation is based on the distinctive timing characteristics of interactive traffic,
rather than connection contents. The deviation-based approach[9] by Yoda and
Etoh defines the minimum average delay gap between the packet streams of two
TCP connections as deviation. The deviation considers both timing characteris-
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tics and the TCP sequence number. Wang et al[10] propose a novel correlation
scheme based on inter-packet timing characteristics of both encrypted and unen-
crypted connections that only uses packets in slide windows. One fundamental
problem with passive network-based approaches is its computational complexity.
Because it passively monitors and compares network traffic, it needs to record
all the concurrent incoming and outgoing connections even when there is no in-
trusion to trace. The irrelevant traffic wastes much computation time and needs
long time to collect.

Active approaches differ from passive approaches that they can perturb con-
nection actively and analyze correlations to reduce tracing time and overhead.
AN-IDR project[11] proposes to append connection guard to connection con-
tent by each active node. Wang et al[12] use active sleepy watermark correlation
technology, it injects a watermark into the backward connection of the intrusion,
and wake up and collaborate with intermediate routers along the intrusion path.
Because it modifies the content of packets, this approach does not adapt for
encrypting connection and needs the whole networks to operate cooperatively.

FootFall project[12] proposes a novel watermark-based correlation scheme
that the watermark is introduced by slightly adjusting the timing of selected
packets of the flow. And the parameters of the watermarking or active delay are
not known by the attacker to prevent attacker using perturbation specifically.
Pai Peng et al[13]’s algorithms reply on the assumption that packets should not
be lost or combined together after passing through a stepping stone. However,
packet loss or re-packetization are common when packets arrive too closely or
system load is high. In this case, their scheme may not always return the desired
result.

7 Conclusions

In this paper, we propose two methods to construct correlations of perturbed
connections under packets loss and disorder. Within the attacker’s perturbation
range, the first method analyzes the activity degree of the correlation windows
and monitors increasing characteristic of inter-packets delay. The stepping stone
connection in each detecting window can have an increasing average value of the
inter-packets delay through changing a part of the packets’ arrival delay at the
network’s ingress. The method can construct correlations in attacking connection
chains through detecting these increases at the network egress. The method
uses actively perturbed correlation algorithm based on passively monitoring the
network egress, it can reduce the complexity of correlation computations and
improve the efficiency of detecting stepping stones when the attackers use the
encrypting connection and timing perturbation. And the second approach uses
the principle of statistics and divides the time into windows and makes them
into groups. It then uses pairs of group to take the watermarks. Because the
packets are limited in a determinate time segment, it can deal with packet loss
and disorder.
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Abstract. In this paper, a novel hierarchical packet scheduling model for IEEE 
802.16 uplink is proposed based on J. Bennett & H. Zhang scheduling model 
[1]. The soft-QoS traffics introduced in this new model together with hard-QoS 
and best-effort traffics are scheduled by the Base Station (BS). The model can 
distribute bandwidth reasonably between the QoS and the best-effort traffics. It 
also guarantees the validness and fairness among the QoS traffics. We give the 
analytical delay comparison between two models and evaluate the performance 
by simulations. 

1   Introduction 

The IEEE 802.16 broadband wireless access standard developed by the IEEE 802.16 
working group [2] was recently approved. IEEE 802.16 media access control, which 
is based on the concepts of connections and service flows, specifies QoS signaling 
mechanisms (per connection or per station) such as bandwidth requests and band-
width allocation. However, IEEE 802.16 standard left the QoS based packet schedul-
ing algorithms undefined [3]. 

J. Bennett and H. Zhang proposed a nice H_WF2Q+ scheduling framework 
[1](Fig. 1), which distributes weighted bandwidth to different sets of flows grouped 
according to some criteria. However, the model can not serve the multimedia traffics 
well because of not taking into account the diverse requirements of multimedia traf-
fics, not addressing the problem of dynamic flow set and not insulating the similar 
traffics. 

In this paper, we propose a hierarchical packet scheduling algorithm that provides 
QoS support for a wide range of real time applications as defined in IEEE 802.16 
based on Bennett_Zhang model. The QoS traffics are divided into hard-QoS and soft-
QoS traffics. The new model focuses on distributing network resources to QoS and 
best-effort traffics according to the available bandwidth efficiently and effectively so 
as to achieve QoS and fairness in a dynamic network. The proposed solution is practi-
cal and compatible with the IEEE 802.16 QoS signaling mechanisms. The simulation 
results we obtained show that the proposed solution can support diverse traffic classes 
of traffic with different QoS requirements in terms of bandwidth and maximum delay. 
                                                           
1 This work is supported by the NFSC (No.90204003, 60472067, 60402012), the National 973 

project (No.2003CB314806), the Fund of DPHE (No.20010013003), RFDR (20010013003) 
and EYTP. 
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Fig. 1. The Bennett_Zhang Scheduling Model 

The remainder of this paper is organized as follows. In Section 2, we briefly intro-
duce the IEEE 802.16 broadband wireless access systems and the existing IEEE 
802.16 QoS architecture as well as our proposed QoS architecture. The terminology 
used in this novel packet scheduling algorithm is provided in Section 3. In Section 4, 
we describe in details the proposed uplink packet scheduling (UPS) algorithm. We 
evaluate the performance by simulation methodology in Section 5. Section 6 con-
cludes the paper by summarizing results and outlining the future works. 

2   IEEE 802.16 and Its QoS Architecture 

IEEE 802.16 architecture consists of two kinds of fixed (non-mobile) stations: sub-
scriber stations (SS) and base station (BS). The BS regulates all the communication in 
the network, i.e. we would not consider the mesh scenario that peer-to-peer communi-
cate directly between the SSs defined in the IEEE 802.16a. The communication path 
between SS and BS has two directions: uplink (from SS to BS) and downlink (from 
BS to SS) [2]. 

IEEE 802.16 can support multiple communication services (data, voice, video) 
with different QoS requirements. The media access control (MAC) layer defines QoS 
signaling mechanisms and functions that can control BS and SS data transmissions. 
On the downlink (from BS to SS), the transmission is relatively simple because the 
BS is the only one that transmits the downlink subframe. The data packets are broad-
casted to all SSs and an SS only accepts the packets destined to it. 

IEEE 802.16 defines four types of service flows, each with different QoS require-
ments and corresponding uplink scheduler policy: 

● Unsolicited grant service (UGS): this service supports constant bit-rate (CBR) 
or CBR-like flows such as Voice over IP. These applications require constant 
bandwidth allocation. 

● Real-time polling service (rtPS): this service is for real-time VBR-like flows 
such as MPEG video. These applications have specific bandwidth requirements 
as well as a deadline (maximum delay). 
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● Non-real-time polling service (nrtPS): this service is for non-real-time flows 
which require better than best effort service, e.g. bandwidth intensive file trans-
fer. These applications are time-insensitive and require minimum bandwidth al-
location. 

● Best effort service (BE): this service is for best effort traffic such as HTTP. 
There is no QoS guarantee. The applications in this service flow receive the 
available bandwidth after the bandwidth is allocated to the previous three ser-
vice flows. 

3   Terminology in the New Scheduling Algorithm  

A connection in the Internet could be denoted by f . )(lF are a group of traffics with 

the similar QoS requirements in the link l . )(lC is the bandwidth capacity of link l . 

Each connection f can be characterized described by the bandwidth requirement 

sets >< )(),( maxmin fBfB . Where )(min fB is the minimum QoS transmission bandwidth 

which the traffic f can get and )(max fB is the highest bit rate or the highest costs the 

user would like to pay for. 
We call it Best effort traffic when 0)(min =fB  , such as FTP, E-mail and WWW, 

and call it QoS traffic if 0)(min ≠fB . In QoS traffics, we say f is soft-QoS traffic 

while )()( maxmin fBfB < . The router must guarantee the )(min fB  for the soft-QoS traf-

fics. Actually, the real data rate of soft-QoS traffics can range dynamically 
from )(min fB  to )(max fB . The rtPS and nrtPS traffics in IEEE 802.16 is soft-QoS traf-

fics. We call it the hard-QoS traffic if )()( maxmin fBfB = , such as UGS of IEEE 802.16 

whose bit rate is a constant. 
)(lFbest
is the set of the best effort traffics of link l  and )(lFQoS

 the set of QoS traf-

fics. There is the relationship )()()( lFlFlF QoSbest =U . )()( lFlF QoSbest I  is the soft-QoS 

traffics set of link l . )(lCQoS
and )(lCbest

 are the bandwidth for QoS and best-effort 

traffics available in link l  respectively. Then we get the following: 

∑
∈

≥
)(

)()( min

lQoSFf
QoS fBlC    )()()( lClClC bestQOS −=                       (1) 

In this hierarchical scheduling model, the packet scheduling is performed in the 
base station uplink l . In the first level, the link capacity is assigned to three logical 
scheduling servers, i.e., hard-QoS server, soft-QoS server and best effort server. It is 
demonstrated in Figure 2. The capacity of hard-QoS server is: 

∑
∈

=
)(_

)()( min_

lQoShardFf
QoShard fBlC                                           (2) 

The capacity of the soft-QoS server is: 

∑
∈

=
)(_

)()( min_

lQoSsoftFf
QoSsoft fBlC                                            (3) 
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It can offer the minimum available bandwidth )(min fB . In the same time, the soft-

QoS traffics can also be scheduled by the best-effort server so as to obtain the addi-
tional bandwidth. The best-effort server assigns bandwidth for the soft-QoS traffics 
according to its dynamic capacity )(lCbest

: 

)}()({)()( __ lClClClC QoSsoftQoShardbest +−=                          (4) 

We set a constant )1(<a to limit the QoS server maximum available bandwidth 

share so that the best-effort server may obtain the reasonable bandwidth, i.e. 
)()( lCalCQoS ×≤ . 

Best-Effort ServerSoft-QoS ServerHard-QoS Server

Uplink

UGS Traffics rtPS Traffics nrtPS Traffics BE Traffics
 

Fig. 2. The Hierarchical Packet Scheduling Model of the Uplink in IEEE 802.16 

4   The Novel Packet Scheduling Algorithm 

The algorithm comprises the following 4 parts: 

● hard-QoS server scheduling; 
● soft-QoS server scheduling; 
● best-effort server scheduling; 
● co-scheduling among the above three servers. 

All four servers implement +QWF 2  [4][5] in their buffer queues. The packet u in 

)(_ lF QoShard
 traffics is scheduled by the hard-QoS server, packet v  in )(_ lF QoSsoft

 traf-

fics scheduled by the soft-QoS server and packet w  in )(lFbest
and )(_ lF QoSsoft

 traffics 

scheduled by the best-effort server. The general server will schedule one fromu , v  
and w . All packets are scheduled according to the Virtual Start Time computed by 

+QWF 2 . 

4.1   The Scheduling of the Hard-QoS Traffics 

We set up a queue for )(_ lFf QoShard∈ . The newly arrived packet appends to the queue 

tail. We get the time stamp of the thi _ packet by: 
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)(

)(
)}(,max{)(

min

1
___ fB

fp
ftVft ii

QoShardQoShard
i

QoShard += −                  (5) 

 )( fpi
 is the size of the thi _  packet in f . )(min fB  is the weight of the queue.  

)(1
_ ft i

QOShard
− is the time stamp of the thi _)1( −  packet. 

QOShardV _
 is the reference vir-

tual time which is held by the hard-QoS server. It can be used to decide the Virtual 
Start Time of a newly activated queue. All queues in )(_ lF QOShard

 use the 

same
QOShardV _

. )(_ ft i
QOShard

 is the expected Finish Time of transferring the   thi _  

packet. Once the hard-QoS server is in leisure, the packet with minimum )(_ ft i
QOShard

 

in the non-empty queues will be scheduled. 

4.2   The Scheduling of the Best-Effort Traffics 

We compute the time stamp of the thi _  packet in the best-effort traffic f  as: 

)()}(,max{)( 1 fpftVft i
i
bestbest

i
best += −                             (6) 

bestV which has the similar meaning with 
QOShardV _

 is used to decide the Start Time 

for a newly activated queue. All traffics in )(lFbest
 use the same

bestV . Once the best-

effort server is in leisure, the packet with minimum )( ft i
best

 in the non-empty queues 

will be chosen and transferred. All best-effort traffics in the queue will be assigned 
the same bandwidth because they have equal weight. We should note that 
some )(_ lF QOSsoft

traffics are scheduled in this queue. 

4.3   The Scheduling of the Soft-QoS Traffics 

The soft-QoS traffics scheduling is more complex than the above two. The soft-QoS 
traffics is scheduled together by soft-QoS server and best-effort server. We also set up 
a queue for )(_ fFf QOSsoft∈ . The newly arrived packet appends to the queue. For 

every packet, we have to compute two time stamps: )(_ ft i
QOSsoft

 is used for the soft-

QoS server scheduling and )( ft i
best

 for best-effort server. The weight of the packet 

scheduled by soft-QoS server is )(min fB . The weight of the packet scheduled by best-

effort server is 1. The time stamp can be computed respectively. 

)(

)(
)}(,max{)(

min

1
___ fB

fp
ftVft ii

QoSsoftQoSsoft
i

QoSsoft += −                         (7) 

)()}(,max{)( 1 fPftVft i
i
bestbest

i
best += −                                 (8) 

If the thi _)1( − packet is scheduled by soft-QoS server, )(_ ft i
QOSsoft

 increases and  

)( ft i
best

 keeps unchanged. Thus the scheduling priority of the best-effort server will 

not be affected by the change of soft-QoS server. If it is the best-effort server that 
schedules the thi _)1( −  packet, )( ft i

best
 increases and )(_ ft i

QOSsoft
 keeps unchanged. 
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So the available bandwidth for soft-QoS traffics is )()(min fBfB best+ . )( fBbest
is the 

bandwidth assigned by best-effort server. 

4.4   The Co-scheduling of Three Traffics 

The three servers discussed above are logical servers in the same physical link. When 
they have packets to be sent simultaneously, the general server choose only one 
packet fromu , v and w . All three servers are used as logical queues in general sched-
uling. Their capacities are regarded as the corresponding weights. The co-scheduling 
among the three servers in the link l  implements +QWF 2  too. [6] 

● The weight of hard-QoS server: 

∑
∈

==
)(_

)()( min__

lQOShardFf
QoShardQoShard fBlCW                               (9) 

● The weight of soft-QoS server: 

∑
∈

==
)(_

)()( min__

lQOSsoftFf
QoSsoftQoSsoft fBlCW                               (10) 

● The weight of best-effort server: 
    ∑

∈
−==

)(
min__ )()()(

lFf
effortbesteffortbest fBlClCW )}()({)( __ lClClC QoSsoftQoShard +−=  

                                (11) 
All of the weights vary with 

QOShardF _
 and

QOSsoftF _
. 

The steps of the co-scheduling are as following: 
Firstly, the time stamp of the thi _  packet chosen by the hard-QoS server is: 

QoShard

ii
QoShardlink

i
QOShard W

p
TVT

_

1
__ },max{ += −                             (12) 

ip is the size of the packet. 1
_

−i
QOShardT  is the time stamp assigned for the thi )1( −  

packet by the hard-QoS server. 
linkV is the time stamp of the last packet sent by the 

physical link. 
The time stamp of the thi _  packet scheduled by the soft-QoS server is: 

QoSsoft

ii
QoSsoftlink

i
QOSsoft W

p
TVT

_

1
__ },max{ += −                                (13) 

The time stamp of the thi _  packet selected by the best-effort server is: 

best

ii
bestlink

i
best W

p
TVT += − },max{ 1                                       (14) 

Secondly, the packet with the minimum time stamp will be scheduled. Then the 
available bandwidth of the hard-QoS server is: 

∑
∈

=×
++

)(_

)()( min
__

_

lQoShardFfbestQOSsoftQOShard

QOShard fBlC
WWW

W                   (15) 
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The available bandwidth of the soft-QoS server is: 

∑
∈

=×
++

)(_

)()( min
__

_

lQoSsoftFfbestQOSsoftQOShardt

QOSsoft fBlC
WWW

W                  (16) 

The available bandwidth of the best-effort server is: 

∑
∈

−=×
++ )(

min
__

)()()(
lFfbestQOSsoftQOShardt

best fBlClC
WWW

W              (17) 

4.5   The Delay Comparison Between Two Models 

In the same environment, i.e., all types of traffics in two models have the same band-
width requirements, arrival rate and implement +QWF 2 . We study the delay of both 

models. The technology to analyze the delay properties is borrowed from J. Bennett 
and H. Zhang [1]. 

● The delay of hard-QoS traffic: 
Two models have the same scheduling algorithm for the hard-QoS traffics.  i

kD '  

and i
kD  are the delay of the thi _  packet in the thk _  hard-QoS session in Bennett 

and Zhang model and the hierarchical model respectively: [1] 
0' =− i

k
i

k DD                                                        (18) 

● The delay of soft-QoS traffic: 

keffortbestQOSsoft

i
k

i
k NN

DD
ρ)(

1
)(

__

'

−
∝−                             (19) 

i
kD '  in Equation 18 is the delay of the thi _  packet in the thk _  soft-QoS session 

that is calculated by Bennett and Zhang model. k
iD  is the corresponding delay calcu-

lated by hierarchical model. 
QoSsoftN _

 and 
effortbestN _

 are the session numbers in 

soft_QoS and best-effort server respectively. 
The delay performance of soft_QoS traffics in this hierarchical model is better than 

Bennett and Zhang model even in heavy network load. 
● The delay of best-effort traffic: 

keffortbestQOSsofteffortbest

QOSsofti
k

i
k NNN

N
DD

ρ)(
)(

___

_'

−
∝−                      (20) 

The delay of best-effort traffics increases with the number of soft_QoS sessions. 
But the increase is not as linear as in Bennett and Zhang model. 

5   Simulations and Evaluation 

Let us now analyze the delay performance of the proposed packet scheduling model. 
For this purpose, we use the topology shown in Figure 3, which consists of 10 sub-
scriber stations (SS) indexed from 0 to 9. Station 0 and 1 generate the UGS traffic 
with the constant rate. Station 2 and 3 generate the rtPS and nrtPS traffic respectively. 
Station 4 to 9 generate the BE traffic. All these SSes send packets to the core network 
host which is connected with the BS by the wire line. 
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Fig. 3. The Simulation Topology 

These traffic flows belonging to the three classes of service: Audio (hard_QoS), 
Video (soft_QoS), and Background Traffic (Best Effort). We use On-Off exponential 
distribution sources to simulate BT, video, and audio traffics. The link bandwidth 
from BS scheduler to server in core network is 20 Mbps. 

Table 1. Simulation Parameters 

Parameters hard_QoS soft_QoS Best Ef-
fort 

Packet Size(bytes) 160 1280 200 
Packet Interval(ms) 20 10 12.5 

Sending 
rate(Kbit/s) 

64 1024 128 

The simulation results (Fig. 4, 5 and 6) give the relations between the Delay (Y-
axis) and packet Arrival_time (X-axis). In every figure, curves (a) and (b) are simu-
lated in Bennett and Zhang model and the hierarchical model respectively. The results 
prove that the hierarchical model can guarantee lower delay and delay jitter for traf-
fics of variable bit rate (soft-QoS traffics) than Bennett_Zhang model. In the mean 
time, the performance for constant bit rate (hard-QoS traffics) and best-effort traffics 
is equal to or better than that in Bennett-Zhang model. 
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Fig. 4. The Delay as the Function of Arrival Time of Best Effort Traffic. (a) shows the result of 
the Bennett_Zhang scheduling model. (b) demonstrates the scenario of proposed packet sched-
uling model 

    

Fig. 5. The Delay as the Function of Arrival Time of soft-QoS Traffic. (a) shows the result of 
the Bennett_Zhang scheduling model. (b) demonstrates the scenario of proposed packet sched-
uling model 

    

Fig. 6. The Delay as the Function of Arrival Time of hard-QoS Traffic. (a) shows the result of 
the Bennett_Zhang scheduling model. (b) demonstrates the scenario of the proposed packet 
scheduling model 
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6   Conclusions 

In this paper we present a QoS-support scheduling algorithm based on Bennett_Zhang 
model for IEEE 802.16 wireless network. The proposed solution is practical and 
compatible to the standard IEEE 802.16. As discussed in this paper, the main differ-
ence between two models is the treatment for soft-QoS traffics. The novel model 
changes the tree-like structure to a two-level hierarchical structure. We demonstrate, 
both analytically and empirically, the delay performance improvement in the new 
hierarchical model. Firstly, the soft-QoS traffics defined in the model can get band-
width as large as )()(min fBfB best+ according to the network load. So it is suitable for 

real time traffics with bursts such as the video. Secondly, every server will change 
their weights for different traffics to adapt to the network dynamics. Thirdly, because 
it takes the min-bandwidth of QoS traffic as the weight, it can assign the link re-
sources according to the real need. It not only guarantees QoS but also saves the net-
work resources. Lastly, we can offer the reasonable bandwidth for best-effort traffics 
by setting the available maximum bandwidth for the QoS server. This proposed 
packet scheduling algorithm is more flexible and lower complexity. The simulation 
studies show that the proposed solution provides QoS support in terms of bandwidth 
and delay bounds for all types of traffic classes as defined the IEEE 802.16 standard. 
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Abstract. In this paper, a core-stateless virtual clock-based scheduling  
algorithm is developed, which combines the simplicity and high performance of 
FCFS and the fair resource allocation of Fair Queue. The basic idea of this  
algorithm is using virtual clock to calculate the expected depart time of every 
packet, and construct a packet queue according to the expected depart time. The 
algorithm uses only one queue to approximate the multi queue in fair queue  
algorithm. Because of using the only one packet queue, it is unnecessary for 
routers to perform per flow state management and the algorithm has good  
performance in scalability. 

1   Introduction 

Packet scheduling algorithm is an important part to provide QoS control in the net-
work. The FCFS scheduling algorithm, which is used widely, cannot support QoS 
because it cannot allocate bandwidth among different flows. The per-flow packet 
scheduling algorithm such as FQ[1], DRR[2], etc. can realize bandwidth allocation 
effectively, but their per-flow state management brings serious problem of scalability. 

VirtualClock algorithm was proposed in [3], which controls average transmission 
rate of statistical data flows, enforces each user’s average resource usage according to 
the specified throughput and provides firewall protection among individual flows. 

The basic idea of VirtualClock algorithm was borrowed from Time Division Mul-
tiplexing (TDM) systems. To make a statistical data flow resemble a TDM channel, 
imagining that arriving packets from the flow were spaced out by a constant interval 
in virtual time, so that each packet arrival indicated that one slot time period has 
passed. So each data flow could be assigned a VirtualClock, which ticks at every 
packet arrival from that flow. If the tick step was set to the mean inter-packet gap 
(assuming a constant packet size for the moment), the value of the VirtualClock de-
noted the expected arrival time of the arrived packet. To imitate the transmission 
ordering of a TDM system, each switch node stamped packets of each flow with the 
flow’s VirtualClock time and ordered packet transmissions according to the stamp 
                                                           
* This work is supported by the Major Research Plan of National Natural Science Foundation of 

China, Grant No.90304010. 
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values, as if the VirtualClock stamp were the real-time slot number in a TDM system. 
If a flow transmitted according to its specified average rate, its VirtualClock reading 
should fluctuate about real time. 

VirtualClock algorithm can support the diverse performance requirements of vari-
ous applications by enforcing the resource usage according to the throughput reserva-
tion of each individual flow, while preserving the flexibility of statistical multiplexing 
of packet-switching networks. And it also provided firewall protection among indi-
vidual data flows, particularly firewalls between datagram traffic and flows that re-
quired performance guarantees. 

But in fact, VirtualClock algorithm is a stateful algorithm. Each node must main-
tain a virtual clock for each flow in VirtualClock algorithm, which will bring problem 
of scalability. 

In [4], DPS (Dynamical Packet State) was proposed to relieve core node from per-
flow state management. With DPS, each packet carried in its header some state that is 
initialized by the ingress router. Core routers process each incoming packet based on 
the state carried in the header of the packet, updating both its internal state and the 
state in the packet’s header before forwarding it to the next hop. By using DPS to 
coordinate actions of edge and core routers along the path traversed by a flow, dis-
tributed algorithms can be designed to approximate the behavior of a broad class of 
stateful networks by using networks in which core routers do not maintain per flow 
state. 

Also in [4], a core-stateless version of Jitter Virtual Clock (CJVC) scheduling algo-
rithm was proposed. CJVC provides the same delay guarantee as Jitter Virtual Clock 
(JVC)[5,6], while maintaining and using per-flow state only at the edges of the net-
work. Since CJVC is non-work-conserving and employs a constant bit-rate (CBR) 
per-flow shaper at every router, queue lengths observed in a network of such servers 
are generally smaller than in networks of work-conserving schedulers. This further 
reduces the computation complexity of implementing such a scheduler. Unfortu-
nately, the non-work conserving nature of the CJVC algorithm limits the extent of 
statistical multiplexing gains that the framework can benefit from. This is because 
non-work-conserving algorithms shape the traffic to the maximum of the reserved rate 
and sending rate for that flow; when a flow sends a burst of packets at a rate greater 
than its reserved rate, extra packets are held until their eligibility time, even if idle 
bandwidth is available for transmitting these packets. Such an approach may under-
utilize available network resources. Hence, stateless algorithms that are work conserv-
ing are desirable. 

In [7], a framework named VTRS was proposed to realize QoS control. The key 
idea of VTRS is virtual time stamp, which is like DPS. In VTRS, scheduling algo-
rithm based on virtual time stamp can also realize bandwidth allocation. But in VTRS, 
each flow has to conform to a strict condition, that is: 
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Where 1,
1ˆ

+kja  is the arrival time of the k+1 packet of flow j at node 1 (i.e., the in-

gress node), 1, +kjL  is the length of the k+1 packet of flow j, and jr  is the allocated 
rate of flow j.  In the above formula, it is given a very stringent constraint that the 

transmission rate of each flow must be less than jr  at each packet level. 
So a simple and effective method to construct a core stateless algorithm that can 

support bandwidth allocation and some degree of burstiness at the same time is still 
desirable. 

In this paper, we proposed a core-stateless virtual clock scheduling algorithm, 
which combined the simplicity and high performance of FCFS and the fair resource 
allocation of FQ. The basic idea of this algorithm is using virtual clock to compute the 
expected depart time of each packet, and construct only one packet queue sorted by 
expected depart time. In other words, the algorithm uses only one queue to approxi-
mate the multi queues in fair queue algorithm. Also because of the only one queue, 
which makes it unnecessary for routers to perform per flow state management, thus, 
scalability is got. 

The network architecture we consider is similar to the DiffServ[8] architecture, 
where per-flow functionality is implemented only at the edges of the network, and 
core routers do not maintain any per-flow state. 

In the following section 2, we give a detail description of our algorithm and its 
properties. Then in section 3 we discuss the implementation of our algorithm. In sec-
tion 4 we present simulations of our algorithm to verify the effectiveness and per-
formance of our algorithm. Finally, we conclude the paper in section 5. 

2   CSVC Algorithm 

Inspired by VirtualClock algorithm, we know that we can use only one queue sorted 
by packet’s stamp to realize bandwidth allocation, instead of the multi-queues in DRR 
or FQ. 

But in VirtualClock algorithm, the calculation of each packet’s stamp is done 
through maintaining a virtual clock for each flow at each node. Thus, each node will 
have to implement per-flow management, which brings serious problem for scalabil-
ity. In order to overcome this problem, we borrowed DPS from [4]. 

So, the basic idea of our algorithm is initializing a “virtual clock” for each flow at 
the ingress node, and making each packet itself carry the “virtual clock” in its header 
when the packet traverse the following core nodes. And the core nodes are responsi-
ble for updating the “virtual clock” carried by packet besides forwarding packet ac-
cording to packet’s “virtual clock” value. In this way, core nodes wouldn’t have to 
maintain “virtual clock” for each flow, thus a core-stateless virtual clock algorithm is 
got. Because of this algorithm’s core-stateless property, it will be more scalable than 
VirtualClock algorithm. 

The other problem is, how to calculate and update the “virtual clock” of each 
packet, it must provide rate guarantee and support burstiness in some degree at the 
same time. 
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2.1   Description of Core-Stateless Virtual Clock Algorithm 

First, we consider the transmission of a flow with constant packet length. 

In Fig. 1, suppose a CBR flow i ’s packet length is il , packets of flow i  traverse 

node 1, 2, … j , the propagation delay of node 1 to node 2 is denoted by 2,1π , so the 

delay between node 1−j  and node j  is jj ,1−π , the allocated rate of flow i  is ir . 

 
 
 

Fig. 1. Transmission of a CBR flow 

In this case, suppose the arrive time of the first packet of flow i  at node 1 is: 
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Now, let’s consider the case in real network. The packet length of a flow is vari-
able. When there are several flows that compete for bandwidth, how to allocate band-
width for different flows is an important problem. 

To provide rate guarantee and support burstiness at the same time, we can use k
jid ,  

calculated by equation (2) as the expected depart time at node j of the kth packet of 
flow i . Then we can calculate the expected depart time of each packet of different 
flows at node j, and forward each packet according to its expected depart time. 

Now, let’s see how to calculate the value of (2) at core nodes. In (2), 0t , k , ir , k
iL  

are all related to flow i , and these values can be get at the first node. So we can get 
the four values at the first node (edge node), and insert them into the packet header, 
the following nodes (core nodes) can read these values from the packet header. The 
other values j  and π  can be got at core node. So the value of (2) can be easily cal-

culated by core node. 

2.2   The Effectiveness of This Algorithm 

1) Ability of Rate Guarantee. Because packets are forwarded according to their 
expected depart time, and the expected depart time is given by (2): 
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When the allocated rate of flow i (denoted by ir ) is bigger, the value of expected 

depart time ( k
jid , ) is smaller, so the flow with a bigger allocated rate will have more 

data be transmitted. 

2) Providing Firewall Protection among Flows. Forwarding packets in the order of 
their expected depart time assures that each flow will receive the resources that it has 
reserved. Although an aggressive flow can consume idle resources, it cannot disturb 
network service to other flows. 

If a flow send data at a rate larger than the rate allocated to it, then its packets’ ex-
pected depart time will get larger and larger, so packets from this flow will be put at 
the end of service queue or even be discarded. 

Now, let’s take the opposite case into account. When a flow’s rate less than its al-

located rate, then its k
id 1,  will less than d̂  ( d̂  is the real depart time of a packet at 

the first node, if a flow send data according to its allocated rate, the value of k
id 1,  will 

fluctuate around d̂ ), the difference between the two may be considered some sort of 
“credit” that the flow has built up. If after a slot of time, this flow send data at a rate 
larger than its allocated rate, than its packets will get a priority until the “credit” re-
duces to ZERO. In such case, this flow will disturb other flows if its credit is large 
enough. 
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So we introduce another item to control the “credit” saved by such flow. We chose 
an interval T, with T, the credit saved by a flow is effective, but after an interval T, 
the credit saved by a flow is set to ZERO. 

At the first node, after T, a packet’s real depart time d̂  will be recorded, then d̂  

and k
id 1,  are compared, if k

idd 1,
ˆ > , and then in the next cycle, related values are re-

initialized to prevent credit saving span T. 
With T, we can control flow’s burstiness under a given level, but still support 

burstiness in some degree. 

3) Support of Priority. According to (2), our algorithm can provide priority services 

to a flow simply by letting edge node replace “ 0t ” by “ tt −0 ”, where t  is a chosen 

value representing the priority. Use of a priority value, however, will not allow 
priority flows to take unfair advantage of others. If a prioritized flow runs faster than 
the allocated rate, its “virtual clock” will eventually run ahead of the real time; hence, 
its packets will lose priority in service. 

3   Implementation of CSVC 

The implementation of this algorithm requires a network like DiffServ. At the edge 
node, the packets from different flows will be classified and related flow information 
is insert into the packet head, and than is forwarded to core node, the core node read 

the flow information from packet head, then schedule this packet by k
jid , , the core 

node will not need to implement per-flow state management, thus improve scalability. 

According to (2), calculation of k
jid ,  requires 0t , k , j , ir , k

iL . So we can insert 

these values into packet head at the edge node, read these values from packet header 

at core nodes and calculate k
jid , . To reduce the data carried in packet header, we can 

use following method. 
According to (2), we have 
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(3) 

So, to a certain packet kP we insert k
id 1,  and i

k
i krL /  into packet header at the 

edge node (the first node).  When this packet arrives following nodes, k
jid ,  is calcu-

lated according (3), 1, +jjπ  can be pre-stored at core nodes. 
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Fig. 2 is the pseudo code of this algorithm. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 2. Pseudo code of CSVC 

4   Simulation Results 

In this section, we give the simulation result and analysis about CSVC algorithm. To 
provide some context, we compare the performance of CSVC to that of DRR. 

We have examined the behavior of our algorithm under a variety of conditions. We 
use an assortment of traffic sources and topologies. All simulations were performed in 
NS2 [9]. 

Due to space limitations, in this section, we merely highlight a few important 
points and omit detailed explanations of the dynamics. 

on receiving packet P; 
if (edge router)  { 

i=classify(P); 

if (P is flow i's 1st packet) || ((next cycle T) && ( k
jidd ,

ˆ > ))  { 

0t = arrive time of P; 

0=k ;  0=k
iL ; 

} 

1=j ;  rateallocatedri  = ; 

1+= kk ;  k
i

k
i

k
i lLL += −1 ; 

use equation (2) to calculate k
id 1, ; 

insert k
id 1, , i

k
i krL /  into P’s header; 

} else { 

read k
jid , , i

k
i krL /  from P’s header; 

use equation (3) to calculate k
jid 1, + ; // 1, +jjπ  is pre-stored at this nodes 

update packet header with new k
jid 1, + ; 

} 
if  (queue is not overflow) 

insert P into queue sorted by k
jid , ; 

else 
first drop tail, then insert P into queue; 
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4.1   Single Congested Link 

We first consider a single congested link shared by three flows, see Fig. 3. There is 
only one congested link between router R1 and R2, which has a capacity of 3Mbps. 
We performed three related experiments. 

 
 
 
 
 
 
 
 

Fig. 3. Network topology for simulation 

          
(a) Experiment 1                                         (b) Experiment 2 

 
(c) Experiment 3 

Fig. 4. Average throughput of flow 0 in single congested link 

In the first experiment, we use three UDP flow, denoted by flow 0, flow 1, and 
flow 2 (left are senders, right are receivers). 

Flow 0 is a CBR flow, its rate is 1Mbp; flow 1 is a CBR flow, its rate is 2Mbps; 
flow 2 is a exponential ON-OFF source, its rate on ON is 3Mbps. Each flow is allo-
cated 1Mbps at the congested link. 

Fig. 4(a) shows the average throughput of flow 0 at node R2 in this experiment.  
From fig. 4(a), we can see that even flow 1 and flow 2 send data at a rate larger than 
their allocated rate, flow 0, which sends data according to its allocated rate, can get its 
fair bandwidth. The performance of CSVC likes that of DRR. 

R1 R2 
3Mbps 

Flow 0 

Flow 1 

Flow 2 Flow 2 

Flow 1 

Flow 0 
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In the second experiment, we replace flow 0 with a TCP flow, but flow 1 and flow 
2 are the same as them in the first experiment. Each flow is also allocated 1Mbps at 
the congested link. 

Fig. 4(b) shows the result of this experiment. We can also see that flow 0 (TCP 
flow) can get its fair bandwidth in CSVC while UDP flows violate their allocated 
bandwidth. 

In the third experiment, flow 0, flow 1 and flow 2 are all TCP flow, and each flow 
is allocated 1Mbps at the congested link. 

Fig. 4(c) is the result of this experiment. 
From fig. 4(c), we can also see that the performance of CSVC is like that of DRR, 

CSVC can guarantee each flow’s fair bandwidth. 

4.2   Multiple Congested Links 

So far we have seen the performance of CSVC in a simple network configuration with 
single congested link. In this section, we study how CSVC performs when there are 
multiple congested links in the network. A sample network configuration with four 
routers is constructed as shown in Figure 5. The first link between router R1 and R2 
(R1-R2) has a capacity of 5Mbps, the following link R2-R3 has a capacity of 
10Mbps. The third link, R3-R4, has a capacity of 5Mbps. 
 
 
 
 
 
 
 
 
 

 

Fig. 5. Topology of multiple links 

In the first experiment, flow 0 to flow 9 are all CBR flow (left are senders, right are 
receivers), flow 0’s transmit rate is 1Mbps, flow 1’s rate is 1.2Mbps, flow 2’s rate is 
1.5Mbps, flow 5’s rate is 1.5Mbps, flow 6’s rate is 2Mbps, the rest flows’ rate are 
1Mbps, each flow were allocated 1Mbps bandwidth at each congested link. 

Fig. 6(a) shows the average throughput of flow 0 at node R4 in experiment 1. 
In the second experiment, we replace flow 0 with a TCP flow, the rest flows are the 

same as them in the first experiment. Each flow is also allocated 1Mbps bandwidth at 
each congested link. 

Fig. 6(b) shows the average throughput of flow 0 (TCP flow) at node R4 in ex-
periment 2. 

From fig. 6(a) and 6(b), we can see that even flow 1, flow 2, flow 5, and flow 6 
send data at a rate larger than their allocated rate, flow 0 can get its fair bandwidth. 
The performance of CSVC likes that of DRR. 

R1 R2 R4 R3 

… …

… …

5Mbps 5Mbps 10MbpsFlow 0 

Flow 1 to 4 Flow 5 to 9 

Flow 5 to 9 Flow 1 to 4 

Flow 0 
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In general, CSVC achieves a reasonable degree of rate guarantee, as well as that 
of DRR, moreover, its property of core-stateless makes it more scalability than DRR. 

            
(a) Experiment 1                                 (b) Experiment 2 

Fig. 6. Average throughput of flow 0 in multiple congested links 

5   Conclusions 

In this paper, we proposed a core stateless virtual clock algorithm. This algorithm can 
implement bandwidth allocation without per-flow state management at core nodes. 
Simulation also verified this algorithm’s effectiveness. This algorithm can be de-
ployed in a network like DiffServ to implement QoS control. 
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Abstract. Due to multiple performance objectives of network traffic control, 
corresponding packet scheduling strategy in next generation broadband service 
convergence network attract more and more attention. At the same time, the 
end-to-end Quality of Service (QoS) requirements need to be satisfied and the 
network resource should be allocated fair and efficiently. In this paper, we pro-
vides nPFS, a network proportional fairness scheduling strategy in packet-
switched networks from proportional fairness principle [1], and the nPFS inte-
grates several objects, such as the network performance, user's QoS requirement 
and system fairness. Then it is analyzed and proved in detail. Moreover, the 
nPFS can be applied to design and improve the scheduling strategy and algo-
rithms in packet-switched networks. 

1   Introduction 

As the development of network technologies, the forwarding efficiency, bandwidth, 
delay and loss rate should meet the new requirements brought forward by all kinds of 
new scheduling strategies in packet-switched networks.  

Previously, the research to packet scheduling strategy mostly focuses on one side 
of the problem, such as the requirement of some performance goal, or the integrated 
performance research in some specific area. For example, several new traffic models, 
deterministic [2][3] or stochastic [4][5][6], have been proposed which have made end-
to-end network analysis tractable and have yielded some bounds on performance 
metrics such as delay, throughput, and backlog. In [7], the author compared the influ-
ence of throughput and delay jitter to different IP packets, and then put forward an 
asymmetric best-effort service model providing different throughput and delay jitter 
to the two kinds of IP packets. The performance differences between the classical 
constrained optimization and genetic algorithm in throughput, fairness, and time 
complexity is detailed in [8]. The author brought forward an integrated compromise, 
but it only focused on the allocation of bandwidth mostly. 

In this paper, we proposed a network proportional fairness scheduling strategy 
(nPFS) which integrated network efficiency, user QoS requirement, system fairness, 
and other multi-target performance requirements effectively. 

                                                           
∗ This research was sponsored by CNSF (No. 90104002) and GDNSF (No. 034308), and De-

velopment Plan of the State Key Fundamental Research (973) (No. 2003CB314805). 
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2   Background 

2.1   Proportional Fairness Principle 

Internet users and applications have diverse service expectations to the networks, 
making the current same-service-to-all model inadequate and limited. In the relative 
differentiated services [9] approach, the network traffic is grouped in a small number 
of service classes which are ordered based on their packet forwarding quality, in 
terms of per-hop metrics for the queueing delay and packet loss. In [1], we proposed 
the proportional fairness principle. According to this principle, the basic performance 
measures for packet forwarding locally at each hop are ratioed proportionally to cer-
tain class differentiation parameters that the network operator chooses, independent 
of the class loads.  

Considering queueing delay fairness, we use queueing delay as the proportional 

fairness principle parameter. Specifically, if id̂  is the queueing delay of the class- i  

packets, the proportional fairness principle states that 

)...1,( Nji
dd

F
j

j

i

i ===
δδ

  
(1) 

for all pairs of classes i  and j . The parameters { }iδ  are referred as Delay Fairness 

Parameters (DFPs), and because higher classes have better service performance, they 

are ordered as 0...21 >>>> Nδδδ . 

2.2   Service Function 

The notion of a service function has its roots in the work of Parekh and Gallager[13], 
who introduced the concept of a universal service function in the context of a specific 
scheduling algorithm. A key feature of characterizing service for a connection using a 
service function is that the quality of service guarantees can be expressed as simple 
functions of the service definitions and the traffic burstiness constraint of the connec-
tion. These functions are independent of the service guarantees and burstiness con-
straints of all other connections. Another key feature of the service curve specification 
is that it gives greater flexibility to a server in allocating its resources to meet diverse 
delay and throughput requirements. 

3   Proportional Fairness Function 

Throughout this paper we assume that time is divided into slots, numbered 0, 1, 2, …. 
We consider a server which receives (and buffers) packets from M service classes and 
sends up to c  packets per slot. We call c  the capacity of the server. 

In the following the operation and the traffic flow through the server equipped with 
buffers are considered. Assume those buffers are partitioned so that each service class 
has a dedicated space, we focus on a single traffic stream passing through a server. 
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Let ][tRin
i , ][tRout

i , [ ]tQi be the total number of packets from the specific ser-

vice class i  arriving at, departing from, stored in and discarded by the server during 

slot t , where t  is a non-negative integer. Without loss of generality, let [ ] 00 =in
iR , 

[ ] 00 =out
iR , [ ] 00 =iQ . 

Define ],[ tsRin
i  to be the number of packets arriving in the interval ],[ ts , i.e. 

∑ =
= t

sm

in
i

in
i mRtsR ][],[ . If s >t, define 0],[ =tsRin

i . Similarly, ],[ tsRout
i  is 

defined to be the number of packets leaving the server in the interval ],[ ts . For sim-

plicity, we will focus our discussion on a given class and omit the subscript i  for the 
rest of the section. 

We assume that there are no packets stored in the server at the end of slot zero. 
Therefore, the number of packets from the class which are stored in the server at the 
end of slot t , called the backlog for the connection at the end of slot t , is given by  

0],1[],1[][ ≥−= tRtRtQ outin  (2) 

The virtual delay, relative to t , suffered by the class is denoted by ][td  and de-

fined to be:  

{ }],1[],1[0:min][ ∆+≤≥∆∆= tRtRandtd outin  (3) 

Note that if packets depart the server in the same order they arrive (FIFO), then 
][td  is an upper bound of the delay suffered by a packet that arrives in slot t .  

We shall consider constraints on the behavior of the network element, as well as 
constraints on traffic streams. The following definition is useful in this regard. 

Definition 1.  (Convolution in the min-plus algebra) 
Given two functions F  and G  defined on the non-negative integers, define 

( )nGF ∗ , called the convolution of F  and G , as 

( ) ( ) ( ){ } 0,0:min ≥≤≤−+=∗ nnmmnGmFnGF  (4) 
It is easy to verify that the convolution operator above is associative and commuta-

tive. Also note that is F  and G  are each non-decreasing, then GF ∗  is non-
decreasing. 

A   Service and Arrival Functions 

Having defined all the necessary terms, we are now ready to define service functions. 

Definition 2.  (Burstiness Constraints) 
Given a non-decreasing function ( )⋅b , called an arrival function, we say that the 

input traffic inR  is b -smooth if ( ) ( )nRnbR inin ≥∗  for all 0≥n . In the special 

case where b  is affine, i.e. ( ) xxb ρσ += , we say that inR  is ( )ρσ , -smooth. 
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If ( ) 00 =b , the statement that inR  conforms to b  is equivalent to the equality 

bRR inin ∗= . 
By the delay proportional fairness principle [1], it suffices to show 

d
dd

j

j

i

i ~==
δδ

, where d
~

 is the delay proportional fairness parameter, and its value 

will be discussed later. Intuitively, if a server guarantees the delay condition 

diidi ddd ∆+≤≤∆− ~~ δδ  for each class i , where d∆  is the endurance parame-

ter defined by system, then the delay proportional fairness principle (Equation 2) is 
guaranteed. 

Definition 3.  (Maximum Delay Proportion Function) 

Suppose that the input traffic inR  is b -smooth, and the required delay bound for 

class i  is dii dd ∆+= ~max δ . Let )(⋅i
DP  be a non-decreasing function, with 

( ) ( )⎩
⎨
⎧

≥−
−≤≤=

maxmax

max

,

10,0

ii

i
i

D

dtifdtb

dtif
tP  (5) 

We say that the server guarantees the maximum delay proportion function )(⋅i
DP  

for the class i  if for any t , there holds ( ) ( )tPRtR i
Din

i
out
i ∗≥ . 

Definition 4.  (Minimum Delay proportion function) 

Suppose that the input traffic inR  is b -smooth, and the required delay bound for 

class i  is dii dd ∆−= ~min δ . Let )(⋅i
DP  be a non-decreasing function, with 

( ) ( )⎩
⎨
⎧

≥−
−≤≤=

minmin

min

,

10,0

ii

i
i

D

dtifdtb

dtif
tP  (6) 

We say that the server guarantees the minimum delay proportion function )(⋅i
DP  

for the class i  if for any t , there holds ( ) ( )tPRtR i
Din

i
out
i ∗≤ . 

Intuitively, )( stP i
D −  specifies the minimum number of packets from the class 

that have to depart the server within some specific interval ],1[ ts + , and 

)( stP i
D −  specifies the maximum number of packets from the class that may de-

part the server within some specific interval ],1[ ts + , where t  is any given slot and 

s  is some slot no later than t , in which the backlog of the class is zero. 

Note that FF =∗ 0δ  for any non-decreasing function F , where we define the 

function ( )xdδ  as 
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( )
⎩
⎨
⎧

>∞+
≤

=
dx

dx
xd ,

,0
δ . 

Thus, it follows that any server trivially guarantees the minimum delay propor-

tional function ( )x0δ . For convenience, we assume that all the functions are integer 

valued. 
The next Theorem is a simple generalization of a known property of maximum de-

lay proportional functions. 

Theorem 1. (Network Servers in Series) 

Suppose a stream passes through two servers in series, where the thi  server guaran-

tees the maximum delay proportional function i
DP  and the minimum delay propor-

tional function i
DP , i =1,2. Then the entire system guarantees the maximum and 

minimum delay proportional function 21
DD PP ∗  and 21

DD PP ∗ , respectively. 

Proof: The result follows easily from the associativity of convolution. 

B   Bounds on Delay and Backlog 

Suppose it is known that ( ) ( ) ( )dtRtRdtR inoutin ˆ−≥≥−  for all t , where d  

and d̂  are constants. This implies that [ ] dtd ˆ≤  for all t . Furthermore if there is an 

arrival at time t , then ( ) ( ) ( )11 −+≥−> dtRtRtR outinin , which implies that 

[ ] dtd ≥ . The following theorem therefore establishes an upper bound on [ ]td  

when there is an arrival at time t . The quantity dd −ˆ  is called the delay jitter. 

Theorem 2 (Delay Jitter Bound) 

Consider a server that guarantees the maximum delay proportion function )(⋅DP  

and minimum proportion function )(⋅DP  for the class and suppose that the input 

traffic inR  is b -smooth. Then for every t , there holds 

( ) ( ) ( )dtRtRdtR inoutin ˆ−≥≥−  (7) 

where 

( ) ( ){ }0,0:minˆ ≥∗≥≥∆∆= ∆ ttbtPandd D δ  

and 

( ){ }00:max =≥= tPandttd D  

Theorem 3. (Upper Bound on Backlog) 

Consider a server that guarantees the delay proportion function )(⋅DP  for the class 

and suppose that the input traffic inR  is b -smooth. Then for every t , the backlog 

][tQ  is upper bounded by 
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( ) ( ){ }sPsbtQ D

ss
−≤

≥0:
max][  (8) 

By the proportional fairness principle and definition 2, if a server guarantees the 

delay proportion function )(⋅DP  and the input traffic inR  is b -smooth for every 

class, then the server meets delay proportional fairness principle. 
We discussed the loss ratio proportional fairness in [11]. 

C   Dampers 

A damper is a network element which may “slow down” a traffic stream passing 
through it. It may be desirable to pass a packet stream through a damper inside a 
packet switch, in order to deliver lower delay to other traffic streams. A damper may 
also provide a traffic shaping function - in fact a regulator is a special case of a 
damper. 

Suppose ka  is the arrival time of the thk  packet from the traffic stream incident to 

a damper, where we assume that 1+≤ kk aa  for each k . Packet k  is assigned an 

initial eligibility time initial
ke  and a terminal eligibility time alter

ke min , where 
alter

k
initial
k ee min≤ , and we assume that initial

k
initial
k ee 1+≤  and alter

k
alter

k ee min
1

min
+≤  for 

each k . If kx  is the departure time of packet k  from the damper, then kk ax =  if 
alter

kk ea min≥ , i.e. packet k  departs immediately if it arrives at or after its terminal 

eligibility time. Otherwise the damper insures that the departure time of packet k  

satisfies alter
kk

initial
k exe min≤≤ . In other words, if packet k  arrives before its ter-

minal eligibility time, then it will depart no earlier than its initial eligibility time and 

no later than its terminal eligibility time. We assume that 1+≤≤ kkk xxa  for each 

k , i.e. the damper serves packets in a causal, FIFO manner. The actual departure 
times for a traffic stream from a damper may be determined by the state of other net-
work elements, but always satisfies the constraints above. 

We will make use of the following lemma, which is intuitively obvious. 

Lemma 1: Suppose ( )tRin  is the number of packets arriving to a damper in the 

interval [1, t], ( )tZ  is the number of packets that are assigned initial eligibility times 

in [1, t], ( )tẐ  is the number of packets that are assigned terminal eligibility times in 

[1, t], and finally ( )tRout  is the number of packets departing the damper in [1, t]. If 

( ) ( )tZtRin ˆ≥  then ( ) ( ) ( )tZtRtZ out ˆ≥≥ . 

A null damper is defined to be a damper which passes each packet with zero delay. 

In the notation of Lemma 1, this implies ( ) ( )tRtR inout = . A damper may operate as 

a null damper if ( ) ( ) ( )tZtRtZ in ˆ≥≥  for all t . Of course, Lemma 1 is trivially true 

for a null damper. As a practical matter, a null damper does not need to be actually 
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implemented. We define a null damper to address the situation where dampers are not 
used. This is convenient for analysis purposes. 

4   Network Proportional Fairness Scheduling (nPFS) 

We consider a service class traversing a series of H  servers in tandem. Let 1−hR de-

scribe the traffic entering server h , and suppose the traffic departing server h  feeds 

server h +1 for all h  satisfying Hh <≤1 . We also define 0RRin =  and 

H
out RR =  throughout this section. 

Define [ ]tdh  to be the virtual delay of the class through the first h  servers, 

i.e. [ ] [ ] [ ]{ }∆+≤≥∆∆= tRtRandtd hh ,1,10:min 0  and define [ ] 00 =td . 

Finally, let [ ]tBh  be the backlog at the end of slot t  at server h , i.e. 

[ ] [ ] [ ]tRtRtB hhh ,1,11 −= − . 

For simplicity, we assume that each server has the same capacity c . Specifically, 
the maximum number of packets that a server can serve is assumed to be c  per slot, 
for each server in tandem network. We assume that each server serves packets in ‘cut-
through’ manner, meaning that a packet, which arrives in one slot, may depart in the 

same slot. Let in  be the number of servers traversed by an arbitrary virtual path i  in 

tandem network. We denote the route of this virtual path by ( ){ } in
hhio 1, = , where 

( )hio ,  maps to an outgoing link of a switch for inh ,...,2,1= . We represent the 

“source” of this virtual path by ( )0,io . Define, hiI ,  to be the set of virtual paths that 

pass through the outgoing link ( )hio , , i.e. ( ) ( ) ( ){ }hiomjomjI hi ,,:,, == . 

nPFS Algorithm 

Each virtual path i  in the network is assigned a set of “hop-by-hop” maximum delay 

proportional functions 
1
i

DP ,
2
i

DP ,…, 
in

i
DP . We define the subnet maximum delay 

proportional function for hop h  for virtual path i  to be 
( )h
i

DP , where 
( ) h

i
D

i
Dh

i
D PPP ∗⋅⋅⋅∗= 1

. Virtual path i  is also assigned a damper function 
( )h
i

DP  

for 1,...,2,1 += inh , where we assume that 
( ) ( ) ( ) ( )xPxP

h
i

Dh
i

D 1−≥  for all x . 

For notational convenience, define 
( ) ( )000

i
D

i
D

i
D PPP ==  for all i . 

Deadlines and eligibility times for each server are determined by the traffic that 
enters each virtual path. In particular, these deadlines and eligibility times do not 
depend on traffic flow inside the route of a virtual path, and can be calculated at the 
entrance to the virtual path. The eligibility times at each server govern the operation 
of the corresponding dampers at that server. 
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A packet is said to become active at server ( )hio ,  as soon as it departs from the 

corresponding damper at server ( )hio , . More specifically, in the network propor-

tional fairness scheduling (nPFS) algorithm, each server in the network serves packets 
such that in each slot, an active packet with the smallest possible deadline for that 
server is served. If there are no active packets stored at a server in a given slot, that 
server will be idle in that slot. The deterministic performance bounds we derive hold 
independently of how the dampers operate, as long as the dampers respect the initial 
and terminal eligibility times of each packet.  

Assignment of Deadlines and Eligibility Times  

The deadlines and eligibility times for the packets of virtual path i  are functions of 

the arrival process 0
iR , so they can be calculated prior to entering server ( )1,io . The 

following lemma demonstrates that it is possible to compute these deadlines and eli-
gibility times in real-time.  

Lemma 2: If the thk  packet of virtual path i  arrives at time t , then 

( )tDED h
ki

h
ki

h
ki ,

1
,,

ˆ == +  and ( )tEE h
ki

h
ki ,,

ˆˆ = , where 

( ) ( ) ( ) ( )( ) ⎪⎭

⎪
⎬
⎫

⎪⎩

⎪
⎨
⎧

≥−+
≥

=
−≤≤

ksuPsR

andtuu
tD h

i
D

i
tss

h
ki 0

10:

, min

:
min  

and 

( ) ( ) ( ) ( )( ) ⎪⎭

⎪
⎬
⎫

⎪⎩

⎪
⎨
⎧

≥−+
≥

=
−≤≤

ksuPsR

andtuu
tE h

i
D

i
tss

h
ki 0

10:

, min

:
min  

Note that the lemma also implies that each deadline and eligibility time of a packet 
is never less than the arrival time of the packet to the virtual path. 

5   Simulation Result 

In order to demonstrate the ability of the nPFS algorithm to efficiently statistically 
guarantee the proportional fairness principle in multiplex service classes, we ran a 
simulation on a small network, consisting of three servers. The simulation was based 
on a continuous time model. Each server had a capacity of C  = 155, 520, 000 bps, 
corresponding to an OC-3 link. There were three different service classes, and they 
were routed through all three servers. Each service class stream was generated using a 
Markov modulated Poisson process model, with the average burst length of 10msec, 
20msec and 30 msec, such that during a burst data was generated at rate C  bps, and 

the average rate of data generated was 0.3 C  bps. The service class streams were 

shaped to the envelope ( ) { }CtCttb 5.0,min += σ , where σ  was set to 0.015C , 
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corresponding to a maximum burst length of 30msec. The end-to-end delay  

para-meters allocated to the three service classes were 1δ =1.0, 2δ =2.0 and 3δ =3.0.  

A packet from each service class stream generated at time t  was assigned the dead-

line ( )it ∆+  at server i , where ( )
i

i iδ01.0=∆ . Deadlines for service class traffic 

were assigned consistent with equation (13), and packets released from dampers be-
fore their terminal eligibility time were chosen on the basis of earliest deadline. 
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Fig. 1. Comparing delay of three service classes 

In Figure 1, the delay comparison of three service class traffics at the tandem net-

work is shown as a function of the endurance parameter d∆ . These results are based 

on one simulation run of 10 seconds for each data point. The case d∆  = 0 corre-

sponds to effectively forcing the jitter of the service class traffic to zero at each hop. 

As d∆  increases, the flexibility afforded to the damper increases. As expected, the 

delay differentiation in the traffics decreases with increasing d∆ . This is due to the 

ability of server to delay serving traffic that was to guarantee the minimum delay 
proportion function. 

6   Conclusion 

This paper made three contributions. First, we proposed the proportion function from 
proportional fairness principle [1]. Second, we proposed and analyzed the network 
proportional fairness scheduling strategy (nPFS), which considered QoS require-
ments, such as packet delay and loss rate, and system fairness simultaneously. At last, 
the simulation result of nPFS was proposed. Because of the complexity of the re-
search on multiple-object performance, there is still no effective integrated perform-
ance scheduling strategy up to now. This paper made a useful theoretical pilot study, 
and the result can be applied to design, implement and optimize of packet scheduling 
strategy. 
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Abstract. Load balance can reduce hot spots, maintain network connectivity 
and prolong lifetime of wireless sensor networks. In large scale and randomly 
deployed wireless sensor networks, the energy consumption is sharply uneven 
among sensor nodes. We propose a new routing mechanism to achieve load 
balance through constructing a dynamic load-balancing tree (DLBT) in wireless 
sensor networks. The DLBT structure is a tree-like topology with a critical 
character that one node may have more than one candidates of parent node. 
DLBT achieves load balance by adjusting the forwarding probability to each 
parent candidate according to its traffic burden. We also provide a distributed 
algorithm to construct and maintain the DLBT structure. Simulation results 
show that our DLBT routing provides much higher load balance than the 
shortest path tree mechanism. 

1   Introduction 

Wireless sensor network is a promising research area in recent years. A typical sensor 
network consists of a large amount of tiny devices which are equipped with sensors, 
processors, wireless transceivers and power units. These tiny devices are deployed 
randomly and used to collect surrounding information in most cases by forming an 
ad-hoc multihop network and transferring data to the base stations. 

The network lifetime is a fundamental issue in determining the performance of 
wireless sensor networks. Wireless sensor network is a self-organizing network 
without human management where all the nodes are mainly supplied with batteries 
which cannot be replenished. Sensor nodes run out their energy easily and it will 
generate holes and even separate the network into several parts. Routing protocol is a 
critical issue to the lifetime of sensor networks. A well-designed routing protocol 
should reduce the total energy consumption and make energy consumption evenly to 
all sensor nodes. Some of the routing mechanisms, such as shortest path first, will find 
out the shortest path from data source to the destination, but the disadvantage is that it 
will cause the nodes in the data transferring path to have a heavier forwarding burden 
than other nodes in the network and separate the network into several parts if the 
optimal path is used for a long time. 
                                                           
1  This work is supported by National Natural Science foundation of China under grants 

No.60434030 and No.60373049. 
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We focus on the problem of load balance in a data-centric sensor network. A 
typical data-centric sensor network consists of one or a few base stations (or sink 
nodes) responsible for data gathering and a large amount of sensor nodes collecting 
data and transfer them to the base stations. This kind of network has a common sense 
in wireless sensor network applications [12] [13] such as environmental monitoring, 
battlefield evaluating, fire monitoring and alarming, human-body healthy care, etc. 
The base stations are generally supposed to have more energy supply and more 
powerful processor than sensor nodes. They can even provide connection to the 
Internet or other traditional networks if necessary. 

In wireless sensor networks, the major part of energy consumption is caused by the 
wireless communication. So we can use the number of packets delivered by a sensor 
node to measure its traffic load. A load-balancing routing protocol should provide 
certain mechanisms to manage the data flow and reduce the differences of traffic load 
among nodes as much as possible. In data-centric sensor networks, as the data flow is 
convergent to the base station, the sensor nodes close to the base station would afford 
heavier load because they have to relay much more packets than the nodes far from 
the base station. So it is not practical to achieve a complete load balance among all the 
nodes in data centric networks, but a local load balance is feasible through certain 
mechanisms. In sensor networks, it is common to take hop count as the metric of 
distance from a sensor node to the base station. We use level to present the hop count 
from one node to the base station and call them homo-leveled nodes if they have same 
level values. The aim of this paper is to achieve load balance among the homo-leveled 
nodes in each level of the network. 

The key contributions of this paper are in the following areas. First, we introduce 
the Dynamic Load-Balancing Tree (DLBT) for wireless sensor networks which can 
achieve load balance in a randomly deployed sensor network. Second, we use 
forwarding probability to adjust the load assignment. Third, we give a distributed 
algorithm for each node to compute its load and the probability to next node. 

The rest of this paper is organized as follows. Section two presents the previous 
works on wireless sensor network routing which are related to our research. Section 
three presents the Dynamic Load Balancing Routing in detail. Section four gives out 
the simulation result and section five is the conclusion. 

2   Related Works 

There have been extensive studies on wireless sensor network routing in recent years. 
Some recent works have touched on the load balance problem in wireless sensor 
networks and have provided some solutions.  

Hsiao et al [3] introduced two kinds of load balanced trees for wireless access 
networks which are fully load-balanced tree and top load-balanced tree. These load-
balanced trees can be applied in wireless sensor networks as well. They also provided 
an algorithm to construct the load-balanced tree in the network. 

Dai et al [11] studied the load balance problem in a grid topology. They introduced 
another load-balanced tree called hierarchy-balanced tree besides the two introduced 
by Hsiao. They also bring forward to use Chebyshev sum as a criteria of load balance 
and design an algorithm to construct a top-balanced tree in wireless sensor networks. 
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The two algorithms mentioned above are both centralized, that is to say, they need 
to be computed on the data center of the network. Besides, they only achieve a top-
level balance which is not enough for large scale sensor networks. 

Gao et al [5] introduced a load balanced routing in a narrow strip topology with 
width at most √3/2 times the communication radius. They provided three greedy 
algorithms to implement different degree of load balance. They also designed a 
distributed implementation of the algorithms. But the strong precondition restricts the 
application range of this algorithm. 

Kakiuchi [6] also designed a routing tree and designed an algorithm to modulate 
the routing tree when the traffic load of some nodes has exceeded a predefined 
threshold. But it must inform the root of the tree when adjustment is needed, so the 
protocol cost may be considerably high. 

G.Gupta et al [8] divided the network into clusters and presented an algorithm to 
achieve the load balance among different cluster heads. This mechanism is suitable 
for large scale networks, but the load balance is still restricted among cluster headers. 

The research on geographic routing and probability based routing are also part of 
the fundamental of our research. J. Newsome and D. Song introduced Graphic 
Embedded routing (GEM) [7]. They defined the routing tree as a virtual polar system. 
The virtual angle range for each node is a great measurement for the size of the 
network. It can be used in load-balancing routing if the virtual angle range is endowed 
with the meaning of traffic load. 

In some routing protocols, they dynamically choose next hop according to certain 
forwarding probability. In Parametric Probabilistic Routing [4], the nodes close to the 
destination would have greater forwarding probability than the nodes further from the 
destination. In Reliable Information Forwarding (ReInForM) [10], the nodes with 
better communication quality would have higher forwarding probability. In SPEED 
[11], the nodes with less latency would have greater probability to be chosen as 
forwarding nodes. Our mechanism builds a dynamic load-balancing tree which is a 
hierarchical structure and uses forwarding probability to adjust traffic load among 
homo-leveled nodes. 

3   Dynamic Load-Balancing Routing 

3.1   Dynamic Load-Balancing Tree and Routing Algorithm 

We propose dynamic load-balancing tree to realize load balancing. In the dynamic 
load tree, base station is the root of the tree and nodes are organized in a hierarchical 
manner as in the common tree topology. Every node has a level value which 
represents the number of hops to the base station. In dynamic load-balancing tree, 
each node may have more than one upstreaming node as the parent candidates and 
each candidate has a probability to be chosen as the parent node. The probability is 
related to the traffic load of each candidate and is also a measurement of load 
assignment to each candidate. One of these candidates will be chosen as the 
forwarding node at a time, so the dynamic load tree is totally a tree topology at any 
snapshot of the network, while the node may switch to different upstreaming node at 
different times. An example of dynamic load tree is shown in Figure 1. 
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Fig. 1. An example of Dynamic Load-Balancing Tree. Some nodes have multiple parent 
candidates, and have separate forwarding probability to each candidate 

If node n has only one parent candidate m, the node m will be the parent node of 
node n and the load of n will be distributed to m completely. If node n has several 
parent candidates, say Mn = {m1, m2, m3, …, mn}, then node n will have a forwarding 
probability to each mi belongs to Mn, so the forwarding probability is a measurement 
of the load distribution of node n. The greater probability one candidate has, the more 
load is assigned to that candidate. 

We use Dynamic Load-Balancing Tree to achieve load balance among homo-
leveled nodes. Consider node Nd in level k+1, assume it has n parent candidate in 
level k, we use Nk = {Nk1, Nk2, Nk3, … , Nkn} to denote the candidate nodes and Lk = 
{Lk1, Lk2, Lk3, … , Lkn} to denote the traffic load of each candidate node in level k. In 
order to make the traffic load even to each candidate, let the forwarding probability be 
in inverse proportioned to the traffic load, so we have: 

, , 1,k i k i k dL P C +=  (1) 

Here Ck+1,d is a constant for node Nd. The sum of forwarding probabilities to all 
its candidates equals to one, i.e.  

,
1

1
n

k i
i

P
=

=∑  
(2) 

So we can conclude that: 

1 , 1,

1 1n

i k i k dL C= +

=∑  
(3) 

We can calculate the constant Ck+1,d from all the Lk,i of the candidates according to 
equation 3 and then calculate every Pk,i according to equation 1. 
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Figure 2 is an example of the load-balancing algorithm on DLBT. The initial load 
of node j is 2 and is higher than its homo-leveled node i and k. After the probability 
assignment, the nodes in level one have the same load value. 

 

Fig. 2. An example: load balance through probability assignment in DLBT 

The routing on the DLBT is relatively simple. For each data packet, node will 
choose one of its parent candidates as the forwarding node according to the 
forwarding probability. So data packets may go through different paths from data 
sources to the base station. This mechanism disperses the traffic load effectively and 
avoids using a certain path excessively. 

3.2   DLBT Construction 

The constructing process of dynamic load tree consists of three phases which are tree 
initializing, load announcing and probability allocating. 

Tree-Initializing Phase. The base station first broadcasts a message of type "tree 
initialization", with a level field set to zero. The nodes within the communication 
range of base station will become its children with their level value set to one. Then 
each of these nodes wait for a short random time and broadcasts the constructing 
message with level field set to one. When node i with level k receives another 
constructing message whose level value equals to k-1, it marks the node sending this 
 

 

Fig. 3. Tree initialization phase of Dynamic Load-Balancing Tree, started up from base station 
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message as the parent node instead of discarding the message. This mechanism 
ensures every node remember all the reachable nodes in the ascending order. The 
constructing process will continue until all nods in the network have settled their 
level. This process is illustrated in Figure 3. 

Load-Announcing Phase. After initializing the dynamic load-balancing tree, a load-
announcing process will be started. This process runs from leaf node to the base 
station. As the load of each node is not determined at the very beginning, we assume 
every node generates the same amount of traffic load, and so we can use the number 
of downstream nodes as a reasonable initial value for traffic load. After the DLBT is 
established, every node will use its practical load value. The load-announcing process 
is as follows: 

1. The traffic load of each node equals to one;  
2. One node will divide its traffic load evenly to all of its upstream node;  
3. One node will count its load as the sum of the load generated itself and the load its 

downstream nodes send to it. 

This process will continue until the base station get its traffic load, and this traffic 
load is the total load of the network. 

Probability-Allocating Phase. According to the process described above, the nodes 
with the same level may afford different traffic load because the number of their 
downstream nodes is different. So we need a feedback process to adjust the traffic 
load. One node will tell its traffic load to all of its downstream-neighbors. After 
receiving the traffic load from all of its upstream nodes, one node will redistribute its 
traffic load to these nodes according to equation 1 and 3 described in the above 
section. 

In fact, one node can know its parents' load by intercepting the message 
broadcasted by their parents to the upstreaming nodes in load announcing phase. It 
can greatly reduce the packets transferred and save energy. 

The load announcing phase and probability allocating phase will be executed 
recursively. As these two phases can improve load balance every time they are 
executed, it can acquire much higher degree of load balance in a few running times. 

3.3   DLBT Maintenance 

The sensor network topology may change over time. Nodes may fail, and new nodes 
may be added to the network. Some adjustments are needed to keep load balance 
when either of these events happens. 

When a new node comes into the network area, it would find the nodes with 
minimum hop in its communication range and send a "parent choosing" message to 
inform them. The nodes which are chosen as new parents will recount both its load 
and the forwarding probability according to equation 3. Then it will reply to its new 
child with that forwarding probability. 

If a node cannot communicate with one of its parent node for a certain period of 
time, it will mark the parent node invalid. In this case, node will recompute the 
division of its load to the rest of its parent nodes and tell them the new load. The 
nodes which receive a new load announcement will recompute its load recursively. 
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4   Simulation 

We evaluate the load balance performance of Dynamic Load-balanced tree and 
compare it with the shortest path tree (SPT). We use Chebyshev Sum Inequality as the 
criteria of load balance. This criterion has been introduced and used in [1]. The 
definition of the Chebyshev Sum Inequality is as follows: for all a⊆CN and b⊆CN, 
where 
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Define Wki be the load of the ith node in level k, we can form a vector Wk = 
{Wk1,Wk2,Wk3, … ,Wkn} to present the load of each node in level k. To evaluate the 
load balance among different nodes in the same level, let a=b=w, in this case, the 
inequality will become: 
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With equality if and only if Wb1=Wb2=…=Wbk Then the balance factor used in the 
simulation is as follows: 
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We compare the performance of our algorithm with SPT within the homo-leveled 
nodes. In SPT, each node chooses one of its neighbors who have the shortest path to 
the base station. In fact, just like we have mentioned above, there may exist more than 
one node with shortest path to the base station, we choose one of them randomly to 
break the tie. 

We use a randomly deployed network to evaluate the algorithms. We aim to check 
the degree of load balance with certain level nodes in the network. The number of 
nodes is up to 20. Figure 4 and Figure 5 access the balance factor of routing tree as a 
function of number of nodes within the same level. In the average case shown in 
Figure 4, our algorithm can achieve a great level of load balance when just execute 
one time. In the worst case shown in Figure 5, our algorithm is slightly better and 
smooth than SPT when runtime equals to one, and the degree of load balance 
increases as the runtime increases. 
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Fig. 4. Average Performance in a randomly 
generated network 
 

Fig. 5. Worst Performance in a randomly 
generated networkIn 

  

Fig. 6. Average Performance in a sharply 
uneven-loaded network 
 

Fig. 7. Worst Performance in a sharply 
uneven-loaded network 
 

 

Fig. 8. Improvement of load balance vs. execution times 

In Figure 6 and Figure 7, we construct an unevenly-loaded network where we 
randomly assign 3 nodes with a much heavier load than others. In Figure 6, we can 
see that our algorithm can exalt load balance even if execute only one time, and can 
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achieve much higher load balance as runtime increasing. Even in the worst case 
shown in Figure 7, our algorithm can still achieve load balance after 16 times of 
execution. 

In Figure 8, we measure the relation between the balance factors and execute times 
in a randomly generated network with 20 nodes. We can see that the load balance will 
be enhanced greatly when only executed 2 times. 

5   Conclusion 

In this paper, we provide a load balancing routing mechanism for wireless sensor 
networks. Our load balancing mechanism is suitable for the network architecture with 
multiple data source and single base station. By using multiple parent node 
candidates, our mechanism can distribute load dynamically according to the traffic 
burden of the parent node candidates. Our mechanism avoids the extension of transfer 
path while providing load balance among homo-leveled nodes. Our load balancing 
algorithm can be executed recursively to achieve higher degree of load balance and 
increase the load balance compared with shortest path tree in a randomly deployed 
network. 
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Abstract. Location information in Mobile Ad Hoc Networks (MANETs) 
provides efficiency to uni-cast and multi-cast algorithms. This paper proposes a 
new location update algorithm called PLU. The essence of PLU lies in the 
integration of location prediction and one-hop broadcasting of location update 
packets. The full PLU algorithm and its associated data structure are described 
in the paper. The simulation results have shown an improved performance of 
PLU thanks to its newly introduced type of updates where location prediction is 
applied to reduce the number of packets or bytes transmitted for location update 
purpose whereas keeping a high accuracy level of location information. 

1   Background and Motivation 

Mobile ad-hoc networks (MANETs) consist of a set of wireless mobile nodes that 
cooperatively form a network without a fixed infrastructure. In such a wireless 
network, a message sent by a node usually reaches all its neighbouring nodes that are 
located within the transmission radius of the sender. Because of the limited 
transmission radius, the routes between the original sender node and the intended final 
receiver node normally consist of several hops. As such, each node in a MANET also 
serves as a router to route information between neighbours, thus contributing to the 
end-to-end message delivery across the whole network. Routing plays a critical part in 
the practical success of any MANET. Many routing protocols have been proposed for 
MANETs, and a comprehensive review of these protocols can be found in [1].  

Recently, more and more researchers in MANET community realized the 
importance of location information of nodes in MANET routing and some location-
aided routing algorithms were put forward, such as Location-Aided Routing (LRA) 
[2], the Distance Routing Effect Algorithms for Mobility (DREAM) [3], and the 
Geographical Routing Algorithm (GRA), amongst others. I. Stojmenovic gave a well-
summarized survey of most of the typical location-based routing algorithms in ad-hoc 
networks [4]. It is believed that the advantages of using location information outweigh 
the additional cost [5]. This is further justified by the increasing availability of small, 
inexpensive low-power GPS receivers and techniques for finding relative coordinates 
based on signal strengths. Given the fact that location information of nodes can be 
obtained using whatever way, the next step is how to utilize them effectively and 
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efficiently to benefit the routing in MANETs. This is typically what the location 
information service (LIS) is supposed to do. Actually knowing other nodes’ location 
information is also useful, and sometimes vital, in some cases other than routing, such 
as life rescue, movement decision making in war field, etc.  

The essence of a location information service is its location update scheme. The 
ultimate goal of any LIS is to reduce the number of location update packets (LUP) or 
bytes (as overhead) transmitted across the MANET for the maintenance of LIS 
whereas keeping as high as possible the accuracy level of location information. To 
this end, many location update schemas are proposed in the current literature.  

The simplest location update scheme is location information flooding where each 
node broadcasts its own location information in a flooding way on a periodic basis. A 
location table, containing nodes’ location information received by the node, is 
maintained in every node in the network. Flooding causes massive transmission of 
redundant messages and consequently collisions, and usually is not an ideal solution 
for location information updating. So a number of improved location information 
service algorithms were proposed. 

The location information service utilized in the DREAM routing protocol [3], 
referred to as DREAM Location Service (DLS) here, takes into consideration the 
distance factor when sending location updating packets. In DLS, if the distance of two 
nodes is further away then less updates are produced – this is because faraway nodes 
appear to move more slowly than nearby nodes. DLS classifies the whole nodes in a 
network into two types: nearby nodes and faraway nodes. Each mobile node in the 
MANET transmits an LUP to nearby nodes at a given rate and to faraway nodes at 
another lower rate. By reducing the frequency of sending location updating packets to 
faraway nodes, the overall DLS overhead is reduced.  

T. Camp et al. discussed in [6] another LIS algorithm named Simple Location 
Service (SLS). SLS also transmits LUP to its neighbours at a give rate. The difference 
between SLS and DLS lies in the type of information exchanged and the distance the 
information is propagated. Specifically, SLS transmits table containing multiple 
nodes’ locations to neighbours and then neighbours will carry out some processing 
before the next hop transmission; whereas DLS transmits only the sending node’s 
location to its neighbours and then immediately to other nodes via neighbour. Our LIS 
algorithm proposed in this paper, called PLU (short for Prediction-based Location 
Updating), also utilizes the table transmission idea as that in SLS but is also different 
in terms of the content of the table entry, updating strategy, etc. In the same paper [6], 
T. Camp et al. also presented another LIS algorithm called Reactive Location Service 
(RLS). RLS is similar to LAR [2] but has a comprehensive mechanism to support 
location inquiry. In some research work, nodes as location servers were proposed to 
maintain location information of some other nodes in a MANET. A typical example of 
this kind is Grid Location Service (GLS).  

One common aspect of all these abovementioned algorithms is that none of them 
beard the idea of prediction. A proper prediction of node’s current location based on 
its previous location and movement model has the potential to significantly reduce the 
number of location update packets (and the computation is far more energy-economic 
than transmission). [7] realized the importance of location prediction in location 
information system and routing and applied it for efficient QoS routing in MANETs. 
Later on, similar location prediction mechanism appeared in Agarwal, et al’s work 
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[8]. However, we think the prediction effort made in [8] was undermined to some 
extent by its adoption of a simple flooding algorithm for location information 
updating. Inspired by the prediction effort made in [7] and [8], this paper exploits the 
integration of location prediction with a one-hop broadcasting algorithm. The proper 
cooperation and better-off balance between location prediction and location update 
constitute one of the important investigation of this paper.  

Based on the above discussion, Section 2 details our location information service 
algorithm PLU, which is followed by simulation environment and parameter design in 
Section 3 and simulation result analysis and discussion in Section 4. The last section, 
Section 5, concludes the paper. 

2   PLU Algorithm 

The PLU algorithm proposed in this paper aims to reduce the amount of location 
update packets by limiting the update transmission to those node entries in location 
update table that satisfy certain criteria. In the criteria there is a need to know the 
current location of other nodes, and this is carried out by prediction.  

2.1  PLU Location Prediction Scheme 

We assume that a uniform velocity linear movement model is adopted for each node 
in the MANET during the period between two location updates. Then based on the 

most recent previous location ( 1x , 1y ) of a node at the time point 1t , the current 

location ( 2x , 2y ) of the node at the time point 2t  can be predicted by using the 

following formulas: 

     θcos)( 1212 ⋅−⋅+= ttvxx                (1) 

     θsin)( 1212 ⋅−⋅+= ttvyy                 (2) 
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Fig. 1. Node Positions & Movement 
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As depicted in Fig. 1, it is assumed that the node moves at a velocity of v   with 

movement direction being angle θ  to x axis. Velocity v   and angle θ  can be 
calculated by using the Pythagoras’ theorem via the following formulas:  
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where ( x , y ) and ( 'x , 'y ) are the locations of the node at the time point t  and 't  

respectively.  

2.2  Data Structure Used in the PLU Algorithm 

The PLU algorithm is a kind of location update scheme where each node in the 
network sends out Location Update Packets (LUP) to its neighbours (i.e., nodes 
within its transmission radius) on a periodical basis. The format of LUP is depicted in 
Fig. 2. Here a Resource_Information field is reserved for future use in cases where 
resource information is needed. For instance, this field could contain the current 
power level of the node identified by NodeID, which are useful in power-sensitive 
algorithms. To reduce the performance compromise to be potentially introduced by 
this field, a minimum one byte length is assigned to this field whose value is fixed to 
“nil” in the current PLU algorithm. It could be easily relaxed to contain any resource-
related information of variable length in the future. 

NodeID Location_Information Resource_Information Timestamp

x-coordinate y-coordinate speed direction
 

Fig. 2. Location Update Packet Format 

As shown in Fig. 2, LUP is employed to propagate node (as identified by NodeID 
field)’s location information at the time point indicated by Timestamp field. In a LUP 
packet, the location information includes not only the geometric coordinates (x-
coordinate and y-coordinate) but also the speed and the direction of the movement. 
Be noted that the speed and the moving direction of any individual node may change 



696 J. Shen, K. Yang, and S. Zhong 

 

as time goes along, so the speed and direction values in LUP reflect only the status at 
a given time (i.e. Timestamp). Both speed and direction are calculated by the sender 
itself, who is capable of knowing its coordinates at any time point, by using the 
formula (3) and (4) respectively.  

The presence of speed and direction fields in LUPs enables the PLU to predict  the 
current location of other nodes using formula (1) and (2). It enables the PLU to decide 
if the difference of location information which will be described in later satisfies 
certain criteria. 

In order to implement the PLU algorithm, the following two tables are maintained 
at each node: location update table and transmitted information table. 

Location Update Table (LUT) contains all the fields packed in LUPs, i.e., NodeID, 
x-coordinate, y-coordinate, speed, direction, empty Resource_Information, 
Timestamp, plus a new status field called New indicating the readiness of this piece of 
location information to be checked for transmission to other nodes (1 means ready to 
be checked for possible sending and 0 means the opposite). Upon the receipt of a 
LUP, the receiving node invokes an procedure called locationTableUpdate() to update 
its local LUT.  
 
procedure locationTableUpdate (LUP lup) { 
  while (lup has more node information) do { 
    nodeNewInfo = getNextNodeInfo(lup); 

    if (nodeNewInfo.NodeID ∉ LUT.nodeList) then {  
      newNode = LUT.addRow(nodeNewInfo); 
      newNode.New = 1;  
    } else { 
      existingNode = LUT.getRow(nodeNewInfo.NodeID);  
      if (existingNode.TimeStamp < nodeNewInfo.TimeStamp) then {  
        updatedNode = LUT.updateRow(nodeNewInfo);  
        updateNode.New = 1; // newer info needs to be propagated  } } } } 
 

Every node in the network has its own location information written in its LUT as 
well, which is updated periodically by the node itself. If the difference between the 
new location information and the previous one is different sufficiently enough, the 
New field of this local node is set as well. 

Transmitted Information Table (TrIT) contains exactly the same fields as LUPs, 
i.e., NodeID, x-coordinate, y-coordinate, speed, dire1ction, Resource_Information, 
Timestamp. TrIT in a node is updated every time a new LUP is broadcasted by this 
node. Basically it contains all the node location information that has been broadcasted 
to other nodes. In other words, the neighbouring nodes should at least know the 
information stored in the TrIT. TrIT represents the view of other nodes to the locations 
of these nodes in the TrIT table as this location information is the information 
received and kept by other nodes.  

As such, two views, as represented by two tables respectively, are maintained in 
each node a: the local node a’s view to other nodes’ location information as 
represented by LUT (here we call it myView) and the view of other nodes to the 
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location of the same set of nodes as represented by TrIT (here we called it 
othersView). These two views are used by the location update algorithm PLU to check 
if there is a node location difference between these two views. If the difference is 
significant enough, a location update is generated by PLU. Intuitively, this mechanism 
reduces the number of LUPs in PLU by imposing a more constrained location 
updating criterion. 

2.3   PLU Algorithm Description 

PLU is a location updating algorithm that involves the following two stages. 
Stage-1 is to carry out normal location update. The updates at this stage are 

generated by PLU on a periodical basis with a variable interval Interval1. Obviously, 
it is hoped that the bigger the node’s transmission range (

transRange ) is the longer the 

Interval1 is and at the same time the faster the node is moving the shorter this interval 
is. As such, a similar approach to that employed in [6] is adopted to decide the 
Interval1, as being calculated using the following formula: 

avg

trans

v

Range
Interval

×
=

α1
         (5) 

where avgv  is the average speed of the node and α  is a scaling factor. In this stage, 
all the entries whose New field is set are packed into LUP packet(s) and broadcasted 
but at a relatively longer interval. This longer interval, while reducing the number of 
LUP packets, may lead to a situation where large changes in node location might not 
be able to be propagated quickly enough. To avoid this situation, PLU involves in 
another stage – stage-2.   

In Stage-2, location update is triggered when there is a considerable change in the 
node’s location (here location means coordinates) but the time for triggering stage-1 
update has not arrived yet. Stage-2 update periodically predicts, by using the 
prediction formulas (1) and (2) given above, the current location of each node existing 
in the LUT table by calculating separately its entry in both LUT table and TrIT table. 
If the difference of the two calculations is greater than a given threshold, which means 
a quite different understanding of a certain node’s location between the node and 
other nodes, then the node will broadcast this new change (as stored in the node’s 
LUT table) to its neighbours immediately via LUP packet.  

Stage-2 updates are triggered periodically at an interval (Interval2) shorter than 
Interval1 so as to propagate bigger changes in a quicker manner than the normal 
location updates (i.e. stage-1 updates). Typically Interval2 = Interval1/3. The 
introduction of stage-2 updates contributes to the high performance of PLU while 
keeping a fairly low average location error, as to be shown in the simulation results 
later. 

In PLU, all updates are transmitted using LUP(s) of variable length. The more the 
number of pieces of node information to be broadcasted the longer the LUP length. 
Given the data structure of LUP packet, the structure of LUT table and the structure 
of TrIT table, and the two stages of location updates, the PLU algorithm is described 
as follows: 
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procedure PLU (LUT lut, TrIT trit) { 
  specify the value of Interval1 , Interval2; 
  if (Interval1 timeouts) then { //stage 1 
    create an instance of LUP called lup1; 
    for (each entry entry_lut in lut whose New field is 1) do { 
      append the content of entry_lut into lup1; 
      update the peer entry in trit using the content of 
entry_lut; 
      reset the New field of entry_lut; } 
    broadcast(lup1); } 
  if (Interval2 timeouts) then {  // stage 2 
    create an instance of LUP called lup2; 
    for (each entry entry_lut in lut ) do { 
     entry_trit = the entry of the same node as entry_lut in 
trit; 
     x_predicted_lut = formula1(entry_lut.x); 
     y_predicted_lut = formula2(entry_lut.y); 
     x_predicted_trit = formula1(entry_trit.x); 
     y_predicted_trit = formula2(entry_trit.y); 
     if (|x_predicted_lut – x_predicted_trit| > 
X_CHANGE_THRESHOLD) or (|y_predicted_lut – y_predicted_trit 
|>Y_CHANGE_THRESHOLD) then { 
       append the content of entry_lut into lup2; 
       update entry_trit using entry_lut; 
       reset the New field of entry_lut; } } 

broadcast(lup2); } }  // |x| means the non-negative value of x. 
 

What the PLU procedure does is to trigger different type of update according to 
the type of interval that timeouts.  

3   Simulation Environment and Algorithm Parameters 

To maintain the compatibility of different location updating algorithms, a similar 
simulation environment to that employed in [6] is adopted in this paper. The 
performance of each algorithm was tested using network simulator ns-2 (extended by 
the wireless protocol stack model developed at CMU [9]) in a network of 50 mobile 
nodes, each having a transmission range of 100m and 2Mbps IEEE802.11 as MAC 
layer. The simulation area is 300m*600m.  Random waypoint is utilized to model 
node mobility, where a constant pause time of 10s is employed. Movement scenarios 
were generated by using movement-connection program ./setdest provided by ns-2. 
For each mobility speed, 10 simulation trials were generated and the average was 
used as the final result. 

In our simulation test, LUP packet generation was started from 1000th second 
onwards rather than from the start of the simulation process. This is to avoid the big 
vibration in average number of neighbours that occurs usually during the first 600 
seconds of the simulation process as pointed out by [10]. To avoid neighbour nodes 
sending LUPs at same time (and thus causing data collision), a random jitter was 
added before every transmission. 
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The following location information service algorithms were implemented for 
comparison: simple flooding, DLS, SLS, PLU, each representing a type of LIS as 
discussed in Section 1. This section discusses about the specific value for each 
parameter used in each algorithm. 

In simple flooding, every node generates a location update packet which is flooded 
into the network after a constant interval. In our simulation, this interval was set to 13 
seconds. And the location update packet here includes only the coordinates and the 
corresponding sampling time of one node, i.e., the send node itself. 

In DLS, the transmission interval for nearby LUPs was set to be calculated by 
using formula (5) in Section 2 where α  was set to 4, and transRange  was 100m. 

Nearby nodes were specified as one-hop neighbours. The transmission interval for 
faraway LUPs is 13 times the nearby interval, i.e., one faraway LUP was broadcasted 
after 13 nearby LUPs broadcasts, but no longer than 23s. Similar to the simple 
flooding, the LUP here includes only the coordinates and the corresponding 
timestamp of one single node – sending node. 

In SLS, the transmission interval was calculated also using formula (5) where α  
was 4 and transRange  was100m. Nodes broadcasted LUPs in every calculated interval 

if the interval value was smaller than 13s or in every 13s if the interval was longer 
than 13s. LUP in SLS includes the coordinates and their corresponding sampling time 
of more than one node. 

As to PLU, Interval1 was calculated using formula (5) where transRange  stayed the 

same (i.e., 100m) but α  was set to 8/3. That is to say, the stage-1 update interval is 
bigger than the interval employed by SLS. As mentioned in PLU algorithm 
description in Section 3, Interval2 = Interval1/3. The other threshold values used in 
PLU were as follows: X_CHANGE_THRESHOLD = Y_CHANGE_THRESHOLD = 6m. 
In order to test the average location error, the real locations of nodes (as generated by 
ns-2) and the location information predicted were recorded every 2 seconds. The 
differences between these two sets of values indicate the degree of location errors.  

4   Simulation Results and Analysis 

The above five LIS algorithms were evaluated in two aspects: 1) performance in 
terms of the average location errors caused by the node mobility, and 2) overhead in 
terms of both the number of location updating packets broadcasted and the number of 
byte broadcasted for LIS purpose during the simulation period. 

Fig. 3 shows the average location error (in meters) of the protocols versus node’s 
speed. It was observed that SLS introduced the largest location errors whereas in most 
cases (apart from the very beginning) PLU had the smallest average location errors. 
The average location error increased linearly in flooding and DLS because nodes 
generated updates (to DLS this means faraway update) at a constant interval. The 
accuracy of node’s location information in DLS and SLS was worse than flooding; 
this is because most of their LUPs only transmitted to their neighbours. As speed 
increased, the update interval became shorter in SLS and PLU, which means more 
LUPs being transmitted and consequently increased location accuracy. Thanks to the 
prediction mechanism, PLU showed positive evidence in better location accuracy in 
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comparison with the other protocols. When nodes move in low speed (lower than 5 
m/s) update interval in PLU is larger. The less frequency in location updating leads to 
a bigger average location error as shown in Fig. 3. Fig. 3 demonstrated that PLU can 
provide constantly good location accuracy when the nodes are moving at a higher 
speed (regardless how high the speed is). 
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Fig. 3. Average Location Error vs. Node Speed Fig. 4. Histogram of Location Error Distri 
bution 

A close evaluation of the location error for each protocol is depicted in Fig. 4, 
which shows a histogram of the location error introduced by each protocol when 
maximum average speed is 10 m/sec. It is observed that in PLU, the percentages of 
location errors less than 10m are higher than 95% and this is much larger than those 
of the other location services. This picture also illustrates that almost all the location 
error of PLU is within 30m. 
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Fig. 5. LUP Packet Overhead vs. Node Speed Fig. 6. LUP Byte Overhead vs. Node Speed 

Fig. 5 illustrated the packet overhead versus node speed for each algorithm. 
Theoretically, in flooding the number of LUP packets broadcasted during every 
update interval equals to n2 (n is the number of nodes in the network). As shown in 
Fig. 5, flooding uses the most significant amount of packets. The faraway LUPs in 
DLS also use flooding scheme, so its packets number is just next less than flooding, 
but still more than the others. SLS and PLU consume fewer packets due to their one-
hop broadcast feature.  Given the same location information update interval, PLU 
uses more LUP packets than SLS because they introduce an extra kind of update. 

Fig. 6 describes the byte overhead versus node speed. The byte overhead represents 
the network bandwidth requirement. The simulation result shown here counted only 
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these bytes transmitted by routing layer. Actually, an increase in transmitted packet 
number at network layer means a corresponding increase in number of bytes 
transmitted at link layer. In flooding and DLS, LUP contains only coordinates and 
timestamp of one single node (i.e., the sending node) so the length of LUP is constant. 
As a result, the byte number keeps scale with the transmitted packet number. PLU 
consumes less byte than SLS does. The byte number overhead for SLS and PLU 
increases when mobile node moves more quickly; this is because these protocols 
transmit LUPs more frequently when the average speed gets bigger.  

5   Conclusion  

This paper proposed and evaluated (via simulation) a new location update algorithm 
called PLU for mobile ad hoc networks. Its high performance comes from the 
introduction of location prediction and a more constrained one-hop broadcast 
transmission strategy. Stage-2 updates were introduced into PLU. As a complement to 
the main location update scheme (stage-1 update), this stage increases PLU’s 
adaptability to the big and quick change of node locations.  

Overall speaking, PLU provides improved overall performance (esp. in terms of 
the average location errors) than other typical protocols evaluated. Our future work is 
to apply PLU on location aided routing protocols and based on the feedback to carry 
out further evaluation and improvement.  
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Abstract. Power-saving is a major topic in mobile network research.
MAC and network level power-saving schemes can be divided into two
categories. One is power management, which tries to put as many idle
stations into sleep mode as possible. The other is power control, whose
goal is to minimize the transmission power by reducing the transmitting
range. However, the two catagories of schemes do not take advantage
of each other. In this paper, we propose an algorithm which integrates
and balances both of the two approaches to get maximal power conser-
vation, and closely combines power-saving and routing in the wireless ad
hoc networks. Using power consumption figures measured and reported
by other researchers, a simulation of power control, power management
and the proposed combined algorithms has been set up and results are
presented.

1 Introduction

With the popularization of small computing devices such as PDA and laptop
computers, mobile computing has gained a lot of interests since the turn of
the century. Mobile networks present many new challenges, such as security con-
cerns, higher error rate due to open medium which is more prone to interferences,
and energy conservation issues... Among these challenges, power-saving is one
of the most acute issues. It has long been proved that the transceiver takes at
least half of the power consumed by the whole IEEE 802.11 network interface
[1,2]. However, Because working in a totally distributed manner, power conser-
vation proves to be a very tough problem in mobile ad hoc networks (MANET).
Besides improving technologies on electronic design and implementation of the
RF amplifier, a lot of research has been done in devising algorithms to control
transceivers more efficiently to conserve energy. Those algorithms can be divided
into two categories. The first category is called power management, which is to
shut down the node’s transceiver and put it into sleep mode for some period
when it appears to be idle. The major challenge for power management is how

X. Lu and W. Zhao (Eds.): ICCNMC 2005, LNCS 3619, pp. 702–711, 2005.
c© Springer-Verlag Berlin Heidelberg 2005
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to keep a station in sleep mode as long as possible while wake it up as soon
as it has incoming traffic. IEEE 802.11 standard adopts power management for
energy conservation[3]. Many other power-saving schemes attacking the problem
using power control belong to the second category. The idea behind it is to ad-
just transmission power dynamically so that only the minimal power required is
used by the RF amplifier. Because of the dynamic of the network topology, how
to efficiently find that minimal power level becomes the main problem here.

It is well-known that the transmission power needed to deliver a packet from
node A to node B, EAB , is an exponential function of the distance between
the two nodes, distAB , i.e. EAB = β × distγAB with γ > 1 as the path-loss
exponent, which depends on the RF environment, and is generally between 2
and 4 for indoor situations [4]. This usually causes a power control algorithm to
pick a path with multiple short hops over a long transmission for better energy
conservation. However, both lab test [5] and manufacturer’s specifications [6,7]
show that receiving and idle states consume considerable amount of energy as
well. In Table 1, we compile the energy specifications from a couple typical mar-
ket leaders’ products (Short antenna type II extended PCMCIA IEEE 802.11b
wireless LAN card by Agere Systems and Cisco Aironet 350 series wireless LAN
adapter by Cisco Systems), plus the lab measurement reported in [5] (a Lucent
WaveLAN card was measured). We can see that even receiving and idle still
take about 55% to 70% of the energy used during transmitting. So even when
transmission distance, distAB , approaches zero, the energy consumption, EAB ,
should not approaches zero as indicated by function above. For senders, a better
approximation on the power consumption at the network interface for transfer-
ring a packet from node A to node B should be EAB = PIdle +β×distγAB (since
receiving power does not change with the transmission distance, the receiver’s
power consumption remains at PRecv and is not the focus of this paper). On the
other hand, the power consumption in the sleep mode is in a different order of
magnitude as in active mode. It only needs 1/30 of the peak power usage. So it is
desirable to combine power control schemes with power management to take the
power consumed in receiving and waiting by relaying stations into consideration
when choosing a path with optimal transmit power.

This paper focuses on closely integrating power control with IEEE 802.11
power management to maximize energy conservation in a realistic setting. Power
management and power control deal with two different aspects of power-saving,

Table 1. WLAN card power consumption comparison

Specification Measurement

Agere Cisco Lucent

Sleep mode 9mA 15mA 10mA
Idle n/a n/a 156mA

Receive 185mA 270mA 190mA
Transmit 285mA 450mA 284mA

Input Voltage 5V 5V 4.74V
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and in most of situations, the optimal conditions which they are seeking conflict
with each other. For example, to set up a path from node A to node E, a power
management algorithm picks the simple path ACE to get as fewer stations
involved as possible. At the same time, a power control algorithm selects nodes
B, C and D as intermediate nodes so that short transmissions can be used.
The shorter the transmission along the path, the more stations get involved in
relaying the traffic. So the two power-saving schemes will not integrate naturally.
This paper proposes an algorithm combining and balancing the two different
approaches to take advantages from both. From the simulation results, we can
see the proposed algorithm successfully achieves that goal.

After this introduction, we will discuss related works in Sect. 2 before pre-
senting the proposed algorithm in Sect. 3. Then, in Sect. 4, simulation results
are presented. Finally, we conclude the paper with a short summary and some
discussions in Sect. 5.

2 Related Work

Many works have been done on power management for wireless ad hoc networks.
First of all, IEEE 802.11 standard adopts a power management scheme for its ad
hoc mode [3]. Time is divided into slots. At the beginning of each slot, there is a
special period called Announcement Traffic Indication Message (ATIM) window
when all stations stay awake to decide which have data to exchange in the
upcoming slot and which don’t. Those who do not involve in data traffic go to
sleep or power-saving (PS) mode to conserve energy. In the sleep mode, most
components of the WLAN interface including transceiver are turned off, so the
power consumption of this mode is extremely low. However, as pointed out in
[8], IEEE 802.11 standard doesn’t take multihop scenarios into consideration.
So most of the power management research try to solve the problems arisen in
a multihop environment (mainly synchronization problem) [9,10], and they all
assume stations throughout the system always use the same or full power to
transmit.

A routing algorithm with a goal of energy conservation using power control
is given in [11]. For each pair of neighbors, transmission power required for a
successful delivery is tracked based on the distance between them and a two-ray
propagation model. This power is then used as the weight of the link to partici-
pate in path selection and redirection. Stations overhear ongoing transmissions
and calculate if it is better to redirect some transmission through themselves.
If it is better to redirect, this station sends a redirecting message, and in the
next slot, the path going through it will replace the old one. However, the au-
thors have not considered any power management procedure. The overhearing
and redirecting result multiple short hops to replace a long path in which more
intermediate stations are involved in relaying packets.

In [1], the authors study the effects of transmission power/range on the energy
per bit successfully transmitted and on the network capacity. The simulations
show energy conservation improving as transmission range reducing. However,
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those simulations are done without any power management implemented. The
authors also find that reducing transmission power has a reverse effect on network
capacity, even though smaller transmission range means less multiple access
collision which should introduce a capacity gain. It turns out that this capacity
reduction is caused by the increased number of hops/transmissions per packet.

Another group of power-aware routing schemes use cluster-based approach
[12,13]. These schemes create a hierarchical structure in the system, and use only
a subset of the stations to handle the relaying of the traffic. They work well in a
network where some nodes are more resourceful than others in terms of comput-
ing and power. However, since we consider a general wireless ad hoc network in
this paper, even though stations could be heterogeneous, the randomness usually
inherited in this kind of networks still leads us to take a non-clustered, pure ad
hoc approach.

Many proposed power-aware routing algorithms also take advantage of the
information about station’s battery capacity and/or remaining power [14,15,16].
In this paper, we do not take those information into account. However, as dis-
cussed in Sect. 5, we can easily adopt it into the proposed algorithm.

3 Combining Power Control and Power Management in
Multi-hop Ad Hoc Networks

In this section, we are going to propose a power-saving scheme which combines
both IEEE 802.11 power management and dynamic transmission power control.

In IEEE 802.11 standard, at the beginning of each slots, all stations must
stay awake to exchange control packets announcing pending data packets. Those
control packets work as a hand-shaking mechanism for the senders and receivers.
Those stations which succeed in their hand-shaking process remain awake for
data transmission, while the rest go to PS mode until the next slot. From Table 1,
we can see that PS mode saves power much more significantly than reducing
transmission power. So in the proposed algorithm, the priority is given to power
management procedure, i.e., only those stations which stay active according
to the power management procedure will try to further conserve energy using
power control. Also, for example, a transmission from O to C which is in the
transmission range of O, it will be a direct one-hop transfer. Although there is
another node A inside O’s range, and the fact that EOA + EAC < EOC makes
point A a good relaying candidate according to power control algorithms, to
avoid delay and congestion inspired by relaying, a direct link is preferred over
multi-hop link when available.

When a direct link is unavailable, i.e., a multihop transmission is inevitable,
the source node will try to find the next-hop node according to the local in-
formation that it has at that time. We do not use the overhearing-redirecting
scheme presented in [11] for several reasons:

– Overhearing-redirecting scheme is based on a system without power man-
agement. However, in a system with power management, the active neighbor



706 M. Liu, M.T. Liu, and D.Q. Liu

nodes are different and unpredictable from slot to slot. So the overhearing
node might not participate in transmission at all (in PS) in the next slot.

– Overhearing-redirecting scheme use many packet exchanges for updating
routing information. As pointed out in [1,5], these extra control packet ex-
changes are not good for conserving energy. So in the proposed scheme, it is
sender’s responsibility to pick the next-hop nodes among its neighbors.

– It takes multiple rounds to converge to an energy efficient route in [11]. This
not only takes time but also requires each node to maintain a routing table.
In an environment where node mobility is high or packet exchanges are short
and sporadic, this convergence time may become too much a price to pay.

For any active neighbor N of sender O, the one can reach destination E with
the minimal transmission power shall be selected as the next-hop node from O
to E, i.e., find N which satisfies

min

{
EON + ENN1 +

h−1∑
i=1

ENiNi+1 + ENhE |N ∈ N s
A (O)

}
where EON is the transmission power needed for transferring a packet from O to
N,N1, N2, N3, . . . , Nh represent intermediate nodes in the path from the next-
hop node N to final destination E, and N s

A(O) denotes the active neighbor set of
node O in slot s. However, the active neighbor set of a node changes in each slot,
it is impossible to find a pre-defined route from O to E. A route has to be decided
hop by hop on the fly. This has two implications on route selection. First, the
route is not strictly optimal based on energy consumption, since it is impossible
to find a shortest path in a graph which keeps changing. Second, the selection
of next-hop N has to be based on estimation. The power needed for a direct
transmission from N to E1, ENE , is used in place of the transmission energy of
a path from N to E (ENN1 +

∑h−1
i=1 ENiNi+1 +ENhE). This is a tradeoff to reduce

the complexity of the algorithm and make it rely only on local information.
As mentioned above, in order to avoid wasting energy on small control packets

like route update packets, next-hop node is chosen by the sender using local
information only. This might represent an extra computational burden to the
sender, especially in a dense system. So we try to reduce the number of neighbors
the sender has to consider when finding the optimal next-hop node. Go back to
the relationship of transmission power and range given in Sect. 1, for γ = 2,
the next-hop nodes should be those satisfy dist2ON + dist2NE < dist2OE . From
basic geometric knowledge, those candidate nodes are in the intersection of the
transmission range of O and a circle centered at E with distEO as radius. By
only considering the neighbors falling in this region for the next-hop candidate,
computations of the senders can be reduced. For higher γ value, the candidate
region should be bigger than this, but it won’t be significantly larger.

Summarize the points we have talked above, the proposed algorithm is de-
scribed in Fig. 1.
1 Even if transmission range prevents such a direct transfer between N and E, we

approximate it by still using the function of power and transmission distance with
distNE as if it were a direct transmission.



Combining Power Management and Power Control 707

for each slot
for each node O which has pending traffic
Mark current node as active node
if the destination D is one of the neighbors then
Choose destination as next-hop node, mark it active and send TIM packet

else
for each active node N in the neighbor
if d2

ON + d2
ND < d2

OD then
Find the N which gives the smallest d2

ON + d2
ND and pick it as next-hop node, mark

active, send TIM packet
if couldn’t find next-hop node among active neighbors then
for the rest of the neighbor N
if d2

ON + d2
ND < d2

OD then
Find the N which gives the smallest d2

ON + d2
ND and pick it as next-hop node, mark

active, send TIM packet

Fig. 1. Proposed power-saving algorithm

4 Simulations and Results

In this section, simulations2 are done to demonstrate the efficiency of the pro-
posed algorithm compared with power management algorithm by IEEE 802.11
and a power control algorithm. The simulations show the algorithm works well
and take the advantages of both power management and power control. Let’s
take a detailed look of the simulations and have a discussion about the results.

In each simulation, 200 stations with a transmitting range of 30 are evenly
distributed in a square area of 100 by 100. Node movement is not considered in
this paper since we think how the scheme handles the mobility relies on the rout-
ing scheme rather than the power-saving functions. Random traffic composed of
one packet or a burst of packets that enough to be filled in a slot per transmission
is used, and all algorithms use the same traffic in order to make comparisons
more precise. Also, to highlight the effect of different power-saving schemes and
make result analysis easier, the simulation does not include MAC functions like
contention avoidance and error control. It is assumed that all packets stored in
each station will be delivered successfully to the next-hop stations by the end of
each slot. As described in Sect. 2, we use a special ATIM window in the power
management algorithm for transferring paging packets to let the receiver know it
has pending packets, and the nodes which have not received any such packet, nor
have any outgoing packets will go to sleep mode until the next beacon interval.
For multihop routing, a globally optimized hop-count-based SPF routing is used.
The power control algorithm routes with a globally SPF routing using the square
of the distance of the link as link weight, and use a reduced transmission power
according to the how far the receiver is. Even in this power control algorithm,
we put nodes which are not participating sending, receiving, or relaying packets
into sleep mode to save energy. The combined algorithm follows the description

2 The current version of popular network simulator, ns-2, supports neither power
management nor power control, so we decide to write our own simulation program
rather than modifying ns-2.
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Fig. 2. Comparison of the number of active stations involved in traffic

in Sect. 3 using a reduced transmission power and a local routing scheme taking
power management into consideration.

Because power control scheme prefers multiple short hops over single long
one, it will have more stations involved in transmitting/forwarding than the
power management, and we can see this clearly in Fig. 2 which counts the num-
ber of nodes involved in traffic for different schemes. The numbers shown in
this figure is the sum of active stations count in each slot throughout our sim-
ulation interval. Since the combined algorithm always tries to route packets to
an already active node, it performs even a little bit better than power man-
agement algorithm, especially when the traffic is heavy. However, since power
management scheme uses a globally optimized hop-based SPF routing, the im-
provement brought by the combined algorithm is very limited. In the real world,
because globally optimized routing is hardly achievable, the power management
algorithms will have worse performance than presented here.

Another advantage of power management scheme over power control is less
hops for each packet to get to the destination. Figure 3 shows the average hops
per packet. We can see the proposed scheme shows a performance close to power
management scheme which represents the lower bound on the hop count. Less
hops means shorter delay which could be very important for some applications.

The goal of power control algorithms is to reduce the transmission range. We
can see in Fig. 4, it has a very low numbers, and power management algorithm
stays in a straight line since it always uses the maximum power (Please note that
in this figure, the y axis represents the square of transmission distance, since
the transmission power is a linear function of the square of that distance. So
though maximum power in our simulation is 30, it shows in figure as 900). Since
all three algorithms handle the exactly same traffic, the average transmitting
distance of each transmission is closely related with the number of hops it takes
to reach the final destination, so the combined algorithm runs between the power
management and the power control.

Based on the relationship between transmission power consumed and corre-
sponding transmission range and WLAN card power consumption specifications
given in Sect. 1, by plugging in the measured number of Lucent’s WaveLAN in
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Fig. 3. Comparison of average number of hops needed for a packet to be delivered to
its final destination
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Fig. 4. Comparison of the average of the square of transmitting distance of each trans-
mission

Table 1 to get the coefficient β, we devise this simplified function for the to-
tal power consumption of a WLAN card at the transmissions and the resulting
transmitting range

Power Tx = 156× Tsending + 0.14222× d2
tran

and the corresponding power consumption at the receiving stage is

Power Rc = 190× Treceiving

where Tsending and Treceiving are the time spend in sending and receiving stages
respectively. Using this function as a guideline, the power consumed by the LAN
card is shown in Fig. 5 for different schemes based on simulation results. Because
the power control can only control 45% of maximum power, power management
delivers a better performance by putting as many stations into sleep mode as
possible, especially when the traffic is low. However, the higher traffic level is,
the more likely the relaying traffic can tag along the transmitting stations’ own
transmissions when the power management looses its advantage although it still
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Fig. 5. Comparison of total power consumption of the WLAN card

bests the power control scheme. For the combined algorithm, just like in Fig. 2,
the heavier the traffic is, the clearer it is the best one among all three algorithms.
Although it is not shown here the situation for different node densities, we can
expect that with a higher node density, the combined algorithm will also show
a bigger improvement over power management scheme.

5 Conclusions

In this paper, a power-saving scheme which combines the advantages from both
power management and power control is presented. It elegantly integrates the
two main approaches for power-saving, incorporates both reducing transmission
power and putting idle stations into sleep mode to achieve the maximum power-
saving, and closely combines power-saving and routing in a ad hoc network. Our
simulation shows that the proposed algorithm has a better performance over
both power control and power management algorithms in a more realistic envi-
ronment. As we point out in Sect. 2, several researchers present works which take
the remaining battery power into consideration when picking relaying stations.
Although we do not include that information in the proposed algorithm, it can
be added easily provided that such information is made available by the system
physical hardware. Just like power control, this should be considered after power
management has been done.
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Abstract. The minimum disc cover set can be used to construct the
dominating set on the fly for energy-efficient communications in mobile
ad hoc networks. The approach used to compute the minimum disc cover
set proposed in previous study has been considered too expensive. In
this paper, we show that the disc cover set problem is in fact a special
case of the general α-hull problem. In addition, we prove that the disc
cover set problem is not any easier than the α-hull problem by linearly
reducing the element uniqueness problem to the disc cover set problem.
In addition to the known α-hull approach, we provide an optimal divide-
and-conquer algorithm that constructs the minimum disc cover set for
arbitrary cases, including the degenerate ones where the traditional α-
hull algorithm incapable of handling.

1 Introduction

Finding a minimum cover is an interesting combinatorial problem. Many well-
known problems, such as Vertex Cover, Dominating Set, Covering by Cliques,
and Set Minimum Cover [1], can be viewed as such a problem. In this paper, we
are interested in a specific minimum cover problem which has been formulated
in [2].

Let ∆ = {D0, D1, D2, . . . , Dn} be a set of discs of radius R with all their ori-
gins located inside D0. Given ∆, the disc cover set problem is to find a minimum
subset of ∆, say ∆′, such that the union of the discs in ∆′ is equal to the union
of the discs in ∆. The minimum disc cover set problem has applications in inter-
vehicle communications [3], broadcast in location-based mobile ad hoc networks
[4] [5] [6] [7], and multicast medium access control [8]. For instance, assume all
mobile stations transmit data wirelessly at the same distance. If we denote a
mobile station as s and its immediate neighbors as N [s] with s itself included,
the effect of having all neighbors broadcast a message is theoretically the same

X. Lu and W. Zhao (Eds.): ICCNMC 2005, LNCS 3619, pp. 712–721, 2005.
c© Springer-Verlag Berlin Heidelberg 2005
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(i.e., cover the same area) as having only the members in the minimum cover
set of the coverage areas (discs) associated with N [s] broadcast the message. If
the minimum cover set can be constructed efficiently, a node can simply instruct
only neighbors in the minimum disc cover set retransmit the broadcast message.
This simple broadcast protocol effectively reduces the number of retransmissions
and alleviates the channel contention and message collisions caused by massive
broadcast retransmissions.

Contrary to the other minimum cover combinatorial problems mentioned
above, the disc cover set problem can be solved in polynomial time. In [2], a
Graham-scan based algorithm is provided that constructs the minimum disc
cover set in O(n4/3) time complexity, where n is the number of discs (or partic-
ipating neighbors). As mentioned earlier, most of the known applications of the
minimum disc cover set problem lie in the area of mobile ad hoc networks, where
the computing power and battery of each node are limited. Hence, the O(n4/3)
time complexity is still considered expensive and inefficient.

In this paper, we propose two methods for the minimum disc cover set prob-
lem. The first method involves the reduction of our covering problem into another
problem — the α-hull problem [9] — and then solves the latter using an existing
algorithm. This method needs to assume that no more than three disc origins
fall at the circumference of a disc. The second method solves the minimum disc
cover set problem directly using a simple divide-and-conquer strategy. It works
conveniently without the need of the previous assumption. Both methods have
a time complexity of O(n log n). As the last contribution of this paper, we show
that any algorithm that solves the minimum disc cover set problem needs at
least O(n log n) time in the worst case, thereby establishing the optimality of
both our methods.

2 Definition of Minimum Disc Cover Set and Its
Connection to α-Hull

The disc cover set problem is originated from mobile ad hoc networks. In such
networks, each node (i.e., mobile station) is usually assumed to have the same
transmission power, thus assumed the same transmission radius. If the trans-
mission radius is denoted as R, the coverage area of a node i can be modeled as
a disc Di with radius R centered at the location of the node. If the location of
node i is known as pi, the corresponding disc Di can also be referred as D(pi).
If the locations of node i and j are pi and pj , the Euclidean distance of i and
j is denoted as either dist(i, j) or dist(pi, pj). Using the above denotations, the
minimum disc cover problem can be formally defined as follows.

Definition 1. Minimum Disc Cover Set Problem
INSTANCE: A set of disc ∆ = {D0, D1, D2, . . . , Dn} such that ∀i dist(0, i)
< R.
QUESTION: Find a subset ∆′ ⊆ ∆ such that ‖∆′‖ is minimum and

⋃

Di∈∆

Di =
⋃

Dj∈∆′
Dj
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Notice that D0 may also be included in the minimum disc cover set.
On the other hand, the α-hull (for negative α value) for an arbitrary set of

points S on the two-dimensional plane is defined as the intersection of all closed
complements of discs (with radius −1/α) that contain all the points in S. The
shape of the α-hull for S is like an inward curved convex hull, where each edge
of the hull is an arc (of a circle with radius −1/α). A good way to visualize the
shape of such a α-hull is to imagine the points in S as nails fixed on the two-
dimensional plane and a steel circle with radius −1/α rolled around the nails to
obtain the outer contour of S. In Figure 1, the shape of the α-hulls for points in
the figure is denoted by the dash line.

h

i

j

k

b

d

o
c

g

e

f

a

Fig. 1. α-hull (in dash line)
for a given set of points

O0

B

P

O1

A

Fig. 2. The shaded area is cov-
ered by D(O1)

The following theorem shows a simple connection between the minimum disc
cover set and the α-hull.

Theorem 1. Let S be the set of disc origins for a given disc set problem, the
collection of vertices in the α-hull for S, where α = −1/R, forms the minimum
disc cover set.

Due to the page limit, we are unable to give proof for Theorem 1 in the
paper. However, interested readers could refer to the complete version of this
paper in [10].

3 α-Hull Algorithm for the Minimum Disc Cover Set

In Section 2, we have established the connection between the minimum disc cover
problem and the α-hull problem. In [9], the following algorithm is provided to
construct the α-hull in optimal time complexity O(n log n).
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Algorithm. α-hull(S = {O0, O1, O2, . . . , On})
Construct Delaunay Triangulations
Determine the α-extreme points of S
Determine the α-neighbors of S
Output the α-hull

Because the Delaunay Triangulations contain all the information necessary
for the second and third statements, this algorithm efficiently computes the ver-
tices of the α-hull and at the same time the minimum disc cover set is obtained.
The correctness and analysis of this algorithm can be found in [9]. However,
there are two pieces of information missing here. First, since the very first step
of the above algorithm is to compute the Delaunay Triangulations, it fails on
cases when there are more than 3 disc origins falling on the circumference of a
circle. Second, while this algorithm has been shown to be optimal, it does not
tell us if the algorithm is still optimal when all points in S fall in one single disc
(i.e., D(O0) in our case). In other words, we do not know if there is a better
α-hull algorithm with time complexity lower than O(n log n) when our extra
constraint is present. In Section 4, we will first show the relationship between
the minimum disc cover and the boundary of disc union. This relationship can
then be used to design an intuitive divide-and-conquer algorithm that works for
all cases, including the degenerate ones. In Section 5, we will show that there is
no algorithm capable of computing minimum disc cover set in time complexity
lower than O(n log n).

4 Alternative Algorithm for the Minimum Disc Cover
Set

4.1 Theoretical Basis of Our Algorithm

We state the following simple, yet useful fact as lemma for ease of reference.
Figure 2 illustrates the situation.

Lemma 1. Let O0 and O1 be a pair of points with dist(O0, O1) < R, and let
�

AB be an arc on the boundary of D(O1) which is outside the area D(O0). The

area surrounded by
�

AB, AO0, and BO0 is completely covered by D(O1).

Now, consider the union of discs
⋃

Oi∈S D(Oi). As illustrated in Figure 3,

the area
⋃

Oi∈S D(Oi) is bounded by a series of arcs, say (
�

A1A2,
�

A2A3, . . .,
�

Ak−1Ak,
�

AkAk+1), where A1 = Ak+1. Then, let Sector(
�

PQ, PO, QO) be the

region bounded by
�

PQ, PO, and QO,
⋃

Oi∈S D(Oi) can be viewed as the union

of Sector(
�

AiAi+1, AiO0, Ai+1O0), 1 ≤ i ≤ k. In the following lemma, we show

that the discs that contribute arcs
�

AiAi+1 (1 ≤ i ≤ k) form a minimum disc
cover set.
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Lemma 2. Let
�

A1A2,
�

A2A3, . . .,
�

Ak−1Ak,
�

AkAk+1 be the arcs surrounding⋃
Oi∈S D(Oi), where A1 = Ak+1; and for 1 ≤ i ≤ k, let D(Oti) be the disc that

contributes
�

AiAi+1. The discs, {D(Ot1), D(Ot2 ), . . . , D(Otk
)}, form the mini-

mum disc cover set of discs with origins in S = {O0, O1, O2, . . . , On}.

Ai

O0

A i+1

O i

Oi+1

Oi-1

Fig. 3. The boundary of⋃
Oi∈S D(Oi) is formed by a

series of arcs <
�

AiAi+1>

E

C

O0
D A

B
F

G

Fig. 4. Splitting
�

AB

into
�

AF and
�

FB, and

splitting
�

EC into
�

EG

and
�

GC

Notice that a disc D(Oti) may contribute more than one arc to the boundary
of

⋃
Oi∈S D(Oi). That implies that the same disc D(Oti) may appear more than

once in the disc cover set {D(Ot1), D(Ot2), . . . , D(Otk
)}. (In fact, a disc may

contribute either zero, one, or two arcs to the boundary of
⋃

Oi∈S D(Oi).) The
possibility of such multiple appearances is the main reason why the minimum
disc cover set is nontrivial. This will be further discussed in Section 4.5.

4.2 Abstract of Algorithm

According to Lemma 2, finding the minimum disc cover set for discs with origins
in S = {O0, O1, . . . , On} is equivalent to finding the arcs that make up the
boundary of

⋃
Oi∈S D(Oi). We develop an efficient algorithm that identifies these

arcs.
Since the boundary of the union of a collection of discs is formed by arcs,

we represent the boundary by a list of arcs. Given two boundaries (i.e., two
arc lists), if we are able to efficiently find the boundary of the union, which is
again a list of arcs, we can come up with a divide-and-conquer algorithm for the
computation of the minima disc cover set. The abstract of the algorithm is as
follows.



Minimum Disc Cover Set Construction in Mobile Ad Hoc Networks 717

Algorithm. Boundary({O0, O1, O2, . . . , On}; i, j)
if i = j

return the boundary of D(O0) ∪ D(Oi)
else

m := �(i + j)/2�)
ArcList1 = Boundary({O0, O1, O2, . . . , On}; i, m)
ArcList2 = Boundary({O0, O1, O2, . . . , On}; m + 1, j)
return ArcMerge(ArcList1, ArcList2)

Basically Boundary({O0, O1, O2, . . . , On}; i, j) returns the boundary (rep-
resented by a list of arcs) of D(O0) ∪ ⋃

i≤t≤j D(Ot). Note that D(O0) is
always present and 1 ≤ i ≤ j ≤ n. In the rest of the paper, we re-
fer D(O0) ∪ ⋃

i≤t≤j D(Ot) as super disc UD(i, j). To compute the minimum
disc cover set for all discs with origins in S, the algorithm is invoked by
Boundary({O0, O1, O2, . . . , On}; 1, n) (i.e., to compute super disc UD(1, n)).

It is a divide-and-conquer algorithm. In order to find the boundary of
Superdisc(i, j) = D(O0)∪D(Oi)∪D(Oi+1)∪· · ·∪D(Oj), we find the boundary
of super disc UD(i, m) = D(O0) ∪ D(Oi) ∪ D(Oi+1) ∪ · · · ∪ D(Om) and that of
super disc UD(m+1, j) = D(O0)∪D(Om+1)∪D(Om+2)∪· · ·∪D(Oj), and then
combine the two boundaries, where each boundary is a list of arcs. Evidently,
the core of the algorithm is the merger of two arc lists.

4.3 Representation of Arc Lists

An arc can be characterized by three parameters, (Ot, α, β), where Ot is the
origin of the disc that contributes the arc, and α and β are the degrees of two
angles, which are depicted in Figure 2) and formally defined as follows:

α =

⎧
⎪⎨

⎪⎩

cos−1(
−→

O0A·(1,0)

‖
−→

O0A‖
), if (1, 0) ×

−→
O0A ≥ 0

cos−1(
−→

O0A·(1,0)

‖
−→

O0A‖
) + π, otherwise

(1)

and

β =

⎧
⎪⎨

⎪⎩

cos−1(
−→

O0B·(1,0)

‖
−→

O0B‖
), if (1, 0) ×

−→
O0B ≥ 0

cos−1(
−→

O0B·(1,0)

‖
−→

O0B‖
) + π, otherwise

(2)

Notice that the angles of the arc are obtained by using O0 as a reference
point, instead of the origin of the disc contributing the arc. In Figure 2, O0P is
parallel to the x-axis.

The boundary of a super disc is thus a list of Arc(Osi , αsi , βsi), 0 ≤ i ≤
max. For ease of discussion, if there is an arc Arc(Ok, αk, βk) in the list that
spans across 360◦ (i.e., αk < 360◦ and βk > 360◦), we split it into two arcs
Arc(Ok, 0◦, βk) and Arc(Ok, αk, 360◦). If the list is sorted based on the value of
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the first angle (i.e., αi) in ascending order, then βsi = αsi+1 , 0 ≤ i ≤ max, with
the understanding that i + 1 is computed module max. Thus, the boundary of
a super disc can be represented simply as (Os0 , αs0 , Os1 , αs1 , . . . , Osmax , αsmax),
where 0◦ = αs0 < · · · < αsmax < 360◦.

4.4 Merging Two Arc Lists

Now suppose we are given two sorted arc lists
{

ArcList1 = (Os0 , αs0 , Os1 , αs1 , . . . , Osmax , αsmax)
ArcList2 = (Ot0 , αt0 , Ot1 , αt1 , . . . , Otmax , αtmax),

which represent the boundaries of super disc UD(i, m) and UD(m+1, j), respec-
tively. We want to merge the two arc lists so that the resulting list represents
the boundary of UD(i, j) = UD(i, m) ∪ UD(m + 1, j).

The first step is to split the arcs in each list into smaller arcs, if necessary,
so that the two refined arc lists share the same sequence of angles (i.e., α’s). As

illustrated in Figure 4,
�

AB is split into
�

AF and
�

FB, and
�

EC is split into
�

EG

and
�

GC. After these two splits, the corresponding pair arcs of arc list {
�

AF ,
�

FB,
�

BC} and arc list {
�

DE,
�

EG,
�

GC} share the same angle span with respect to the
reference point O0. Additionally, for instance, if

{
ArcList1 = (Os0 , 0◦, Os1 , 30◦, Os2 , 140◦, Os3 , 240◦)
ArcList2 = (Ot0 , 0◦, Ot1 , 120◦, Ot2 , 240◦),

they will be refined to
{

ArcList′1 = (Os0 , 0◦, Os1 , 30◦, Os1 , 120◦, Os2 , 140◦, Os3 , 240◦)
ArcList′1 = (Ot0 , 0◦, Ot0 , 30◦, Ot1 , 120◦, Ot1 , 140◦, Ot2 , 240◦).

Now, returning to the general case, suppose we are given two arc lists. After
splitting, both lists should contain the same number of arcs:

{
ArcList1 = (Os0 , αs0 , Os1 , αs1 , . . . , Osk

, αsk
)

ArcList2 = (Ot0 , αs0 , Ot1 , αs1 , . . . , Otk
, αsk

),

By merging the two lists, we simply merge each individual pair of correspond-
ing arcs, Arc(Osi , αi, αi+1) and Arc(Oti , αi, αi+1) as follows.

Case 1: Arc(Osi , αi, αi+1) and Arc(Oti , αi, αi+1) have no intersection. As
illustrated in the left side of Figure 5, one arc is closer to O0 than the other. By
merging the two arcs, we means dropping the arc close to O0, keeping only the
farther one. In Figure 5, merging the two arcs in the left diagram will result in

arc
�

AB.
case 2: Arc(Osi , αi, αi+1) and Arc(Oti , αi, αi+1) intersect at a point, say E.

(See Figure 5 for illustration.) In this case, we drop the two inner sub-arcs and
keep the two external ones. Thus, using the example of the right side of Figure 5,
merging arc

�

AB and
�

CD will result in arc
�

CE and
�

EB.
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Fig. 5. Case 1 and case 2 when two arcs with the
same angle span are merged

text

A

B

O0 O1

Fig. 6. The possible area for the
origin of a third disc that will

break
�

AB into two

4.5 Time Complexity of the Proposed Algorithm

In the algorithm, the base case is to compute the arcs for two intersected discs.
Since the location of the disc origins and radius R are known, the computation
and arc sorting can be accomplished in constant time. In addition, when merging
two arcs with the same angle span, any case mentioned in Section 4.4 takes only
constant time.

We claim that the divide-and-conquer algorithm we proposed is of time com-
plexity OO(n log n). Before we prove it, we first introduce the following lemma.

Lemma 3. A disc D(Oi) can contribute at most two arcs to the boundary of⋃
Oi∈S D(Oi).

Proof. First, we know that the reference point O0 is fixed and all the other disc
origins are less than R away from O0. Hence, if we consider the boundary of the
union of disc D(O0) and any other disc, say D(O1), the arc contributed from
D(O1) must have central angle (with respect to O1) less than 240◦. Let the arc

be
�

AB. Now if we want to place a third disc so that it “breaks” the arc
�

AB
into two pieces, the origin of that third disc must be 1 away from both A and
B by more than R and be less than R away from some part of

�

AB. It is not
hard to see that after adding a third disc with origin inside the shaded area, the

remains of the arc
�

AB, say
�

AP and
�

AQ, must be more than 120o central angle
away from each other (with respect to O1). In other words, each time an arc is
cut into two pieces by another disc, the resulting smaller pieces must be more
than 120◦ central angle (with respect to the origin of the disc contributing the
arc) away from each other.
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If a disc is able to contribute three arcs to the boundary of
⋃

Oi∈S D(Oi),
its circumference is cut into arcs by more than three other discs. Based on the
above argument, each pair of these three arcs is at least 120o central angle away
from each other. By adding up the degree of central angle for the gaps and the
degree of the central angle for the arcs themselves, the total would exceed 360o,
which is not possible. Therefore, a disc can only contribute at most two arcs to
the boundary of

⋃
Oi∈S D(Oi). Q.E.D.

Figure 6 shows the arc
�

AB contributed from disc D(O1). If a third disc is

added to cut
�

AB into two arcs, the origin of that third disc must appear inside
the shaded region.

Now we are ready to show that our algorithm has time complexity O(n log n).

Theorem 2. The divide-and-conquer algorithm described in Section 4.2 com-
putes minimum disc cover set has time complexity O(n log n), where n is the
number of discs in ∆.

Proof. A simple observation of the algorithm skeleton gives us the following
formula for the time complexity of our algorithm.

T (n) =

{
2T (�n

2
�) + T (ArcMerge) if n > 1

O(1) if |N | = 1

Now if we are able to show that the time complexity of procedure ArcMerge
is O(n), T (n) would be O(n log n). It is clear that the time complexity to merge
two arcs with the same angle span (with respect to O0) is O(1). Since each
disc can only contribute at most two arcs, the total number of arcs is bounded
by O(n). This means that the time complexity of the procedure ArcMerge is
bounded by a constant factor of O(n), which remains to be O(n), where n is the
number of discs in ∆. Q.E.D.

5 Optimal Time Complexity of Minimum Disc Cover Set
Computation

In [9], it has been shown that the optimal algorithm that constructs the α-hull
for an arbitrary set of points S has time complexity O(n log n), where n = ‖S‖.
However, since in the minimum disc cover set problem, the points in S (i.e., disc
origins) are confined in a circle of radius R, it is unknown whether or not there
exists an algorithm capable of constructing the minimum disc cover set in time
complexity lower than O(n log n). In this section, we prove that there is no such
algorithm. The idea is to show that the element uniqueness problem, which has
a lower bound of O(n log n) [11], can be reduced in linear time to the disc cover
set problem.

Definition 2. Element Uniqueness Problem
INSTANCE: A multiset of non-negative integers S = {a1, a2, . . . , an}.
QUESTION: Are there elements ai and aj in S, where i 	= j, such that ai = aj?
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Theorem 3. The solution to the minimum disc cover set problem has lower
bound O(n log n).

Again, due to the page limit, the proof of Theorem 3 is omitted in the paper.
Interested readers please refer to [10] for the detail of the problem reduction.

6 Conclusion

In this paper, we have shown the minimum disc cover set problem as a special
case of the α-hull problem. Furthermore, we demonstrate that the extra restric-
tion imposed by our minimum disc cover set problem (i.e., all disc origins are
inside a circle with the same radius) does not make the problem any easier by
proving that no algorithm with lower time complexity than O(n log n) can com-
pute the minimum disc cover set. In addition, we provide two different optimal
algorithms for the minimum disc cover set construction. The first one is based
on the concept of the α-hull. However, since the first step of this algorithm is to
construct Delaunay Triangulations, it fails on the degenerate cases when more
than three disc origins fall on the circumference of a circle. On the other hand,
the second divide-and-conquer algorithm we proposed is capable of finding the
minimum disc cover efficiently for all circumstances.
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Abstract. Time-slotted optical burst switched network is a new
paradigm to support IP over WDM by combining Time Division Multi-
plexing and Optical Burst switching technology. This paper presents the
features of time-slotted optical burst switched network and addresses the
related routing, wavelength and time slot assignment techniques to avoid
contentions in the network. Cooperated with fiber selection algorithms,
the proposed dynamic load balancing routing techniques use shortest
path algorithm based on multi-wavelength virtual topologies to avoid
congestion for burst requests. Simulation results show that the proposed
load balancing routing techniques improve the wavelength utilization and
reduce the burst loss rate.

1 Introduction

Exploring new all-optical switching technology to support IP over WDM will
meet the fast growing demands on future Internet services. The occurrence of
Conventional Optical Burst Switching (C-OBS) can be regarded as the combi-
nation of Optical Wavelength Switching (OWS) and Optical Packet Switching
(OPS) [1] [2] [3]. With the one-way reservation protocol such as Just-enough-time
(JET) or Just-in-time (JIT), C-OBS technique reduces connection setup time in
OWS and avoids packet header identification problem in OPS whereas achieves
moderate switching granularity. In order to increase the statistical multiplexing
performance of wavelength in C-OBS, one of the solutions is to use wavelength
converter (WC) components and large number of fiber delay lines as optical
buffer. However, WC is neither cost efficient nor time efficient, which blocks the
C-OBS to be deployed in large scale of commercial application. Moreover, the
burst loss rate (BLR) of C-OBS becomes very high when the network suffers a
heavy traffic because there is no enough wavelengths resource in the congestion
status. Therefore, the question is whether there is a switching paradigm without
WC while no loss the wavelength bandwidth utilization.

Recent advances on optical time division multiplexing (OTDM) wavelength-
routed networks [4] [5], by partitioning wavelength bandwidth into partial time
slot in a frame and using multi-fiber channels, shows that it is a potential solu-
tion to achieve high performance on both blocking and wavelength bandwidth
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utilization for long-term (static) traffic without any WC component. While In
the short-term (dynamics) traffic case, the bandwidth utilization will be very
poor by means of end-to-end two-way reservation approach, and nodes process-
ing speed cannot meet the requirement of fast connection setup. Thus, JET or
JIT protocol used in C-OBS can be introduced to solve issue for fast connection
setup.

TS-OBS is a combination of C-OBS and OTDM paradigm. Replacing the WC
device with Time Slot Interchanger (TSI), TS-OBS further improves wavelength
utilization by partitioning wavelength into integer granularity time slots that are
integrated in a frame. In [6] and [7], it is named as time-sliced OBS (TS-OBS) and
optical cell switching (OCS) respectively. A repeating time-slot channel networks
concept and a blocking TSI structure is proposed in [6]. And [7] presents the OCS
networks design parameters and FDL assignment algorithm.

One of essential objectives of the design of TS-OBS networks is to minimize
burst loss rate. Because of the wavelength continuity constrain, data burst loss
occurs in core node once multiple bursts attempt to occupy slot channels at
the same output wavelength on different output fibers of a link simultaneously.
There are several approaches to resolve the contention for OBS networks: de-
flection routing, buffering, and time-space domain scheduling [3] [8]. All above
approaches are based on local node information to resolve contention rather than
to avoid it before it happens, except [2]. In order to avoid congested links (or
fibers and wavelengths) in TS-OBS networks, routing techniques based on global
network status should be developed to balance the traffic loads. In this paper,
we propose the contention avoidance routing technique based on network level
information for TS-OBS networks.

This paper is organized as follows: Section 2 presents the architecture and
features of TS-OBS networks. Routing and wavelength assignment issue for TS-
OBS and load balance routing techniques are studied in Section 3. Simulation
result and performance studies are presented in Section 4, and this paper is
summarized in Section 5.

2 Network Architecture

The TS-OBS network architecture shown in Fig. 1 is a bi-direction multi-fiber
multi-wavelength system without WC. It consists of edge and core routers and
every node is connected with multi-fiber multi-wavelength optical link. Other
features inherited from C-OBS include: (1) physical or logical separated con-
trol and data channel, generally, each fiber includes at least one wavelength
for control packets. (2) Only control packets are processed by electronic layer
in each node. Data bursts keep in optical domain passing by every intermedi-
ate node, only at the cost of suffering an acceptable delay coursed by keeping
frame synchronized. (3) Upper layer packets are assembled into a big burst in
ingress edge and disassembled in egress node. Core nodes just forward bursts in
all-optical format. (4) There is an offset time between control header and data
burst according to JET or JIT protocol.
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Fig. 1. TS-OBS network architecture

As a TDM network, TS-OBS also includes other specific features. Wavelength
band-width in TS-OBS consists of cyclic fixed-length frame structure, and every
frame is subdivided into fixed-length time-slots. Each burst can occupy one or
more time-slot depending on burst length distribution. And there are two types of
traffics existing in the TS-OBS network: constant long-term traffic that occupies
a set of the fixed-position time-slots from the source to destination in TDM
manner, and dynamic best-effort traffic that occupies time-slots channel hop by
hop in uncertain manner depending on slot scheduling algorithm. The constant
traffics have to setup the connection by REQUEST and ACK signaling, and are
granted with higher priority when contending with best effort traffic for time-slot
channel request.

TS-OBS inherits the merits of both TDM-based wavelength-routed network
that provides moderate switching granularity and C-OBS network that supports
fast connection setup mechanism, while remove their drawbacks, e.g. without use
of cost inefficient wavelength converter for C-OBS network and long connection
setup time for dynamic traffic for TDM-based WR network.

One of challenges in realizing TS-OBS network lies in the fast configuration
capability of core nodes for high-speed dynamic traffics.

3 Dynamic Load Balanced Routing Techniques

For TS-OBS networks, the objective of the dynamic routing technique is to
select the route, wavelength or fiber and slot channel for burst requests arriving
stochastically and reduce the contentions on the bottleneck links in the network.
The contention occurs when all slots are occupied by burst data on the same
wavelength of all fibers in the congested links. Contention avoidance can be
achieved by utilizing static or dynamic load balanced routing [2].

In static routing case, the route calculation is ahead of time by using some
static metrics, such as number of hops or physical distance. A list of path and
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fixed alternate paths is maintained by nodes after execute a shortest-path algo-
rithm using chosen metrics. An alternate path is chosen only if the primary path
is reported to be congested. In the TS-OBS framework, since the duration of
burst data transferred is very short, the traffic is fluctuating over different frame
transfer time. Thereby, we choose the dynamic load balanced routing technique.

There are many existing dynamic routing techniques for C-OBS and WR-
TDM net-works, including virtual-wavelength-path approach [9]. However, those
approaches are different from our proposed routing technique. First, in WR-
TDM networks, a route is determined only at the source node due to the wave-
length continuity constrain. Routing processing means that the source node has
to find not only a route but also an unused wavelength and allocate slot channel
for the coming session. This is defined as Routing, wavelength and slot assign-
ment (RWTA) problem in [4], [10]. However, in the TS-OBS network, the burst
can be forwarded to any other core node hop-by-hop based on routing table.
Second, in the C-OBS networks, due to using WC component, bursts can be
forwarded to any wavelength channel on the output link. Because of wavelength
continuity constrains and TDM channel, source nodes in TS-OBS network must
assign a wavelength for bursts, and bursts can only be forwarded to the identical
wavelength channel on the output link at each intermediate core nodes. More-
over, in the multi-fiber network, fiber selection operation should be executed on
the new out-put link for slot assignment to avoid contention. The remainder of
this section discusses the proposed routing techniques in-depth.

3.1 Multi-wavelength Virtual Topology Routing Techniques

Consider a N nodes TS-OBS network with F fibers in each link and W wave-
length channels in each fiber. Successive frames, each consists of T slots, are
transmitted in the wavelength channel. In this paper, we assume that the con-
tiguous slot assignment is used to schedule each burst, and only best-effort traffic
is taken into consideration. At the edge nodes, we regard every output wave-
length as a virtual topology, i.e., a copy of physical topology. Thus, each wave-
length channel includes FT slot channels, W wavelengths consist of W candidate
routes (Fig. 2). We call these topologies as Multi-Wavelength Virtual Topolo-
gies (MWVT). In order to accomplish proposed technique, each node in network
maintains following link status information:

l(i, j): Link between node i and node j
∆: Fixed interval of routing table refresh, which is in the form of multiple

frame length T
T λ,f : Number of time-slots (bursts) have transferred successfully on the wave-

length λ of the fiber f during the interval δ, where 1 ≤ f ≤ F , and 1 ≤ λ ≤ W .
Lnode: The table about load information of all wavelengths on each output

link of this node
Additionally, Lnet, the table of load information of all wavelengths on each

link in the network, is maintained at edge nodes.
Route selection is done using an OSPF-style link state algorithm with peri-

odic link state updates, followed by computation of shortest-cost routes using
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Dijkstra’s algorithm. The shortest-cost path calculation is implemented using
link weight functions that depend upon current specific network load informa-
tion on each wavelength. After each routing table update, the shortest path
(including perhaps an alternate path) is computed in advance and stored in the
routing tables at each node.

Specifically, because there are W MWVTs, the shortest path algorithm is
executed W times for all MWVTs to find a suitable route, i.e. a wavelength path.
When a new burst arrives, the node uses the routing table to determine the next
hop. Given the route/wavelength, the fiber selection algorithm is performed to
select a wavelength on this fiber. Once the fiber is determined, then the time-
slots required are allocated at the source nodes based upon the burst request.
At the intermediate core nodes, the fiber selection algorithm is also executed to
avoid contention on the output fibers. Since the TSI component is used, in order
to avoid slot channel contention on the same wavelength, the slot scheduling
algorithm is performed in the internal time-space switching unit of switching
node, which is out of the scope of this paper.

The proposed routing algorithm performs as follows:

Given that the network load information Lnet, the source S and destination
D, and the required slots of a burst, t.

(1) Set link weight W
(λ,f)
(i,j) , based upon the weight function, of links li,j on

each MWVT in terms of the link status information, 1 ≤ f ≤ F , 1 ≤ λ ≤ W .

(2) Execute the modified Dijkstra algorithm on each MWVT to obtain cost,
Cλ

S,D, from S to D, until all W MWVTs are executed, 1 ≤ λ ≤ W .

(3) Using the function, min
1≤λ≤W

Cλ
S,D, to find a minimum cost wavelength.

(4) If paths that can provide t slots are found, select a path randomly and
continue to perform follows:

i. Select this wavelength/route
ii. Execute fiber selection algorithm on selected path
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Once the routing algorithm terminates, the slot scheduling algorithm is ex-
ecuted im-mediately. The time complexity of proposed routing algorithm is
O(|N |2W + W ).

3.2 Weight Function Calculation

Considering overall network load information, the shortest path algorithm uses
adaptive link weight function to improve route selection in TS-OBS networks.
The routes are recomputed every units of time based on congestion, physical
distance and capability on the links.

The weight, W
(λ,f)
(i,j) is based on single or combined metrics. We define a

weighted function based on congestion on the link as well as hop distance:

Wλ
(i,j) =

α
F∑

f=1

T (λ,f)

∆FT
+ β (1)

where 0 ≤ α, β ≤ 1, among which α is the factor of offered load (capacity), the
first part of (1), on the MWVT links, and β is the factor of hop distance. For
α = 0, it is the hop-only routing metrics. Whereas, if β = 0, only the offered
load on the links is taken into consideration for routing policy. While sending
the burst on the least congested route results in low burst loss rate at lower
loads, under heavy loads, longer paths result in higher overall network loads,
thereby increasing the probability of contention. In order to avoid this situation,
we can choose a rational rate between and to balance network load conveniently
according to link status.

3.3 Fiber Selection Algorithms

In multi-fiber TS-OBS networks, once a wavelength/route is confirmed, fiber
selection algorithm is executed to find a suitable output fiber from all fibers on
the output links for the coming burst request. It is performed during a frame
duration for every burst request within this frame, and is included in both edge
nodes and core nodes.

First Fit Fiber Selection (FFF)
Given burst request t, FFF searches wavelength capacity from lower-
numbered fiber to the higher numbered ones from fibers bundle of link. It finds

the first wave-length capacity in a frame that satisfies A
(λ,f)
(i,j) on the fiber f , and

allocates both the potential fiber, f , and the wavelength selected in routing algo-
rithm for the coming burst as output channel. Thus, FFF has low computation
complexity since local capacity information at this node is not required. Least

Load Fiber Selection (LLF)
This algorithm attempts to find a wavelength capacity of fiber f with the least
load (occupied slots) in a frame for the coming burst, that achieves:

min
1≤f≤F

(A
(λ,f)
(i,j) ), A

(λ,f)
(i,j) ≥ t (2)
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Thus, given the wavelength selected in routing algorithm, the fiber with
largest avail-able slots in a frame is selected to be output channel.

Best Fit Fiber Selection (BFF)
Given burst request t, BFF selects the fiber f with the smallest available capacity
after remove t slots this burst occupied, that satisfies:

min
1≤f≤F

(A
(λ,f)
(i,j) − t), A

(λ,f)
(i,j) ≥ t (3)

This algorithm attempts to select used fibers as much as possible.

4 Performance Evaluation

We develop a simulation model with NS-2 to evaluate performance of the pro-
posed load balanced routing algorithm as well as fiber selection policy. The net-
work topologies considered in the simulation are the modified 13-node NSFNET
backbone net-work [1] with 21 bi-direction links, an average nodal degree 3.15
(Fig. 3). Link transmission rate is 10Gbps. Each frame consists of T = 100 time
slots, and lasting duration of each slot is 1µs. Bursts arrive at a node accord-
ing to Poisson process with rate Ar, and uniformly random destination node.
The burst length is an exponential distributed duration in the form of number
of slots within the set {1, . . . , 100}, with a mean of 1/µ. We assume that the
maximum burst length is equal to frame size T . Define the normalized offered
load as follows:

Aλ =
Aγµ

FWT
(4)

We use burst loss rate to be performance metrics to evaluate the routing
and fiber selection algorithms, and variable parameters are offered load (satis-
fies Equation (4)), number of wavelength per fiber and fibers per link and burst
length. The choice of weight factors, α and β, in proposed routing weight func-
tions have great effect on load balancing strategy. In simulation, we consider
three policies: (α = 0, β = 1), (α = 1, β = 0), and (α = 1, β = 1), correspond-
ing to the Hop-only routing (HR), Capacity-only routing (CR), and Hop and
Capacity routing (HCR) respectively. Blocking performances of above routing
policies are evaluated in the same simulation environment.
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Fig. 3. 21 links modified NSFNET backbone network



A Study on Dynamic Load Balanced Routing Techniques 729

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
10

−5

10
−4

10
−3

10
−2

10
−1

10
0

Offered  Load

B
ur

st
  L

os
s 

 R
at

e

FFF, HR
LLF, HR
BF , HR
BF , HCR

Fig. 4. Comparison of fiber selection algorithms using HR (α = 0, β = 1) and HCR
(α = 1, β = 1), F = 2, W = 8, T = 100, 1/µ = 20

We begin with studying the blocking performance of fiber selection algo-
rithms. Fig. 4 presents the comparison of FFF, LLF and BFF with HR routing
algorithm (α = 0, β = 1). Choosing HR is because number of hop is fixed in
a physical topology. It is easy to compare the performance of fiber selection al-
gorithms with a stable weight calculation approach which has constant weight.
We find BFF outperforms other two algorithms in either low or moderate high
traffics. The reason is that BFF chooses those used slot channels, thus, there
are more contiguous free slots that are reserved for next coming bursts. All al-
gorithms tend to suffer a high blocking at the same level once the offered load
becomes very high. Fig. 4 also presents the result of BFF with HCR (α = 1,
β = 1). It shows that an obvious improvement is achieved by using com-bination
routing policy for any fiber selection algorithm.

In Fig. 5, performances are compared for all routing algorithms using BFF
fiber selection algorithm. HR performs better than CR only if offered load is
low, say, below 0.15. Once the network becomes congested, offered load over 0.2,
the CR starts to perform better. This is because CR algorithm can avoid those
congested routes by recomputed weight function following the fluctuation of link
capacity.

Combined with hop and link capacity factors, the overall burst loss rate of
HCR keep lower than that of others except that the offered load become very
high, i.e., offered load over 0.7. This reason is that HCR, compared with CR,
are more likely to choose congested route at high offered load. However, once
the offered load becomes ex-treme high (not shown in this paper), all algorithms
tend to reach to the same high level BLR due to no enough free slots channel in
all wavelengths/routes in the net-work.

We also study if changing number of fiber per link effects on the performance
of HCR policy. In Fig. 6, with increasing fibers per link from 2, 4 to 16, the BLR
using HCR with BFF dramatically drop to as low as 10−6. And similar results
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2 to 16, W = 8, T = 100, 1/µ = 10, ∆ = 100

can be obtained from HR and CR. This accords with most conclusions that the
role of multi-fiber is similar to the use of wavelength converter in the network.

5 Conclusion

This paper studies routing techniques of TS-OBS network to support dynamic
load balancing. The proposed routing techniques include two parts: MWVT rout-
ing and fiber selection algorithm. By considering link capacity as well as hops,
the proposed routing techniques can adapt to overall network status to avoid



A Study on Dynamic Load Balanced Routing Techniques 731

congestion. Simulation shows that the combination approach, HCR with BFF,
provides the best overall performance for most offered loads and configurations.

Future work is to enhance the robustness of proposed routing technique.
How the refresh time of network information effects on the performance should
be investigated. Also, if we can further improve the blocking performance by
revising weight factors, α and β, dynamically in run-time is worth studying.
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Abstract. The paper advocates a different view of routing protocols according 
to technology trends nowadays. A Link State Multi-Path routing protocol, 
LSMP, is thereby introduced. This new hop-count based multi-path routing pro-
tocol has novel failure recovery mechanism, which is simple and effective. 
Through analysis and simulation, our protocol shows much faster convergence 
and better traffic balancing than traditional routing protocols. We propose 
LSMP to create an efficient routing architecture supporting Traffic Engineering 
(TE), while at the same time reducing complexity of a routing system. 

1   Introduction 

The algorithms to find the shortest path from a source to a destination with high effi-
ciency have being explored thoroughly for many years. These algorithms are all de-
rived from the traditional graph theory that views nodes simply as transparent joints 
of links. Their underlying assumption is that links are more important than nodes and 
link parameters determine path quality. However, looking at the trends in link and 
router capacity growth presented in [1], we note that bottlenecks in networks appear 
in nodes rather than links. We should also remember that in real networks:  

− the propagation delay that is directly proportional to link length, is actually very 
small, 

− compared with the link propagation delay, delays experienced in nodes may be 
very large,  

− the number of parameters associated with a link is small,  
− many function blocks are added to nodes, rather than links. We can admit that 

some of the nodal parameters can be reassigned to links but only in case no shared 
resources are used. 

Quality of Service (QoS) and Traffic Engineering (TE) have been in focus over the 
recent years. Many inspired ideas for these concepts are based on adding functional 
blocks into the network architecture, e.g. [4-7], or making extensions to traditional 
routing protocols, e.g. [8-10]. An example is the QoS extensions to OSPF [11]. Such 
an approach, however, suffers from slow convergence typical of OSPF and poor traf-
fic balancing. In carrier QoS IP networks, convergence time should be of the same 
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order that is achieved by SDH networks. Obviously, not much can be gained by dis-
tributing detailed link load information for the purpose of QoS routing if the network 
needs many seconds to converge using new link state information. Also, the complex-
ity brought by some of the approaches, like those in [12-15], is breaking the simplic-
ity of the original network. We propose Link State Multi-Path (LSMP) routing proto-
col to create an efficient routing architecture supporting QoS and TE, while at the 
same time keeping things as simple as possible. Our protocol advocates the opposite 
view to the traditional graph theory. It assumes that nodes are more important, than 
links. An example in Figure 2 clarifies the difference. In Figure 2, path A-B-C-F is 
not as good as path A-D-F and A-E-F from this point of view. We consider our work 
a first try to find some new protocol based on the above idea. Although we introduce 
and analyze the LSMP protocol in the next sections, we would like to point out the 
significance of our novel view of the traditional routing problem. 

 

Fig. 2. The numbers in the left denote link costs. We consider the path going through a lesser 
number of nodes the better, no matter what the link parameters are 

The rest of the paper is organized as follows: Section 2 gives a brief description of 
the Link State Multi-Path routing protocol. An initial performance evaluation is given 
in Section 3. Finally, we draw some conclusions in Section 4. 

2   Link State Multi-path Routing Protocol 

Like the popular OSPF, our multi-path routing protocol is based on a link state data-
base. All nodes have a copy of the network map that is regularly updated. The figures 
3(b) and 3(c) represents the copy of the network map stored in router databases.  
Figure 3(b) describes a traditional data structure used e.g. by OSPF, while Figure 3(c) 
represents a data structure used in our proposal. As we can see from the example, the 
traditional data structure requires much more memory than the data structure used by 
LSMP. 

In contrast to OSPF, in LSMP, each node has a position code for each destination. 
The position code is the same as the shortest distance in terms of number of nodes on 
a path to a destination. Assuming that node B is the destination, Figure 4(a) presents 
the position codes to B stored in the other nodes in the network. In the same way 
Figure 4(b) illustrates the table kept in node B, in which the middle column presents 
the position code from B to every other node and the last column shows the corre-
sponding interfaces. 

When node B, receives a packet whose destination is F, it forwards it to its 
neighbors with the smallest position code to the destination. That is, B would forward 
the packet to the interface connecting it to node E or node C. We can easily produce 
the routing table in every node for each destination from the link state database  
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presented in Figure 3(c) using the algorithm in appendix A. For example, node B 
would generate and keep a routing table as shown in Figure 4(b). The core of the 
algorithm is to find neighbors for each node. We have to stress that our algorithm in 
its current form cannot deal with different link parameters. 

 

Fig. 3. Example network and its topology representation. The numbers in (a) represent link 
indexes, while the link costs are assumed to be equal one 

The algorithm progresses as a breadth first search through the network rooted on 
the source node. Its complexity is O(M), while the traditional Dijkstra algorithm has 
the complexity of O(N2), where M is the number of links and N is the number of 
nodes in the network. Because M ≤ 0.5N(N-1), the complexity of our algorithm is 
related to average degree when the number of nodes in the network is fixed. Our algo-
rithm achieves a similar complexity as SPF when the network is nearly fully meshed, 
which however is very rare in the real world. For large real networks, there can be a 
sizable difference in favor of our algorithm. A major drawback of the Dijkstra algo-
rithm is its low efficiency in sparse networks. Our algorithm shows a clear advantage 
in this kind of networks. 

2.1   Load Balancing 

As mentioned before, a node that receives packets with the same destination forwards 
them to one of its neighbors that have the smallest position code corresponding to the 
destination. The basic forwarding mechanism assumes that interfaces, if not only one, 
share the traffic to one destination with the same probability. Let λD denote the total 
traffic to the destination D, and let n denote the number of interfaces to forward the 
packets. The basic mechanism means the traffic is λD/n for each interface. Obviously, 
the basic forwarding mechanism does not take into account the link bandwidth for 
each interface. Local optimization can be done naturally according to different link 
bandwidths. That is, if {B1,B2…,BN} denotes the bandwidth for each link, the im-
proved LSMP (ILSMP) lets interface i receive traffic λDВi/ΣВi. We understand limi-
tation of random load balancing scheme especially when TCP protocol is used. None-
theless, we believe jitter can be effectively reduced by end applications using tech-
niques like redundant data and buffer technology. Besides our protocol can also be 
combined with other widely used load balancing schemes e.g. hash function, however 
the analysis of their performance is outside the scope of the document. 
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Fig. 4. (a) Position codes from other nodes to node B; (b) The table kept in node B 

2.2   Failure and Recovery 

First we consider a link failure scenario presented in Figure 5. If OSPF is used, there 
are three possible paths from D to A, namely D-G-F-A, D-C-B-A, and D-C-E-A. If 
link A-B fails, an update message is generated and flooded through a network. When 
D receives the update message it may change its routing table and start forwarding 
packets with destination A to node G. Here, we can see the typical reason why every 
node in a network using a traditional routing protocol, like OSPF, should receive an 
update message as soon as possible. The reason is that new routing decision may need 
to be made by a far node when the topology changes. 

 

Fig. 5. A link failure example 

In contrast to OSPF, performance of LSMP and ILSMP protocols does not depend 
so strongly on a fast flooding mechanism. Their architecture does not require to flood 
the update information to every node as soon as possible, although each node holds 
the map of a whole network as in OSPF. Moreover, some nodes do not have to 
change their routing table although some changes in the network have happened. In 
the above example, when link A-B is broken, the position codes for C and G corre-
sponding to destination A do not change, i.e. are still equal to 2. In such a situation 
node D still forwards packets to C and G with the probability as before no matter 
whether it has received an update message or not.  

In our routing architecture we can distinguish two different update scenarios un-
dertaken by network nodes namely a partial and a full update. The partial update takes 
place if at least one position code for one destination has changed after the update. If 
position code has not changed and only some interfaces are added or deleted in the 
routing table, we call this kind of update a partial update. The partial update is much 
faster than a full update because no link state based computation is needed.  

As we can see in Figure 6, it is not necessary for all nodes to make any changes in 
their routing tables. When link H-M goes down, nodes C, H, M and R modify some 
entries in their routing tables. They calculate new routes based on updated informa-
tion in the link state database. In contrast, nodes, marked using light grey color, only 
have to perform some comparison and than modify their routing tables directly.  
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Figure 7 presents two examples related to link H-M failure. As we can notice, the 
position codes in node C have changed due to link failure, whereas the position codes 
in node S have not been modified. It is not necessary to re-compute the routing table 
in node S, since position codes for C and H not only depends on node R but also on 
node N. Node S just have to remove an interface connecting it to node R from its 
routing table. 

The area in which every node has to change its routing table when link failure  
happens is called the main update area. The partial update nodes are always on the 
border of the main update area, while those nodes that take a full update are in the 
interior places. The flooding mechanisms are different inside and outside the main 
update area. In these nodes that take the full update, update message forwarding takes 
place after updating and computing. On the contrary, the partial update nodes forward 
the update messages immediately after some simple check for flag value. In these 
nodes, routing table changing and link state database updating may happen at the 
same time. In nodes that are beyond the main update area, database updating and 
update messages forwarding may take place in parallel, since the update messages are 
forwarded immediately. 

         

                    Fig. 6. Update area                                  Fig. 7. Some entries in two nodes 

In case of link recovery, there are also two types of updates, a full update and a 
partial update. The difference depends on whether recalculation is needed for the node 
position code or not. Similarly nodes out of the main update area forward update 
messages immediately, therefore updating their database and forwarding may take 
place in parallel.  

Node failure causes many links to fail simultaneously. In case of node failure the 
update procedure follows the same procedure as in case of link failure.  

Node recovery procedure has two steps. First, a node has to collect necessary in-
formation from neighbor nodes. Neighbors discovery can be done twofold by Hello 
protocol or by physical layer. After the discovery process, the node calculates its 
routing table. The second step is to generate and forward update messages. In this step 
nodes perform the same tasks as in link recovery procedure.  

3   Evaluation 

This section presents results of simulation and analytical analysis of OSPF and LSMP 
routing protocols. 
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The convergence time is a period when routes become stable again after some 
changes in a network topology. It can be seen that convergence time consists of three 
parts: Td, the time neighboring nodes spend on detecting that something has changed 
e.g. adjacent link or neighbor node is down/up; T1, the time a update message is 
propagated over one link, and T2, the time a router spends on processing incoming 
update messages and updating its link state information database and its routing table. 
The three time components are shown in Figure 8(a). Td depends on the detection 
mechanism that can be based on hardware, in layer two e.g. SONET, or on layer three 
protocol e.g. the hello protocol used in the traditional OSPF. T1 is usually small, 
however the sum of T1s along the path, the update message traverse before reaching 
destination, gives the lower bound for the convergence time. T2 may be affected by 
many factors, i.e. router architecture, message size, total number of nodes in the 
network, data structures and algorithms. 

The following evaluation of the convergence time compares the traditional OSPF 
and LSMP protocols. A topology generator has been used to automatically generate 
routable topologies with 50 and 100 nodes. The average degree D of the topology 
changes from 5 to 30. Each type of topology, which means the topologies with the 
same number of nodes and average degree, is generated 100 times. The simulation 
scenario assumes that each link has the same failure probability. The result of the 
simulation can be seen in Table 1, in which T1 and T2 are for OSPF and T1’, T2’ are 
for LSMP. In our simulation T2’ only denotes the times for the full update in LSMP. 

    

Fig. 8. (a) Convergence time components; (b) Update area 

The result shown in Table 1 can be interpreted as follows: when the number of 
nodes is 100 and average degree is 20, the average convergence time for OSPF is  

2.90 ×T1+3.90 ×T2+Td, (1) 

while the average convergence time for LSMP is:  

0.60 ×T1’+ 0.60 ×T2’+Td. (2) 

Furthermore, T2’ approaches 0 when the average degree is 30 meaning that under this 
circumstance nearly all updates are partial and the main update area contains just the 
two ends of the failed link. 

The convergence time in LSMP is obviously much shorter than that in conven-
tional OSPF, especially when the average node degree is large. Although the conclu-
sion we get is for link failures, a similar conclusion can be expected when a node 
failure happens, since in both situations nearly the same update procedure is used. 

In addition to convergence time, we may be also interested in answering the ques-
tion: how long the nodes in the network will have the same link state database. Since 
the update message does not change the routing table in those nodes that are out of the  
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Table 1. Convergence time comparison for OSPF and LSMP 

 

main update area, the smaller the main area is, the more stable routes are. Analyzing 
T1’ values in Table 1 we can conclude the main update area in LSMP decreases dra-
matically when the average degree of nodes in the network is growing. Besides the 
update messages are forwarded immediately in the nodes outside the main area. On 
contrary, in OSPF, all of the nodes forward the update message after node finishes 
processing and updating its database and routing table. Suppose t1 is the time the 
message takes to travel from a border node to the farthest node, and t2 is the time each 
node uses to update its link state database as shown in Figure 8(b). The whole time 
period for nodes out of the main update area is  

t1+t2 (t1 ≥ t2) or 2× t2 (t1 < t2), (3) 

which is much less than that in the traditional OSPF. 
When evaluating different routing schemes, we try to alleviate the effect from traf-

fic variance. We assume that between each pair of nodes there is a pair of traffic flows 
with the same rate. Let us denote the bandwidth of link k by wk and the amount of 
traffic going through the link by λk. We can observe that global traffic balancing is 
achieved when the larger wk, the larger is the corresponding λk; and vice versa. It 
means that, the links with larger bandwidth should play the more important roles in 
the network, otherwise resources are wasted, and those links with smaller bandwidth 
should play lighter roles, otherwise congestion will happen. Hence, the variance wk/ λk 
should be as small as possible and the mean of wk/ λk should be as large as possible for 
global optimization. We define the standard variance and the mean of wk/ λk as fol-
lows: V=var(wk/ λk) and A = mean(wk/ λk), where k∈E. Finally, we define a new 
metric called a routing balancing factor: 

β = A/V (4) 

Given a stable network and link bandwidths, some obvious observations can be made. 
First, in a stable network, β is fixed for a loop-free routing protocol. Second the larger 
β, the better the routing protocol from the traffic balancing perspective. 

In this paper, we explore four loop-free routing schemes namely: Shortest Path 
with the hop count metric (SP), Bandwidth-inversion Shortest Path (BSP), Link State 
Multi-Path (LSMP), and Improved Link State Multi-Path (ILSMP). We still use our 
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Table 2. β for different topologies 

 

  

topology generator to automatically generate routable topologies. The generator has 
similar parameters to ones specified in [16] namely: number of nodes N, variance 
index for the degree of each node D, and variance index of link capacities S. Given a 
specific value of D, the node’s degree is generated randomly within [1,D]. Accord-
ingly given a specific value of S, each link has a random capacity within [100,100×S]. 
Each set of settings is used to generate 1000 different topologies. The values of β for 
different topologies are shown in Table 2. 

Based on the above results, we can point out some of the following observations. 
First as we could expect Improved Link State Multi-Path routing protocol is better 
than Link State Multi-Path protocol in terms of traffic balancing. In all topology set-
tings, ILSMP achieves better β than LSMP. Second, LSMP and ILSMP clearly show 
better traffic balancing than SP and BSP when the number of nodes is not small, e.g. 
when there are 15, 35 or 45 nodes in the network. When the number of nodes is 5, 
under most circumstances, SP and BSP can achieve a better route balancing factor. 
However, LSMP and ILSMP show clear advantage over those protocols when link 
bandwidth variance is small. Third, when the number of nodes and the average degree 
are fixed, β decreases when link bandwidths are increasing. This trend can be clearly 
observed in Figure 9(a) that presents values of β as a function of S when the number 
of nodes in the network is 25 and the average degree is 12. Last, LSMP and ISMP 
perform well for larger average degrees when the number of nodes and the link  
capacity variance are fixed. 
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Fig. 9. (a) β for different link capacity ranges; (b) β as a function of node degree 

4   Conclusion 

In this paper, we have advocated a novel view of routing protocols that take into con-
sideration current trends and forecasts concerning development in ICT industry. Our 
conclusion is that nodes are more important than links when deciding routes. Taking 
those findings into consideration we have proposed a Link State Multi-Path (LSMP) 
routing protocol that shows many advantages over traditional link state routing proto-
cols such as OSPF. LSMP has very simple algorithms. It easily supports local optimi-
zation (ILSMP) and can achieve much better traffic balancing in large and complex 
networks. Due to the fast convergence, LSMP is a good starting point for better QoS 
in carrier grade IP networks. 

References 

1. Molinero-Fernández, P.: Circuit Switching In The Internet, Dissertation, Stanford Univer-
sity (2003) 

2. Hedrick, C.: Routing Information Protocol, RFC 1058, IETF (1988) 
3. Moy, J.: OSPF Version 2, RFC1247, IETF (1991) 
4. Blake, S., Black, D., Carlson, M., Davies, E., Wang, Z., Weiss, W.: An architecture for 

Differentiated Service, RFC2475, IETF (1998) 
5. Baker, F., Chan, K., Smith, A.: Management Information Base for the Differentiated Ser-

vice Architecture, RFC3289, IETF (2002) 
6. Bernet, Y., Blake, S., Grossman, D., Smith A.: An Informal Management model for Diff-

serv Routers, RFC3290, IETF (2002) 
7. Braden, R., Clark, D., Shenker, S.: Integrated Service in the internet Architecture: An 

overview, RFC1633, IETF (1994) 
8. Guerin, R.A., Orda, A., Williams, D.: QoS routing mechanisms and OSPF Extensions, 

GLOBECOM (1997) 
9. Apostolopoulos, G.; Guerin, R.; Kamat, S.: Implementation and performance measure-

ments of QoS routing extensions to OSPF, INFOCOM (1999) 
10. Li, X., King-Shan, L., Jun W., Nahrstedt, K.: QoS extension to BGP, 10th IEEE Interna-

tional Conference (2002) 
11. Apostolopoulos, G., Williams, D., Kamat, S., Guerin, R., Orda, A., Przygienda, T.: QoS 

Routing Mechanisms and OSPF Extensions, RFC 2676, IETF (1999) 
12. Jong-Joon, H.; Seung-Hoon, K.; Kyoon-Ha, L.: QoS routing schemes for supporting load 

balancing, IEEE HSNMC (2002) 



 A Novel Multi-path Routing Protocol 741 

 

13. Yu-Kung, K., Copeland, J.A: Scalability of Routing Advertisement for QoS Routing in an 
IP Network with Guaranteed QoS, GLOBECOM (2000) 

14. Harmatos, J.: A heuristic algorithm for solving the static weight optimisation problem in 
OSPF networks, GLOBECOM (2001) 

15. Sahoo, A.: An OSPF based load sensitive QoS routing algorithms using alternate path, 
Computer Comunications and Networks (2002) 

16. Zhang, P., Bai, X., Kantola, R.: A routing scheme for optimizing multiple classes in a 
DiffServ network, HPSR (2004)  

Appendix A: Routing Algorithm Based on Breadth First Search 

N: Total number of nodes in the network;               
S: Set of nodes already calculated; 
LastS: Set of nodes added into S last time;            
CurrS: Set of nodes being dealt with currently; 
pc: Position Code;                                     
IntfS: Set for interfaces; 
 
For each node { Node.pc = 0; 
                Node.IntfS = Ø; }  
S = source_node; 
IntfS = GetNeighbor(source_node, S); 
LastS = IntfS; 
S = S∪ IntfS; 
Source_node.IntfS = NULL; 
For (node∈IntfS) { Node.pc = 1; 
                    Node.IntfS =nodes; } 
while (length(S)) ≠ N) { 
     tempS = Ø; 
     for (node1∈lastS) {  
        CurrS = GetNeighbor(node1,S); 
        for (node2∈CurrS) { 
           if (node2∉tempS) 
             node2.pc = node.pc + 1; 
             node2.IntfS = node2.IntfS∪ node1.IntfS;} 
        tempS = tempS∪ CurrS;}  
     LastS = tempS; 
     S=S∪ LastS;} 
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Abstract. The demand for global mobile communications calls forth the 
research and development of the satellite networks using non- geostationary 
orbit satellites. In this paper, a LEO/MEO two-layered satellite network 
architecture is presented. The routing scheme based on an eclectic inter-satellite 
link handover strategy for the satellite network is proposed then. And a 
simplified simulation scheme is also introduced in this paper. Finally the 
performance of the satellite network and routing strategy is evaluated through 
the simulation scheme. 

1   Introduction 

Satellite networks can provide global coverage for personal communications and will 
become the effective extension of the ground-based mobile communication networks. 
Multi-layered satellite networks with LEO, MEO and GEO satellites have flexible 
architecture and high performance in long distance broadband data transmission. 
Several schemes for multi-layered satellite networks have been proposed. The 
Celestri system [1] consists of 9 GEO satellites and 63 LEO satellites. The Spaceway 
system [2] consists of 16 GEO satellites and 20 LEO satellites. [3] proposes a multi-
layered satellite network architecture constructed by satellites in three layers. A 
satellite-over-satellite (SOS) network is described in [4] with satellites in a multi-
layered architecture. 

In this paper, we propose a two-layered satellite network consisting of a LEO 
layer and a MEO layer. The LEO and MEO satellites have much shorter 
propagation delay than the GEO satellites. The satellites in LEO layer are mainly 
responsible for the user accesses, and the satellites in MEO layer take charge of 
routing and data transmission. A simple and efficient routing strategy is also 
proposed to accommodate with the network architecture. 

This paper is organized as follows. In Section 2, the two-layered satellite 
network architecture is described. In Section 3, the routing strategy for this 
satellite network is presented in detail. A simplified simulation scheme for 
satellite networks is given in Section 4. And Section 5 presents the simulation 
result. Finally, this paper is concluded in Section 6. 



 A Simplified Routing and Simulating Scheme 743 

 

2   Network Architecture 

The LEO/MEO two-layered satellite network consists of 66 LEO satellites and 8 
MEO satellites. The 66 LEO satellites are uniformly distributed in six LEO polar 
orbits with the altitude of 780 kilometers as the Iridium system [5]. Each orbit has 11 
LEO satellites. And the 8 MEO satellites are uniformly distributed in two MEO polar 
orbits with the altitude of 10350 kilometers. Each orbit has four MEO satellites. The 
architecture is shown as Figure 1. 

MI OLI MLL

MI SL

LI OL
LI SL

seam

 

Fig. 1. Architecture of the satellite network 

In the LEO layer, each LEO satellite has four inter-satellite links. Two are links 
connecting with the two adjacent satellites in the same orbit, called the LEO Intra-
orbit Links (LISLs). The other two are links connecting with the two adjacent 
satellites in the left and right neighbor orbits, called the LEO Inter-Orbit Links 
(LIOLs). In the LEO layer, there are two regions in which the satellites in neighbor 
orbits are counter-rotating. The two regions are called the “seam”. The counter-
rotating in the seam causes the frequent handover of the LIOLs crossing the seam. So 
if the LEO satellite is just at the edge of the seam, it does not have the left or right 
LIOL crossing the seam. It only has three inter-satellite links. We also do not consider 
the situation where the LEO satellite switch off their inter-satellite links in the vicinity 
of the poles. 

In the MEO layer, each MEO satellite also has four inter-satellite links. Two are 
links connecting with the two adjacent satellites in the same orbit, called the MEO 
Intra-orbit Links (MISLs). The other two are links connecting with the two adjacent 
satellites in the left and right neighbor orbits, called the MEO Inter-Orbit Links 
(MIOLs). The MEO layer also has the seam. But the MIOLs crossing the seam can 
last a much longer time than LIOLs, so the MEO satellite at the edge of the seam will 
maintain this type of MIOL. Thus, all MEO satellites have four inter-satellite links. 
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And we also do not consider the situation that MEO satellite should switches off its 
inter-satellite links in the vicinity of the poles. 

Moreover, between the LEO layer and the MEO layer, there exist inter-layer links 
(IMLLs). Each LEO satellite selects a MEO satellite to establish a IMLL. The rule of 
the IMLL establishment will be introduced in the next section. 

3   Routing Strategy 

The frequent handover of inter-satellite links is the main reason for the dynamic 
topology change of the satellite networks. Each type of inter-satellite links has its own 
handover characteristic. In this two-layered satellite network, LIOLs, LISLs and 
MISLs will not be handed over. MIOLs also will not be handed over unless it resides 
in seam. The IMLLs will frequently be handed over because of the difference of the 
motion direction and speed between the MEO satellites and LEO satellites. It causes 
the topology of the two-layered satellite network changes intensely and lowers the 
performance of routing protocol. A method to control the handover of the IMLLs is 
necessary to the satellite network. Usually the number of satellite nodes in the satellite 
network is not too many, so we think the routing problem in the satellite network will 
simply be solved by the modified OSPF or other dynamic routing protocols. 

In this two-layered satellite network, the LEO satellites reside at the different 
altitude from the MEO satellites. According to the Kepler’s law, the LEO and MEO 
satellites have different rate of rotating. When a MEO satellite run into the visible 
range of the LEO satellite, an IMLL can be established between them. And when the 
MEO satellite runs out of the range, the IMLL between them will be cut off by the 
earth’s surface. The ON/OFF switches of IMLL happen frequently during the system 
period, shown as Figure 2. 
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Fig. 2. Dynamic change of the IMLLs 

Definition 1 (Inter-satellite Visibility): The MEO satellite jM  is visible to the LEO 

satellite iL  is that a line joining the satellite iL  and the satellite jM  has no intersection 

with the earth’s surface. So the Inter-satellite Visibility 
ij LMV → is define as: 
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Definition 2 (IMLL’s Lifetime): At time ),3,2,1(, L=kt kON , a MEO satellite jM  

becomes visible to the LEO satellite iL , then a IMLL 
ji MLIIMLL → can be established. 
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where K,3,2,1=k  
The values of the IMLL’s lifetime are also dynamically changing during the 

system period. The maximal value is defined as the Maximal IMLL’s Lifetime maxT . 

Definition 3 (IMLL’s Residual Lifetime): At time t , the residual lifetime of 

ji MLIIMLL →  is defined as: 

tttLMT kOFFij −=→ ,),( , kOFFkON ttt ,, ≤≤ , ),3,2,1( K=k  (3) 

Definition 4 (IMLL’s Propagation Delay): At time t , the propagation delay of 

ji MLIIMLL →  is defined as: 

C
tLMr

tLMD ij
ij
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),(

→=→  
(4) 

where ),( tLMr ij → is the distance from the MEO satellite jM to the LEO satellite 

iL  at time t , and C is the velocity of light. 

The minimal propagation delay of IMLLs is 

C
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C
rD lm )(min

min
−==  
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where minr  is the minimal distance from LEO satellites to MEO satellites, mH is the 

altitude of MEO satellites, lH is the altitude of LEO satellites. Actually minr is equal 

to the difference value of mH  and lH . 

Definition 5 (IMLL’s Cost Function): At time t , the cost function of 
ji MLIIMLL → is 

defined as 
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where α  is the weight coefficient of the IMLL’s propagation delay, β  is the weight 

coefficient of the IMLL’s residual lifetime.  
Suppose that the value of 

ij LMV → changes from 1 to 0 at time t . The LEO satellite 

iL  will cut off 
ji MLIIMLL → connecting with the MEO satellite jM  and find another 

MEO satellite kM  from }1and8,,1|{ == → lk LMl VlM L to establish a new IMLL 

ki MLIIMLL → to maintain its connection with the MEO layer. The new IMLL 

ki MLIIMLL → must meet the conditions that the cost function value of 
ki MLIIMLL →  is 

the minimal of all, i.e. that: 

iL
Pmin kiilIlli MLLMLMML PVlVP ===⋅= →→ })1and8,,1|min({ L  (7) 

Once the LEO satellite iL  finishes its IMLL handover, it multicasts its topology 

change information to all other satellites. And then all satellites in the network refresh 
their own routing tables. The routing table calculations are performed using Dijkstra’s 
shortest path first algorithm. 

4   Simulation Scheme 

Satellite network is a dynamic network. Its topology and delay change all the time. To 
simulate a satellite network, we need to model the radio channels and design the 
whole IP or ATM protocol stack. So the simulation of constellation satellite networks 
is always a hard work.  

This section presents a simplified simulation scheme for the satellite network. It 
uses a ground fixed network based on standard TCP/IP protocols stack. We introduce 
the dynamic changes models of the satellite network into this ground fixed network. 
Then the ground fixed network will also have dynamic topology and delay 
characteristic as the satellite networks. 

4.1   Dynamic Topology Simulation 

Network Topology is the link connectivity of all nodes in the network. The Dynamic 
topology characteristic of satellite network is the ON/OFF changes of the inter-
satellite links. 

To simplify the problem resulted from the dynamic topology of satellite network, 
we divide the whole system period into N time slots. In each slot, although the 
positions of satellites are keeping changing all the time, the connectivity of links stays 
unchangeable, i.e. the topology of the satellite network is fixed during a slot. So the 
dynamic topology of satellite network can be described as a series of fixed topology. 
This method is much similar to FSA or Snapshot [6,7]. 

To simulate the LEO/MEO two-layered satellite network, firstly we model it in 
OPNET using a ground fixed network, shown as Figure 3. The ground fixed network 
consists of 66 LEO routers (as 66 LEO satellites) and 8 MEO routers (as 8 MEO 
satellites). Each MEO router has 4 links connecting with its neighbor MEO routers  
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and 66 links connecting with all LEO routers. Each LEO router has 4 links connecting 
with its neighbor LEO routers and 8 links connecting with all MEO satellites. 

 

Fig. 3. Topology of the ground fixed network 
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Fig. 4. Dynamic topology simulation 

In the simulation, a series of time slots is defined. The value of the slot’s length is 
set to 60 seconds. At the beginning of each time slot, the topology of this ground 
fixed network will be calculated according to the actual changes of the satellite 
network, shown as Figure 4. 

At the beginning of slot i, the position of each satellite can be calculated. Then 
each LEO satellite can select a MEO satellite to establish IMLL with it according to 
the handover controlling principle introduced in Section 3. Accordingly, the links in 
the ground fixed network must be changed too.  
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For example, in slot i-1, LEO satellite iL  has a IMLL
ji MLIIMLL → with the MEO 

satellite jM . But because of the relative change of their positions, the 

IMLL
ji MLIIMLL → can not be maintained in slot i. So LEO satellite iL  establishes a 

new IMLL 
ki MLIIMLL →  with MEO satellite kM . Accordingly in the simulation 

network, at the beginning of slot i, the LEO router i turn off its link ijLink connecting 

with the MEO router j and turn on its link ikLink connecting with the MEO router k.  

4.2 Dynamic Delay Simulation 

It is assumed that in each time slot, the position change of satellites can be ignored. 
Then the topology and delay of the satellite network are both fixed during a slot. So 
the dynamic delay change of satellite networks can also be simulated by the same way 
as the dynamic topology, shown as Figure 5.  

By this way, the ground fixed network modeled by the OPNET also has the 
dynamic topology and delay characteristic as the satellite networks. 
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Fig. 5. Dynamic topology and delay simulation 

5   Simulation Results 

The OPNET is selected as the software tool for the simulation. The simulation 
network is modeled as Section 4. The OSPF is selected as the dynamic routing 
protocol of the satellite network. And it can be replaced by other routing protocols. 
Two services are defined in the simulation. One is the service of voice over IP, the 
other is a video conference. 

In the simulation, we define three different values of ),( βα in (5). When 

)1,0(),( =βα , the selected IMLL is a inter-layer link with the minimal distance from 

the MEO satellite to the LEO satellite. When )0,1(),( =βα , the selected IMLL is a 

link with the maximal coverage time of the MEO satellite to the LEO satellite. When 
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)1,1(),( =βα , the selected IMLL is a link with the compromise between minimal 

distance and maximal coverage time.  
Figure 6 and 7 shows the delay performance of the simulated satellite network. For 

the video conference service and the voice over IP service, the simulation compares 
the end-to-end delay among the minimal distance strategy, the maximal coverage time 
strategy and the eclectic strategy. Because the minimal distance strategy always 
selects a shortest transmission path, it has the better delay performance than the other 
two. Accordingly, the maximal coverage time strategy has the worst performance. 
The eclectic strategy intervenes between them and is much close to the minimal 
distance strategy. 
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Fig. 6. Delay performance of the video conference service 
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Fig. 7. Delay performance of voice over IP service 

In Figure 8 and 9, the IP traffic dropped and dynamic routing protocol traffic 
performance comparison is depicted. The satellite network with the minimal distance 
strategy has more attempts to hand over its inter-layer links. So the number of 
network re-routing is more than the others’. When inter-layer link’s handover occurs, 
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the IP traffic dropped and OSPF protocol traffic send will increase obviously, and 
then the performance of the satellite network is degraded. The maximal coverage time 
strategy appears better performance in these two aspects. And the eclectic strategy 
also intervenes between them. 
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Fig. 8. Protocol traffic performance of IP traffic dropped 

0 10 20 30 40 50 60 70 80 90 100
0

0.5

1

1.5

2

2.5

3

3.5

4

4.5

5
x 10

6

Simulation Time�

D
yn

am
ic

 R
ou

tin
g 

P
ro

to
co

l T
ra

ff
ic

eclectic
Min. Distance
Max. Coverage-time

 

Fig. 9. Protocol traffic performances of OSPF protocol traffic send. 

According to the results of simulation, the minimal distance strategy is applicable 
to common data traffic service such as database, web and email. The eclectic strategy 
has better performance in the end-to-end delay and traffic dropped. So it is acceptable 
for the traffic of real-time multimedia service. And it is much adaptable to the 
broadband satellite network. 
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6   Conclusion 

In this paper, we construct a two-layered satellite network with LEO satellites and 
MEO satellites. A link handover strategy based on link transmission delay and 
coverage time is proposed to manage the inter-layer link’s handover. Accordingly the 
routing in this satellite network can simply be solved by Dijkstra’s shortest path first 
algorithm. To evaluate the network performance, a simplified simulation scheme is 
also introduced in this work. It uses the ground fixed network with the dynamic 
topology and delay models to emulate the satellite network. The simulation result 
shows that the eclectic link handover strategy has a better performance than the 
minimal distance and the maximal coverage time strategy. 
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Abstract. With the rapid development of Internet, traditional central-
ized routers can not meet the requirements of next generation Internet
for reliability, performance scalability and service scalability. Clustered
routers will be the most important components of future Internet. It
is very important for clustered routers to maintain the same forward-
ing table images among clustered router nodes. Different synchroniza-
tion mechanisms have variant performance to control plane and packet
forwarding plane. This paper proposes an asymmetrical forwarding ta-
ble synchronization algorithm - ARS (Asymmetrical Route Synchroniza-
tion). It fits the requirements of massively parallel clustered router ar-
chitecture perfectly. Continuous route flapping of backbone network bur-
dens control plane of core router and causes lots of synchronization costs
for clustered router. ARS uses route cache to predict new best route when
original best route is deleted and decreases synchronization costs greatly.

1 Introduction

In order to match the rapid development of the Internet, network devices must
support more powerful computing ability, packet forwarding ability and huge
density of physical interfaces. It makes traditional centralized control plane of
network devices unable to meet the requirements of next generation Internet in
reliability, performance scalability and service scalability. Clustered router is a
promising and attractive architecture in future. Several gigabit routers and fu-
ture terabit routers support multi-chassis interconnection and backplane exten-
sion technology, e.g. Cisco CRS[1] Juniper T640[2] and Anvici TSR[3]. A number
of PCs or low-cost routers can also be interconnected and work as a massively
parallel router, e.g. Pluris Massively Parallel Router[4], Suez[5]. The massive
scalability of clustered router challenges traditional router software architecture,
operating system supports and routing protocol implementation model.
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Clustered router is a single image[6] system composed of interconnected rout-
ing nodes, which can be commercial routers or PCs. “single image” means that
interconnected routing nodes are not network but a single router in the view of
adjacent routers and Internet. In the packet forwarding plane, the prerequisite
of being a single router is that routing nodes of clustered router apply same
routing policy on the packets with same destination IP address. It requires that
all routing nodes have the identical packet forwarding table image. How to keep
the single image of routing nodes’ forwarding tables efficiently is very important
and critical to the performance of clustered router’s control plane and forward
plane.

Fig. 1. The asymmetric distribution of routing protocols

Routing protocols store routing prefixes in local prefix databases and executes
routing decision procedure to generate packet forwarding tables. The distribution
of routing protocols among routing nodes, the frequencies and features of prefixes
updating determine the algorithm and mechanism maintaining the single image
among routing nodes’ packet forwarding tables.

Fig 1 shows an asymmetric distribution of routing protocols among clustered
router. routing node 1, 2 and 3 not only forward IP packets but also execute
routing protocol to exchange routing prefixes. Routing node 4 is only a packet
forwarder and do not execute any protocol. Distributed BGP process resides on
node 1, 2 and 3. Distributed OSPF process resides on node 1 and 2; Centralized
RIP and IGMP processes reside only on node 3. the detailed discussions[7,8,9]
on distributed implementation mechanisms of routing protocols are beyond our
caring. Most distributions are in a asymmetric way, for many routing proto-
cols do not support distributed implementation mechanism currently. We call
the routing node with routing protocols processes resided active node, e.g. rout-
ing node 1, 2 and 3, call packet forwarding node without any routing protocols
processes resided passive node, e.g. routing node 4. We call the set of routing pre-
fixes rooted from local node or learned by routing protocol resided local protocol
database. Local forwarding table is generated by routing decision procedure from
local protocol database. Global forwarding table is a globally consistent forward-
ing table generated by route synchronization algorithms among local forwarding
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tables of active nodes. Now clustered router is a nodes set including two node
types: active node and passive node.

Frequent prefixe burst updates and link-fails[10,11,12] impose huge route
change operations on local forwarding table. 40 to 55 percent[13] of BGP prefixes
updates flapping also burden local forwarding tables. Lower synchronization cost
and more efficient synchronization algorithm are critical to the performance of
packets forwarding plane and control plane and helpful to improve high layer
routing protocols.

Based on more generalized clustered router composed of active nodes and pas-
sive nodes, this paper proposes a route synchronization algorithm—ARS (Asym-
metrical Routes Synchronization) algorithm. ARS requires that active nodes
store routing protocols’ prefixes and local forwarding tables locally and only
global forwarding table is replicated on each routing node. It does not require
same storage ability for all routing nodes and very suitable for this asymmetric
clustered router.

2 Traditional Route Synchronization Algorithms

Most of early clustered routers use CBSA (Centralized Broadcast Synchroniza-
tion Algorithm) to maintain single image among routing nodes, e.g. pluris mas-
sively parallel router[4]. A powerful routing node is designated as route server.
Route server collects route information from others active nodes or executes
all routing protocols and control functions locally. Global forwarding table is
generated on the basis of route server’s protocol database and broadcasted to
all other routing nodes when forwarding routes are changed. CBSA is a cen-
tralized algorithm and used widely in route synchronization of clustered routers
and route distribution between control processor and NPs of line cards. But it
decreases the reliability of clustered router greatly and makes control plane be
performance bottleneck of whole system. Most commercial clustered routers do
not use it for reliability requirements of backbone network. CBSA broadcasts
route change messages, only global forwarding table is changed. It is the most
efficient algorithm and can be used to evaluate the performances of new route
synchronization algorithms.

Commercial routers supporting cluster technology use RRA (Redundant
Replication Algorithm) to achieve high availability, distribut control plane func-
tions among routing nodes and improve critical routing protocols’ performance
currently. IOS XR of Cisco CRS[1] is a typical distributed modular router soft-
ware based on symmetric active nodes. CRS shelf is an active nodes with powerful
computing ability and storage ability. Every CRS shelf can execute routing pro-
tocols and control functions as an independent router. When multi-CRS shelves
are interconnected, routing protocols, UI and management modules can be as-
signed to any shelf on user configuration. RRA is used to maintain the single
image among CRS shelves’ forwarding tables. Each shelf includes two protocol
databases: global protocol database and local protocol database. Global proto-
col database consists of local protocol database and other shelves’ local proto-
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col databases. CRS shelf broadcasts route change messages when local protocol
database is changed. Global forwarding table is generated on the basis of each
shelf’s global protocol database independently. Since each routing node need
contain huge global protocol database, RRA can only be used in symmetric
clustered router architecture and does not support generalized clustered router
composed of active nodes and passive nodes.

3 ARS Synchronization Algorithm

The software forwarding table of traditional centralized router is organized in
tree. Routing protocols exchange route prefixes with adjacent routers and store
them in software forwarding table. The routes with same network address are
stored in same leaf node’s route set Rlist of forwarding table tree. The best route
of route set Rlist is identified with best route pointer rb. We propose a new route
synchronization algorithm—ARS (Asymmetrical Route Synchronization) on the
basis of traditional software forwarding table.

In order to decrease the forwarding table size of each routing nodes, the routes
are stored distributively. Not all routes but global best routes are replicated on
each routing node. The leaf node structure is extended to contain global best
route pointer rg, which points to the best route of leaf nodes containing same
network address routes of local forwarding tables. Now each active node contains
the routes in local forwarding table and the global best routes coming from other
active nodes. Passive nodes only keep the global best routes from other active
nodes. With smaller forward table size, passive nodes can concentrate on packets
forwarding without excrescent expensive storage and computing resources. Route
synchronization happens only when a few global best routes are deleted or active
nodes receive new routes, which are better than original global best routes.

In order to minimize ARS’s synchronization costs, which are caused by fre-
quent routes flapping or link fails, ARS uses route cache to predict secondly best
route. Every leaf node caches another active nodes’ local best route, which is
better than all routes of local route set Rlist except local best route. New global
best route can be predicted by route cache when original global best route is
deleted. A route cache pointer rc is added in each leaf node structure. rc can
be null or caches a route from another active node and satisfies the expression
rc < rb

⋂
(∀ r, r ∈ Rlist

⋂
(r = rb

⋃
rc > r))).

3.1 Symbols and Definitions

We simplify the description of route information and define route r1 as triple
< dest, metric, nodeid >. dest means the network address of route r1. metric
means the metric value of route r1. nodeid is the identifier of route r1’s original
routing node. Formula r1 > r2 means that route r1 is better than route r2.
Formula r1 ≡ r2 means that each field of triple r1 is equal to corresponding field
of triple r2. Tab 1 gives the functions to be used in ARS algorithm.
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Formula 1 gives the define of tree leaf node structure.

Ld = 〈 rb , Rlist〉, Rlist = { ri | 1 ≤ i ≤ k } ∩ rb ∈ Rlist

∩ ( ∀ ri ( ri ∈ Rlist ∩ ( ri ≡ rb ∪ ri < rb ))) (1)

ARS algorithm extends Ld, add global best route field rg and route cache
field rc. New leaf node L′

d structure is defined in formula 2.

L′
d = 〈 rg , rb , rc , Rlist〉, Rlist = { ri | 1 ≤ i ≤ k }

⎧
⎪⎪⎨

⎪⎪⎩

rb ∈ Rlist

⋂
(∀ri(ri ∈ Rlist

⋂
(ri ≡ rb

⋃
ri < rb)))

( rg > rb

⋂
rg /∈ Rlist)

⋃
rg ≡ rb

rc = null
⋃

( rc /∈ Rlist

⋂
rc < rb

⋂

( ∀r, r ∈ Rlist

⋂
( r ≡ rb

⋃
rc > r)))

(2)

Table 1. Functions of ARS algorithm

Function name Description

Dest(r1) return the dest field of triple r1

ID(r1) returns the nodeid field of triple r1

myid() return the identifier of local routing node

Broadcast(opt, r1) Broadcast route r1 with the opt code on inner network

opt =

{
ADD announce new route r1

DEL withdraw route r1

Getleafnode(dest) match a leaf node with network address ’dest’
in forwarding table and return it

Best(Rlist) select the best route in set Rlist and return it

3.2 The Description of ARS

ARS includes two parts: one is the API (Application Program Interface ) proce-
dures of global forwarding table, which are provided for high routing protocols
layer to add/delete routes. The other is the procedures of route synchroniza-
tion messages among routing nodes. The API procedures of ARS includes two
functions:

– Proto Addroute is used to add new route into global forwarding table.
– Proto Dleroute is used to delete original route from global forwarding table.

Fig 2 gives the pseudo-codes of these two functions. The route ri is the route
of high layer routing protocol to be added into or delete from global forwarding
table. When routing protocols call function Proto Addroute to add route ri

into global forwarding table, the leaf node L′
d need be located firstly. Function

GetLeafNode traverses forwarding table structure and locate the leaf node of
route ri. It can also create a new leaf node structure automatically, if there doest
not exist route ri’s leaf node. Then route ri is added into set Rlist and compared
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Fig. 2. API implementation algorithm of global forwarding table

with the global best route of leaf node L′
d. If ri is better than route L′

d.rg, ri

is assigned to L′
d.rg and a new route synchronization message is broadcasted to

other routing nodes. At last original global best route is checked whether it can
be cached in route cache pointer L′

d.rc.
When deletion function Proto Delroute is called by high layer routing pro-

tocol, route ri is compared with global best route L′
d.rg. If route ri is equal to

L′
d.rg, new global route need be predicted immediately. The prediction rules are

listed in following orderly.

1. If the route cache pointer L′
d.rc is not null, L′

d.rc is assigned to L′
d.rg and

broadcasted as new global best route.
2. If the local best route L′

d.rb is not null, L′
d.rb is assigned to L′

d.rg and broad-
casted as new global best

3. broadcast route ri’s deletion message and notify other nodes to withdraw it.

If route ri is not equal to global best route L′
d.rg, ri is removed from the

route set L′
d.Rlist and no synchronization message is broadcasted. Local best

route L′
d.rb need be recomputed sometimes.

There are only two types of synchronization messages during route synchro-
nization: route update message and route withdraw message. Fig 3 give the
pseudo-codes of message processing functions Node Addroute and
Node Delroute. Parameter srcid is the routing node identifier, which has sent
the route synchronization message. Parameter ri is the route broadcasted. When
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routing node receives a update message with route ri from inner network, ri must
be compared with global best route L′

d.rg . L′
d.rg is replaced with route ri, only

if ri is better than it. L′
d.rg is deleted or replaced by ri impliedly if ri comes

from the same routing node as L′
d.rg . Route ri must meet one of the following

conditions when it has occurred:

1. ri is the route cached by route cache pointer L′
d.rc of routing node srcid and

broadcasted as a new global best route candidate. If ri is a route belonging
to local node and equal to local best route L′

d.rb, it is valid. Otherwise local
node need broadcast message to correct the invalid candidate route ri.

2. ri is the local best route of routing node srcid. Now L′
d.rb is compared with

route ri. L′
d.rb is broadcasted only if it is better than ri.
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Fig. 3. The procedures of route synchronization messages

4 Algorithm Evaluation

We construct three cases to simulate typical scenes of core router. The first case
simulates that a routing protocol of core router receives prefix burst updates
and inserts them into global forwarding table in a few seconds. The second
case simulates that a critical link failed or a routing protocol restarted make a
active node’s local forwarding table flap. The third case is that continuous route
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flapping of BGP routing protocol and other protocols make all active nodes’ local
forwarding tables flap in different probabilities. When new routes are inserted
into local forwarding tables, only the routes better than global best routes are
broadcasted in ARS and CBSA algorithms. So only RRA algorithm is compared
with ARS in the first case. ARS, CBSA and RRA are compared in second and
third cases.
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Fig. 4. Burst insertion of 100K routes

All routing nodes are interconnected with inner switch network during the
simulation. Each routing node can reach another one directly. Inner switch net-
work supports broadcast and unicast. We use the amount of synchronized routes
to evaluate the performances of three algorithms. It is a fair measurement and
can ignore the influences of different implementation mechanisms, such as route
packing, transmission mechanism and different data structures.

We select an active node randomly and insert 100K routes into its local
forwarding table in the first case. Fig 4 compares the performances of RRA and
ARS. X-coordinate shows the amount of active nodes in clustered router. Y-
coordinate shows the routes synchronized among active nodes. The amount of
ARS algorithm’s synchronization routes decreases dramatically with the increase
of active nodes. ARS is much better than RRA.

Fig 5 shows the average route amount of three algorithms in the second
case. A active node is selected randomly and 100K routes of its local forwarding
table are flapped each time. RRA need notify all other routing nodes when local
forwarding table’s route is changed. Its synchronization route amount is constant
200K. ARS and CBSA need route synchronization only when global best routes
are changed. Their performance curves are very close in Fig 5.

The frequent route flapping of routing protocols makes active node’s local
forwarding table flap. We compare three algorithms’ performance when all active
nodes’ local forwarding tables flap in given probability. Fig 6 shows the curves of
active nodes increasing from 4 to 128 and each active node flapping in probability
0.5. Fig 7 compares the synchronization route amount of 128 active nodes in
different flapping probabilities. ARS is close to CBSA in flapping probability
0.5. Its synchronization cost is only about 25 percent of RRA at the extremity
of 128 active nodes and very high flapping probability.
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5 Conclusion

The synchronization mechanism of maintaining local forwarding tables’ single
image is very important to the performances of control plane and forward plane.
ARS is an asymmetric route synchronization algorithm. It uses route cache to
predict the new best route when original global best route is deleted. It decreases



ARS: An SA Maintaining Single Image Among Nodes 761

synchronization cost among clustered route nodes greatly. ARS has following
properties:

1. supports asymmetric clustered router platform inherently.
2. supports flexible distribution ways of routing protocols among active nodes.
3. enhances the scalability of clustered router.
4. lower resources requirement for each routing node.
5. lower synchronization costs.
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Abstract. The rapid development of Internet requires that control and 
forwarding plane of traditional IP router should be uncoupled and implemented 
in standard protocol. At the same time performance scalability and easiness of 
new function deployment also burden traditional router. In this paper, we 
propose and implement a new control plane and forwarding plane architecture 
called Controlling Extensible Router (CER). CER separates the implementation 
of control plane functions from forwarding plane and hosted it at general 
purpose server. Forwarding functions of CER are based on network processor 
and control software is designed on the basis of modular objects. They permit 
fast creation, configuration and deployment of new services and protocols. 
Compared with traditional IP router architecture, CER could rapidly employ the 
new control protocol and enhance the performance of control plane and 
forwarding plane independently, especially for control plane with using 
common high computer server. 

1   Introduction 

The Internet continues along a path of seemingly inexorable growth, at a rate that has 
almost doubled in size each year. In order to match the Internet expansion speed, 
network devices must provide more powerful computing ability and packet 
forwarding ability, and support huge density of physical interfaces. It makes 
traditional control plane of router unable to meet the requirements of next generation 
Internet in terms of reliability, performance scalability and service scalability in 
future. 

In current routers, implementations of the control and forwarding planes are 
intertwined deeply in many ways. The control processors implementing control plane 
functions are collocated with the line cards that implement forwarding functions and 
often share the same router backplane. Communication between the control 
processors and the forwarding line cards is not based on any standards-based 
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mechanism, making it impossible to interchange control processors and forwarding 
elements from different suppliers. This also leads to a static binding between 
forwarding elements and line cards. A router typically has at most two controllers 
(live and stand-by) running control plane software. Each line card is statically bound 
to these two controllers. The two controllers, the line-cards to which they are 
statically bound, and the switch fabric together constitute the router. Current 
commercial routers are designed for the flexibilities of supporting different interface 
types and interface bandwidth upgrade. But the upgrade of route controller is 
troublesome and also very expensive. Network administrators can not use powerful 
computation and storage resources provided by current PC to assist the poor 
performance of control plane except that they buy new but expensive router shelf 
with more powerful controller from same vendor.  

Router software is also not based on any standard mechanisms at the same time. 
The router shelf determines network administrator’s choice. The coupling among 
different routing protocols and interaction between control plane and forwarding 
plane are in private. Routing protocol modules from different suppliers cannot 
interchange. With the rapid emergences of many kinds of new applications, new 
protocols or services cannot be updated into control plane in time. Network 
administrator has to wait for tardy but expensive supplier’s updates and cannot plan, 
deploy, configure and administrate new services as his/her wish. 

In this paper, we propose and implement a new control plane and forwarding plane 
architecture called the Control Extensible Router (CER). It has a few advantages over 
traditional router architecture and other similar research work: (a) CER separates the 
implementation of control plane functions from packet forwarding functions. In this 
architecture, all control plane functions are implemented on general-purpose servers 
called the control elements (CEs) that could be multiple hops away from the line 
cards of forwarding elements (FEs). (b) Forwarding elements is based on Network 
Processor (NP). NP has great flexibilities over ASIC implementation. New services 
can not only be deployed in CE but also be downloaded into FEs. There are no 
architectural limitations for new routing protocols, forwarding protocol and network 
services implementation in CER. (c) CER is open and extensible. We design a 
standardized interface between the CEs and FEs similar to that being standardized in 
the IETF ForCES[1] working group. CER’s control plane software is implemented on 
the basis of Modular Object (MO). A MO can be a kind of routing protocol, 
forwarding protocol or network service, such as QOS. The coupling among MOs is 
also in standard interfaces and new MO, which supports these interfaces, can be 
deployed easily. (d) We have verified the feasibility of CER by implementing CER 
router system. 

The rest of this paper is organized as follows. In the next section, we summarize 
related work. Section 3 describes the architecture overview of CER. In Section 4, we 
give the detail descriptions of CER’s implementation. To demo the powerful 
extensibility of CER software, an IPv6 implementation case is also discussed in 
Section 4. We present performance results of CER router in Section 5, and conclude 
in Section 6.  
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2   Related Work 

TV Lakshman presents the SoftRouter architecture[2] that separates the 
implementation of control plane functions from packet forwarding functions and 
permits dynamic association between control and forwarding elements. He discusses 
the challenges of SoftRouter architecture in general and demonstrates the benefits of 
open controlling in reliability, scalability, security, ease of adding new functionality 
and lower costs. The SoftRouter is very similar to our work in router architecture. But 
CER has more extensibility and verified by a practical system. It shows a few 
drawbacks which are against the proposed benefits of the SoftRouter. 

The Open Signaling approach[3] advocates the separation of control plane from the 
forwarding plane in ATM networks for increased network programmability.  This 
separation enables the Tempest framework[4] to create architectures where multiple 
control planes could simultaneously control a single ATM switches network.  

The Internet Engineering Task Force (IETF) is working on standardizing a protocol 
between the control element and the forwarding element in the ForCES[1] working 
group. ForCES focuses on the protocol oriented issues of decoupling networking 
control and forwarding elements (FE) to provide fast, reliable, and scalability. ForCES 
describes the standard interfaces between CE and FEs, which are basic building blocks 
of network. NPForum[5] also focuses on the definition of standardized interfaces 
among basic building blocks. But it concentrates on lower logical function blocks level. 
The case for separating some of the routing protocols multiple hops away from the 
routers have been made by several researchers[6,7]. 

CER architecture makes it easier to add and deploy new protocols into existed 
router. Researchers have proposed other techniques such as Active Routers[8,9] or 
open programmable routers[10] to increase flexibility in deploying new protocols in the 
Internet. CER hosts control plane on general purpose servers, which has a lot more 
computation and storage resources, and makes control plane more scalable and reliable.  

3   Architecture Overview 

3.1   CER Architecture 

A typical Control Extensible Router (CER) consists of a powerful CE and many FEs. 
The primary function of a FE is to switch packets among its physical interfaces. The 
switching functions are driven by a simple local forwarding table which is computed 
and downloaded by a remote CE. CE is a general purpose server with powerful 
computation and memory resources. The biggest difference between CER and 
traditional router is that the sophisticate control functions, such as routing protocols, 
administration module and forwarding table computation, are separated from 
traditional router and hosted at CE. CE executes control logic on the behavior of its 
FEs, responds to the events from FE and configures FE forwarding logic. So there must 
be a binding between CE and its FEs. Any combination between CEs and FEs is valid 
in theory. But it can sophisticate the synchronization logic among CEs when one FE is 
bound to multi CEs. A FE can only be bound to one CE in CER router but a powerful 
CE can have multi FEs. Sometimes there is a backup CE in order to achieve high 
availability. It can take over those FEs only when original CE is crashed. 
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Fig. 1. An example network of CER routers 

Fig. 1 shows the comparison between traditional IP network and CER network. In 
CER network, there are two different views: device view and routing view. The 
device view of CER network is very similar to traditional IP network except that a 
few CE servers are interconnected with FE devices by physical links. But there is 
great difference in routing view. The FEs in dark area are bound to a CE and they 
consist a logical IP router in Fig. 1 (b). CER can simplify the complex topology of 
Fig. 1 (a) into three interconnected logical routers. With the deployment of CER in 
traditional IP networks, it can cluster neighboring FEs into a single router and provide 
significant simplification. The reduction of network devices can simplify the 
complexities of routing protocols, improve protocol convergence time and ease 
network administration. 

3.2   Modular Object 

Modular Object (MO) is basic building block of CER software architecture. A MO 
fulfills an independent control function of control plane, such as IP forwarding, QoS 
or routing protocol. Typical MO is consisted of control object and forward object. 
Control object is a software module or process hosted at CE. Forward object is a 
downloadable picocode module of network processor, which concentrates on packet 
forwarding or scheduling. CER provides standard communication interface between 
control object and forwarding object. Each MO registers itself into CER and 
sends/receives private messages between its control object and forward object via 
standard interface directly. 

CER has two types of MO: forwarding MO and routing MO. Forwarding MO deals 
with packet forwarding and forwarding table management functions. It is a typical 
MO and must include control object and forward object. However routing MO is not 
a typical one, has only control object. Routing MO is high layer routing protocol and 
does not operate forwarding table directly. It exchanges routing information with 
other CEs or traditional routers, determines best routes and installs them into 
forwarding MO.  
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Fig. 2. The Modular Objects (MO) of CER 

Fig. 2 shows the MO view of CER software architecture. CE is much as a container 
of MO‘s control objects. It provides not only basic infrastructure to create, deploy and 
download MO, but also standard communication interfaces between MO’s control 
object and forward object, routing MO and forwarding MO and among routing MOs. 
Forward object is hosted at all NPs of FEs. It registers a classifying policy into packet 
classifier and processes booked packets. For the limitation of NP architecture, forward 
objects are configured and packed as a NP image during CER boots up and downloaded 
when a FE is bound to CE now. It does not influence the extensibility of CER and we 
believe that MO can work in real-time mode with the rapid development of NP 
technology in the future.  

3.3   Standard Protocols and Interfaces 

In order to make CER open and extensible, we have proposed a number of standard 
protocols and interfaces. We describe the four most important ones here.  

Discovery Protocol: In order for a FE to establish a binding with a CE, it must first 
know about the existence of the CE and be able to reach it using some route. We design 
a discovery protocol finds out what CEs are available and lists available paths to them 
for the FEs. 

FE/CE Control Protocol: Once a FE is bound to a CE, the FE and CE communicate 
using a standard protocol. FEs register their physical descriptions into CE and report 
link status information in a real-time mode. CE configures the status of FEs and 
downloads all kinds of control information by control protocol. Our control protocol is 
based on ForCES protocol. We extend it to support MO deployment and MO inner 
communication. 
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MO Interface: During the boot of CE, MO registers itself into CER by MO interface. 
MO interface assign a unique identifier for each MO, initializes control objects and 
packs forward objects into a downloadable NP image. The communication between 
control object and forward object is also provided by MO interface. On the downlink 
direction, control objects send messages to update data structures of forward object, 
such as forwarding table, filter lists and QoS configuration. Forward objects redirect 
abnormal or local packets on uplink direction.   

Forwarding Operation Interface: Forwarding operation interface provides the routes 
operate functions on forwarding MOs for upper layer routing MOs. It is very similar to 
the interfaces between routing protocols and IP protocol. But forwarding operation 
interface is more flexible and supports different forwarding protocols. Routing MOs 
bind itself on a forwarding MO when they are registered into forwarding operation 
interface. They export exchanged routing information into bound forwarding MO and 
influence the forwarding behaviors of all FEs. 

4   Implementation Case for Prototype of an IPv6 Router 

We have implemented a prototype CER for IPv6 case based on a traditional IPv4 router 
platform, which is called OpenRouter6. The software view of OpenRouter6 is showed 
in Fig. 3.The system consists four parts: Routing Services and Stack (Control Service), 
Control Master (CER Master), Control Slave (CER Slave), and IPv6 Forwarding 
Picocode (Forward Engine).  

 

Fig. 3. Function view of CER software 

The RMM(Route Management Module) daemon is a layer of abstraction between 
each protocol and the operating system routing table. It maintains a table of the routes 
and the protocol that sent the route to it. The RMM daemon will then update the 
operating system routing table with the new route. 
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We use the Linux kernel network IPv6 stack (include TCP6, ND, ICMP6, ET.) with 
some virtual NIC drivers and IPV6 Forwarding picocode as a forwarding MO, to which 
the RMM run to control as the controlled object. 

The Control Master (C-master) is implemented with a user space process. It uses two 
TCP/IP connections, control-connection and data-connection, to interactive with 
Control Slave (in FE router). C-master completes the master fuction of FE/CE control 
protocol, provider the U-API to stack and routing service. The C-master interacts with 
routing service for control message via a IPC method, interact with stack for redirect 
packet via a kernel communicate module. 

The Control Slave (C-slave) is implemented with a task of VxWork. It completes the 
slave function of FE/CE control protocol, provider the C-API (on-wire) to master. It 
also completes the FE-Specified control behavior with FE Controlling Module. NPAS 
module does the map between the FE-Specified control behavior and NP-based FE 
model. NPAS implements the NP-API similar with NP Forum CPIX. 

IPv6 Forwarding object runs on NPs and completes the normal IPv6 packet 
forwarding based on forward table (established by routing service). Packet and control 
flows work as follows: 

Data Flow: In the receiving case, a packet will enter the system via one of ports 
serviced by the NP-platform. The IPv6 forward object will process to make a decision 
how to dispose the packet. It may choose to forward it via another port of the system, in 
which case, the network stack will not be exposed to the packet. The classifier may also 
discover that the packet is a routing update, or control packet destined for CE. In this 
case, the packet is forwarded to the local control point (Slave). CER Slave converts the 
packet into a redirection data message of control protocol, and sends to separated 
control server (Master) through the CER’s data-connection. 

The redirection data message arrives to CER Master of separated control server, 
CER Master discover the redirection data message and construct the metadata to send 
to kernel redirector. The metadata include the information about receiving port, kernel 
redirector construct the 2-layer-frame to specified virtual interface for injection into the 
network stack. From there, CE protocol stack will process the packet as usual. 

If packet is a routing protocol packet. It will be handed to RMM, which will process 
it and make decisions about routing policy.  

In the transmission cases, Routing service should send routing protocol packet to 
RMM, and RMM then call OS system call to send the packet to network stack and the 
stack could generate control packets too. 

The stack will select one of the virtual interfaces presented by the stack adapter as 
the destination interface. The packet will be encapsulated into a layer 2 frame passed 
across virtual interface, which will send the frame to the kernel redirector. The kernel 
redirector will construct the metadata with the frame, and send metadata to CER 
master.  

CER master receives the metadata, and converts the metadata into a redirection data 
message. With the FE/CE control protocol, master sends the message to slave via 
data-connection. 
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Control Flow: There are 2 directions of control messages: ahead (CE to FE) and 
reverse (FE to CE). These messages include IPv6 forward table add/modify/delete, 
IPv6 neighbor table add/modify/delete, port status query, forwarding logic configure, 
exception notify, etc. In the ahead direction, the process is synchronous, CE send a 
control message to FE, and wait for a VALUE or ACK from FE to indicated the results. 
In the reverse direction, the process is asynchronous, FE send a notification to CE, CE 
deal with the message to apply FE. Now we use a example to explain the control flow. 
One is the IPv6 forwarding table update message. The routing protocol calculate a 
routing entry for a destination, then put the routing entry in the kernel stack, at the same 
time, call CER master.  

5   Experience and Practice (Evaluation) 

To evaluate CER architecture, we add a control card into FE and make it traditional IP 
router. Control card executes tightly coupled router software and communicate with 
line-cards by internal crossbar. We call it FE router. CE uses 2GHz Pentium CPU with 
512MB DRAM. The control card uses 600MHz PowerPC750 CPU with 128MB 
DRAM. The distinction of two controlling platform is obvious. Extensibility is the one 
of the key benefits of CER architecture. 

We use Spirent AX4000 to test the BGP and OSPF performance of CER system in a 
one-hop separated environment. The result is compared with traditional IP router and 
listed in following: 

Table 1. BGP performance comparison 

 CER  FE router 
Route Learning Time  for 100K 
routes (second) 

117 673 

Maximum Number of Routing 
Table Entries 

512K 133K 

pass-through delays (ms) 350 330 
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Fig. 4. OSPF performance comparison 
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The comparison of BGP basic capabilities is shown in Table 1. CER can achieve 
high protocol processing ability and huge BGP table capacity with a scalable and 
powerful controller. Pass-through delay of BGP is not improved but gotten worse for 
dominated network transmission delay and packet redirection delay. Sometimes long 
delay of route update may be helpful. It can combine multi BGP update packets into 
one and reduce the influence of dramatic route flapping.  

Fig. 4 shows the pass-through time comparison of OSPF protocol. CER is very 
near to FE router with small node number for that SPF computation delay is lower 
than all kinds of OSPF timer and task schedule delay. When node number is increased 
over 300, SPF computation burdens FE router controller greatly and pass-through 
time is in exponential growth trend. CER is much better than FE router.  

We have also tested the performance impact of CER in a long hops environment, the 
control server (CE) is located at Changesha in china, and one FE is located at Beijing 
and bound to the remote CE. The results are not perfect. The efficiency of control is low 
and CE endures long transmission delay. It suggests that the creation of a separate 
controlling network connecting CEs and FEs can make the control plane much more 
resilient and flexible.  

6   Conclusion 

In this paper we explained that current marked trends push for both flexible and high 
performance routers. Current router options are either high performance (commercial 
routers) or flexible (open source-based PC routers). 

As a solution to this problem, we propose a router architecture that consists of the 
combination of NP-based forward engine, and open Linux control server. The 
combination of these components provides: 

·A performance level that can easily be compared to the switching performances of 
commercial routers; 

·The scalability through the use of multi-FE support in Open Router Protocol. 
·The flexibility at the control path equal to that of an open source PC router; 
·The extensive developer support that have been engaged on Linux-based routers; 
·A clear separation between forwarding and control planes. 

With CER architecture, we could rapidly employ the new control protocol than 
monolithic router software suit, and we could enhance the control or forward 
performance independently, especially for control performance with using common 
high computer server. 

In a far future technology view, the network could separate into two physical layer: 
Forwarding layer and Controlling layer. The concept of router could be changed a 
software system as describes in [2]. Following that, the services of network could be 
deployed from the software center. 
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Abstract. The dynamic topologies and membership in MANET make it 
difficult to use conventional routing protocol for propagating trusted routing 
message between individual nodes. However, it is the most important thing to 
implement the secure communication in MANET that how to propagate routing 
message dependably to discover the secure shortest paths. This paper defines a 
trusted routing discovery model, MARD, which proposed to authenticate the 
protocol participants in order to prevent the malicious node from providing 
secure shortest paths, negotiate one times session keys to encrypt the 
communication between the source and destination nodes by using the routing 
discovery mechanism at the same time. In the end, the analysis shows that 
secure goals have been achieved. 

Keywords: Secure Routing Protocol, Mobile Ad Hoc Networks, Routing 
Discovery, Passive Attack, Active Attack. 

1   Introduction 

Mobile Ad hoc Networks (MANET) is a collection of mobile nodes, which has no 
fixed available infrastructure and has no pre-determined organization of available 
wireless links. Due to the limit of wireless transmission range, nodes of MANET are 
required to relay packets for other nodes in order to deliver data across the network. It 
means that individual nodes need using routing protocol to be responsible for 
dynamically discovering which is the best effective route and deliver the packets to 
the next node. Without accurate routing information, the network links may become 
more congested, and the overall load on the network may increase, and it even may 
cause the entire network to paralyze. 

However, the open and distributed wireless communication environment where 
mutually distrusting mobile nodes leave or enter MANET at any time is a major 
challenge to propagate routing message dependably between nodes that need to trust 
and cooperate mutually in the process of route discovery. Unfortunately, mobile 
nodes are susceptible to be compromised and the adversary may use the malicious 
nodes to inject false routing information into the network. Even though the malicious 
nodes have not interrupted the operation by fabricating, modifying or disrupting the 
                                                           
* Foundation item: Supported by the National network & information secure guarantee 

sustainable development plan (2004 Research 1-917-C-021).  
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routing information, which also may eavesdrop the application data deliver 
subsequently. Obviously, secure operation of routing protocols is based on how to 
establish the trust and protected creditability of message between nodes is the most 
important thing for the precise routes in MANET. 

This paper presents a model of mutual authentication routing discovery (MARD), 
which not only propagate dependably routing message to build the trust relationship 
associated with MANET nodes chain that would be used for routing message from 
source to destination, but also negotiates one times session keys to establish a private 
communication channel between source and destination nodes that will use to route 
data securely. In Section 2, this paper discusses related work on the subject, and in 
section 3, secure mutual authentication routing discovery model has been described. 
The section 4 analyzes the security of the routing discovery model, and finally 
Section 5 draws the conclusions. 

2   Security Threats in Routing Discovery of MANET 

Most existing MANET routing protocols, such as DSDV, WRP, FSR, AODV, TORA, 
ABR, SSR[1], trust implicitly all participator, and focus on how to depend on the 
neighboring nodes cooperative to spread routing information quickly once the 
network changes. This naive trust model allows erroneous routing information easily 
inserting by malicious attacker [2], [3].  

2.1   The Particularly Vulnerability of Routing Information Exchange 

In MANET, routing protocols distribute reachable information to various destinations 
and dynamically adjust the paths based on topology and other kinds of changes. 
However, the dynamic topology and cannot predict apriority, which leads the 
membership of routing to protean and insecure nature. The adversary have many 
chances to insert malicious node in the dynamic and uncertainty route and difficult to 
detect. As nodes will route the message for other nodes until the final destination is 
reached, such a malicious node can subvert the routing operation throughout the 
MANET. 

The wireless link is another insecure nature that relate to the routing information 
exchange. Because of open medium and lack of clear line of defenses, the wireless 
links of MANET is susceptible to link attacks. Sniffing and analyzing the routing 
information in traffic, attacker can discover valuable information, such as topology 
information. 

2.2   The Threats for Routing Security 

Because of the insecure natures discussed above, there are several threats to propagate 
routing information dependably in this environment. This paper concentrates on how 
to protect the routing mechanism from malicious nodes and ignore physical attacks on 
the transmission medium. The protocol has to face various attacks with different 
intensity and intentions that can be categorized into two kinds: Passive and Active [4]. 
The active method, which adversary use malicious nodes to inject actively arbitrary 
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routing information into propagating routing message of MANET routing protocols, 
can be classified into modification, impersonation, and fabrication [5]. The active 
attack enables malicious nodes to launch a variety of attacks in MANET including 
creation of black-holes, grey-holes, denial of service and so on. 

Attacks Using Modification. Conventional routing protocols for MANET neglect 
that intermediate nodes alter maliciously the control fields of messages to distribute 
falsified values. Thus, it is easy for malicious nodes to compromise the integrity of 
routing message and modify routing information, which cause network traffic to be 
dropped, redirected to a different destination, or take a longer route to the destination 
increasing communication delays. The typical modification attack includes: modified 
route sequence numbers or hop counts in AODV to implement redirection attack, such 
as black-hole, routing loops or increasing in route length; modifying source routes in 
DSR to implement Denial-of-Service attack.  

Attacks Using Fabrication. Conventional routing protocols are difficult to identify 
whether routing messages they received are legitimate, so the messages fabricated by 
another node cannot be detected. The typical fabrication attack includes: fabricating 
routing error messages in both AODV and DSR assert that a neighbor can no longer be 
contacted and broadcast spoofed packets in DSR to poison route caches. 

Attacks Using Impersonation. Conventional routing protocols are weakness of 
safeguarding the identifier of the node in message. A malicious node can launch many 
attacks under this environment by misrepresenting its identity as another node 
(spoofing) to filch unauthorized resource or combined with modification attacks. For 
example, a spoofing attack allows the creation of loops in routing information 
collected by a node as the result of partitioning in the network. 

Passive Attacks. In passive attack, the malicious entity does not disturb actively or 
modify routing information, just only attempts to discover valuable information by 
eavesdropping on the network traffic. Attacker analyses the routing message and 
reveals the relationships between nodes. For example, which nodes are trying to 
establish routes to another nodes or which nodes are pivotal to proper operation of the 
network, and then it can launch attack to collapse the entire network. Furthermore, 
This attack is virtually impossible to be detected in the wireless environment and 
hence also extremely difficult to avoid. 

2.3   Previous Work 

In order to propagate dependably routing information in MANET, routing protocol 
must ensure that no node can prevent successfully routing discovery and maintenance. 
Several secure routing protocols have been proposed previously [6]. The recent 
development includes Papadimitratos and Haas have proposed SRP (Secure Routing 
Protocol) based on DSR, which assumes the existence of a security association 
between the source and destination to validate the integrity of a discovered route [7]. 
Dahill have proposed the ARAN (Authenticated Routing for Ad hoc Networks), which 
uses public key cryptography instead of the shared security association used in the 
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SRP [8]. Yi, et al. have proposed a generalized SAR (Security-Aware Ad hoc Routing) 
protocol for discovering routes that meet a certain security criteria, which requires 
that all nodes meet a certain criteria to share a common secret key [9]. However, Both 
SRP and ARAN are focused on detection whether the protocol participants are legal 
when the route is discovered, and that ARAN use an optional second discovery stage 
that provides non-repudiating route discovery. Furthermore, without the privacy of 
the routing information, ARAN and other protocols are weak against the passive 
attacks, such as eavesdropping and spoofing, and intermediate nodes that handle 
control messages can easily find the identity of the communicating nodes.  

3   Mutual Authentication Routing Discovery (MARD) Model 
Describe 

This paper proposes a secure routing discovery mechanism. MARD is designed for 
pledging routing message propagates and preventing the malicious node from 
inserting into route at any hop to discovery a secure route from the source node to 
destination. Besides, this model can negotiate the session encryption algorithm and 
establish private communication channel between the source and destination nodes to 
transmit the application data. 

3.1   Assumptions and Initialization 

To adapt to the special characteristics, this model use certificate and signature to 
guarantee the trust of routing information propagated in MANET. Every legit node 
joining MANET must obtain an identity certificate from a Certificate Authority (CA) 
that can guarantee the reliability of identity. Because certificate authenticates the 
unique identity of node and can be trusted and verified by all nodes, bound in routing 
message, so can establish association with origin node. All nodes must maintain fresh 
certificates with the CA. The identity certificates have the following form: 

CertA={ IDA, IPA, IDCA, KA, CertV } K
1−

CA
 

In the certificate, IDA is the identifier of A, IPA is the IP address of A, IDCA is the 
identifier of CA that issues the certificate, KA is the public key of A, and the CertV is 
the version number of the certificate. 

Each node also has a pair of public and private keys, and other legal nodes know 
the public key. In order to authenticate and verify the integrity of the message, nodes 
sign encrypt the message by using its private key during the routing discovery 
process. The security of the cryptographic algorithms is irrespective, and the 
definition of the model and the negotiation of the session encryption algorithm are 
disjoint as well so that other cryptography can be used1.  

                                                           
1 Considering the expanding on unidirection link, we use mutual symmetrical key exchange 

here. To improve the security of mutual authentication, the other key negotiation algorithm 
can be replaced for the symmetrical key exchange that is being used currently, such as: Diffie-
hellman, etc. 
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3.2   Dependable Routing Discovery Mechanism 

The routing discovery mechanism of MARD is accomplished by broadcasting a 
routing discovery message from the source node that will be replied to unicast by the 
destination node. The flooding-based routing ensures that a packet will traverse every 
link and hence reach its intended destination, as long as a non-faulty path exists. 
Essentially, the MARD is an extension to AODV routing protocol[10]. The routing 
message forwarding process is achievable and very secure, as the trust is propagated 
from one node to another by exchanging certificates and verifying signatures, the 
routing messages are authenticated at each hop from source to destination, as well as 
on the reverse path from the destination to the source. The process can be divided into 
follow phases: 

Route Request. The source node S triggers the routing discovery process by 
broadcasting route request message(RREQ) to all neighbors in order to discover the 
shortest paths to destination node R.   

S→broadcast: [RREQ, RD_ID, IPR, IPS, {SN_ID, TKS} K R
, CertS] K

1−
S  

The source node uses the public key KR of destination receiver that may learn from 
certificates to encrypt the session identifiers (SN_ID) and the symmetric key(TKS). 
With the packet type identifiers (RREQ), routing discovery process number (RD_ID), 
the IP address of the destination (IPR), and the certificate of the source(CertS), all the 
parameters of RREQ are signed to encrypt by the private key of S. Essentially, the 
SN_ID is a random number, which is large enough to be recycled within a special 
period, and is mapped to the symmetric key (TKS) that will encrypt the data to send 
from S after route has been discovered. 

Route Request Forward. When the neighbor node B receives the RREQ from S, it 
tries to decrypt the RREQ with the public key of the source node and verifies whether 
the message has been modified. B is also checked SN_ID subsequently to verify 
whether the message has received previously. If B is not the expectant receiver, it sets 
up the reverse path back to the source by recording the neighbor from where it 
receives the RREQ. After appending its own certificate, B signs encrypt the contents 
of the message, and rebroadcast it to its other neighbors: 

B→broadcast: [[RREQ, RD_ID, IPR, IPS, {SN_ID, TKS} K R
, CertS] K

1−
S

, CertB] K
1−

B  

Let C a neighbor of B and that has received the RREQ from B, which validating the 
B’s signature, and repeats those step to verify the RREQ. If C is not the expectant 
receiver either, it sets up the reverse path back to the source. After removing B’s 
certificate and signature, C appends its own certificate, signs to encrypt the message, 
and forward broadcasting the message to its other neighbors as the predecessor: 

B→broadcast: [[RREQ, RD_ID, IPR,  IPS, {SN_ID, TKS} K R
, CertS] K

1−
S

, CertC] K
1−

C  

Each intermediate node that receives the route request message (RREQ) repeats 
these steps like node C, until the RREQ reach the expectant destination. 

Route Reply and Forward. When the expectant receiver R receives the RREQ, it 
also tries to decrypt the previous node’s signature and ensures that the message has 
not been modified. If it receives this RREQ firstly, it sets up the reverse path back to 
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the source. Then the destination node R unicasts a route reply message(RREP) back 
along the reverse path to the source, which triggers the route reply: 

R→C: [RREP, RD_ID, IPS, IPR, {SN_ID, TKR} K S
, CertR] K

1−
R  

The destination node uses the public key KS of source node that may learn from 
certificates to encrypt the session identifiers (SN_ID) and the symmetric key (TKR). 
With the packet type identifiers (RREP), routing discovery process number (RD_ID), 
the IP address of the source (IPS), and the certificate of the destination (CertR), all the 
parameters of RREP are signed to encrypt by the private key of R. The TKR is the 
symmetric key, which will be mapped by SN_ID and encrypt the data that send from S 
after route has been discovered. 

Let C the first node on the reverse path that received the RREP from the destination, 
it tries to decrypt the RREP with the public key of the destination and verifies whether 
the message has been modified. Being not the expectant receiver, C sets up the path to 
the destination by recording the neighbor from where it receives the RREP. After 
appending its own certificate, C signs to encrypt the contents of the message, and 
unicasts the message to the next node on the reverse path back to the source: 

C→B: [[RREP, RD_ID, IPS, IPR, {SN_ID, TKR} K S
, CertS] K

1−
R

, CertC] K
1−

C  

When the next node B receives the message, it validates the previous node’s 
signature, and repeats those steps to verify the RREP. If B is not the expectant 
receiver either, it sets up the path to the destination. After removes the signature and 
certificate of previous node, B appends its own certificate and signs to encrypt the 
message, unicast the message to next node on the reverse path as the predecessor: 

B→S: [[RREP, RD_ID, IPS, IPR, {SN_ID, TKR} K S
, CertS] K

1−
R

, CertB] K
1−

B  

Each intermediate node that receives the route reply message (RREP) repeats these 
steps as node B, until the RREP reach the origin node. 

3.3   Establish Secure Communications Channel and Transfer Data 

When the source node gets the RREP, it also tries to decrypt the previous node’s 
signature and ensure that the message is correct. After that, a concatenation of the 
trust nodes composes a path, which also be considered to be secure route data 
between source and destination node. 

Once secure route has been established the data packets need to be encrypted 
between source and destination node. The source node uses the symmetric key(TKR) 
to encrypt the data X, which will send to destination node. With the packet type 
identifiers (RDAT), the session identifiers (SN_ID), the IP address of the destination 
(IPR), and the certificate of the source(CertS), all the parameters of RDAT are signed 
to encrypt by the private key of S. when receives the data message(RDAT), the 
destination node will accord to the SN_ID, which is contained in the message to choose 
the symmetric key to decrypt the data X. Similarly, the destination node uses the 
symmetric key(TKs) to encrypt the reply data Y, and construct the route data 
message(RDAT) as the source node. 
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4   Security Analysis 

In MARD, the routing information has been protected in the whole routing discovery 
process. To guarantee the dependability of routing information, the outgoing routing 
messages in which the certificate is encapsulated have been signed and encrypted 
before being sent to the network. When receive the routing message, nodes need to 
decrypt and decapsulate it to verify the dependability of the message. A number of 
cited frequently attacks against MANET routing protocol could be prevented by 
MARD, which has these characteristics. 

The first, adversary must overcome the authentication. As the messages are signed 
by all hop-by-hop, each node must encapsulate the identity certificate attested by a 
trusted third party to claim its authenticity, which enables the receiver can verify who 
propagate the routing message. An authorized node just only creates the message. 
Malicious nodes cannot generate and inject false routing messages for other nodes, or 
masquerade as another node and gain unauthorized access to resources and sensitive 
information. Mutual authentication is the basis of a trust relationship between nodes. 
The other security characteristic in MARD, such as confidentiality, integrity and non-
repudiation all rely on the accurateness of this authentication. 

The second is the integrity of routing information. The integrity is the property that 
ensures the message has not been altered in an unauthorized manner while being 
transferred. In MARD, every node uses digital signatures to guarantee the integrity of 
the content, and any unauthorized manipulation of information should be detected 
[11]. As the contents in every transmitted message are replicated regularly and 
forward, the contents of these messages should be guaranteed. The routing 
information carried in the routing message could not be corrupted, and the path 
spreads over the secure nodes so as to all function of routing discovery will prevent 
from malicious node. 

The third is the non-repudiation of routing information. The non-repudiation 
ensures that the origin of a message cannot deny having sent the message. In MARD, 
even though false routing information has been injected into network, nodes cannot 
repudiate the malicious behavior with non-repudiation. In active attack, adversary 
needs to manipulate the routing message abnormally to carry out malicious activity 
later. It means that, once it starts the malicious activity, the secure routing discovery 
algorithm can use intrusion detection systems to detect which nodes attempt to 
compromise network by propagating fake routing information and then isolate 
malicious nodes [12]. 

The fourth is the confidentiality of routing information. The confidentiality assures 
that only the authorized nodes are able to obtain protected information from message. 
In MARD, all the routing message of routing discovery process are encrypted before 
transmission, and only legit nodes that have the decryption key can decrypt the 
messages and participate in the routing to protect the messages that are exchanged 
between nodes. It means that even though adversary can sniff data transmitted on the 
wireless link, sensitive information also cannot be leaked. After establishing secure 
route, all application data exchange between source and destination nodes occur over 
the private channels equipped with cryptographic protections, and that the 
cryptographic techniques are sufficient in this context to protect the confidentiality of 
the communication. 
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5   Conclusion and Future Work 

This paper studied the security issues of routing protocol in MANET and has pointed 
out that there are several threats to the trust of routing information that have been 
propagating in this environment. To fit to the special characteristics of protecting the 
message, a secure mutual authentication routing discovery model (MARD) for 
MANET is proposed, which can guarantee the authentication, integrity, non-
repudiation and confidentiality of the routing information that propagate in whole 
routing discovery process along with confidentiality. Depending on validating the 
signature and the identity certificates of protocol participants, routing discovery in 
MARD could provide both end-to-end and hop-to-hop authentication of routing query 
and reply messages to ensure that no malicious node can prevent successfully routing 
discovery and maintenance. As privacy is a key issue in wireless ad hoc networks, the 
source and destination nodes of MARD use the session key negotiated in the routing 
discovery phase to encrypt the data in order to establish private communication. 

As to the future work, we will implement our model using simulation tools such as 
NS-2 to verify the dependability in various attacks and compare the performance with 
other typical secure routing protocols in MANET, such as SAODV, ARAN. 
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Abstract. With the fast growing size and complexity of core network, the hash 
based data structure of current AS_PATH implementation in BGP is facing chal-
lenges in performance, mainly caused by the static attribute of the simple hash. 
This paper proposed a splay tree based data structure and an optimal index gen-
eration algorithm specifically designed for AS_PATH. Exploiting the innate char-
acteristics of AS_PATH, the proposed algorithm shows superior performance. 

1   Introduction 

The Border Gateway Protocol (BGP) is an inter-Autonomous System (AS) routing 
protocol. One of the most important attributes in BGP is AS_PATH [1]. AS_PATH 
serves as a powerful and versatile mechanism for policy-based routing [2]. With the 
rapid development of Internet and wide deployment of BGP [10], storage and com-
parison of AS_PATH entries become a potential performance issue to be addressed. 

This paper is a forward-looking exploration on optimizing the data structure of 
AS_PATH. The rest of the paper is organized as follows: In Section 2, we will present 
the inherent problems of hash data structure of AS_PATH and propose the possible 
solutions briefly. In Section 3, we discuss the optimization of the AS_PATH data 
structure by comparative study. In Section 4, we provide results of our simulation 
experiments. In Section 5, we put forward our conclusion and our expectations for 
future work. 

2   Background and Challenges 

The global Internet has experienced tremendous growth over the last decade. Figure 1 
shows the BGP statistics [5] from Route-Views Data with trend curves added. As 
shown in Figure 1 (c), the number of unique AS_PATHs is growing at nearly an ex-
ponential speed, which motivates research in optimized algorithms to provide higher 
performance. 

In typical BGP implementations [8, 9], hash table is preferred since in early days, 
when number of AS_PATH is small, it is the most simple and efficient way. To deal 
with the collision, different AS_PATH entries with same hash value will be stored in 
a linked list and be distinguished through linear search by comparing the whole 
AS_PATH. In theory [6, 7], the time complexity to insert, lookup or delete an entry in 
hash table is O(1), which obviously is perfect in AS_PATH attribute update and re-
trieval. To reach high efficiency, nearly half the hash table should be empty, and ac-
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cordingly the hash table size should double the size of the existing unique AS_PATH 
entries, and thus the space complexity is O(2n) where n is the number of AS_PATH 
entries. For instance, in [8], the table size is 32,767, almost twice as the number of 
unique AS_PATH entries in the global routing table. 

 

(a)              (b) 

 

(c)             (d) 

Fig. 1. BGP Statistics: (a) Active BGP entries (FIB); (b) Unique ASes; (c) Unique AS Paths 
used in FIB; (d) Average AS Path Length 

These hash based implementations perform well nowadays in most of cases, but 
are expected to face severe challenges as follows. 

Hash is a static data structure and the main disadvantage is the constant hash table 
size. The efficiency of hash will decline quickly since the hash table size will not 
catch up with the increasing number of AS_PATH entries. In addition, it is difficult to 
get it right for all situations. For example, the software including BGP routing needs 
to work on both a low end router with small memory and small number of routes and 
a high end router with large amount of memory and large number of routes. But there 
is no way to set a universal value for hash table size for both high and low ends. Ob-
viously, to resolve this challenge, dynamic data structures such as binary trees could 
be good substitutes for hash. 
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The AS_PATH attribute is of various lengths and hardly can be used directly as an 
index. An index of constant length for each AS_PATH entry can be generated by 
encoding the AS_PATH attribute. Nevertheless, possible collision needs to be taken 
into consideration when two different AS_PATH entries are encoded into the same 
index. To reduce the probability of collision, folding is an easy and popular method to 
generate index. That is, split an AS_PATH into several equally sized sections and add 
all sections together. However, both splitting and adding up consume time. Since the 
AS_PATH is getting longer due to the rapid growth of AS number, the cost of folding 
is getting much more expensive. Thus there is need to find an algorithm more effi-
cient to generate indexes. 

Linking different entries with identical index is a simple solution for collision. 
However, increasing entries incline to cause more collisions and longer links. Then 
the efficiency of linked list operations (i.e. insert, lookup and delete) will also decline 
since entry comparison is usually expensive. One way to relieve this challenge is to 
construct different entries with the same index to be a secondary tree, rather than a 
linked list. 

3   Optimizations by Exploiting the Characteristics of AS_PATH 

3.1   Characteristic Observations 

Table 1 shows a sample output of a BGP routing table from our test set which from 
real life includes more than 100,000 AS_PATH entries with 17,520 unique entries. 
Using this example, the following characteristics can be observed. 

Table 1. A sample output of a BGP routing table 

 Network  Next Hop      Metric LocPrf  Weight  AS_PATH 

12.42.72.190/32 10.1.1.235    0     100     100   14207 3944 7777 i 

12.43.128.0/20 10.1.1.235    0     100     100   14207 3944 2914 7018 16711 16711 16711 i 

12.43.144.0/20 10.1.1.235    0     100     100   14207 3944 2914 7018 16711 i 

12.65.240.0/20  10.1.1.235    0     100     100   14207 3944 2914 7018 17231 i 

12.66.0.0/19    10.1.1.235    0     100     100   14207 3944 2914 7018 17231 i 

12.66.32.0/20   10.1.1.235    0     100     100   14207 3944 2914 7018 17231 i 

12.79.224.0/19  10.1.1.235    0     100     100   14207 3944 2914 7018 5074 i 

13.13.0.0/17    10.1.1.235    0     100     100   14207 3944 2914 7018 22390 i 

13.13.128.0/17  10.1.1.235    0     100     100   14207 3944 2914 4323 22390 i 

13.16.0.0/16    10.1.1.235    0     100     100   14207 3944 2914 5511 5388 i 

15.0.0.0/8      10.1.1.235    0     100     100   14207 3944 2914 209 71 i 

15.130.192.0/20 10.1.1.235    0     100     100   14207 3944 2914 5400 1889 i 

15.142.48.0/20  10.1.1.235    0     100     100   14207 3944 2914 3561 5551 1889 i 

15.166.0.0/16   10.1.1.235    0     100     100   14207 3944 2914 209 71 i 

15.195.176.0/20 10.1.1.235    0     100     100   14207 3944 2914 3561 1273 1889 i 
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Characteristic 1. Many routes share one AS_PATH entry but few entries share one 
origin AS. In Table 1, there are at most three different AS_PATH entries originating 
from the same origin AS 1889. In our test set, over 80% AS_PATH entries monopo-
lize one origin AS. Hence in most of cases a path could be specified by its distal AS 
indicating the origin AS of the entry. 

Characteristic 2. Scanning the AS_PATH field in Table 1 from left hand side, we 
find that, nearer to the origin AS, two AS_PATH entries are more likely to be differ-
ent. On the other hand, the nearest AS numbers, which indicate the ASes closer to 
local AS, are mostly the same. This can be explained that local AS usually has very 
few neighbors and hence left parts of most AS_PATH entries are similar. 

Characteristic 3. Considering the update process, the efficiency of the data struc-
ture/algorithm is very important when it faces a burst of route updating, which might 
happen when one AS's state alters and all the AS_PATHs originating from it have to 
be updated. It requires the entry operated most frequently to be visited most promptly. 
This characteristic is coincident with a type of dynamic binary trees: splay tree [7]. 

3.2   Constructing Splay Trees 

Similar to the means done in hash, as for a splay tree, each AS_PATH entry is stored 
as a whole, with an index whose value is calculated by the functions discussed in next 
section. The entries with identical index value are linked off the same node. Figure 2 
shows the data structure of the tree node and an example process to construct a splay 
tree from left side to right. 

 

Fig. 2. Construct a Splay Tree for AS_PATH 

3.3   Optimizing Index Generation 

Definition of k-step Golden AS for an AS_PATH Entry. We assume the golden 
section ratio is 0.618β ≈ and the length of an AS_PATH entry is m . The function 

Position(AS) indicates the position of an AS in the entry and its value range is 

{1,2,…, m }. Herein, Position(origin AS) = m . Then we use kP  to denote Posi-

tion(k-step golden AS). 
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Definition 1. The 1-step golden AS is the one on the golden section point of the entry, 

that is, 1P mβ= ⎡ ⎤⎢ ⎥ . 

Definition 2. The k-step golden AS is the one on the golden section point of the short 
section after last golden section, that is, 

1 1( )k k kP P m Pβ− −= + −⎡ ⎤⎢ ⎥ ,1 kP m≤ ≤ . (1) 

We impose the condition 1k kP P −≠ , and consequently k has an upper boundary 

for each certain m . For our test set, 3m ≥ , 1, 2k = . 

Comparison on Different Index Generation Functions. As we have discussed, 
folding is expensive. According to characteristic 1, we employ the origin AS number 
as the index of an entry. Moreover, according to characteristic 2, we design other 
index generation functions whose time-consuming is on the same level. All the 
functions are presented as follows. 

1. Folding. Split an AS_PATH entry into 16-bit sections and add all sections together 
to a 32-bit integer. 

2. Origin AS. Directly get the rightmost AS number. 
3. Sum of rightmost two ASes. Add the rightmost two AS numbers together. 
4. Sum of rightmost three ASes. Add the rightmost three AS numbers together. 
5. Golden section. Get the 1-step golden AS and add it to the origin AS.  
6. Golden section2. Get the 2-step golden AS and add it to the origin AS. 
7. Golden section3. Add the 1-step golden AS, the 2-step golden AS and the origin 

AS together. 

We construct splay trees using our test set and regard the number of tree nodes and 
links, average length of all the tree nodes, average and maximum length of links and 
the time cost as the main judge of efficiency of index generation functions. Larger 
amount of tree nodes, less links, shorter length, and cheaper time cost, indicate the 
higher efficiency. The results are presented in Table 2. 

Table 2. Efficiency of different Index Generation Functions 

Index 
Genera-
tion 

Number  
Of  
Tree Nodes 

Total  
Average 
Length 

Number 
of  
Links 

Average  
Link 
Length 

Max 
Link 
Length 

Time 
Cost 

Folding 16287 1.075705 1152 1.070313 3 O(N)∗ 
Origin AS 13436 1.303960 2639 1.547556 12 O(1) 
Sum 2 13492 1.298547 3133 1.285669 6 O(1)×2 
Sum 3 14358 1.220226 2652 1.192308 5 O(1)×3 
Golden 1 13077 1.339757 3366 1.319964 7 O(1)×2 
Golden 2 13619 1.286438 3141 1.241961 6 O(1)×2 
Golden 3 13921 1.258530 3014 1.194094 5 O(1)×3 

                                                           
∗ N indicates the number of sections after splitting. 
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According to the results, regardless of the time cost, folding seems most efficient, 
since it utilizes more information in an entry than any other function. However, the 
time cost of index generation influences much the efficiency of operations to insert, 
lookup and delete entries, especially when AS_PATH is getting longer. The other six 
types of index generation functions perform almost equal in efficiency. Hence using 
the origin AS as index is preferred for its simplicity. 

3.4   Further Improvement 

As we have discussed, when links get longer, the efficiency will decline badly for its 
linear data structure [6, 7]. This problem may come true soon owing to the astonish-
ing increase of ASes and AS_PATH entries. If the link is replaced by a splay tree, our 
splay tree with links then alters to be a splay tree with a secondary tree, which might 
be called double-splay tree. We use the origin AS as index of the primary splay tree 
while we could use the 2-step golden AS or the second rightmost AS as index of sec-
ondary splay tree. Two different entries owning the same two indexes still have to be 
linked but the length of the link will be much shorter and hence the efficiency will be 
improved. Figure 3 shows an example process to construct a double-splay tree. 

 

 

Fig. 3. Construct a Double-Splay Tree for AS_PATH 

Limited by the size of test set, this improvement is not remarkable in our experi-
ments since over 80% links are as short as just one node. We temporarily do not pre-
sent the meaningless results in this paper. Nonetheless, we believe this improvement 
will be verified when AS_PATH entries in real life is getting much increased. 

4   Simulation Experiments 

4.1   Experiment Environment 

For all the experiments we use a computer with a Pentium M processor running at 
1.4GHz and 256 Mbytes of main memory. The host operating system is Windows XP 
professional with SP2. We develop and compile our program with the Microsoft Vis-
ual C++6.0 with default settings. In our program, each AS number is treated as a four-
byte integer [4]. 
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4.2   Splay Tree vs. Hash 

To simulate the fact that hash is static while the number of AS_PATH entries is in-
creasing explosively, yet limited by the condition that the number of existing 
AS_PATH entries is certain,  we have to set the hash table size a small value (e.g. 37). 
We augment the size of test set from 100 to 100,000 entries, and observe the time cost 
to insert, lookup and delete entries. Results are shown in Figure 4(a ~ c). 
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(c)         (d) 

Fig. 4. Hash vs. Splay Tree using Origin AS as index 

Furthermore, to verify that static hash table size is not universal for both high and 
low end routers, we set the hash table size an appropriate value (e.g. 32,767) and 
experiment with small size of entries (e.g. 1,000 route entries). Figure 4 (d) reveals 
the memory waste for low end routers. 

These results firmly demonstrate that, hash is not suitable as the data structure of 
AS_PATH because of its static feature. AS_PATH should be encoded into dynamic 
structures such as splay trees. 
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5   Conclusions and Future Work 

According to our above discussions and experiments, hash is no longer fit for the data 
structure of AS_PATH for its fatal defects under the background of the explosive 
development of Internet. Instead, splay trees are more suitable for their dynamic at-
tribute. To reduce collisions, we studied several functions to generate index after 
exploiting inherent characteristics of AS_PATH. And we suggest using the origin AS 
as the index. Furthermore, a novel binary tree named double-splay tree, is proposed 
and waiting for future’s verifications. 

Based on what we have done, we try to build a test bed in future to experiment 
with more dynamic data structures to seek more efficient data structure for 
AS_PATH. 
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Abstract. Active Queue Management(AQM) is an effective method to improve 
the performance of end-to-end congestion control. Several AQM schemes have 
been proposed to provide low delay and low loss service in best-effort networks 
in recent studies. This paper presents a generic framework which encompasses 
RED, P, PI, PIP, PD, SMVS, REM, AVQ as special cases by using Single neu-
ron-based PID control. In addition, the framework expands the current AQM 
controllers by augmenting the update laws of packet-drop probability and pro-
vides an adaptive mechanism. Based on this framework and adaptive mecha-
nism, we develop an adaptive single neuron-based PI controller. Simulation 
studies under a variety of network and traffic situations indicate that the pro-
posed scheme exhibits more robust and adaptive congestion control behavior 
than the prior schemes. 

1   Introduction 

Active Queue Management (AQM) is an active research area in networking and have 
been recommended at intermediate nodes to improve the end-to-end congestion con-
trol and provide low delay and low loss service in best-effort networks by actively 
signaling congestion early [1]. Recently, several AQM schemes were proposed and 
analyzed using either a control theoretic model or an optimization model.  Hollot et 
al. have used a control theoretic approach to analyze the Random Early Detection 
(RED) algorithm and have proposed two AQM schemes, called Proportional (P) and 
Proportional and Integral (PI) control[2]. The Proportional Integral and Position feed-
back compensation algorithm (PIP) [3] and the Proportional-Differential control algo-
rithm (PD) [4] were developed also using the control theoretic approach. The sliding 
mode variable structure algorithm (SMVS) [5] is another recently proposed AQM 
controller which applies a sliding mode variable structure control and shares PI’s goal 
of maintaining a stable average queue length. The TCP/AQM algorithms were inter-
preted as an optimization problem in [6] and the Random Exponential Marking 
(REM) [7] and the Adaptive Virtual Queue (AVQ) schemes were developed using 
this model. However, we find there are some generic implementations in their update 
laws of packet-drop probability.  
                                                           
1  This research was supported by  the National Natural Science Foundation of China Grant 

No.90104001 and the National Grand Fundamental Research 973 Program of China under 
Grant No. 2003CB314802. 
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In this paper, we try to present a generic framework which encompasses RED, PI, 
PIP, PD, SMVS, REM, AVQ as special cases by using Single neuron-based PID 
control. We will analyze these AQM schemes under this framework and show that 
these AQM schemes can be classified as Single neuron-based PID controller. The 
framework expands the current AQM controllers by augmenting the update laws of 
packet-drop probability and offers a generic mechanism which can adjust its control 
parameters to optimize the AQM controllers. Based on this framework, we develop an 
adaptive single neuron-based PI controller. ASNPI scheme adjusts its control parame-
ters according to the changing network conditions, and thus, is more robust in main-
taining system stability. 

The rest of the paper is organized as follows. In section 2, we analyze the single 
neuron-based PI controller and summarize the generic framework. The proposed 
algorithms are presented and analyzed in Section 3. A comprehensive simulation 
study is given in Section 4, and the conclusions are drawn in Section 5. 

2   Single Neuron-Based PID Control Model 

2.1   The Single Neuron-Based PID Controller 

As we know, neuron is a basic element of neural networks. From the structure and 
function points of view, an artificial neuron can be regarded as a nonlinear multi-input 
and multi-output processing unit, which performs a transfer function f of the follow-

ing type: ∑
=

−=
n

i
ii xfy

1

)( θω , where y is the output of the neuron, ),1( nixi L= are 

the neuron inputs, ),1( nii L=ω are the neuron connecting weights, the weights are 

determined by a learning strategy, which is based on Delta or Hebbin learning rules. 
θ  is the threshold of the neuron. A conventional continuous PID control algorithm is 

shown as follows: )]1()([)()()(
0

−−++= ∑
=

kekeKieKkeKku D

k

i
Ip . 

The incremental PID controller can be represented as: 

)]2()1(2)([)()]1()([)1()( −+−−++−−+−= kekekeKkeKkekeKkuku DIp  

Σ
u∆

 

Fig. 1. Block diagram of a single neuron-based PID controller 
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Traditional PID control algorithms have the advantages of intuitive structure and 
algorithm. However, they are not very efficient for nonlinear and time-varying sys-
tems. Single neuron, which is the basic unit of neural networks, has the capability of 
self-adaptation. The fusion of single neuron with conventional PID would result in an 
'auto-tuning' controller that benefits the merits from both sides. In [8], the authors 
present a single neuron-based PID controller, they demonstrate that their method is 
concise but efficient in tuning the PID controller parameters. 

A single neuron-based PID controller can be depicted as in Figure 1. The input of 
the state transducer are the system output )(ky and the reference input )(kyr , the 

output of the state transducer are the state variables 321 ,, xxx :  

⎪⎩

⎪
⎨
⎧

−+−−=
−−=

=−=

)2()1(2)()(
)1()()(

)()()()(

3

2

1

kekekekx
kekekx

kekykykx r
               (1) 

In Figure 1, K is a gain coefficient in the single neuron. The control strategy of our 
single neuron-based PID controller is described as: 

∑
=

+−=
3

1

)()()1()(
i

ii kxkKkyky ω            (2) 

Adaptive weights 321 ,, ωωω  are introduced to act in a similar way like the regular 

PID parameters: DIP KKK ,, . 

2.2   The Single Neuron-Based PID Control Model for AQM 

Considering the averaging weight in RED, we introduce the weight zω  into the ele-

ment 1−z  in figure 1, our model for AQM is described as: 

∑
=

+−=
3

1

)()()1()(
i

iiz kxkKkyky ωω             (3) 

We will analyze RED, P, PI, PIP, PD, SMVS, REM, AVQ based on (3) and show 
that these AQM schemes can be classified as Single neuron-based PID controller. 

RED  
RED configuration is specified through four parameters: the minimum and the maxi-
mum of the threshold( thth max,min ), the maximum dropping probability in the region 

of random discard pmax , and the memory coefficient qω . RED can be described by 

the following equations: 
)()1()1()( kqkavgkavg qq ×+−×−= ωω                (4) 

⎪
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)(        (5) 
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considering the linear part output( thth avg maxmin << ), we have: 

)min)((
minmax

max
)1()1()( th

thth

p
qq kqkpkp −

−
+−−= ωω            (6) 

we find it can be evolved from (3) when )()( kpky = , qz ωω −=1 , 

)1()1( −=− kpky , thkqke min)()( −= , 11 =ω , 032 == ωω , 

thth

p
qK

minmax

max

−
= ω . 

PI 
C.V.Hollot linearized the TCP/AQM control system model and proposed a PI control-
ler expecting better responsiveness by calculating packet drop probability based on 
the current queue length instead of the average queue length [2].  PI controller has a 
transfer function of the form: 

)/1/1()( sKsC gPI += ω  

This can be converted into a difference equation,  at time kTt =  where sfT /1=  

        )_)(()_)(()()( refqTkTqbrefqkTqaTkTpkTp −−∗−−∗+−=      (7) 

where q_ref is the target queue length.  
we find (7) can be evolved from (3) when )()( kTpky = , 1=zω , 

)()1( TkTpky −=− , refqkqke _)()( −= , ba −=1ω , 0, 32 == ωω b , 1=K . 

REM 
In [7], an approach known as random exponential marking (REM) was developed and 
analyzed. REM measures congestion by a quantity called price. Price is computed by 
each link distributively using local information and is fed back to the sources through 
packet dropping or marking. It attempts to match user rates to network capacity while 
clearing buffers (or stabilize queues around a small target), regardless of the number 
of users. For queue l , the price )(kpl in period t  is updated according to: 

[ ]+−−−−+−= ))1()1()(()1()( *qkqkqkpkp llll ααγ           (8) 

where 0>γ  and α >0 are small constants, [z]+=max{0,z}, *q  is the target queue 

length. When 0)( >kpl , (8) can be evolved from (3) when )()( kpky l= , 1=zω , 

)1()1( −=− kpky l , *)()( qkqke −= , αω =1 , 0,1 32 =−= ωαω , γ=K . 

AVQ 
The AVQ algorithm maintains a virtual queue whose capacity is less than the actual 
capacity of the link. When a packet arrives in the real queue, the virtual queue is also 
updated to reflect a new arrival. Packets in the real queue are dropped when the vir-
tual buffer overflows. The virtual capacity at each link is then modified so that flow 
entering each link achieves a desired utilization. The virtual link speed is determined 
by: 

              )()(***)1()( kbstCkCkC vv αγα −−+−=               (9) 
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where α is a smoothing parameters, γ is the desired utilization, C is the actual link 

speed, s is the arrival time of previous packet, t is current time, b is the number of 

bytes in current packet. )(**)(* stCkb −= γ  shows the desired arrival bytes during 

st − . From (9), we yield: 

)))()(()1()( * kbkbkCkC vv −−−= α           (10) 

 (10) can be evolved from (3) when )()( kCky v= , 1=zω , )()()( * kbkbke −= , 

αω −=1 , 0,0 32 == ωω , 1=K . 

SMVS 
SMVS controller for AQM was put forward based on Sliding Mode Variable Struc-
ture Control. SMVS can be described by the following equations: 

⎩
⎨
⎧

≤−
>= 0)()()(

0)()()()(
11

11
kzkXkX

kzkXkXkp α
α           (11) 

01 )()( qkqkX −= , ))1()((*)( 112 −−= kXkXfkX , )()(2)( 21 kXkXkz += , 0q  

is the target queue length, f is the sampling frequency. (11) can be evolved from (3) 

when )()( kpky = , 0=zω , 0)()( qkqke −= , 
⎩
⎨
⎧

≤−
>+= 0)()(

0)()()(
1

1
1 kzkX

kzkXk α
αω ,  

0,0 32 == ωω , 1=K . 

PD 
PD is another AQM scheme developed using control theoretic approach.. it can be 
described by the following equation: 

B

keke
k

B

ke
kkpkp dp

)1()()(
)1()(

−−++−=             (12) 

where TQkavgke −= )()( , )()1()1()( kqkavgkavg ββ +−−= , here avg  is aver-

age of the queue length; TQ  is the target queue length; β is the filter gain, 10 << β  

which appears as an exponentially weighted average of the queue length; pk is the 

proportional gain, dk is the derivative gain. B is the router buffer size. (12) can be 

evolved from (3) when )()( kpky = , 1=zω , TQkavgke −= )()( , pk=1ω , 

0, 32 == ωω dk ,  BK /1= . 

PIP 
PIP is the fusion of PI and Position feedback compensation. By choosing appropriate 
feedback compensation parameters, the properties of the corrected system can be 
determined mainly by series and feedback compensation elements. Thus, PIP can 
eliminate errors due to inaccuracies in the linear system model. The transfer function 
of the drop probability is 

)()(
1

)( sqKsq
Ts

s
sp h−+= δτ  
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The update law of packet-drop probability can be described as: 

[ ] 1,)1()()())((
1

)1()( 0 ≥−−++−+−= kkqkqK
T

qkq
T

kpkp h
τ

         (13) 

where 0q  is the target queue length, τ is cascade feedback coefficient and hK  is 

position feedback coefficient. 
(13) can be evolved from (3) when )()( kpky = , 1=zω , 0)()( qkqke −= , 

T/11 =ω , 0,/ 32 =+= ωτω hKT , 1=K . 

3   The Proposed Algorithm 

Consolidating the advantages of single neuron and PID controller, the single neuron-
based PID controller has the ability of coping with nonlinear and time-varying plants. 
This is our main purpose in introducing the framework for AQM. In this section, we 
propose an adaptive single neutron-based PID controller using square error of queue 
length as performance criteria. 

One of the goals of an AQM scheme is to regulate queue length to a desired refer-
ence value with changing levels of congestion. So we use square error of queue length 

as our performance criteria. 2/)1(22/2]_)1([1 +=−+= kzrefqkqJ , here 

refq _ is the target queue length. 

The adjust value of connecting weights )3,2,1( =iiω  in (3) should make 1J  de-

crease, so )3,2,1( =iiω  adjust themselves along the direction of iJ ω∂−∂ /1 : 
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∂
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 (14) have explicit physical meaning-to decrease 1J .  As the leaning rule, (14) to-

gether with (3), describe an adaptive scheme.  We know PI fits into the model (3), so 
we use PI as the foundation to rebuild an adaptive single neutron-based PI controller 
for AQM(ASNPI). We evaluate our design by NS simulator and use common network 
topology with a single bottleneck link between r1 and r2 as depicted in Figure 2.  

s1

s2

sn dn

d2

d1

r1 r2
C
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100M

100M

100M

100M
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10ms

 

Fig. 2. Network topology 

C is 3750pkt/s and the average packet size is 500B. Connections are established be-
tween si and di. The propagation delay ranges uniformly between 40ms and 220ms. 
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The buffer size in r1 is 800 packets and our target queue length is 100 packets. r1 runs 
AQM and supports ECN, while the other router runs Drop Tail. 200 FTP flows start 
during 0~1s, the queue lengths are depicted in Figure 3. 

 

Fig. 3. The queue lengths of r1 

As shown in figure 3, when r1 runs ASNPI, the system is faster acting but has lar-
ger overshoot. Because only the queue length appeared in the performance criteria, 
the scheme produces large p∆ , it gives risk to large overshoot which is not allowed in 

our application. So we use )()( 22 kuQkPe ∆+  as our performance criteria: 

)}(*]_)([*{2/1 22
2 kpQrefqkqPJ ∆+−=  

here P is the weight of output error,  Q is the weight of control variable. The adjust 

value of connecting weights )3,2,1( =iiω  in (3) should make 2J  decrease, so 

)3,2,1( =iiω  adjust themselves along the direction of iJ ω∂−∂ /2 : 
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Using PI as foundation to reconstruct our adaptive single neutron-based PI controller 
for AQM,  from (7) , we have 

))1()(()()_)((*)()1()( 21 −−∗+−+−= kqkqkrefqkqkkpkp ωω           (17) 

 ( ba −=)0(1ω ， b=)0(2ω ), according to (16), we yield(18): 
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Now we summarize the adaptive single neutron-based PI controller for 
AQM(ASNPI): 

step1: calculate p(0) using (17) ; 
step2: read the new sample data q(k); 

step3: calculate )(1 kω and )(2 kω  using (18) ; 

step4: calculate p(k) using (17), output the new value ; 
step5: return to step2. 
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4   Simulation Results 

In this section we study the performance of ASNPI in various traffic conditions and 
compare it with PI and ARED. The simulation topology and default configurations 
are shown in Fig.2. The buffer size in r1 is 800 packets and our target queue length is 
100 packets. r1 runs AQM and supports ECN, while the other router runs Drop Tail. 
We use ns default parameters set in PI and ARED scheme, and set 

9.0,1.0,)/(,)/()( 22 ===−= QPqlmitbqlmitba PI ηη in ASNPI scheme, where 

qlmit is the buffer size in r1, here is 800. To imitate real network situations, we adopt 
three ordinary traffic types, i.e., infinite FTP flows and burst HTTP flows based on 
TCP-Reno, exponential ON/OFF flows based on UDP. Among them, FTP flows al-
ways have data to send during simulation runtime. In contrast to long-lived FTP 
flows, HTTP flows are short-lived with an average page size of 10240B and an aver-
age request interval of 3s. The burst and idle times of the ON/OFF service model are 
0.5s and 1s respectively, and the sending rate during “on” duration is 200Kbps. 

A   Experiment 1 

In this experiment, we analyze the performance of the AQM schemes under varying 
traffic load. We compare the responsiveness and queue size of ASNPI, PI and ARED 
in the presence of long-lived FTP flows only. The number of FTP flows is 200 at the 
beginning, 100 FTP flows leave the link 100 seconds later, they join the link again 
when t=200s. The total simulation lasted for 300s.  

 

Fig. 4a. Experiment1.Evolution of the queue lengths with FTP flows 

When the link bandwidth is 15 Mb/s, the queue lengths for the three algorithms are 
depicted in Figure 4a. ASNPI and ARED can regulate queue length to the desired 
reference value quickly, the queue lengths of PI climbs to the highest point when the 
number of FTP flows increases from zero to 200, then falls towards the target value 
when the load level stabilizes, it last small when the number of FTP flows decreases 
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from 200 to 100. Once the number of FTP flows increases suddenly, the queue length 
increases and converges slowly.  

 

Fig. 4b. Experiment1.Evolution of the queue lengths with FTP flows 

When the link bandwidth is 100 Mb/s, the queue lengths for the three algorithms 
are depicted in Figure 4b. As shown in figure 4b, ASNPI and ARED can regulate 
queue length to the desired reference value quickly, but ARED keeps the queue length 
at the desired value with large oscillations when N=200. The queue length of PI con-
verges slowly once again. 

The link utilizations are illustrated in Figure 5a and Figure 5b. 
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Fig. 5a. link utilizations when C=15Mbps       Fig. 5b. link utilizations when C=100Mbps 

When the queue lengths become very small, the link is under utilization. ASNPI 
and ARED have higher utilization than PI in experiment 1.The results of experiment 1 
show that ASNPI and ARED have better transient response property, and ASNPI is 
more robust than ARED in the experiment environment set. 
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B   Experiment 2 

In this experiment, we analyze the performance of the AQM schemes when unrespon-
sive flows exist. Here, the link bandwidth is 15 Mb/s, we use two mixtures: FTP and 
ON/OFF flows. The number of FTP flows is 100 at the beginning, 50 ON/OFF flows 
arrive at the link 50 seconds later. The queue lengths, plotted in Figure 6, show that 
ASNPI reaches the steady state in a short time, whereas PI takes longer time to stabi-
lize. ARED keeps the queue length at the desired value with large oscillations. The 
results of experiment 2 show that ASNPI is more robust when unresponsive flows 
exist. 

 

Fig. 6. Experiment2.Evolution of the queue length with FTP and ON/OFF flows 

 

Fig. 7. Experiment3.Evolution of the queue length with FTP and HTTP flows 
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C   Experiment 3 

In this experiment, we analyze the performance of AQM when short-lived TCP flows 
exist. Here, the link bandwidth is 15 Mb/s, we use a mixture of FTP and HTTP flows. 
The number of FTP flows is 100 at the beginning, 300 HTTP flows arrive at the link 
100 seconds later. The queue dynamics are plotted in Figure 7. As shown in figure 7, 
smaller oscillations for ASNPI and PI are observed. The results show that in experiment 
3, ASNPI and PI are more robust  than ARED when short-lived TCP flows exist. 

5   Conclusions 

In this paper, we present a generic framework which encompasses RED, P, PI, PIP, 
PD, SMVS, REM, AVQ as special cases by using Single neuron-based PID control, 
an adaptive mechanism is presented also. Based on the framework and adaptive 
mechanism, we develop an adaptive single neuron-based PI controller for AQM. The 
performance of ASNPI is evaluated by simulations and compared with PI and ARED. 
The results under a variety of network and traffic situations indicated that the pro-
posed scheme exhibits more robust and adaptive congestion control behavior. 
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Abstract. PI is a newly proposed Active Queue Management algorithm that has 
many important applications. But in case of heavy congestion its response is 
sluggish, and because of its static parameter’s setting PI is sensitive to network 
status, such as RTT, capacity of neck-link, and number of TCP flows. To over-
come these shortcomings of PI algorithm, we propose a novel AQM scheme, 
called Neuron based PI or NPI. NPI takes PI controller as an ADALINE with 
two inputs, and the proportional and integral factors of the controller are ad-
justed online by LMS algorithm. Simulation results show that under NPI the 
queue length converges to the desired value quickly and the oscillation is small. 

1   Introduction 

Internet uses end-to-end congestion control scheme, such as TCP, to prevent network 
congestion. Routers maintain a FIFO queue and drop packets only when the buffer is 
overflow, termed Drop-Tail. It is becoming increasingly clear that TCP coupling with 
Drop-Tail is not sufficient to provide acceptable performance [1]. As a more efficient 
feedback strategy than Drop-Tail, Active Queue Management (AQM) is proposed to 
enhance the endpoint congestion control. AQM enhances routers strength to detect 
and notify end-systems of impending congestion earlier by dropping or marking 
packets before the buffer is overflow. Hence AQM can improve network performance 
such as delay, link utilization, packet loss rate, and system fairness. 

Random Early Detection (RED) [1] is the algorithm recommended by IETF to real-
ize AQM [2]. However, RED is extremely sensitive to parameters setting and cannot 
prevent buffer’s overflow under the situation of heavy congestion. Misra et. al. used 
control theory to analyze the performance of RED [3,4]. It is revealed that the direct 
coupling between queue length and the packet loss probability causes the above prob-
lems. To achieve the performance objectives including efficient queue utilization, 
regulated delay and robustness, AQM should be able to stabilize the queue length on a 
target value. Thus the PI controller is proposed as a better realization for AQM [5]. PI 
controller can reduce the steady state error by introducing an integral factor. But the 
parameters of PI controller are deployed statically and can’t be adjusted online to 
adapt the changes of network status. It is shown that PI is very sluggish especially 
under heavy congestion situation, resulted in buffer’s overflow or emptiness, corre-
spondingly heavy packets losing or low link utilization [6]. 
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To overcome the shortcoming of PI, the configuration of parameters should be able 
to adapt the changes of network environment. Many adaptive AQM schemes are pro-
posed recently. Among them we mention API [6] R-PI [7], S-PI [8] and STAQM [9]. 
STAQM is based on the estimation of network bandwidth and number of TCP flows. 
API, R-PI and S-PI adjust the gain of PI controller in order to quicken the response to 
the burst flows. There is tradeoff between response and stability in AQM. It is neces-
sary to find a better way to enhance the adaptability for AQM. 

In this paper the neural network control theory is introduced to design adaptive PI. 
A new AQM scheme, namely NPI or neuron based PI, is proposed to speed up the 
response of PI without sacrificing system’s stability. NPI treats PI controller as an 
ADALINE (ADAptive LInear NEuron) [10] with two inputs, and the proportional 
factor and integral factor of the controller are adjusted online by LMS (Least Mean 
Square) algorithm. The structure of a single neuron is very simple and easy to realize. 
NPI solves the problem that PI can’t control congestion efficiently, and at the same 
time it keeps its merit of low computing complexity. Under the control of NPI, the 
packets drop probability is not changed smoothly. Thus the response of NPI is faster 
than PI. In this paper we discuss some guidelines to design this adaptive PI controller.  

The rest of the paper is organized as follows. In Section 2 we introduce ADALINE 
and its learning algorithm LMS. In Section 3 we present the control structure of an 
adaptive PI controller based on single neuron and analyze the convergence of NPI 
algorithm. We also discuss some design guidelines of NPI in this section. In Section 4 
we give the simulation results of NPI with ns-2 [11] and compare its performance 
with PI controller. Some conclusions are given in Section 5. 

2   The Adaptive Linear Neuron 

A neuron is the basic unit of a neural network, which has the capability of self-study 
and self-adapt. A single neuron is easy to compute for its simple structure. ADALINE 
[10] uses both linear function as its propagation function and LMS algorithm as its 
learning rule. Fig. 1 shows an ADALINE with N  inputs 1 2, , , Nx x x . The output is 

given by 

1

N

i i
i

u x w b
=

= +∑ , (1) 

where, ( 1,2, , )iw i N=  and b  are weights.  

The self-study capability of neuron is achieved by adjusting its weights. ADALINE 
uses LMS algorithm to regulate the weights. LMS algorithm is a kind of approximate 
steepest descent method. Let ( )F W  be the objective function, where W  is the weight 
vector. Suppose F∇  is the gradient of ( )F W , the learning process with LMS is de-
noted by 

( 1) ( )W n W n Fα+ = − ∇ , (2) 

where α  is the learning step. It is easy to see from (1) and (2) that ADALINE with 
LMS learning algorithm is self-adapted and fit for adaptive control. In the next sec-
tion, we use the idea of ADALINE to improve PI controller and propose a new AQM, 
called NPI. 
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Fig. 1. ADALINE  

3   The NPI Algorithm  

3.1   The Feedback System with PI Controller 

Before the buffer is overflow, AQM drops or marks packets randomly with probability 
p . When end hosts detect the network congestion status from the lost or marking sign 

of the packets, they can adjust their TCP window accordingly. Thus AQM in routers 
and TCP in end hosts together form a feedback system [4]. 

In the TCP/AQM dynamic model, the control object consists of the TCP mecha-
nism of the end system and the queue lengths of the routers, and the AQM control law 
is regarded as the compensator. Considering the performance objectives such as effi-
cient queue utilization, regulated queuing delay and robustness, AQM should be able 
to stabilize the queue length q  to a target value refq . The AQM controller controls 

the packets arrival rate λ  by setting a packet drop probability p  as the control signal.  
PI controller is proposed to achieve efficient stability [5]. Let sf  be the sample fre-

quency. At each sampling instant / st nT n f= = , the PI algorithm updates the dropping 

probability p  as follows: 

( ) ( 1) [ ( ) ] [ ( 1) ]ref refp n p n a q n q b q n q= − + − − − − , (3) 

where a  and b  are constants, refq  is the target queue length. When the network pa-

rameters including flow number, RTT, and link capacity are known, a  and b  can be 
chosen according to the design guidelines of PI to make the TCP/PI system stable. It 
is known that PI is sluggish under heavy congestion condition [12]. According to 
control theory, it’s a sacrifice of bigger phase margin to achieve higher stability. 

3.2   Designing NPI Algorithm 

The discrete PI controller can be described as: 

( ) ( 1) ( ) ( ( ) ( 1))p Ip n p n K q n K q n q nδ δ δ= − + + − − , (4) 

where pK  and IK  are the coefficients of proportional factor and integral factor re-

spectively, and ( ) ( ) refq n q n qδ = − . Comparing (3) and (4), we have  

,p IK a b K b= − = . (5) 

 

1x

2x

Nx

1w

2w

Nw

u
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Let  

( ) ( ) ( 1)p n p n p n∆ = − − , 1 ( )x q nδ= , 2 ( ) ( 1)x q n q nδ δ= − − . 

We can regard a PI controller as an ADALINE with two inputs 1x  and 2x . The 

output of the neuron is ( )p n∆ . Then pK  and IK  are weight numbers of ADALINE 

and they are adjusted by LMS learning algorithm. 
As we described above, AQM should stabilize the queue length q  on a target 

value refq . Therefore, we construct an objective function for the PI controller based 

on single neuron as follows: 

21
( ) [ ( ) ]

2 refJ n q n q= − . (6) 

Suppose ( )J n∇  is the gradient of ( )J n , we have 

1

( 1)
( 1) ( ) ( 1)

( )p p p

q n
K n K n q n x

p n
η δ ∂ ++ = − +

∂
, (7) 

2

( 1)
( 1) ( ) ( 1)

( )I I I

q n
K n K n q n x

p n
η δ ∂ ++ = − +

∂
, (8) 

where pη  and Iη  are learning steps, ( 1) / ( )q n p n∂ + ∂  is not known beforehand. It can 

be determined by pattern recognition method. For simplicity we may substitute 
( 1) / ( )q n p n∂ + ∂  with sgn[ ( 1) / ( )]q n p n∂ + ∂ . The introduced error can be compensated by 

regulating learning step.  
To make the TCP/AQM system stable, we should adjust pK  and IK  in (7) and (8) 

to lead the objective function converging. The following proposition guarantees the 
convergence of ( )J n . 

Proposition 1. Suppose that the capacity of queue is B , and the target queue length is 

refq . In the AQM controller described by (4), (7) and (8), if pη  and Iη  satisfy the 

following: 

2 2

1,2,

2
0

max{ max [ ,( ( ) ) ]}p
ref ref

n
q q n q

η
=

< ≤
−

, (9) 

2

1,2,

2
0

max {[ ( ) ( 1)] }I

n
q n q n

η
=

< ≤
− −

. (10) 

Then the objective function ( )J n  is convergent. 

Proof. Let  

( 1) ( 1) ( )J n J n J n∆ + = + − . 
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Then  

2 21 ( 1) ( 1)
( 1)= [ ( 1) ] [ 2 ( ) ]

2 ( ) ( )P P
P P

q n q n
J n q n

K n K n

δ δη δ η∂ + ∂ +∆ + + − +
∂ ∂

. 

The objective function is convergent when ( 1) <0J n∆ + , and this is equivalent to  

2( 1)
[ 2 ( ) ] 0

( )P P
P

q n

K n

δη η ∂ +− + <
∂

. 

Substituting ( 1) / ( )q n p n∂ + ∂  with sgn[ ( 1) / ( )]q n p n∂ + ∂  in (7), we have  

2 2( 1)
0 2 /( ) 2 /[ ( )]

( )p
p

q n
q n

K n

δη δ∂ +< < =
∂

. (11) 

Similarly, we have  

2 2( 1)
0 2 /( ) 2 /[ ( ) ( 1)]

( )I
I

q n
q n q n

K n

δη ∂ +< < = − −
∂

. (12) 

(11) and (12) hold whenever (9) and (10) are true. This completes the proof. 

Remark 1. From (9) and (10) we have 20 , 2 /p I Bη η< ≤ . Hence in practice pη  and Iη  

can be replaced by 22 / B . In this paper we choose pη = 22/[max( , )]ref refq B q−  and 

Iη = 2 2min[ ,( ) ]ref refq B q− , to get better control performance and guarantee the conver-

gence of the algorithm. 

Remark 2. The initial values of pK  and IK  are crucial for the stability of TCP/AQM 

system. Motivated by the stability of PI controller, we set the initial value of pK  and 

IK  by equation (5), where a  and b  are chosen according to the design guidelines of 

PI in [5]. We use the same sample frequency sf  as that of PI. Thus from proposition 1 

and the stability of PI we know that the feedback control system with new AQM is 
stable. 

Remark 3. To increase the flexibility of NPI, we may add a coefficient k  to the neu-
ron, then (3) becomes  

( ) ( 1) [ ( ) ( ( ) ( 1)]p Ip n p n k K q n K q n q nδ δ δ= − + + − − . (13) 

We use k  to adjust the amplitude of pK  and IK , thus control the drop probability 

( )p n . The increasing of k  lead to faster response of NPI, but the throughput will 
decrease sharply because of high drop rate as k  becomes too large. The recom-
mended value is 1 4k≤ ≤ . Thus the NPI algorithm is represented by (13), (7), and (8).  
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4   Simulation Results 

In this section, we give some simulations with ns-2 [11] simulator to evaluate NPI 
controller and compare it with PI, ARED. The network topology used here is the 
same as in [5]. There are three kinds of traffic sources, i.e. TCP, UDP, and HTTP. In 
the following we start with different combinations of such sources. Round trip time is 
set to be 200ms. The capacity of AQM queue is set to be 350 packets, and target 
queue length is 150packets. Table 1 lists some notions and the default parameter set-
tings in the corresponding AQM scheme. 

Table 1. Parameters of AQM Controller 

Fig. 2. Performance of PI, ARED and NPI under heavy network load. Left compares queue 
length vs. time, and right compares utilization vs. TCP number  

4.1   Heavy Traffic Load  

When the network traffic load is heavy, AQM should stabilize the queue length at a 
target value to avoid congestion. In this simulation, we start 500 TCP/Reno connec-
tions randomly at the beginning. The simulation lasts 50s. Fig. 2 (Left) shows the 
results for PI, NPI and ARED. The queue under the control of PI is overflow for al-
most 50s at the beginning, and then oscillation appears. ARED oscillates between 100 
packets and 250 packets. Heavy oscillation will cause jitter and queuing delay. NPI 
shows better performance in response and stability. It takes only 10s to set the queue 
down to the equilibrium. Fig. 2 (Right) presents the link utilization of each AQM 
algorithms under different traffic load levels. The link utilization with NPI is higher 
than with other AQM algorithms. 

4.2   Long-Lived TCP Flows Mixed with HTTP and UDP Connections 

In this experiment, we consider the ability of NPI under the disturbances caused by 
HTTP and UDP connections. There are 350 long-lived TCP connections for all the 

Controller Parameters 
PI[5] 0.00001822a = , 0.00001816b = , 160sf =  

ARED[13] min 100th = , max 200th = , 1 exp( 1/ )gw C= − −  

NPI pK a b= − , IK b= , 0.000050pη = , 0.000089Iη = , 4k =  
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simulation time. The bursty HTTP traffic involves 200 sessions, and the number of 
pages per session is 150. We start 30 UDP flows at 20s. Each of the UDP sources 
follows an exponential ON/OFF traffic model. Both the idle and the burst times have 
mean of 0.5 second, and packet size is set at 500 bytes. The sending rate during on-
time is 64kb/s. Fig. 3 shows the results of queue length vs. time for PI, NPI, and 
ARED. NPI can cope with the disturbances caused by HTTP and UDP connections 
well.  

Fig. 3. Compare queue length vs. time of PI, ARED and NPI under mixed network load 

4.3   Variation in TCP Traffic Load 

To investigate the response time of NPI, we change the number of long-lived TCP 
flows. There also exist disturbances caused by 50 HTTP connections. The number of 
TCP flows is 150, 50, 250, and 100 at time 0, 50, 100, and 150 respectively. The 
result in Fig. 4 (Left) shows that the queue length of PI and ARED oscillates heavily, 
while NPI reaches the equilibrium point quickly. We show the drop probability of PI 
and NPI in Fig. 4 (Right). It is clearly to see that PI updates its packet drop probability 
slowly, while NPI adapts packet drop probability to the variations of traffic load. 

Fig. 4. Performance of PI, ARED and NPI under heavy network load. Left compares queue 
length vs. time, and right compares drop probability vs. time 

5   Conclusions 

The research of adaptive AQM is a hot topic of Internet. To overcome the sluggish 
problem of PI, a new adaptive AQM, called NPI, is proposed. The NPI algorithm is 
based on single neuron of ADALINE. LMS learning rule is used to tune the coeffi-
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cients of proportional factor and integral factor. NPI can quickly regulate queue 
length to the desired value, respond much faster than PI and keep the oscillation 
small. Simulation results with ns-2 validate the better performance of NPI. 
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Abstract. While deploying distributed components, a key decision to be
made is the location of each component in the target distributed environ-
ment. Unappropriate distribution may lead to bad performance. Exist-
ing distribution algorithms use criterion such as minimal communication
bandwidth or response time to optimize object distribution. But for dis-
tributed applications processing massive parallel requests, which require
both low response time and high throughput. In such situation single-
criterion algorithms may output distribution with a very low throughput
sometimes. We propose an algorithm called OCDA based MINLP(Mixed
Integer Non-Linear Programming), which meets the requirement that
with a restricted average response time, maximize throughput capaci-
ties of applications. Finally we discuss the advantages and limitations of
OCDA.

1 Introduction

Last few years have seen a tremendous growth in the area of web-based ap-
plication. As these applications are user oriented, their main target is to keep
their huge amount of users satisfied by meeting certain QoS requirement like
response time. These Internet oriented applications have to process massive par-
allel client requests. They must have good scalability, which means a low response
time while processing large amount of requests simultaneously. For such appli-
cation the more requests they can process the better it is. Low latency and high
throughput are critical performance factors for these applications.

Performance of distributed application depends on many factors, one of them
is the location of each software component in a set of networking servers. For
a certain distributed application, different distribution scheme usually leads to
different performance. This is important especially for distributed component
application which is based on EJB or CCM technology.

There are already some solutions to work out the problem. MIP(Mixed In-
teger Programming) based algorithms are provides to output components dis-
tribution scheme optimized with single criterion like minimal communication

� This work has been partially supported by 863 Hi-Tech Research and De-
velopment Program of China(No.2004AA112020, 2003AA115210, 2003AA111020,
2003AA115410).
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bandwidth scheme or minimal response time scheme. While single-criterion dis-
tribution scheme like this often cannot meet the requirements in some situation.
A minimal response time distribution scheme, for example, may result in a mini-
mal response time, whereas the response time is unacceptably long for users. We
need a distribution scheme with both good response time and high throughput,
especially for Internet-oriented applications.

Minimal response time and high throughput contradict each other in dis-
tributing components. A minimal response time distribution scheme often means
all components be deployed on the least number of fastest servers with least net-
work delay. While a high throughput distribution scheme requires component
be deployed on maximize number of servers os that application can utilize all
processing powers, but is has a bigger response time due to network delay.

In this paper, we provide a performance model for distributed component
based application, and a optimizing algorithm based on the performance model
with restricted response time and highest throughput been taken into account.

2 Related Works

Some other researches[12][13] focus on applying performance model into com-
ponent technology domain. Those models are developed for reasoning for non-
functional properties of application or in reverse. They fall into three categories
[11]. QN(Queueing networks)[10] is commonly used analytical model to predict
performance. Some researches have been done to extending QN for more pre-
cise model, like LQN(Layered Queueing Networks)[7] and QPN(Queueing Petri
Networks)[8]. But it is much more different to solve.

[1][2] thinks that object execution time on a node can be ignored compared
to network delay and then develops a a binary integer programming(BIP) model
that takes into account an application’s communication patterns and the target
network characteristics. The goal is to minimize the overall remote communi-
cation bandwidth for the application, while achieving a meaningful distribu-
tion of components in the target network setting. [5][9] take into account both
distributed objects execution time and network transporting time, present a
algorithm of minimal response time distribution. Karin Högstedt provide an ap-
proach to minimize the network bandwidth using a graph cutting algorithm[6][4].

3 Distributed Application Performance Model

A performance prediction must be provided in order to quantitatively calculate
the response time of the distributed component-based application. Simulation
based approach is not suite for this situation, we choose QN as the performance
model basis. LQN and QPN are too complex for optimizing problem.

In a distributed system, A client call is usually accomplished by several com-
ponents interacting each other. Response time of a client call depends on many
factors that range from the complexities of implementations to the processing
power of nodes and the interaction patterns of components.
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Fig. 1. Components Interact Each Other Following a Certain Pattern

Assumed that the application consist of N nodes and M components repre-
sented by Cj(1 ≤ j ≤ M). These components are deployed on the internetwork-
ing nodes. Every node has been simplified by a CPU queue and IO queue. CPU
processing power of node i is described as SCPU

i . SCPU
i is the ratio of processing

power of node i and the fastest node, so we have 0 < SCPU
i ≤ 1. Again, we can

describe IO processing power as SIO
i , 0 < SIO

i ≤ 1.
There are access pattern and interacting pattern for most distributed appli-

cations. For a certain distributed system, we can evaluate accessing frequency
of every method of component by these patterns. For component Cj , its fth
method(1 ≤ f ≤ Fj , Fj is the number of methods of component Cj) accessing
frequency ratio is λfj . And the accessing frequency of the most accessed com-
ponent is t. The average accessing frequency of fth method of component Cj is
λ × t. The bigger t is, the more distributed application’s average throughput.

The average CPU demand of fth method of component Cj described as
dCPU

fj , so its average CPU service time is dCPU
fj /SCPU

i .
We describe network latency is a constant l for simplicity.
In a M/M/1 queueing network, the average utilization of a server can be

computed by: µ = f × d, where f is the average arrival rate and d is the average
service time.

If component Cj is deployed on node i, then the CPU utilization of node i can

be calculated by
∑

j

λfj×t×dCPU
fj

SCP U
i

, can be simplified as:
∑

j λfj × dCPU
fj × t

SCPU
i

.
∑

j λfj × dCPU
fj describe the load characteristic of applications implementa-

tions. It is related to component’s CPU demanding, inter-networking and ac-
cessing pattern. We express it by Lj.

The average response time of a distributed component can be given through
Little’s Law: R =

∑K
r=1 Ri and Ri = d

1−Ui
.

According to Little’s Law, the average response time for a method of a
component is sum of CPU service time and IO service time. So we can write:
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dCPU
fj

1−UCP U
i

+ dIO
fj

1−UIO
i

, where UCPU
i is the average CPU utilization of node i, U IO

i

is the average utilization of IO device of node i.

4 A MINLP Problem

For any distributed systems, the following constraints must be satisfied:

– CPU utilization of any node can not exceed 1
– IO utilization of any node can not exceed 1
– An distributed component can not be deployed more than one node

We defined M×N decision variables where M is the number of application com-
ponents and N is the number of nodes in the network.

xij =
{

1 if component Cj is assigned to node i
0 otherwise (1)

The completeness constraint specifies that each component is assigned to one
and only one node, and that all components in the application are assigned,

∑

i

xij = 1 (2)

The run time CPU and IO utilization for each node can not exceed 1. So we
can write:

∑

j

∑

f

λfj × dCPU
fj × xij × t

SCPU
i

< 1 (3)

∑

j

∑

f

λfj × dIO
fj × xij × t

SIO
i

< 1 (4)

For the methods f and their owner components j which was traversed by a
client call(j ∈ J and f ∈ F , where J is a set of components traversed by the call
and F is a set of methods traversed by the call), we can calculate the response

time of the call by :
∑j∈J,f∈F

j

∑
i

(
dCPU

fj

1−UCP U
i

+ dIO
fj

1−UIO
i

)

.

Then we compute network delay separately. For co-located components the
network delay is zero. Otherwise for component Cj1 deployed on node i1 and com-
ponent Cj2 deployed on node i2(j1 �= j2), we can write the following about the
network delay: l×∑N

i1
xi1j1 ×

∑N
i2�=i1

xi2j2 . That is:
∑N

i1

∑N
i2�=i1

xi1j1 × xi2j2 × l.
While modelling performance by queueing networks, we usually assume that

the whole application system to be a markoviansystem, which means that the
distribution of the inter-arrival times and service times are exponential distribu-
tions(Poisson). So if we say the average response time is less than a constant T
by a probability of α, then we can get that the average response time C satisfy:
C = 1

− ln(1−α) × T.
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And we have:
j∈J,f∈F∑

j

∑

i

(
dCPU

fj

1 − UCPU
i

+
dIO

fj

1 − UIO
i

)

× xij +

j1∈J,j2∈J∑

j1,j2

N∑

i1

N∑

i2 �=i1

xi1j1 × xi2j2 × l ≤ C

(5)

The highest throughput means that we must compute largest t, so we have
the following:

t > 0 (6)

and the following objective function:

Max t (7)

We can get a MINLP defined by (1) (2) (3) (5) (6) (7) which regard t and
xij as variables. If we get rid of constraint (5) and let a = 1

t , then the MINLP
can be simplified to a BIP(mixed Binary Integer Programming) problem.

5 OCDA Algorithm

From the solution of the MINLP we can know the distribution of components.
There is no universal way to solve to MINLP problem. BB(Branch and Bound)
is standard solution to MIP. We present a resolution to the MINLP which is a
variation of BB.

In a standard BB , the problem is branched into two sub-problem. In our
variation we use (5) to cut branches as well as upper bound and lower bound.
The following describe the OCDA algorithm:
Input: performance metadata of servers and distributed components, network
delay;
Output: The Optimal component distribution;

1. Compute to obtain the MINLP problem according to the inputs. We define
the MINLP as p(MINLP). let a = 1

t and get rid of constraint (5), we get
a MILP defined as p(MILP) and a relaxation LP of the MILP defined as
p(LP). then:
– if p(LP) is unfeasible then exit. p(MINLP) is unfeasible, too.
– if p(LP) is feasible and the solution satisfy constraint (5) and it is integer,
then output the solution and exit.
– if p(LP) is feasible but the solution do not satisfy constraints (5) or it is
not integer, then let the reciprocal of the value of objective function as the
upper bound z

2. Find the solution for deploying all components to the fastest computer, rep-
resent by x∗, and let the objective function value as the lower bound z

3. let ∆ = {(MINLP )}
4. Cut the branches whose objective function value is less than lower bound z,

if ∆ = φ, then output the x∗ as the solution and exit, otherwise go to 5.
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5. Choose a branch from ∆ and let it as (CP ), ∆ = ∆\{(CP )}.
6. For (CP ), let a = 1

t and get rid of constraint (5) and represent the relaxation
problem as (CP ′), (CP ′) is a linear programming problem. solve (CP ′).

7. if (CP ′) is unfeasible then go to 4, otherwise go to 8.
8. if (CP ′) has a objective function value less than 1

z , then go to 4, otherwise
go to 9.

9. if (CP ′) has the solution which can satisfy constraints of (CP ), then go to
11, otherwise go to 10.

10. if (CP ′) has the solution which is integer but do not satisfy constraint (5),
then cut this branch and go to 4, otherwise from (CP ′), select a non-integer
variable x′

j , let it equal 0 and 1 respectively to break (CP ) into two sub-
problem (CP1) and (CP2), let them join ∆ then go to 5.

11. if the objective function value of (CP ′) is less than 1
z , then let x∗ = x′ and

z = 1
x′
0
, otherwise go to 4.

End of the algorithm. We’ll proof the correctness of the algorithm.

Proposition 1. The Algorithm is correct.

Proof (of proposition). The output of the algorithm is x∗ and z. If p(MINLP )
is feasible and there exists a optimal solution x∗∗ and its objective function value
z∗ for p(MINLP ), so z∗ ≥ z holds.

In OCDA algorithm we can easily know that x∗∗ and z∗ has its correspond-
ing subproblem (CP ∗ ⊂ {(MINLP )} because OCDA enumerate all possible
subproblems. From step 4 and 11 of OCDA, we can get z∗ ≤ z.

From z∗ ≥ z and z∗ ≤ z we get z∗ = z

End of proof.

OCDA is derived from branch and bound, which implicitly enumerate all
possible subproblems. In the worst situation complexity of OCDA is 2M×N . But
considering (2), that is, one component can be deployed on one server only. So
the complexity reduce from 2M×N to NM . Branch and bound converge fast
usually. Our variation due to the existence of (5) constraint is a little slower
than standard BB.

The speed of OCDA is determined the speed the lower bound z approaching
to z. In step 10 of OCDA, the sequence of how to choose a variable to partition
the original problem into two subproblem determined how far the lower bound
z go forward to z.

6 Experiment Result

We implements our distributing algorithm on StarCCM[14] platform. StarCCM
is an open source CORBA Component compliant application server in C++.
Taking that calculating IO requirement is homogeneous as CPU requirement
into account, we experiment on CPU requirement only in various components
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distribution scheme. Our experiment environment is mode of 5 CCM compo-
nents and 3 server nodes and a client. The computers are interconnected by a
100M Ethernet switch. Each CCM component has different CPU requirement
interacting each other with only one component made of 3 business method in-
teracting with client. The processing power of each server node is list in table 1.

Table 1. Processing power of nodes

Server Node Server1 Server2 Server3

Server Information PIV 2.4G 512M PIV 1.6G 512M Celeron 733M 128M
Processing Power 1(Base Node) 0.603 0.340

The processing power is computed by the average ratio of a CPU density
CCM component running on each node in turn.

After testing 1000 requests, load factor Lj of each CCM component is listed
in table 2.

Table 2. Load factor of component

Component1 Component2 Component3 Component4 Component5

Lj 7.657 3.132 5.331 3.060 13.301

A multi-thread client program run on the client node to simulate multiple
clients. For a certain client, a request is issued at 2 second interval to one of the
three methods by predefined probability with 1000 requests in total. Number of
simulated client vary from 1 to 500 for each distribution scheme.

Each simulated client issues 100 requests as warm up in test so that each
service enter stabilization state to get a more accurate result. At the same time
the following should be monitored:

1. The average CPU utilization of client node;
2. The average CPU utilization of each server node;
3. The average percentage of page fault per second of each server node;
4. The average throughput of the network.

In test the CPU utilization of client node should be no more that 30%. The
network throughput should be less that 10% of 100M. The percentage of page
fault per second of the server node should be less that 5% or 6%.

The distribution scheme include a optimal distribution calculated by OCDA
and other 2 distribution as table 3.

In plan2 we distribute all component on the fastest node, while in plan1 we
distribute the component on random server.
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Table 3. Distribution scheme

Server1 Server2 Server3

OCDA 2,5 1,4 3
Plan1 5 1,3,4 2
Plan2 1,2,3,4,5 N/A N/A

Fig. 2. Experiment Result

Response time of distributed application vary when we scale the number
of their clients. A scalable application have an acceptable response time while
dealing massive client requests. The experiment result is showed as figure 2.

In figure 2, horizontal axis show the number of clients(nonlinear), vertical
axis represent response time. For 10 clients situation, response time of plan1
is 109ms, while OCDA and plan1 are 119ms and 121ms respectively. In plan2,
all components are deployed on one computer, so its response time is better
because of no network delay. In the situation of 100 clients, for plan2, CPU
processing power becomes bottleneck, its response time increase fast comparing
to 10 clients situation. Response time of plan1 increase slower than plan2. For
OCDA, its response time increase slowest in the three.

7 Conclusion

Our solution is suitable for most distributed application which can modelled by
Queueing Networks. The algorithm will calculate an optimal distribution of com-
ponents. For complicated interaction pattern among components like distributed
transaction and component replica is our future research goal. A heuristic search
should also be considered so as to get a faster algorithm than OCDA.
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Abstract. This paper proposes a new algorithm that improves the ef-
ficiency of the anomaly detection stage of a vector-based intrusion de-
tection scheme. In general, intrusion detection schemes are based on the
hypothesis that normal system/user behaviors are consistent and can
be characterized by some behavior profiles such that deviations from
the profiles are considered abnormal. In complicated computing envi-
ronments, users may exhibit complicated usage patterns that the user
profiles have to be established using sophisticated classification methods
such as vector quantization (VQ) technique. However, anomaly detec-
tion based on the data set in a high dimension space is inefficient. In
this paper we focus on the design of an algorithm that uses principal
component analysis (PCA) to improve the anomaly detection efficiency.
The main contribution of this research is to demonstrate how the effi-
ciency of the anomaly detection can be raised while the effectiveness of
the detection in terms of low false alarm rate and high detection rate
can be maintained.

Keywords: Intrusion Detection; Multivariate Data Analysis; Vector
Quantization; Principal Component Analysis.

1 Introduction

In the information age, our society is increasingly relying on information in-
frastructures to support critical operations such as telecommunications, bank-
ing, transportation, defence, etc. Intrusions into information systems have be-
come a significant threat with potentially severe consequences. In order to pro-
tect information systems, it is highly desirable to detect intrusive activities so
that remedial actions can be taken before severe damages are done to the sys-
tems.

Intrusion detection [1] aims to detect a wide range of security violations –
from attempted break-ins by outsiders to system penetrations and abuses by
insiders. Many intrusion detection techniques have been proposed [2,3,4,5,6,7,8].
Existing intrusion detection techniques fall into two major categories: misuse
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detection and anomaly detection [2,3,4]. Misuse detection techniques, also re-
ferred to as rule-based approach in some literatures, identify and store mis-
use patterns of known intrusions, and signal intrusions when there is a match
between on-going activities and the stored patterns. However, misuse detec-
tion techniques fail to detect intrusions whose misuse patterns are not known
[5,6]. Anomaly detection schemes are based on the hypothesis that normal sys-
tems/users are engaged in specific functions/tasks, hence tend to exhibit some
consistent behavior patterns; and deviations from such patterns can be de-
tected and considered suspicious. Hence, anomaly detection techniques can de-
tect unknown attacks if system/user behavior profiles are established effec-
tively [7,8].

Anomaly detection systems typically involve three stages, namely, monitoring
of system/user activities, analysis of audit data and profile creation, and anomaly
detection. The effectiveness of anomaly detection is based upon the hypothesis
that individual users logging into the system are engaged in specific functions or
tasks, hence tend to exhibit some consistent behavior patterns. These behavior
patterns are represented in the form of user profiles. For individual users, it
has been demonstrated that the resulting user profiles are relatively simple and
can be built using statistical approaches such as the Q-statistic of the NIDES
system [9]. One possible complication of the resulting user profiles is that they
may be composed of multiple groups of correlated activities. [10] proposed the
use of multivariate data analysis to identify groups of correlated user activities
for representing user behavior profiles. However, the detection performance of
[10] is affected by its ability to quantify and measure the deviations between
user sessions and the behavior profiles.

A number of recent efforts in anomaly detection adopted vector-based clus-
tering algorithms[11,12,13]. [11] used fuzzy clustering to analyze data streams
that captures process, system and network states and detects anomalous behav-
iors. [12] used Y-means which can partition the training data set into an ap-
propriate number of clusters automatically. [13] used vector quantization (VQ)
technique to represent user profiles for intrusion detection in complicated com-
puting environment. All these systems use vectors to represent user activities in
the computer systems and establish user profiles. The user profiles established
are then used for the detection of abnormal activities. However, they all put the
emphasis in the data analysis and profile creation stage while in the detection
stage, simple full search algorithms are used in most cases. For vector-based
intrusion detection systems, it will be computationally intense if a full search
algorithm is used in the detection stage.

For a practical deployment of an intrusion detection system, anomaly de-
tection is usually required in real time, hence, the efficiency of the detection
stage is of vital importance. In this paper, we propose an algorithm, which uses
the principal component analysis (PCA) technique to enhance the efficiency
of the detection stage of a vector-based intrusion detection system. Basically,
PCA is a dimensionality reduction method, by which the original high dimen-
sional data set will be projected into a lower dimensional space. The process will
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inevitably leads to fidelity loss if analysis is done based on the projected data
set. For intrusion detection systems, fidelity loss may influence the effectiveness
of the detection. In this respect, we need to find a way to improve the efficiency
of the anomaly detection without sacrificing the effectiveness. The proposed
anomaly detection algorithm will demonstrate how the balance between the ef-
ficiency and effectiveness can be maintained. This algorithm has been applied
to an intrusion detection system which contains user profiles built using the VQ
technique [13].

The rest of the paper is organized as follows. In Section 2, we will have
a brief recap of the VQ-based technique for the building of user profiles. In
Section 3, we describe the fundamental concepts of principal component anal-
ysis (PCA) and the anomaly detection algorithm based on PCA. Experimental
results demonstrating the efficiency and effectiveness of this algorithm are pre-
sented in Section 4. The paper is concluded in Section 5.

2 Intrusion Detection Based on Vector Quantization

As mentioned, in order for anomaly detection to be successful, an essential step
is to capture the behavior patterns of the users and represent them in the form
of user profiles. In cases where the user patterns exhibit multiple groups of
correlated user activities, simple statistical approaches such as the Q-statistic in
the NIDES [9] or the χ2 statistic proposed by [7,8] are not sufficient to represent
the complex usage patterns.

[13] formulated the user profiles generation problem based on the vector
quantization (VQ) technique. VQ is an efficient technique in data compression
which is used extensively in image processing [14]. The VQ technique aims to
extract the the most important characteristics of a large data set (the global
image data in image processing) and represent them with a small set of data
called the codebook. In the codebook, there are a number of codewords and each
codeword is in fact a representative vector of a certain partition of the global
data set. The codebook generation process in VQ is an optimization problem in
a high dimensional space with the codebook generated aims to be an optimal
approximation of the large data set. The codebook generation process does not
require the structure of the original global data set to be known a priori and the
finding of the optimal codebook is formulated as an optimization problem and
the optimal solution is generated automatically through a series of iterations.

With these characteristics, the codebook generation technique in VQ is highly
suitable for user profile generation in intrusion detection. In a computer system,
a user typically uses more than one command in a single session. Therefore
data collected from audit log are naturally taken as a multivariate data set. The
user profiles for each user are built upon the set of multivariate measures that
represent the counts of events over a number of sessions. Let the measures on
k different events from n sessions, which are extracted from the audit files that
are known to be from a particular user, be represented in the form of matrix M
shown as follows:
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Measures
1 2 · · · j · · · k

1 .
2 .
... .

Sessions i · · · xij

...
n

where xij denotes the value of measure j(1 ≤ j ≤ k) in session i(1 ≤ i ≤ n) of
the particular user being monitored. The matrix M also denotes a collection of
n vectors (xi : i = 1, . . . , n) of dimension k.

According to the intrusion detection hypothesis, user activities during each
session are governed by behavior patterns which are influenced by the user’s job
duty and habit. Thus, sessions belonging to the same user are closely correlated.
During the profile generation stage, all these n sessions are assumed to be nor-
mal user sessions of the genuine user. If we treat these n sessions as n vectors
in the high dimensional space, these vectors should be able to be partitioned
into groups of closely correlated points in the high dimensional space. The user
profiles should then be formulated into a problem of finding the most represen-
tative vector of each of these partitions. As we have mentioned in the earlier
paragraphs, the codebook generation in VQ should be a suitable technique. To
proceed with the profile generation (or in the VQ context the codebook gener-
ation), the n vectors that represent the n user sessions will be treated as a set
of training vectors. This set of training vectors will then be used to generated a
codebook C = (c1, . . . , cN) where ci, i = 1 . . . , N are the codewords. The number
of codewords N is a predetermined value. Which number N should be chosen to
give the best result depends on the nature of the global data set which is possi-
bly another future research topic. There are a number of existing algorithms in
VQ for the generation of the codebook C. In this research, we adopt the LGB
algorithm proposed by Linde et al and for the details of the LBG algorithm for
the codebook generation, please refer to [13] or [14]. The codebook C generated
is then stored as the user profiles of the particular user for the future use of
anomaly detection.

For anomaly detection of a new user session, suppose the event counts of
the user session extracted from the audit log is represented by the vector y =
(y1, . . . , yk). In order to determine whether this new user session is normal or
not, we have to measure how “close” is y with the user profiles, i.e. the codebook
C. This “closeness” is measured by the shortest squared Euclidean distance d of
y and C which is given as

d = min
l

k∑

i=1

(yi − cli)2.
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To determine whether the session is normal or not, d is compared with a
pre-determined threshold τ . If d ≤ τ , the session is labelled as normal, otherwise
it is labelled as intrusive.

In this anomaly detection process, we can see that we have to compute the
squared Euclidean distance between y and all the codewords cl of C in order to
find the minimal d which is inefficient in terms of amount of computations in real
time. In this research, we propose an efficient detection algorithm making use of
Principal Component Analysis (PCA) which is presented in the next session.

3 Efficient Detection Algorithm Based on Principal
Component Analysis

In order to understand our detection algorithm, we firstly introduce the basic
idea of principal component analysis (PCA). The idea of PCA is to project
vectors in a high dimensional Euclidean space into a subspace where the variance
among the original vectors can be maximally retained. The projected subspace
of dimension 1 is called the principal axis of the vectors.

Given a set of N vectors C = {ci : i = 1, . . . , N} and each vector ci =
(ci1, . . . , cik) is in the k-dimensional Euclidean space. The principal axis of the
set of vectors is given by the unit vector

V = (v1, . . . , vk),

such that the sum of projection of all the N vectors onto V , i.e.
∑N

i=1 cT
i V is

the maximum among all possible V in Rk.
The algorithm to find the principal axis of the N vectors {ci : i = 1, . . . , N}

is stated as follows:

Step 1: Construct a matrix A = (cij)N∗k.
Step 2: Construct the normalized matrix Â = (ĉij)N∗k, where

ĉij =
cij√∑k
j=1 c2

ij

.

Step 3: Compute the covariance matrix ÂT Â.
Step 4: Compute the largest eigenvalue λmax and the corresponding eigenvec-

tor Vmax of the covariance matrix ÂT Â.

Vmax is the principal axis of the N vectors.
In the previous section, we have introduced the VQ method that generates a

codebook C = (c1, . . . , cN ) where ci, i = 1 . . . , N are the codewords to represent
the user profiles. In the anomaly detection stage, instead of using the full search
algorithm, which computes the squared Euclidean distance between current ses-
sion vector and all the codewords, we propose to use PCA as a tool to accelerate
the process. The algorithm is as follows:
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Step 1: Compute the principal axis V of all the codewords ci in the codebook C.
Step 2: Compute the projections cT

i V of the N codewords on V .
Step 3: Sort the N codewords based on the magnitude of their projections on

V , i.e. to establish the order such that

ci ≤ cj ⇔ cT
i V ≤ cT

j V.

This constitute a mapping S : C → {1, . . . , N}, with S(c) = i means the
projected value cT V ranks i in the sorted list of the total N projections.

Step 4: To test the anomaly of a new user session represented by vector y,
compute the projection py = yT V .

Step 5: Search for the codeword ck in the sorted codebook whose projection is
closest to py.

Step 6: Compute the squared Euclidean distance between y and the codewords
whose indices are in the interval [k − r/2, k + r/2 − 1], where r is a pre-
determined search parameter. If k − r/2 < 1, then the interval is [1, r]. If
k + r/2 − 1 > N , then the interval is [N − r + 1, N ].

Step 7: Let d be the minimal Euclidean distance between y and the codewords
within the interval. Compare d with a pre-determined threshold τ . If d ≤ τ ,
the session is labelled as normal, otherwise it is labelled as intrusive.

Step 8: Repeat steps 4 to 7 for new user sessions.

In the algorithm, the choice of the search parameter r will affect the efficiency
and effectiveness of the algorithm. If too large the value of r is chosen, too many
codewords will be included in the computation in which the gain in efficiency may
not be significant. However, if the value of r is too small, too few codewords will
be included which will increase the false alarm rate. In order to make a balance
between the efficiency gain and the false alarm rate, Step 7 of the algorithm is
modified as follows:

Step 7: Let d be the minimal Euclidean distance between y and the codewords
within the interval. Compare d with a pre-determined threshold τ . If d ≤ τ ,
the session is labelled as normal. Otherwise using the full search algorithm
to compute the distances between y and all the codewords and identify the
minimal dm. If dm ≤ τ , the session is labelled as normal, otherwise it is
labelled as intrusive.

4 Experimental Results

In this experiment, the audit data from a Solaris host machine were analyzed.
The Solaris operating system has a security extension, called the Basic Security
Module (BSM). The BSM extension supports the monitoring of activities on a
host by recording security-relevant events [15].

This section presents results of experiments that test the performance of
the proposed detection algorithm for vector-based intrusion detection systems.
In this study, for easy bench-marking, our experiments used system audit logs
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from the well-known MIT DARPA data. The experiments used seven weeks
of the 1998 audit data set from the MIT Lincoln Laboratory. Since there are
about 243 different types of BSM audit events in the audit data, we consid-
ered 243 event types in our experiments. We used those data that are labelled
as “normal” as the training data set to generate the codebook. During test-
ing, we removed the label of all audit data and use the proposed technique to
generate a label for each audit data. The labels generated in our test are then
compared with the given labels to evaluate the performance of our proposed
technique.

There are in total 35 days of data in the seven weeks of the audit data.
We used the telnet sessions from all these data for training and testing. The
anomaly detection algorithm for vector-based intrusion detection systems was
implemented in Visual C++ and executed in a Pentium IV computer. We use
the VQ-based intrusion detection algorithm [13] to generate a codebook, with
size N chosen as 64. According to the intrusion hypothesis, user profiles are
established based on the user activities over a period of time. In this respect,
we use the first 4 weeks of the audit data which contains 2181 normal telnet
sessions to generate the user profiles (codebook). The data which contains 1730
normal telnet sessions from the last 3 weeks of the audit data mixed with 40
intrusive telnet sessions from all the 7 weeks of audit data were used as the
testing data set. To compare the performance of the proposed algorithm with
the full search algorithm, the running of the test data set was repeated 5 times
each with a different value of search parameter r equal 4, 8, 16, 32, and 64
respectively. When the search parameter equals to the codebook size of 64, the
proposed algorithm becomes the full search algorithm. The threshold value τ
is chosen at the 99% level threshold value as in [13]. The resulting false alarm
rate, detection rate, and execution time of the running of the test data set are
presented in Table 1.

Table 1. Performance of anomaly detection algorithm based on PCA

Search parameter (r) False alarm rate Detection rate Execution time (ms)

4 4.34% 100% 207

8 1.79% 100% 332

16 1.10% 100% 617

32 0.81% 100% 1156

64 0.75% 100% 2188

According to results presented in Table 1, when the value of the search pa-
rameter is 4, the speed of execution is about 10 times faster than the full search
algorithm. However, the false alarm rate has increased almost by a factor of 6.
This is not acceptable in terms of the effectiveness of the intrusion detection.
The test was repeated with the same set of test data and search parameters but
with the modified Step 7 of the detection algorithm. The results are presented
in Table 2.
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Table 2. Performance of the modified anomaly detection algorithm based on PCA

Search parameter (r) False alarm rate Detection rate Execution time (ms)

4 0.75% 100% 335

8 0.75% 100% 413

16 0.75% 100% 674

32 0.75% 100% 1191

64 0.75% 100% 2188

As we can see from the results in Table 2, when the value of the search
parameter equals 4, the speed of the detection has been increased by a factor of
6 when compared with the full search algorithm while the false alarm rate has
remained unchanged. This has indicated that the algorithm with modified Step 7
has a very promising performance in which the efficiency has raised significantly
without sacrificing the detection effectiveness.

5 Conclusion

An efficient anomaly detection algorithm for vector-based intrusion detection
systems was presented. In general, intrusion detection schemes are based on the
hypothesis that normal system/user behaviors are consistent and can be char-
acterized by some behavior profiles such that deviations from the profiles are
considered abnormal. There were researches that proposed the use of simple
statistics such as the Q-statistic and χ2 statistic to represent user profiles. How-
ever, for usage patterns that exhibit complex structures, simple statistics are
not sufficient. Recently, there are researches that propose the use of multivariate
data analysis or vector-based analysis to extract and represent complicated user
profiles. [13] has proposed a VQ-based technique for the extraction of compli-
cated usage patterns and represented user profiles in the form of a codebook.
In VQ, the codebook generation is in essence the optimal partition of a global
set of multivariate data (in vector form) and represents each each partition with
a single vector, i.e. a codeword. Hence, for a large volume of audit data, we
can make use of the codebook generation technique to build representative user
profiles in the form of codebook.

While most of these vector-based intrusion detection researches have focused
on the efficient and effective ways of user profiling, another important aspect
of intrusion, the anomaly detection stage was seldom mentioned. Most of the
intrusion detection systems use the full search algorithm in this stage, which
will be computationally intense. In terms of real time anomaly detection, it is
not efficient enough to perform a full search especially the data set is vector-
based and high dimensional in nature. In this paper, we propose an efficient
algorithm that based on the PCA technique to perform anomaly detection using
user profiles that were built using the VQ technique. The main contribution of
this research is that we have demonstrated how the efficiency of the detection
can be raised significantly using the PCA technique while the fidelity loss due
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to the reduction in dimensionality of the original data set can be avoided. This
way, the effectiveness of the anomaly detection can be maintained.
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Abstract. Intrusion detection is an important technique for computer and 
information system. S. Forrest and coworkers present us that short sequences of 
system calls are good signature descriptions for anomalous intrusion detection 
[10]. This paper extends their works by applying mining fuzzy association rules 
to intrusion detection. After giving a primary classification of system calls 
based on threat level and its classification identifier numbers, we generate series 
short sequences of sendmail trace data and transform them into fuzzy 
expression. Then we extract the Most Dangerous Sequences Database (MDSD) 
from the fuzzy expression data, according to the specific threshold. For the 
MDSD database, we apply mining fuzzy association rules to detect each 
sequence is “normal” or “abnormal”. The prototype experimental results 
demonstrate that the proposed method gives enough ability for intrusion 
detection. 

1   Introduction 

Intrusion detection techniques can be categorized into misuse detection and anomaly 
detection. Misuse detection uses patterns of well-known attacks to identify intrusion. 
The main shortcomings of such systems are that known intrusion patterns have to be 
hand-coded into the system and they are unable to detect any future (unknown) 
intrusions. But the advantage of anomaly detection is that it can detect new attacks 
and vulnerabilities in the system. The main difficulties of these systems are how to 
select the system features.  

Works of analyzing sequences of system calls for intrusion detection are described 
in [10,11,12,13]. System calls are usually requests to the operating system to do a 
system-specific or privileged operation. Forrest’s group uses the concept of window 
size (The length of the sequence) to compare exact matches between a normal profile 
and the new trace of a process. If a counter of anomalies exceeds a user threshold, an 
intrusion may present.  

The concept of prediction of sequence calls can be implemented using neural 
networks [2]. The main advantages of such an approach are the lack of dependence on 
any statistical assumption, noise tolerance, and abstraction.  

R. Agrawal and R. Srikant first report fast algorithms for mining association rules 
[4]. In [6], mining quantitative association rules are proposed. The algorithm finds the 
association rules by partitioning the attribute domain and combining adjacent 
partitions, then transforms the problem into binary one. This method can cause the 
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sharp boundary problem. Correspondingly, C. M. Kuok, A. Fu and M. H. Wong 
combine fuzzy theory with mining association rules to build mining fuzzy association 
rules in paper [5]. This method can solve sharp boundaries problem in database. In 
paper [8], the author applies fuzzy data mining techniques to security system and 
builds a fuzzy data mining based network intrusion detection model. In [9], the 
authors use sets of fuzzy association rules that are mined from network audit data as 
models of “normal behavior”. In these applications of detecting anomalous behaviors, 
they generate fuzzy association rules from new audit data and compute the similarity 
with sets mined from “normal” data. If the similarity values are below a specified 
threshold, then an alarm is generated. Other reports [1,15,16,17] also demonstrated 
that machine learn techniques play a very important role in intrusion detection 
system. 

In this paper, we transform the sequences of sendmail trace data into fuzzy 
expression. Then we extract all sequences that their fuzzy labels are greater than the 
specific threshold to generate the Most Dangerous Sequences Database (MDSD). For 
the MDSD database, we apply mining fuzzy association rules to detect each sequence 
is “normal” or “abnormal”. The rests of this paper is organized as follows: In  
section 2 we briefly report algorithms of mining fuzzy association rule; User behavior 
descriptions based on sequences of system calls and their fuzzy expressions are 
described in section 3; Section 4 shows some prototype experimental results;  
Section 5 presents conclusion and outlines future works. 

2   Algorithms of Mining Fuzzy Association Rules  

2.1   Fast Algorithms for Mining Association Rules 

R. Agrawal and R. Srikant proposed two new algorithms, Apriori and AprioriTid, for 
discovering all significant association rules between items in a large database of 
transactions. The association rule is defined as [4]: Let I={i1, i2,…, im} be a set of 
binary attributes called items and T be a set of transactions. Each transaction t in T is 
a set of items (t ⊆ I). Associated with each transaction t has a unique identifier, called 
t-ID. So an association rule is an implication of the form X⇒ Y, c, s, where X ⊂ I, 
Y ⊂ I and X ∩ Y=φ. The rule X⇒Y, c, s holds in the transaction set T with 
confidence c and support s. The confidence c is percentage of transactions in T that 
contain X also contain Y. The support s in the transaction set T is percentage of 
transactions in T contain X ∪ Y.  

Given a set of transactions T, the problem of mining association rules is to generate 
all association rules that have support s and confidence c greater than the user-
specified minimum value (minsup and minconf).  

Apart from algorithms to find binary association rules in large databases, 
algorithms to find quantitative association rules will also need to be developed. 
Because a database may contain quantitative attributes, e.g. integer, categorical, 
numerical attributes. R. srikant and R. Agrawal define the problem of mining 
association rules over quantitative and categorical attributes in large relation tables 
and present techniques for discovering such rules [6]. They refer to this mining 
problem as the Quantitative Association Rules problem. But this algorithm can 
generate sharp boundaries problem. 
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2.2   Mining Fuzzy Association Rules 

C. M. Kuok and coworkers combine fuzzy theory with mining association rule 
algorithm to discover fuzzy association rules [5]. The definition of fuzzy association 
rule is as follows: Let T={t1, t2,…, tn} be the database and ti represents the ith  
transaction in T and I={i1, i2,…, im} to represent all attributes appeared in T and ij 
represents the jth attribute, where I is named itemset. For each attribute ij will 

associate with several fuzzy sets. For example F ji ={f
1

ji
, f

2

ji
,…, f k

ji
} represent set of 

fuzzy sets associated with ij and f
k

ji
 represents the kth fuzzy set in F ji .The proposed 

fuzzy association rule by C. M. Kuok is as the following form: 
                         If  X  is  A  then  Y  is  B. 
In the above rule, X and Y are itemsets. X={x1, x2, …, xp} and Y={ y1, y2,…, yq} 

are subsets of I and X ∩ Y=φ. A={f
1x

, f
2x

, …, f
px
} and B={f

1
y

, f
2

y
, …, f

q
y

} 

contain the fuzzy sets associated with the corresponding attributes in X and Y. We use 
significance and certainty factors to determine the satisfiability of rules [5]. 

Definition of a fuzzy rule is interesting: Given a fuzzy rule “If X is A then Y is B”, 
if the rule has enough significance and higher certainty factor than the user specified 
threshold, then it is interesting. 

Definition of large k-itemsets: If itemsets have higher significance than the user 
specified threshold, then the itemsets is large k-itemsets. 

In order to generate fuzzy association rule, we should first to find out all large k-
itemsets. 

Significance factor: The significance factor is calculated as follows: first summing 
all votes of each record with respect to the specified itemset, then dividing it by the 
total number of records. A significance factor reflects not only number of records 
supporting the itemset, but also their degree of support. We use the following formula 
to calculate the significance factor of <X, A>, i.e. S(X,A) [5]: 

                   Tin  records ofNumber 
AX, satisfying  votesof Sum ><=ceSignifican  

                 )(

])}[({

),( Ttotal

xt
Tit Xjx jij

AXS
∑ ∏

= ∈ ∈ αα
          where  

                 { ω
α

ααα
≥

∈= j
m if])[(

0])[( otherwise

xtm
ji

jiAj

j
xt      

In the above equation, <X,A> represents the itemset-fuzzy set pairs, where X is the 
set of attributes xj and A is the set of fuzzy sets αj. A record satisfies <X, A> means 
that the vote of the record is greater than zero. The vote of a record is calculated by 
the membership grade of each xj in that record. The membership grade should not be 
less than the user specified threshold ω such that low membership values will not be 
considered. We use ti[xj] to obtain the value of xj in the ith records, then transform the 
value into membership grade by   ])[( jiAj

xtm ∈α which is the membership function of xj. 

After obtaining all membership grades of each xj in a record, we use 
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])}[({ jiXx A xtm
j j∏ ∈ ∈α  to calculate the vote of ti. After summing up the votes of 

all records, we divide the value by the total number of records. 

Certainty factor. We use the discovered large itemsets to generate all possible rules. 
When we obtain a large itemset <Z, C>, we want to generate fuzzy association rules 
of the form, ‘If X is A then Y is B’, where X ⊂ Z, Y=Z-X, A ⊂ C and B=C-A. The 
certainty factor can be calculated as follows [5]: 

             ><−−
><−−= AXofceSignifican
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The certainty reflects fraction of votes support <X, A> also support <Z, C>. If the 
union of antecedent and consequent has enough significance and the rule has 
sufficient certainty, this rule will be considered as interesting. 

2.3   The Relation of Mining Fuzzy Association Rules and Intrusion Detection 

W. Lee and others successfully apply two data mining algorithms  (the association rules 
algorithm and the frequent episodes algorithm) to intrusion detection [1]. They 
demonstrate that these algorithms can construct concise and accurate classifiers to detect 
anomalies. But these algorithms do not use itself fuzzy features of intrusion detection.   

In paper [9], the authors successfully use fuzzy data mining techniques to extract 
patterns that represent normal behavior for intrusion detection. They employ sets of 
fuzzy association rules to mine network audit data as models of “normal” behavior. 
Then they generate fuzzy association rules from new audit data and compute the 
similarity with sets mined from “normal” data. If the similarity values are below a 
threshold value, an alarm is produced. They also show that fuzzy logic is appropriate 
for the intrusion detection problem because security itself involves fuzziness. 

This paper extends their works by applying fuzzy association rules to anomaly 
detection based sequences of system calls. 

3   Data Sets of Sequences of System Calls 

3.1   System Calls Primary Classification According to Its Threat Level 

In paper [14] the authors classify the UNIX (LINUX) system calls into six categories 
according to their functionality. The six categories are file system group, process 
group, network group, module group, signal group and other group. Each call 
category is further classified into four groups according to their threat level, i.e. 
1(Harmless), 2(Used for subverting the invoking process), 3(Used for a denial of 
service attack), 4(Allows full control of the system). In this paper, larger threat level 
numbers are assigned to more dangerous system calls.  
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In this classification, the most high threat level 4 has 42 calls, the next threat level 
3 has 76 calls, the threat level 2 has 42 calls and the threat level 1 has 80 calls. We 
assign identifying number 401, 402,…, 442 to each calls in threat level 4, 301,302,…, 
376 to each calls in threat level 3, 201, 202,…242 to each calls in threat level 2, 101, 
102, 180 to each calls in level 1, respectively. These identifier numbers will be 
fuzzification as follows. 

3.2   Using Membership Function to Transform System Call Identifiers into 
Fuzzy Representation 

Each sequence of system calls has k position features. We should transform crisp 
value (the identifier number of every system call) into fuzzy subjection function value 
by selecting appropriate membership function. There are many different types of 
membership functions for fuzzification the crisp input, such as larger fuzzy 
distribution (S type), smaller fuzzy distribution (Z type) and medium fuzzy 
distribution (πtype) . In this paper，the  larger fuzzy distribution function (S type) is 
adopted as follows:      
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For example, there is the following trace of system calls to define “normal” or 
“abnormal” behavior [10]: 

open, read, mmap, mmap, open, getrlimit, mmap, close 
Its corresponding identifiers are: 
412, 215, 233, 233, 412, 147, 233, 301 
To suppose that we select a=200 and b=400 then using the above S membership 

function to transform the trace to fuzzy identifier as follows: 
1, 0.0125, 0.05445, 0.05445, 1, 0, 0.05445, 0.48995 

After traces of system calls from programs are gained, we slide the window (The 
window length is k) across the traces and record each call that follows it at position 1, 
position 2, and so forth, up to position k. Then we transform them into fuzzy 
representation. For example: Suppose we choose k=3 and the following database is 
produced for above sequences of system calls: 

Table 1. The column µ  is the fuzzy expression for  sequences of system calls  

Position 1 Position 2 Position 3 Label 
Calls ID p1 Calls ID p2 Calls ID p3 µ  
open 412 1 read 215 0.0125 mmap 233 0.0545 0.1344 
read 215 0.0125 mmap 233 0.0545 mmap 233 0.0545 0.3684 
mmap 233 0.0545 mmap 233 0.0545 open 412 1 0.7458 
mmap 233 0.0545 open 412 1 getrlimit 147 0 0.1380 
open 412 1 getrlimit 147 0 mmap 233 0.0545 0.7411 
getrlimit 147 0 mmap 233 0.0545 close 301 0.4899 0.2727 



 Applying Mining Fuzzy Association Rules to Intrusion Detection 831 

 

The value of label for each record is calculated as follows: 

If a record is a “normal” sequence then let l= 5.0p3)/3p2(p1 −++ ; 

otherwise, if a record is an “abnormal” sequence then let l= 1p3)/3p2(p1 +++ . 
In this paper, we use the follow membership function to fuzz the label column:  

                  0l      1)( >−== − lelLabel µ  

After the above fuzzy database has been established, we will use fuzzy sequences 
similar degree π to compare a new sequence with all sequences in the database. If the 
similar degree π is greater than specified threshold (e.g. 0.7, 0.8 or 0.9) then these two 
sequences are regarded as similarity sequences. So the new sequence is labeled with 
product of π and the corresponding old sequence label. The similar degree (π) of two 
fuzzy sequences can be calculated by Hamming distance or other methods. 

If we select π=0.8 then we extract all sequences that their labels≥0.5π (=0.4) to 
construct a new database, we call it the Most Dangerous Sequences Database 
(MDSD). After the MDSD is established, we apply mining fuzzy association rules to 
the database. If the fuzzy association rules from the MDSD database have enough 
significance and certainty then the corresponding sequence is labeled as “abnormal” 
sequence, otherwise, it is labeled as “normal” sequences.  

3.3   Preparing Training Datasets  

S. Forrest provided us with set of traces of the sendmail program used in her 
experiments [10]. The sendmail traces detailed in [10], each file of the traces data has 
two columns of integers: the first is the process ids and the second is the system call 
“numbers”. These numbers are indexed into a lookup table of system call names. For 
example, the number “5” represents system call open. But we instead these 
“numbers” by “threat level identifying numbers” we defined in section 3.1, e.g. using 
“412” instead of “5” for system call “open”. But in this paper, the lookup table is 
fuzzy expressions of system calls like table 1. The training set of traces includes both 
“normal” and “abnormal” sequences. We use the same training data set as described 
in the paper [18].  

The “normal” traces is produced by the sendmail daemon; The “abnormal” traces 
include: 3 traces of the sscp attacks, 2 traces of the syslog-remote attacks, 2 traces of 
the syslog-local attacks, 2 traces of the decode attacks, 1 trace of the 5x attack and 1 
trace of the sm565a attack. These are the traces of (various kinds of) abnormal runs of 
the sendmail program.  

The training data is composed of 80% normal sequences and 20% abnormal 
sequences. 

As the same method in paper [1,15], in order to prepare the training data sets, we 
use a sliding window to scan the normal traces and to create a list of unique sequences 
of system calls (The size of the sliding window may be 2l+1, e.g. 7, 9, 11, 13, etc). 
This list is called the “normal” list. Next, we scan each of the intrusion traces. For 
each sequence of these system calls, we first look it up in the normal list. If an exact 
match can be found then the sequences is labeled as “normal”. Otherwise it is labeled 
as “abnormal”.  
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After the training datasets have been well prepared, we should first transform them 
into fuzzy representations as in table 1. Then we apply the fuzzy association rules 
algorithm to generate detecting rules (see section 3). 

4   Experimental Results 

Our experimental datasets are downloaded from http://cs.unm.edu. But we randomly 
combine different percent “normal” and “abnormal” data into experiment A, B, C and 
D as W. Lee’s method in paper [1,15].  

Table 2. Comparing Detection of anomalies 

 %abn %abn in Paper [1] %abn in This Paper 
Traces Paper[10] A B C D A B C D 
sscp-1 5.2 41.9 32.2 40.0 33.1 38.9 29.8 37.0 32.1 
Sscp-2 5.2 40.4 30.4 37.6 33.3 38.1 28.4 34.6 31.8 
sscp-3 5.2 40.4 30.4 37.6 33.3 38.4 27.9 35.1 31.6 
syslog-r-1 5.1 30.8 21.2 30.3 21.9 27.5 18.6 27.8 20.1 
syslog-r-2 1.7 27.1 15.6 26.8 16.5 24.4 13.1 24.3 14.9 
syslog-l-1 4.0 16.7 11.1 17.0 13.0 13.2 8.1 14.2 11.7 
syslog-l-2 5.3 19.9 15.9 19.8 15.9 16.7 12.9 15.8 12.9 
decode-1 0.3 4.7 2.1 3.1 2.1 3.1 1.3 2.4 1.9 
decode-2 0.3 4.4 2.0 2.5 2.2 2.9 1.4 1.9 1.7 
sm565a 0.6 11.7 8.0 1.1 1.0 8.7 6.1 0.9 0.8 
sm5x 2.7 17.7 6.5 5.0 3.0 14.7 4.8 3.8 2.3 
sendmail 0 1.0 0.1 0.2 0.3 0.7 0.2 0.5 0.6 

Experiment A: 46% normal and 54% abnormal, sequence length is 11. 
Experiment B: 46% normal and 54% abnormal, sequence length is 7. 
Experiment C: 46% abnormal and 54% normal, sequence length is 11. 
Experiment D: 46% abnormal and 54% normal, sequence length is 7. 

When the test dataset is well prepared, we use a sliding window of length 2l+1 
(l=3, 5) to scan the dataset and producing sequences of system calls. The sliding 
(shift) step is selected l. Then, we use fuzzification algorithm described in section 3 to 
transform these sequences into fuzzy expression and apply mining fuzzy association 
rules algorithm to determine the sequences is “normal” or “abnormal”. 

Because we slide window with step l, the determined “abnormal” is an “abnormal 
region”, not only an “abnormal sequence” [1,15]. As described in the paper [1,15], we 
look for “abnormal regions” that contain more abnormal sequences than the normal 
ones. And calculate the percentage of “abnormal regions”. If the percentage of 
abnormal regions is above user specified threshold then the trace is an intrusion. 

We compare our experimental results with the results in paper [1] and in paper 
[10] (see table 2). 

From these comparisons we can obtain that the proposed algorithm in this paper is 
suitable for intrusion detection. These experimental results show that the algorithm 
proposed in this paper has as similar stronger as presented method in paper [1]. 
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Fig. 1.  The comparison curves of abn % for experiment A  
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Fig. 2.  The comparison curves of abn % for experiment B 
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Fig. 3. The comparison curves of abn % for experiment C 
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Fig. 4.  The comparison curves of abn % for experiment D 

The main disadvantage of the algorithm in the paper is that it is more complexity 
than two other algorithms in paper [1, 10]. 

5   Conclusions and Future Work 

Intrusion detection is an important technique for computer and information system. 
Many AI techniques have been widely used in intrusion detection system. System 
calls provide rich sources of description information about the behavior of a program. 
Many different algorithms have been used to analyze these types of data. In this 
paper, we proposed a new fuzzy method to apply fuzzy association rule to intrusion 
detection based on sequences of system calls. By using fuzzy theory, sharp 
boundaries problem in intrusion detection have been well solved. The prototype 
experiments on sendmail system call data demonstrated the effectiveness of the 
proposed algorithm in detecting anomalies. The accuracy of the detection models 
largely depends on sufficient training data.  

But we still have many problems to be studied in the future.  

• To investigate more accuracy threat level for every system call. To study 
more system calls statistic features for many intrusion behaviors. 

• To compare several fuzzification membership function for our system and 
improve the performance of the system. 

• To study the methods and benefits of combing multiple AI intrusion 
detection methods. 
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Abstract. Mobile agents are able to migrate across different execution
environments through network. However, proxy signature is a signature
that an original signer delegates his signing capability to a proxy signer.
If a mobile agent may act as a proxy signer to produce signatures on
behalf of the agent owner autonomously on remote hosts, this will in-
crease efficiency of the agent owner. In this work we propose a novel
and secure non-designated proxy signature scheme with revocation. This
work is different from other related proxy signature scheme in that in
addition to providing non-repudiation, the method provides the proxy
signer’s privacy which be realized by Alias Issuing authority. if need be,
the proxy signer’s privacy can be revoked. and a prominent character is
that Alias Issuing authority is untrusty, even though he colluded with
the original signer, they also cannot forge a proxy signature. These fea-
tures are attractive for proxy signature in agent-based paradigm in which
proxy signers are mobile agents that are executed in remote untrustwor-
thy host.

1 Introduction

Mobile agents[1,2] are autonomous software entities which can migrate across
different execution environments through network,and one of the most promi-
nent technologies believed to be playing an important role on future electronic
commerce systems. The characteristics of mobile agents: mobility and autonomy,
make them ideal for mobile computing. Mobile software agents have emerged as
a promising paradigm for a number of applications ranging from ubiquitous
computing to mobile/electronic commerce (m-/e-commerce). One of the tasks a
mobile agent is expected to perform is to sign a digital signature on behalf of its
owner. In other words, a mobile agent may act as a proxy signer to produce signa-
tures on behalf of the original signer (i.e. the owner of the agent) autonomously
on remote hosts. Such signatures are sometimes referred to as proxy signatures
in cryptography. As the remote hosts are not trustworthy, or may be malicious,
the challenges faced by signature delegation in mobile agent systems are great.
Among these challenges are, firstly, the signing key carried by an agent (also

X. Lu and W. Zhao (Eds.): ICCNMC 2005, LNCS 3619, pp. 836–844, 2005.
c© Springer-Verlag Berlin Heidelberg 2005
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called proxy key) may be abused by the agent. For example, the agent may use
the key to sign messages on which the original signer has not authorized the
agent to sign. Alternatively, the proxy key may be spied on by other agents or
remote hosts on which the agent is executed. Consequently, the agents or hosts
may forge this agent’s proxy signature. Furthermore, the agent or the owner of
the agent may falsely deny having signed a specific signature, i.e. repudiation
of signing or repudiation of signature origin. Recently,to overcome the problems
above, B.Lee,H.Kim and K.kim[5] proposed a secure mobile agent using strong
non-designated proxy signature. Unfortunately, the scheme has repudiation yet
and cannot realize proxy signer’ privacy.

To satisfy non-repudiation of proxy signature and assure the proxy signer’s
privacy, in this paper we propose a novel and secure non-designated proxy sig-
nature scheme with revocation. This work is different from other related proxy
signature schemes in that in addition to providing strong non-repudiation, the
method provides the proxy signer’s privacy . if need be, the proxy signer’s privacy
can be revoked. These features are attractive for proxy signature in agent-based
paradigm in which proxy signers are mobile agents that are executed in remote
untrustworthy host.

The rest of this paper is organized as follows. In section 2, we give basic
definition and security requirements . In section 3, we propose a novel and secure
non-repudiation proxy signature with revocation; security our proposed scheme
is analyzed in section 4. Finally, we draw a conclusion of the paper in section 5.

2 Non-designated Proxy Signature with Revocation

2.1 Definition and Security Requirements

In 1996, Mambo et al [3] proposed the notion of proxy signature. A proxy sig-
nature scheme allows a signer to delegate the signing capability to a designated
person,call a proxy signer. After the concept of proxy signature was first intro-
duced by Mambo et al., many researchers have done a lot of work in this field,
several kinds of proxy signature schemes[11,13] have been put forth.

In real application, we sometimes hope that the original signer doesn’t specify
his proxy signer in proxy key issuing phase. Anyone who owns the warrant and
some secret parameters issued by the original signer can construct his proxy
signing key. if need be, the identity of proxy signer can be revoked. We define
the Non-designated Proxy signature with Revocation (NPSR) as follows.

Definition 1. (Non-designated Proxy Signature with Revocation) Let O be an
original signer who has authentic key pair (skO, pkO), T be an Alias Issuing
Authority who has authentic key (skT , pkT ) and P be a proxy signer who has
authentic key pair (skP , pkP ). Let mw be A′s warrant information for the del-
egation which does not specify a proxy signer. Let δO = Sign(skO, mw) be A′s
signature on warrant mw using his private key skO. then NPSR is constructed
as the following six algorithms (AI, DA, PKG, PS, PV, PR)
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– AI is an Alias issuing algorithm that takes the proxy signer identity IDP and
Alias issuing authority ’s private key skT , and outputs an Alias (hP , kP , δT ).

(hP , kP , δT )←− AI(IDP , skT )

– DA is a delegation Algorithm that takes the original signer’s private key skO

and warrant mw, and outputs the signature δO of warrant mw.

δO ←− DA(skO, mw)

– PKG is proxy key issuing algorithm that takes original signer’s signature δO

on the warrant mw and Alias Issuing authority’s signature δT on the proxy
signer’s Alias, and outputs a proxy signing key skP .

skP ←− PKG(δT , δM )

– PS is a proxy signing algorithm that takes proxy private key skP and the
message m and outputs a proxy signature δP . It is executed by the proxy
signer.

δP ←− PS(skP , m)
– PV is a proxy verification algorithm that takes (δP , m, mw) and outputs

either accept or reject. It is executed by any verifier.

PV (δP , m, mw) ?= accept or reject

– PR is a proxy signature revocation algorithm. if need be , Alias Issuing
authority can revoke the identity of the proxy signer by (δP , m, mw). It is
executed by the Alias authority

IDP ←− PR(δP , hP )

An NPSR scheme should satisfy the following basic security requirements:

Verifiability: from a proxy signature a verifier can be convinced of the original
signer’s agreement on the signed message.

Strong unforgeability: A proxy signer can create a valid proxy signature for
the original signer. But the original signer and Alias Issuing authority cannot
create a valid proxy signature with the name of proxy signer’ alias hP .

Non-designateability: his warrant issued by the original signer does not spec-
ify who the proxy signer is. It is also transferable among proxy signers.

Strong non-repudiation: Once a proxy signer creates a valid proxy signa-
ture on behalf of an original signer. the proxy signer cannot repudiate his
signature creation against anyone.

Proxy privacy: No one (except Alias Issuing authority)can determine the iden-
tity of the proxy signer only from the proxy signature.

Revocation: It should be confident that proxy key pair cannot be used for
other purpose. In the case of misuse, Alias Issuing authority can revoke the
actual identity of the proxy signer explicitly by proxy signature, however,
others cannot do it.

Resistant-collusion: even though Alias Issuing authority colludes with the
original signer, they are also able to produce a proxy signature with name
of the proxy signer hP .
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2.2 Knowledge Signature

As a basic building blocks, we use signatures converted from honest-verifier zero-
knowledge proofs of knowledge , which are called as signature of knowledge. We
abbreviate them as SPK. The SPK are denoted as

SPK(α, β, · · ·) : R(α, β, · · ·)(m)

which means the signature for message m by a signer with secret knowledge
α, β, · · · satisfying the relation R(α, β, · · ·). Refer to [7,8] for the detail content.

3 The Proposed Proxy Signature Scheme

In the proposed scheme, there are four entities:the Alias Issuing Authority T , a
Original signer O , a Proxy signer P and a Verifier V ,where T is responsible
for issuing an alias for every proxy signer,O and P denote an original signer and
a proxy signer respectively, V denotes a verifier. the parameters of the system
Setup are as follows:

p, q: large prime numbers, where q|(p− 1)
g : an element of order q in Zp

h(.): an one-way hash function
m : the signed message
mw: the warrant issued by the original signer O
(xM , yM = gxM ): the private/public key pair of the original signer O .
(xT , yT = gxT ): the private/public key pair of the Alias Issuing Authority .
δ = sign(m, x): a signature algorithm based on the Discrete-Logarithm by

using a secret key x to sign a message m and δ is the digital signature of the
message m .

verify(m, δ, y): the corresponding signature verification algorithm by using
a public key y to verify the validation of the signature δ of message m.

Issuing Alias phase: T issues an alias hp, a public parameter rT and a secret
key sT to P and records the triple (hP , rα, IDP ) into the his database, where
IDP is the identity of P , after receiving the sT , P will check the validation of the
secret key sT by the following steps. if it holds, P will use it to produce the proxy
signature in the proxy signature generation phase. if need be, the Alias Issuing
authority can reveal the IDP to revoke the proxy signer’s privacy according to
the hP . the detail procedure is as follows:

– step 1: the proxy signer P first randomly chooses a number α ∈R Zq to
compute rα = gαmodp and sends his identity IDP and rα to Issuing Alias
Authority T .

– step 2: T computes hP = h(rα, IDP ), and randomly chooses a number kT ∈R

Z∗
P to compute rT = gkT modp, r = rT · rαmodp and s′T = xT h(hP , r) +

kT modq .
– step 3: T records the data (hP , kP , r, IDP ) in his local database and sends

(s′T , hP , rT ) to the proxy signer P .
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– step 4: After obtaining (s′T , hP , rT ), the proxy signer P computes r = rT ·
rαmodp and sT = s′T +α mod q, then verifies whether the following equation
holds.

gsT = y
h(hP ,r)
T · r mod p

Delegation phase: in this phase, the original signer O delegates his signing
capability to P , he produces a secret sM and a public parameter rM by the
following steps and sends it to the proxy signer P along with the warrant mw.
After obtaining the sM , P will check the validation of it. If it holds, P will
combine it with sT to form the proxy signing key. the detail delegation procedure
is as follows:

– step 1: First, the original signer randomly chooses a number kM ∈R Z∗
q and

computes rM = gkM modp and sM = xMh(mw, rM ) + kMmodq
– step 2: send (mw, rM , sM ) to the proxy signer P .
– step 3: the proxy signer verifies whether the following equation is hold or

not.
gsM

?= y
h(mw,rM )
M rMmodp

– step 4: compute the proxy signing key x = sM · h(r, rM ) + sT mod q

Signing and verifying phase: To produce a proxy signature, the proxy signer
P first generates the proxy signing key x as x = sM · h(r, rM ) + sT modq, then
he produces the proxy signature δ = sign(x, m) on the message m by a secure
signature algorithm sign(·) such as Schnorr signature. The resultant proxy sig-
nature is (δ, rM , mw, hp, r). if a verifier V wants to verify the correction of the
proxy signature, he executes the following steps:

Step 1: first he computes the public key of the proxy signer

y = y
h(mw,rM )·h(r,rM)
M · rh(r,rM )

M · yh(hp,r)
T · rmodp

Step 2: the proxy signature is verified by by the verifying algorithm verify(·).

verify(m, δ, y) ?= 1

Revoking privacy phase: If need be, the verifier V sends signature (δ, rM , mw,
hp, r) to Alias Issuing authority T . T will reveal IDP to revoke the proxy signer
P ′s privacy.

– Step 1:V sends (δ, rM , mw, hp, r) to T .
– Step 2: check whether the proxy signature (δ, rM , mw, hp, r) is valid.
– Step 3: After T sent back rα, IDP , the verifier V checks hP

?= h(rα, IDP ).

4 Security Analysis of Our Proposed Scheme

In this section, we will analysis our proposed scheme’s security, and show the
security of this scheme is base on Schnorr signature. we know that Schnorr
signature scheme is secure in the random oracle Model[6]. Thus, if an adversary
A can forge our proxy signature, then there is an adversary A′ who can forge a
Schnorr signature.
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Theorem 1. Alias Issuing Authority in the proposed Non-designated proxy sig-
nature scheme with revocation reaches Girault’s trusted level 3.

Proof. According to the signature scheme above, we know if Alias Issuing Au-
thority colludes the original signer to impersonate a proxy signer,whose identity
information is IDP , in the name of hP . They can perform as follows:

– step 1: T randomly chooses a number kT ∈R Z∗
P , then computes rT =

gkT mod p. and sT = xT h(hP , rT ) + kT mod q
– step 2: T records the data (hP , IDP ) in his local database and sends (sT , hP ,

rT ) to the original signer O.
– step 3: the original signer randomly chooses a number kM ∈R Z∗

q and com-
putes rM = gkM modp and sM = xMh(mw, rM ) + kMmodq.

– step 4: they combine sM with sT to produce the proxy private key x =
sMh(rM , rT ) + sP mod q.

it is obvious that the proxy public key y = gx modp has the following form

gx = y
h(mw,rM)·h(rT ,rM )
M · rh(rT ,rM )

M · yh(hp,rT )
T · rT mod p

Thus they can forge the proxy signature of the proxy signer IDP with using the
private key x.(Note that: the identity of proxy signer P is hide into the proxy
signature; in fact, x consists of the original signer’s signature and Alias Issuing
authority’s signature.)

However, this proxy signer can provide a proof to convince the three Party
that the signature is forged by Alias Issuing authority and the original signer.
Supposed that the proxy private key of the proxy signer is xp, then he pro-
vide the knowledge signature SPK(g, y′) of y′(= y

h(mw,rM)·h(rT ,rM)
M · rh(rT ,rM)

M ·
y

h(hp,rT )
T · rT mod p) to the base g. it means that the proxy signer with identity

IDP possesses original signer’s signature and Alias Issuing authority’s signature.
Because only original signer and Alias Issuing authority can produce their signa-
ture. Thus, it means that the proxy signer with identity IDP has already been
delegated by the original signer.

Therefore, our scheme reaches Girault’s trusted lever 3 [10], i.e. the Alias
Issuing authority does not know the proxy private key of the proxy signer with
the original signer, and it can be proven that they generate false witness if they
does so.

Theorem 2. If an existential forgery of our proposed signature scheme, under
an adaptively chosen message attack, has non-negligible probability of success,
then the Schnorr signature scheme can be forged in polynomial time.

Proof. According to our proposed scheme above, a signature verification consists
of two steps: in first step, the proxy public key was produced; in second step,
the proxy signature is verified by the produced proxy public key. Because we
adopt a secure signing algorithm, the proxy signature is secure, provided the
proxy public key is correct and corresponds to the proxy private key. Thus, an
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adversary can attack the scheme only through forging the proxy private key x′

which satifies

gx′
= y = y

h(mw,rM )·h(r,rM )
M · rh(r,rM )

M · yh(hp,r)
T · rmodp

In other words, the corresponding public key of x′ has the above form. From
the above equation, we know that the original signer’s public key yM and Alias
Issuing authority’s public key yT are included in y. In fact, x′ is a Schnorr
signature variation.

Thus, in the scheme, the original signer O and the Alias Issuing authority are
two powerful attacker. In the following ,we consider two attack cases, the first
case is that there exist an algorithm make the original signer O to produce the
proxy private key x′ without T ′s help, and the second case is that T produce a
proxy private key x′ without O′s agreement.

1. Forgery by O: Supposed that there is a NPSR breaker which takes
(m, mw, k) as input and outputs a valid proxy private key x′ and it satisfies
gx′

= y
h(mw,rM )·h(r,rM)
M · rh(r,rM )

M · yh(hp,r)
T · r modp. Because of the group prop-

erty of discrete logarithm problem. we can obtain

gx′
= gxM ·h(mw,rM)·h(r,rM)+kh(r,rM ) · yh(hp,r)

T · r mod p

where rM = gk mod p
Then, x′ − xM · h(mw, rM ) · h(r, rM ) + kh(r, rM ) is the Schnorr signature on

message hP of Alias Issuing T , it means that the original signer O can forge T ’s
Schnorr signature without knowing his private key xT .

2. Forgery by T : Assumed that there is a NPSR breaker which takes
(m, hP , mw, k′) as input and outputs a valid proxy private key x′ and it sat-
isfies gx′

= y
h(mw,rM )·h(r,rM)
M · rh(r,rM )

M · yh(hp,r)
T · r mod p. Because of the group

property of discrete logarithm problem. we can obtain

gx′
= gxT h(hP ,r)+k′

g
h(mw,rM)h(r,rM )
M r

h(r,rM )
M modp

where r = gk′
mod p

Then, x′−(xT h(hP ,r)+k′)
h(r,rM ) is a Schnorr signature on warrant mw of the original

signer O, it means that the Alias Issuing authority T can forge O’s Schnorr
signature without knowing his private key xM .

Because Schnorr signature is secure in random oracle model [6],it means that
our proposed scheme is as secure as the Schnorr signature scheme.

From the above theorem 1 and theorem 2, we know that our proposed scheme
satisfies Verifiability, resistant-collusion, Strong unforgeability,proxy privacy and
revocation.

5 Conclusion

Mobile agent is very good application instance of proxy signature. The based-
agent proxy signature is very suitable to application of mobile devices and limited
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computing devices in mobile environment.In this work, we propose a novel and
secure non-designated proxy signature scheme with revocation. This work is dif-
ferent from other related proxy signature scheme in that in addition to providing
non-repudiation, the method provides the proxy signer’s privacy. if need be, the
proxy signer’s privacy can be revoked. and a prominent character is that Alias
Issuing authority is untrusted, even though he colluded with the original signer,
they also cannot forge a proxy signature in the name of hP . These features are
attractive for proxy signature in agent-based paradigm in which proxy signers
are mobile agents that are executed in remote untrustworthy host.
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Abstract. A conference key distribution system can provide a session
key of a conference with more than three participants via network. In this
paper,we propose an ID-based conference key distribution scheme from
pairings. The proposed scheme provides user anonymity. At the same
time, we also show that the proposed scheme is secure against replaying
attacks and conspiratorial impersonation attacks.

1 Introduction

A Conference Key Distribution System (CKDS) is used for sharing a secret key
among the attending participants of the conference via open network. Thereafter
the participants use the secret key to establish secure communication. However,
anyone nonattending the conference should reveal no useful information about
the secret key and further the communication message.

In recent years, many CDKSs have been proposed [1,5,28,16,13,15,27]. Some
of them [1,5,28,16] are key-distribution protocols, whereas others are key-
agreement protocols. In the key-distribution protocol, the conference organizer
initializes a conference key and distributes it to all the other participants. While
in the key-agreement protocol, it does not need a conference organizer, all the
participants compute a common conference key.

In 1984, Shamir[22] asked for identity-based cryptosystem to simplify key
management.The idea of ID-based cryptosystem is to use identity information as
the user’s public key. Under Shamir’s concept, many ID-based schemes have been
proposed[25,26,7,10]. And several ID-based public key distribution systems were
also developed[19,6,8,12,29]. However, most of them are not fully satisfactory.

Until 2001, Boneh and Franlin proposed a fully functional ID-based encryp-
tion scheme using bilinear pairings[2]. From then on, many ID-based key agree-
ment protocol[24,30] and ID-based signatures schemes[4,10,20] were proposed
from parings.

Based on bilinear pairings, we propose an ID-based CKDS in this paper. The
proposed scheme is very efficient and satisfies the following properties:
� This work is partially supported under NFSC 60273049, 60303026. The first author’s

work is also supported under Foundation of NLMC 51436050304JW0317.
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– Anonymity of the participants. Not only the nonattending participants but
also the attending ones can’t know who are involved in the conference except
for the conference organizer.

– Security against impersonation attacks. Any adversary can not impersonate
the conference organizer by intercepting the broadcast message.

– Security against conspiracy attacks. Conspiratorial participants in the con-
ference can not derive the secret information of the conference organizer.

The rest of the paper is organized as follows: Section 2 describes bilinear
parings and Bilinear Diffie-Hellman Assumption. Our ID-based CKDS is pre-
sented in Section 3. The security and performance of the scheme are discussed
in Section 4 and Section 5, respectively. Section 6 gives conclusions.

2 Preliminaries

Before we begin our scheme, let’s briefly review the Bilinear parings and Bilinear
Diffie-Hellman Assumption.

2.1 Bilinear Parings

Let G be a cyclic additive group of prime order q, and G1 be a cyclic multi-
plicative group of the same order q. Suppose the discrete logarithm problem is
hard. A bilinear pairing e : G × G −→ G1 is a map that satisfies the following
conditions:

– Computable: There is an efficient algorithm to compute e(P, Q) for all P, Q ∈
G.

– Bilinear: e(aP, bQ) = e(P, Q)ab for all P, Q ∈ G and all a, b ∈ Z∗
q .

– Non-degenerate: There exists P, Q ∈ G such that e(P, Q) �= 1.

For details about bilinear parings, please refer to[2,3,11].

2.2 Bilinear Diffie-Hellman (BDH) Assumption

We now review the BDH problem[14,2]. Let e : G×G −→ G1 be a bilinear map
and let P be a generator of G, the BDH problem is described as follows: Given
< P, aP, bP, cP > for a, b, c ∈ Z∗

q , compute W = e(P, P )abc. An algorithm A is
said to solve the BDH problem with an advantage of ε if

Pr[A(P, aP, bP, cP ) = e(P, P )abc] > ε (1)

BDH Assumption: W e assume that the BDH problem is hard, which means
there is no polynomial time algorithm to solve BDH problem with non-negligible
probability.
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3 The Proposed Scheme

In this section, we will introduce our ID-based conference key distribution
scheme. Basically, the scheme is made of four phases which are the following:
Setup phase, Key distribution phase and Key recovery phase.

– Setup: The PKG picks a security parameter k and generates the systems
public parameters and the master-key. Then the PKG generates a private
key corresponding to the user’s identity. The private key is given to the user
in a secure channel. This procedure is done only once for every identity and
uses the same Setup data for different identities.

– Key distribution: The conference organizer generates a conference key and
computes a message according to it. Then the organizer broadcasts this
message to all the users in the group.

– Key recovery: All users compute the conference key when they receive the
message containing the conference key information. They can authenticate
the message.But only the proper participants can correctly get the conference
key and thereafter take part in the following conference.

3.1 Setup Phase

Suppose there are n users, the set of all the users is denoted by A =
{U0, U1, ..., Un−1}.At the Setup phase, the PKG computes as the following:

– Step 1: Given a security parameter k, the PKG randomly chooses groups G
and G1 of prime order q, a generator P of G, a bilinear map e : G×G → G1

and hash functions H : {0, 1}∗ → Z∗
q , H1 : {0, 1}∗ → G, H2 : G1 ×{0, 1}∗ →

Z∗
q , H3 : G1 × {0, 1}∗ → Z∗

q .
– Step 2: It chooses a master-key s ∈ Z∗

q randomly and computes Ppub = sP .
– Step 3: For each participant Ui(i = 0, 1, ..., n−1), the PKG computes QIDi =

H1(IDi) and the corresponding private key dIDi = sQIDi .
– Step 4: The PKG publishes system’s public parameters

{G, G1, k, e, P, Ppub, H, H1, H2, H3} and delivers the private Key dIDi

to Ui ∈ A over a secret channel.

3.2 Key Distribution Phase

Without loss of generality, let the conference organizer be U0, and user of the
set B = {U1, ...Um} be the conference participants. U0 calculates the message
CT as the following:

– Step 1: Computes Xi = e(dID0 , QIDi) for i = (1, ..., m).
– Step 2: Get a timestamp T from the system.
– Step 3: Chooses SK ∈ Z∗

p randomly.
– Step 4: Calculates H2(Xi, T ) and hi = H3(Xi, T ) for i = (1, ..., m).
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– Step 5: Formulates the following equations:
⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎩

H2(X1, T ) = Cmhm
1 + ... + C2h

2
1 + C1h

1
1 + SK (mod p)

H2(X2, T ) = Cmhm
2 + ... + C2h

2
2 + C1h

1
2 + SK (mod p)

.

.

.

H2(Xm, T ) = Cmhm
m + ... + C2h

2
m + C1h

1
m + SK (mod p)

(2)

and solves Cm, ..., C2, C1 from Eq.2.
– Step 6: U0 computes C0 = H(SK ‖ ID0 ‖ T ), where ‖ means concatenation.
– Step 7: U0 broadcasts CT = (ID0, Cm, ..., C2, C1, C0, T ) to all users.

3.3 Key Recovery Phase

On receiving CT = (ID0, Cm, ...C2, C1, C0, T ), user Ui(i = 1, ..., n− 1) performs
the following steps to extract the session key SK:

– Step 1: Checks the validity of the T . If it is out of date, Ui terminates the
Key Extraction phase.

– Step 2: Computes X ′
i = e(dIDi , QID0).

– Step 3: Calculates H2(X ′
i, T ) and hi = H3(X ′

i, T ). And then Ui calculates
SK ′ = H2(X ′

i, T ) − (Cmhm
i + ... + C2h

2
i + C1hi) (mod p).

– Step 4: Checks the validity of the CT . Ui computes C′
0 = H(SK ‖ ID0 ‖ T ).

and test whether C′
0 = C0, halt if this is not the case.

4 Security Analysis

Basicly, a secure conference key distribution scheme should satisfy security re-
quirements: correctness, unforgery, confidentiality, and can resist known attacks,
such as impersonation attacks, replaying attacks and conspiratorial imperson-
ation attacks.

4.1 Correctness

Theorem 1: All the attending participants of the conference get the common
conference key SK if they follow the protocol.

Proof: On receiving the message CT , user Ui ∈ B can get

X ′
i = e(dIDi , QID0)
= e(sQIDi , QID0)
= e(QIDi , QID0)s

= e(dID0 , QIDi)
= Xi
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H2(X ′
i, T ) = H2(Xi, T )

and
h′

i = H3(X ′
i, T )

= H3(Xi, T )
= hi

and further Ui can get

SK ′ = H2(X ′
i, T ) − (Cmhm

i + ... + C2h
m−1
i + C1h

m
i ) (mod p)

= SK

Theorem 2: Anyone non-attending the conference can’t reveal SK.

Proof: Because Eq.2 was constructed by H2(Xi, T ) and hi = H3(Xi, T ), those
non-attending the conference can not obtain those parameters. Hence it is im-
possible for any adversary to reveal SK.

Theorem 1 and Theorem 2 show that the proposed scheme works correctly.

4.2 Security Against Impersonators, Conspiratorial Impersonation
Attack

Theorem 3: Any adversary can not generate conference key message or replay
the message to impersonate the organizer.

Proof: Firstly, by the expiration of T , the adversary can not take replaying
attack. If the adversary can forge a valid T , he has to get all the H2(Xi, T ). On
the OWH[17,18,23] assumption, the adversary can forge all the H2(Xi, T ) only
if he knows dID0 , which is protected by the BDH assumption.

Lemma 1: The identities of the attending participants are anonymous to each
other, and even anonymous to the unattended one except for the conference or-
ganizer.

Proof: This is very obvious from Theorem 3.

Theorem 4: Conspiratorial participants cannot successfully replay the inter-
cepted message for originating a conference by the name of the organizer.

Proof: This can be proved by the same method as in theorem 3.

5 Performance Analysis

As for the proposed scheme, computations in the setup phase can be pre-
computed. So we mainly consider the computation complexity of the key dis-
tribution phase and key recovery phase. To show the computation complexity
clearly, the following notations are used:
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– TM : the computation time for modular multiplication over GF (q).
– TH : the computation time for hash function.
– TI : the computation time for inverse modulo q.
– TD: the computation time for division.
– TP : the computation time for pairing.

At the key distribution pase, the computation complexity of the conference or-
ganizer is as following:

TKDP = m × TP (for computing Xi) + 2m × TH(for H2 and H3 hashing)
+m × (m − 1) × TM (for formulating Eq.2)

+(m + 2) × (m2 × TM) + TI(for solving Ci) + TH(for H hashing)

At the key recovery pase, the computation complexity of the user Ui is as
following:

TKRP = TP (for computing X ′
i) + 2 × TH(for H2 and H3 hashing)

+(m − 1) × TM(for reconstructing SK)
+TH(for verifying C0)

Note that in this scheme e(dIDj , QIDi) can be pre-computed once and for
all so that key distribution phase and key recovery phase do not require any
pairing computations. Alternatively, e(dIDj , QIDi) can be included in the system
parameters. So further efficiency can be achieved, not withstanding more storage
complexity of the participants.

6 Conclusion

In this paper, we have proposed an identity-based efficient conference key distri-
bution scheme from pairings. The scheme provided user anonymity. At the same
time, we also show that the proposed scheme is secure against replaying attacks
and conspiratorial impersonation attacks. In the proposed scheme, the security
also depends on U0, the organizer. So further work should be to improve the
scheme to provide security without depending on the security of the organizer.
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Abstract. In 2004 Golle, Jakobsson, Juels and Syverson presented a
new encryption scheme called the universal re-encryption [GJJS04] for
mixnets [Cha81] which was extended by Gomulkiewicz et al. [GKK04].
We discover that this scheme and its extension both are insecure against
a chosen ciphertext attack proposed by Pfitzmann in 1994 [Pfi94]. An-
other drawback of them is low efficiency for anonymous communications
due to their long ciphertexts, i.e., four times the size of plaintext. Ac-
cordingly, we devise a novel universal and efficient anonymous tunnel,
rWonGoo, for circuit-based low-latency communications in large scale
peer-to-peer environments to dramatically decrease possibility to suffer
from the attack [Pfi94]. The basic idea behind rWonGoo is to provide
anonymity with re-encryption and random forwarding, obtaining practi-
cality, correctness and efficiency in encryption in the way differing from
the layered encryption systems [Cha81] that can be difficult to achieve
correctness of tunnels.

1 Introduction

In 1981, Chaum proposed the concept of a mixnet in his seminal paper [Cha81].
A mix is a store-and-forward device that attempts to hide the correspondence
between its incoming and outgoing messages . A mixnet is a collection of mixes
that relay messages between each other from their original senders to their final
receivers. Many modern anonymous systems are based on Chaum’s layered en-
cryption idea. That’s to say, a message is encrypted into a layered data structure
in a manner starting from the last stop of the path. As the data passes through
each node along the way, one layer of encryption is removed according to the
recipe contained in the data. We can roughly classify them into two categories,
i.e., message-based high-latency email [DDM03, MCPS03] and circuit-based low-
latency communications [DMS04, RP02, RR98]. A difference between them is
that within the former class, every packet has to enwrap the IP addresses of
nodes on the path; while in the latter class a user firstly establishes a circuit
to the receiver, then all packets pass along the circuit, without enwrapping IP
addresses in packets.

However, Chaum’s original mixnet design included a system of signed re-
ceipts to assure senders that their messages have been properly processed by

X. Lu and W. Zhao (Eds.): ICCNMC 2005, LNCS 3619, pp. 853–862, 2005.
c© Springer-Verlag Berlin Heidelberg 2005
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the network, which is hard in layered encryption [JJ01]. A whole body of re-
search [PIK93, KS95] has concentrated on creating such verifiable systems that
could offer a proof of their correct functioning alongside the mixing. Such sys-
tems are commonly called re-encryption mixnet and have been closely associated
with voting. But all the conventional re-encryption techniques are impractical
for anonymous communications because of the complex key distribution and
management. Fortunately in 2004, Golle et al. introduced a new practical cryp-
tographic scheme called universal re-encryption (URE) that leads to new types
of functionality in mixnet architectures since it has no requirements of key gener-
ation, key distribution, and private key management [GJJS04]. Fairbrother has
improved the scheme for sending large files [Fai04] and Gomulkiewicz et al. have
extended the scheme (called as a EURE). However, Fairbrother’s improvement
is still very costly overall and unpractical for we can’t enwrap too many cipher-
text blocks in a fixed-size packet. And we find that the two schemes, URE and
EURE, are insecure against a chosen ciphertext attack (called Pfitzmann attack
for short) proposed firstly by Pfitzmann [Pfi94]; further the two schemes increase
the ciphertext to four times the plaintext size, while a conventional re-encryption
scheme is double.

We make two contributions in this paper. Firstly, we discover that the URE
scheme and its extension EURE are vulnerable to Pfitzmann attack [Pfi94]. Sec-
ondly, we devise a novel practical and efficient anonymous tunnel - rWonGoo
with ElGamal re-encryption and random forwarding whose ciphertext is only
double the size of the corresponding plaintext, instead of four times as the URE
or EURE. And our tunnel is universal due to re-encrypt without knowing the
public key used for the original encryption. We also discuss the security of rWon-
Goo.

The rest of the paper is structured as follows. Section 2 presents an analysis of
the URE scheme and its extension EURE. Section 3 details rWonGoo’s tunneling
approach. Section 4 analyzes the security of rWonGoo, and we finally conclude
on Section 5.

2 Analysis of Universal Cryptosystems

2.1 ElGamal Encryption

ElGamal is a probabilistic public-key cryptsystem, defined by the following pa-
rameters: a group G of prime order p, a generator g of G, a private key x
and the corresponding public key y = gx. Plaintexts are in G and ciphertexts in
G×G. The encryption of a message m ∈ G is (a, b) = (gk mod p, myk mod p),
where k ∈u G is chosen anew per encryption (“∈u S” denotes selection uni-
formly at random from the set S). Decryption of the ciphertext (a, b) returns
m = b/ax mod p. Such a pair (a, b) can be re-encrypted by choosing k

′ ∈u G

and forming (a
′
, b

′
) = (agk

′
mod p, byk

′
mod p). Such a re-encrypted pair is

homomorphic to the input ciphertext, i.e., the two ciphertexts correspond to
the same plaintext. Therefore decryption of the ciphertext (a

′
, b

′
) also returns

m = b
′
/a

′x
mod p.
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2.2 Golle et al’s Systems

Golle et al. described two practical mixnets, called universal mixnet and hybrid
universal mixnet based on their URE scheme, respectively [GJJS04]. Fairbrother
improved the latter using the Pohlig-Hellman secret key algorithm [Fai04], which
has turned out to be insecure [GKK04]. We will prove that universal mixnet is
also insecure in the following.

We first outline (with slightly modifications) the universal mixnet. Sup-
pose that Alice (V0) wants to send message m to Bob (Vλ) along the path
V0V1 · · ·Vi · · ·Vλ−1Vλ, the universal mixnet works as follows:

– Bob chooses a private key x at random, and publishes the corresponding
public key y = gx;

– To encrypt message m for Bob, Alice generates numbers 0 < k0, k
′
0 < p

uniformly at random, then the ciphertext of m is computed as a quadruple:

C0 = (α0, β0; α
′
0, β

′
0) = (myk0 , gk0 ; yk

′
0 , gk

′
0) = (myr0 , gr0 ; yr

′
0 , gr

′
0) (1)

where r0 = k0, r
′
0 = k

′
0. Alice sends the ciphertext C0 to node V1;

– Node V1 generates values 0 < k1, k
′
1 < p, and re-encrypts message C0 received

from node V0 by the following formula:

C1 = (α1, β1; α
′
1, β

′
1) = (α0(α

′
0)k1 , β0(β

′
0)k1 ; (α

′
0)k

′
1 , (β

′
0)k

′
1)

= (myr0+r
′
0k1 , gr0+r

′
0k1 ; yr

′
0k

′
1 , gr

′
0k

′
1) = (myr1 , gr1 ; yr

′
1 , gr

′
1)

(2)

where r1 = r0 + r
′
0k1, r

′
1 = r

′
0k

′
1. Then node V1 sends C1 to V2. Each node

Vi(1 < i < λ) repeats this process, i.e., re-encrypts message Ci−1 received
from node Vi−1 and sends it to Vi+1.

– When Bob receives the message

Cλ−1 = (αλ−1, βλ−1; α
′
λ−1, β

′
λ−1) = (myrλ−1 , grλ−1 ; yr

′
λ−1 , gr

′
λ−1) (3)

from node Vλ−1, he computes

mλ−1 = αλ−1/(βλ−1)x and m
′
λ−1 = α

′
λ−1/(β

′
λ−1)

x (4)

using his private key x and accepts message mλ−1 = m, if and only if m
′
λ−1 =

1. Note that each node Vi (0 < i < λ) will permute the ciphertexts from
different predecessors (A node may locate on different paths). If a node
receipts only a ciphertext, it will produce dummy ciphertexts and permute
them all together.

Problems. The security of the system depends on the secret of the private key
x, i.e., it guarantees only external anonymity described in [GJJS04]. Anyone who
has the ability to eavesdrop the whole network can trace Alice by computing the
plaintext m given x from one node in the path step by step. But the worst
drawback is that the universal mixnet is subject to Pfitzmann attack [Pfi94].
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In this case, the attacker doesn’t need to trace step by step, but only need to
compromise the second node V1. We will illustrate this as follows.

Theorem 1. The universal mixnet is vulnerable to Pfitzmann attack.

Proof. Usually, the sender Alice knows the receiver Bob, but Bob doesn’t know
Alice in anonymous communications. Because we assume that the attacker knows
the secret key x, for convenience, we assume the receiver Bob was compromised.
If the the node V1 is also compromised, then the attacker can relate Alice and Bob
by construction a related ciphertext. Suppose that the receiver Vλ and node V1

are compromised but the attacker doesn’t know they are on the same path, others
the anonymity is broken. The sender V0 and node Vi for some (i ∈ 1, · · · , λ − 1)
are honest (and at least one node, others there is nothing to hide). The outside
eavesdropper can’t relate the sender and the receiver because the honest node
has shuffled the traffic. However, when node V1 received message C0 (1) from
the sender. It knows that C0 contains the secret message m of the sender. In
order to relate the sender Alice and the receiver Bob, V1 generates value t and
prepares the second, related ciphertext C

′
1 based on C1 (2) as follows:

C
′
1 = (α1

t, β1
t; α

′
1

t
, β

′
1

t
) = (mtytr1 , gtr1 ; ytr

′
1 , gtr

′
1) = (mtyR1 , gR1 ; yR

′
1 , gR

′
1)

where R1 = tr1, R
′
1 = tr

′
1. Then node V1 sends C

′
1 to node V2 together with

message C1. Node V2 can’t relate C
′
1 and C1 because we assume that discrete

logarithms are hard in group G. Then V2 re-encrypts C1 and C
′
1 into C2 and C

′
2

respectively, and sends them to the next node V3:

C2 = (myr1+r
′
1k2 , gr1+r

′
1k2 ; yr

′
1k

′
2 , gr

′
1k

′
2) = (myr2 , gr2; yr

′
2 , gr

′
2)

C
′
2 = (mtyR1+R

′
1K2 , gR1+R

′
1K2 ; yR

′
1K

′
2 , gR

′
1K

′
2) = (mtyR2 , gR2 ; yR

′
2 , gR

′
2)

where R2 = R1 + R
′
1K2, R

′
2 = R

′
1K

′
2. Each node Vi (3 ≤ i ≤ λ− 1) also repeats

this process. When the receiver Bob receives the message Cλ−1 and C
′
λ−1, he

can get m according to formula (4) and mt as the following:

Mλ−1 = mtyRλ−1/(gRλ−1)x and M
′
λ−1 = yR

′
λ−1/(gR

′
λ−1)x.

Bob accepts message Mλ−1 = mt, if and only if M
′
λ−1 = 1. Then he can easily

relate m and mt based on parameter t, as a result the attacker knows that Bob
communicates with Alice. �

The attack can be extended to any malicious node on a path. That’s to say, a
malicious node can determine whether it’s on a path to the receiver by preparing
a related ciphertext. Furthermore, the hybrid universal mixnet and the EURE
scheme [GKK04] are also vulnerable to this attack. Due to space limitations,
we don’t discuss this here. As Pfitzmann described [Pfi94], we do not see any
successful countermeasures against this attack. However, we usually trust the
recipient is honest in practice, hence the probability of this attack is trivial.
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3 rWonGoo

3.1 Motivation

rWonGoo is an anonymous tunnel for circuit-based low-latency communica-
tions that achieves its strong anonymity and high efficiency with ElGamal re-
encryption and random forwarding [RR98]. Here a tunnel is a circuit composed
of a set of hops. Generally speaking, the longer the tunnel, the stronger the
anonymity, but the cost such as processing time, latency and bandwidth is also
higher. Hence, how to achieve a tradeoff between anonymity and efficiency is a
challenge. Our random forwarding approach reduces the cost when we lengthen
the anonymity tunnel for higher anonymity. rWonGoo is practical since it has no
complex key distribution and management as an extension and application of the
scheme proposed for voting in [PIK93]. It is also universal due to re-encryption
without knowing the key used for the original encryption. Furthermore, our tun-
nel mainly used in large decentralized peer-to-peer networks is more efficient than
URE and EURE schemes because its ciphertext is only double the size of the
corresponding plaintext, instead of four times as the latter two schemes. Com-
pared with layered encryption mixnets, rWonGoo can effectively defend against
replay attack and achieve correctness.

The ElGamal cryptosystem has a very interesting property. Let Ek(m)/
Dk(m) denotes encryption/decryption of message m with key K. Suppose that
the private key is SK, and the corresponding public key is PK. In RSA algo-
rithm, we have the following properties: DPK(ESK(m)) = DSK(EPK(m)) = m.
This means that we can swap the roles of public and private keys. However, this
doesn’t hold for ElGamal encryption. We only can encrypt m with public key
PK, and decrypt it with private key SK, i.e., DSK(EPK(m)) = m. We can’t
phrase it backwards. Hence, when building the tunnel via re-encryption scheme,
we must consider the way from Alice to Bob and the reverse respectively, not
like the way in layered encryption systems.

Because in a rWonGoo tunnel, nodes re-encrypt the messages from Alice
to Bob and the reverse using different keys, we call the tunnel transmitting
messages from Alice to Bob as a forward tunnel, and the reverse as a backward
tunnel. However, they are in fact the same tunnel. Further, in order to defend
the simple passive attack described in [Pfi94], we let G described in section 2.1
is a q-order subgroup of Z∗

p , where p, q are two large prime numbers and q|p−1.
The generator g of order q is public and usually we can choose p = 2q + 1.

3.2 Establishing the Tunnel

There are two kinds of nodes, i.e., fixed nodes and probability nodes in a tunnel.
The former, representing by Pi (0 ≤ i ≤ λ) will re-encrypt the messages re-
ceived from its predecessor, while the latter, representing by Qi

j (0 ≤ i < λ, j =
1, 2, · · · ), only forwards the message. We also use link by link encryption to de-
fend against some powerful attacks such as timing attack, counting attack and
so on. Figure 1 outlines the whole process of establishing a rWonGoo tunnel.
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1. The sender Alice (P0) chooses a node P1 from its neighbors and establishes a
tunnel to P1 based on random choice described in following extension process.
Then P1 sends its ElGamal public key to Alice.

2. Alice extends the tunnel to fixed node Pi (1 ≤ i ≤ λ) step by step and
refreshes the key-pairs of the tunnel.

3. When the tunnel is extended to the receiver Bob (Pλ) and the key-pairs are
refreshed, the establishment of the tunnel from Alice to Bob is finished.

Fig. 1. The establishment process of a rWonGoo tunnel

Extension Process. We detail how to extend the tunnel. Suppose that the
tunnel from Alice to node Pi (1 ≤ i ≤ λ) has been established. In order to
extend this tunnel to the next node, Alice sends a message m1 to Pi along the
tunnel (when we say sending a message along the tunnel, it means that the
message will be re-encrypted by the nodes on the tunnel as described in section
3.3. For convenience, we only say sending a message unless otherwise stated) and
tells it to choose the next node. When Pi receives m1, it chooses some possible
next nodes from its neighbors to form a set Ui+1, then sends it to Alice. Each
item in Ui+1 includes the IP address, PORT number and ElGamal public key of
a node. Alice selects the next node Pi+1 from the set Ui+1 and sends a message
m2 to Pi and tells it to extend the tunnel to node Pi+1. The reason that we don’t
let Pi choose Pi+1 directly is to defend against malicious attack [RP02]. When
Pi receives m2, it then makes a random choice to either extend the tunnel to
Pi+1 directly or to another node. Pi flips a biased coin to determine whether or
not to extend the tunnel to Pi+1 directly; the coin indicates to extend directly
with probability pf . If the flipping result is ‘heads’, then Pi extends the tunnel
to Pi+1 directly; else randomly selects another node Qi

1 from its neighbors and
extends the tunnel to it. Then Pi sends a message m3 contained the IP address,
PORT number and ElGamal public key of node Pi+1 to Qi

1. When Qi
1 receives

m3, it does the similar operation as Pi. If Qi
1 doesn’t extend the tunnel to Pi+1

directly, it extends the tunnel to a randomly selected node Qi
2 from its neighbors

and sends m3 to Qi
2. When the tunnel is extended to Pi+1, it sends a message

m4 to Pi and tells it that the tunnel extension has done. Note that this message
m4 from Pi+1 to Pi hasn’t been re-encrypted due to Pi+1 doesn’t yet have the
re-encryption key. When receives m4, Pi sends it to Alice who knows that this
tunnel has been extended to node Pi+1 after receiving it.

Then Alice starts to refresh the key-pair that is composed of a forward key
(used in forward path) and a backward key (used in backwark path) for each fixed
node on the tunnel. Firstly Alice encrypts the message ((y1 · · · yi+1)r, gr; yr

′

0 , gr
′
)

with the public key y1 of P1 and sends the ciphertext to P1. P1 gets the new
key-pair K1 when decrypting this message with its own private key x1 as follows:

K1 = ((y1 · · · yi+1)r/(gr)x1 , gr; yr
′

0 , gr
′
) = ((y2 · · · yi+1)r, gr; yr

′

0 , gr
′
).

Then P1 produces the message

((y2 · · · yi+1)r, gr; yr
′

0 (gr
′
)x1 , gr

′
) = ((y2 · · · yi+1)r, gr; (y0y1)r

′
, gr

′
)
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and sends it to P2 after encryption it with the public key y2 of P2. Each
node Pj (2 ≤ j ≤ i) repeats this process. When Pi+1 receives the message

(yi+1
r, gr; (y0 · · · yi)r

′
, gr

′
) from Pi, it decrypts this message with its own pri-

vate key xi+1 and get the new key-pair

Ki+1 = (yi+1
r/(gr)xi+1 , gr; (y0 · · · yi)r

′
, gr

′
) = (1, gr; (y0 · · · yi)r

′
, gr

′
).

In this way, all the key-pairs along the tunnel are refreshed. Note that node
Pi+1 has only the backward key, no forward key, representing with 1 in Ki+1.
Probability nodes only forward the message received, and have no key-pairs to
refresh. Our key-pairs along the tunnel are protected with the random number
r and r

′
compared with the scheme in [PIK93].

3.3 Data Transition

When the tunnel has been established, Alice can communicate with Bob on this
tunnel. Let the tunnel be P0−P1 · · ·Pi−Qi

1−Qi
2−Pi+1 · · ·Pλ−1−Pλ. Assume that

Alice wants to send a message m to Bob and the responding message m
′
, and the

key-pair of fixed node i is Ki = ((yi+1 · · · yλ)r, gr; (y0 · · · yi−1)r
′
, gr

′
), (0 < i <

λ), especially K0 = ((y1 · · · yλ)r, gr; 1, gr
′
) and Kλ = (1, gr; (y0 · · · yλ−1)r

′
, gr

′
).

The data transition is as follows.
From Alice to Bob:
P0 → P1 : (G0, M0) = ((gr)k0 mod p, m(y1 · · · yλ)rk0 mod p)
= (gR0 mod p, m(y1 · · · yλ−1)R0 mod p), (k0 ∈u G, R0 = rk0)
Pi → Pi+1 : (Gi, Mi) = (Gi−1g

rki mod p, Mi−1(yi+1 · · · yλ)rki/Gxi

i−1 mod p)
= (gRi−1+rki mod p, m(yi+1 · · · yλ)Ri−1+rki mod p)
= (gRi mod p, m(yi+1 · · · yλ)Ri mod p), (ki ∈u G, Ri = Ri−1 + rki, 1 ≤

i < λ)
The receiver Pλ computes m = Mλ−1/Gxλ

λ−1 mod p.
From Bob to Alice:
Pλ → Pλ−1 : (G

′
λ, M

′
λ) = ((gr

′
)k

′
λ mod p, m

′
(yλ−1 · · · y0)r

′
k
′
λ mod p)

= (gR
′
λ mod p, m

′
(yλ−1 · · · y0)R

′
λ mod p), (k

′
λ ∈u G, R

′
λ = r

′
k

′
λ)

Pi → Pi−1 : (G
′
i, M

′
i ) = (G

′
i+1g

r
′
k
′
i mod p, M

′
i+1(yi−1· · ·y0)

r
′
k
′
i /(G

′
i+1)

xi mod p)

= (gR
′
i+1+r

′
k
′
i mod p, m

′
(yi−1 · · · y0)R

′
i+1+r

′
k
′
i mod p)

= (gR
′
i mod p, m

′
(yi−1 · · · y0)R

′
i mod p), (k

′
i ∈u G, R

′
i = R

′
i+1 + r

′
k

′
i, 1 ≤

i < λ)
The sender P0 computes m

′
= M

′
1/G

′
1

x0 mod p.
Each node (including fixed nodes and probability nodes) determines whether

or not to re-encrypt the message based on whether it has the corresponding re-
encryption key or not. Note that the messages (Gi, Mi) may pass through some
probability nodes between node Pi and Pi+1. These probability nodes only do link
by link encryption on the message, not re-encrypt it. So does on message (G

′
i, M

′
i ).

We can draw the following conclusion from the data transmission process.

Theorem 2. The size of ciphertext in our rWonGoo tunnel is double the size of
corresponding plaintext.
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4 Tunnel Security Analysis

Our anonymous tunnel is immune against replay attack and mainly used in
large decentralized peer-to-peer networks in which Pfitzmann attack is hard. We
assume a well-funded adversary who can observe some fraction of network traffic;
who can operate nodes of its own; and who can compromise some fraction of the
nodes on the network. However, the adversary is not able to invert encryptions
and read encrypted messages.

4.1 Variable Anonymity

An outside eavesdropper can’t relate the incoming and outgoing messages about
a node due to link by link encryption, that’s to say, he cannot distinguish be-
tween probability nodes and fixed nodes. However, inside compromised nodes
can do this. Assume that all nodes between two malicious nodes controlled by
an adversary are probability nodes, then the two nodes can recognize a message
m between them because the probability nodes doesn’t re-encrypt the message
m. This means that the adversary can reduce the length of the tunnel by exclud-
ing all the probability nodes between them. However, if there is at least one fixed
node between them, then the adversary can’t do that because the encoding of the
message m has changed when it passed through the fixed node. Hence, on con-
dition that the tunnel length is fixed, in order to achieve stronger anonymity, we
should add fixed nodes and reduce probability nodes, but the cost also increases.
Sometimes, we don’t need strong anonymity, then we can add probability nodes
and reduce fixed nodes, achieving high efficiency. In a word, rWonGoo is a trade-
off between anonymity and efficiency, providing a variable anonymity influenced
by the number of fixed nodes and forwarding probability pf .

4.2 Correctness

In rWonGoo, a node will take an input list of ciphertexts from different pre-
vious nodes and output a permuted and re-encrypted version of the input list.
We define correctness as the outputs from a node should correspond to a per-
mutation of the inputs. Sako and Killian [KS95] required each node leak side
information so that anybody can verify correctness of the result. Later, Michels
et al. pointed out that the side information could violate anonymity [MH96].
Hence, in our tunnel, we don’t require each node reveals side information to
achieve correctness. However, for correctness, we can draw on essentially any of
the proof techniques presented in the literature on mixnets, as nearly all apply
to ElGamal ciphertexts. For example, we can use the proof techniques in [FS01,
Nef01]. Especially, the paper [FS01] presents a completely different approach
than that of [KS95] to efficiently prove the correctness of a shuffle.

4.3 Pfitzmann Attack

As Pfitzmann pointed out that the scheme [PIK93] is insecure against Pfitzmann
attack described in section 2.2, our tunnel based on it is also vulnerable to this
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attack. However, we argue that such an attack is not realistic to rWonGoo that
is mainly used in large decentralized peer-to-peer environment with thousands of
nodes distributed in the Internet. Firstly, the sender usually trusts the receipt is
honest. Secondly, our tunnel establishment guarantees that nodes in a rWonGoo
tunnel are chosen uniformly at random from the whole network due to we let
each node select the next hop. This makes the probability of Pfitzmann attack
is very close to zero. Assume that the size of the network is N , and there are
C corrupted nodes that are controlled by the adversary. Then the probability
of Pfitzmann attack is ( C

N )2. Lastly, in peer-to-peer networks, all nodes both
originate and forward traffic. Thus a malicious node along the tunnel cannot
know for sure whether its immediate predecessor is the initiator or not.

4.4 Replay Attack

The decryption of a message done by each node is deterministic in layered en-
cryption mixnets. Hence if an adversary records the input and output batches
of a node and then replays a message, that message’s decryption will remain the
same. Thus an attacker can completely break the security of the mixnet. It is
a challenge work to defend against replay attack in layered encryption systems,
and so far there is no effective approaches to prevent it though much work has
been done [DDM03, DMS04]. However, rWonGoo is immune to this attack due
to it adopts ElGamal cryptosystem that is probabilistic, not deterministic. We
know that the parameters used for re-encryption are chosen anew per encryption,
so when the same message passes a node again, the result of the re-encryption
sent by the node would be different. Even if an attacker can observe the incoming
and outgoing messages, he can’t recognize which message is sent twice.

5 Conclusions and Future Work

We reviewed the universal re-encryption scheme and its extension, and discov-
ered its vulnerability to Pfitzmann attack that can hard be prevented. Then we
proposed a novel anonymous tunnel, rWonGoo, for low-latency communications.
We presented how to establish the tunnel and transmit data. Our universal re-
encryption tunnel can ensure the correctness of the outputs from a node, which
is hard in layered encryption systems. rWonGoo is a tradeoff between anonymity
and efficiency, providing variable anonymity. In addition, thanks to ElGamal re-
encryption algorithm rWonGoo is immune to replay attack. It is not realistic to
carry out Pfitzmann attack in large decentralized peer-to-peer systems though
so far we haven’t any effective countermeasures to it. Our tunnel is practical
and more efficient than URE and EURE schemes. We believe that rWonGoo is a
first step towards building re-encryption mixnets with correctness and variable
anonymity for anonymous communications.

In the future we will do more research on analyzing the performance of rWon-
Goo. It is necessary to further develop our tunnel rWonGoo to increase the spec-
trum of attacks we can defend against except for Pfitzmann attack and replay
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attack. We also plan to incorporate rWonGoo into layered encryption systems
for message-based high-latency email to effectively defend against replay attack.
At last, it is important to find a feasible way to facilitate deployment of our
tunnel in reality.
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Abstract. This paper presents a new integrated information retrieval support 
system (IIRSS) which can help Web search engines retrieve cross-lingual 
information from heterogeneous resources stored in multi-databases in 
Intranet. The IIRSS, with a three-layer architecture, can cooperate with other 
application servers running in Intranet. By using intelligent agents to collect 
information and to create indexes on-the-fly, using an access control strategy 
to confine a user to browsing those accessible documents for him/her through 
a single portal, and using a new cross-lingual translation tool to help the search 
engine retrieve documents, the new system provides controllable information 
access with different authorizations, personalized services, and real-time 
information retrieval. 

1   Introduction 

A digital campus is an information-rich and seamlessly connected environment that 
brings the world to a student’s fingertips and lets the student move freely about the 
globe. This digital campus functions through the integration of a multiplicity of 
technologies in a unified network environment – a seamless, secure, collaborative 
environment for learning, achievement and administration that is available to everyone. 

In building a digital campus, information retrieval system (IRS) is the key task of 
the information resource management system (IRMS) which provides the university 
community with policies, procedures and support for secure access to information 
resources to complement its teaching, learning, research, and outreach as well as to 
support administrative operations. IRS must solve three questions, that is, how to 
support administering authorization, authentication and security access controls to 
information technology resources to the university community, how to improve the 
effectiveness and efficiency of services provided to the university community, and 
how to make authorization rules and access information accessible for review to 
appropriate levels of management within the university community for decision 
making and strategic planning. 

Most of information retrieval services in a digital campus use embedded Web-
based full-text information retrieval systems, e.g. Google (http://www.google.com) 
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and Baidu (http://www.baidu.com). The former is good at searching documents 
written in English, and the latter good at searching documents written in Chinese. 
These information retrieval systems have their advantages of high-level efficiency 
and supporting simple cross-lingual retrieval. However, they can not support 
retrieving databases, not guarantee effectiveness of retrieved information, and not 
provide security access control. 

In this paper we present a new integrated information retrieval support system 
(IIRSS) for multiple distributed heterogeneous cross-lingual information sources. The 
IIRSS with a three-layer architecture, which is integrated in Tsinghua University 
Campus Network (TUCN), cooperates with other application servers running in the 
campus network. By using intelligent agents to collect information and to create 
indexes on-the-fly, using an access control strategy to confine a user to browsing those 
accessible documents for him/her through a single portal, and using a new cross-
lingual translation tool to help the search engine retrieve documents, the IIRSS can 

♦ support information collection from multiple distributed heterogeneous cross-
lingual information sources, 

♦ support access control of users and documents, 
♦ filter pieces of inaccessible information from query results according to user’s 

access control information, 
♦ construct the index while a piece of information is put out on-the-fly, and 
♦ reconstruct the index of a document by using document information stored in 

the document databases. 

This paper is organized as follows. Section 2 introduces the three-layer framework 
of the IIRSS. In Section 3 a multiagent-based information collection technique is 
discussed, in Section 4 an access control strategy which supports safe access to 
documents is deployed, and in Section 5 a cross-lingual information retrieval tool for 
the IIRSS is presented. Section 6 gives experimental results, while Section 7 draws 
conclusions. 

2   The IIRSS Framework 

The TUCN uses a single information portal as the solution of integrating large-scale 
information resources and applications. Users access application systems through the 
portal which controls and manages information resources and applications distributed 
in different servers physically placed in different departments and laboratories, as 
shown in Fig. 1.  

As a part of TUCN, the IIRSS has to cooperate with other application servers running 
in the campus network. Fig. 2 shows the framework of the IIRSS, which is divided into 
three layers, i.e. Interface Layer, Management Layer, and Search Engine Layer. 

In order to interact with distributed heterogeneous application systems, an 
Information Collector Module and a Web Searcher Module are included in the 
Interface Layer. The former provides interfaces for application servers and collects 
information of documents, while the latter provides interfaces for the portal, through 
which a user can submit his/her query and browse results. 
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Fig. 1. Infrastructure of Tsinghua University Campus Network 
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Fig. 2. The three-layer framework of the IIRSS 

In the Management Layer, an Access Controller Module is used for managing and 
maintaining access control information of documents stored in a specific access 
control database, and a Document Manager Module for constructing and/or 
reconstructing indexes of documents. 

The Search Engine Layer consists of four parts, i.e. an Index Creator Module, an 
Query Composer Module, an Index database, and a Bilingual Dictionary. The Index 
Creator Module is responsible for creating an index for a piece of information, and 
stores it in the Index database, while the Query Composer Module searches the Index 
database by keywords that a user inputs. If need be, both of the Index Creator Module 
and the Query Composer Module look up the Bilingual Dictionary and use a cross-
lingual translation tool that this paper introduces to translate some keywords into 
other languages. 
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3   Multiagent-Based Information Collection 

In recent years, agents have been developed for information management 
applications. The goal of intelligent search agents is to allow end-users to search 
effectively, be it either a single database of bibliographic records or a network of 
distributed, heterogeneous, hypertext documents [1]. Intelligent agents, which can 
locate, retrieve, and integrate the answers to a query into one result, alleviate the work 
of both a developer and a user. They communicate with other agents by means of 
message-passing or blackboards, making requests and performing requested tasks [1]. 
In a distributed environment agents managing applications and sources need to 
coordinate and cooperate with each other in order to achieve a goal. This is typically 
accomplished by using specification sharing, contract nets, or federated system [2]. 

The IIRSS uses JATLite (Java Agent Template, Lite) [3], a package of programs 
written in the Java language that allow users to quickly create new software agents 
that communicate robustly, to construct the Information Collector Module. JATLite is 
a readily available tool and provides a basic infrastructure for multiple agents. 

In general, the Information Collector Module consists of some monitor agents and 
collector agents, as illustrated in Fig. 3. A monitor agent, running in an application 
server, obtains modification information of documents stored in the application 
server, and then wrap it in a kind of standard formatted information that can be used 
by our retrieval support system directly. A collector agents invokes corresponding 
functions defined in the Access Controller Module and the Document Manager 
Module to process modification information of documents. 

Collector Agent

Monitor Agent

Application Server

Monitor Agent

Application Server

Monitor Agent

Application Server

IIRSS Server
 

Fig. 3. Multiagent-based information collection 

In order to get an index of a document in the intranet offhand, the Information 
Collector Module obtains document information passively: an application impels the 
retrieval support system to modify its indexes via a monitor agent. In other words, an 
application triggers a collector agent by invoking the corresponding function of the 
monitor agent running in the application server when a new document is posted; the 
collector agent checks document information to ensure its availability and validation, 
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and then calls corresponding functions implemented in the Document Manager 
Module and the Access Controller Module to append the document and its access 
control information respectively; the Document Manager Module invokes a function 
implemented in the Index Creator Module to update indexes. 

The flow of information collection is as follows: 

♦ Step 1. An application calls the CreateFileRec method of the monitor agent 
running in the application server when a document is posted. The CreateFileRec 
method creates a fileRec object instance of the FileRec class to store the 
document information, and an authorRec object instance of the AuthorRec class 
to store access control information of the document.  

♦ Step 2. According to the content of document information, the monitor agent 
sets parameters, fileId, subject, content, and location, etc., of the fileRec object 
and then pass it to a collector agent. 

♦ Step 3. According to access control information of the document, the monitor 
agent sets parameters, fileId, userId, userRole, group, and department, etc., of 
the authorRec object. 

♦ Step 4. The collector agent invokes the add method of a fileManagement object 
instance of the FileManagement class to insert the fileRec object into a 
document database, to insert the authorRec object into an access control 
database. And then an index of the document is generated. 

In the IIRSS, a monitor agent, which is platform-independent, has a configurable 
interface in order to deal with documents with various formats (such as Dynamic 
HTML page, Adobe PDF format, and Microsoft Word format, etc.) and access control 
information of them flexibly. Through the interface an user can customize document 
format and/or access mode. In addition, the type definition of a monitor agent is 
scalable, which makes it possible to support new document formats. 

4   Access Control 

As discussed above, a user accesses applications accessible for him/her through a 
single portal. In similar, he/she accesses the IIRSS through the portal, as shown in 
Fig. 4. In retrieving information the IIRSS executes following procedures: 

♦ Step 1. The portal gets a user’s name and password.  
♦ Step 2. The portal gets the user’s access control information stored in the Access 

Control database, creates a userRec object of the UserRec class, and sets its 
parameters, userId, userRole, group, and department, etc.  

♦ Step 3. The portal gets the user role control information built in every 
application system. 

♦ Step 4. The portal sends the IIRSS keywords, which typically are inputted in a 
search Web page, and his/her access control information.  

♦ Step 5. The IIRSS invokes the method searchFile of a searchManagement 
object and transforms the user’s query request into formatted ones that a 
retrieval system can read. In this step, translating keywords into another 
language might be needed. Under our experimental environment a Baidu search 
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engine serves as the retrieval system, which responses the formatted requests 
and then pushes query results, stored in a fileRecList object, to the portal.  

♦ Step 6. The portal lists links to those documents accessible by the user by 
comparing the user’s access control information with user role control 
information built in the application system.  

♦ Step 7. When the user clicks a link, the portal makes the corresponding 
application system push the document to user according to the application 
information attached to the document information. 

1

6

2

3

4

5

Application ServerApplication Server Application Server

PortalUser IIRSS Server

Access Control Server
 

Fig. 4. Information retrieval with access control by a single portal 

Usually, different users have different access control information. Thus, the Access 
Controller Module of the IIRSS supports several authorization modes: (a) authorizing 
a single user, (b) authorizing a user role, (c) authorizing a user group that can be 
customized, and (d) authorizing a department. Every piece of information in the 
access control database includes authorized user(s), authorized user role(s), authorized 
user group(s), and authorized department(s), etc. This makes it possible to authorize 
users cumulatively. 

5   Cross-Lingual Information Retrieval 

With the popularity of the Internet and Intranet, more and more languages are 
becoming to be used for Web documents. As far as the TUCN is concerned, for 
example, most of documents are written in Chinese and/or English. It is very difficult 
for the monolingual users to retrieve documents written in non-native languages, and 
besides, there might be cases, depending on the user’s demand, where information 
written in non-native languages is rich. Needs for retrieving such information must be 
large. Cross-lingual information retrieval (CLIR) derives itself from these needs. 

In general, recent CLIR studies concentrate on three categories: document 
translation, query translation, and inter-lingual representation. The document 
translation approach achieves better retrieval effectiveness than those based on query 
translation by using existing machine translation systems [4], but it is not suitable for 
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multi-lingual, large-scale, and frequently-updated collection of the Web because it is 
impossible to translate all of documents in the Intranet beforehand and it is difficult to 
extend this approach to new languages [5]. The third approach transfers both 
documents and queries into an inter-lingual representation, such as bilingual thesaurus 
classes or a language-independent vector space. It requires a training phase using a 
bilingual corpus as a training data [5]. 

The method this paper presents belongs to the second category. In our method, a 
source language query is first translated into target language (usually Chinese) using a 
bilingual dictionary. The method has an advantage that the translated queries can 
simply be fed into existing search engines (such as Baidu which is apt at processing 
Web queries written in Chinese). 

The key problem in query translation approaches is that queries submitted from 
ordinary users of Web search engines tend to be very short (approximately two words 
on average [6]), and usually consist of just an enumeration of keywords. However, 
existing cross-lingual Web search engines, such as Google and Baidu, can not process 
Chinese-English and English-Chinese translation accurately, and this leads to get 
many irrelevant results.  

Existing cross-lingual Web search engines have two disadvantages. The first is that 
they are not good at processing abbreviations of Chinese proper nouns which often 
appear in documents in the TUCN. For example, Computer and Information 
Management Center means 计算机与信息管理中心  in Chinese, commonly 
abbreviated to 计算中心 or seldom to 计算机中心. When a Web query is submitted, 
most of search engines cannot treat 计算中心 as a whole word, and translate it into 
two words, computation and center, by searching a Chinese-English dictionary. In 
order to satisfy such needs on these retrieval systems, the user has to manually 
translate the query by using a dictionary. 

Proper nouns, especially abbreviations of Chinese proper nouns, are usually 
essential terms for retrieval in the TUCN, and the failure to translate them might 
heavy decrease in retrieval effectiveness. In order to solve this problem the IIRSS 
uses a customable English-Chinese dictionary instead of traditional English-Chinese 
dictionary. Each proper noun has an abbreviation list where all of standard and 
nonstandard abbreviations are stored. Before a Web query is submitted, the Query 
Composer Module searches the abbreviation list of the keyword and submits its 
abbreviations together. 

The second disadvantage of the existing cross-lingual Web search engines is that 
they have to deal with Web queries in many different kinds of topics or fields. It is 
well known that for different users a keyword has different meanings. For example, 
the word mouse might be 鼠标 (a computer input device) or 鼠 (such as pleural 
mouse, a medical term). In the TUCN a user who submits a Web query might be a 
student at Department of Computer Science or a teacher at School of Medicine; hence 
the query translation must be capable of reflecting how the user really thinks. 

To attack the second problem the IIRSS employs user information (such as userId, 
userRole, group, and department, etc.) as a feature term selector of keywords. In 
detail, words in our English-Chinese dictionary is arranged in discipline categories, 
where a discipline category aq in query language corresponds to a category at in target 
language. When constructing indexes of a document, the Index Creator Module first 
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extracts terms from the document which belongs to a discipline category aq using 
necessary discipline information that has been attached to the document, and then 
calculates the weights of the extract terms. The higher-weight terms are put into the 
feature term set fq of the discipline category aq. Last, the feature term set are translated 
into target language. These discipline category pairs, aq and at, are used to retrieval. 

Weights of feature terms are calculated by term frequency/inverse category 
frequency (TF/ICF), a variation of term frequency/inverse document frequency 
(TF/IDF), which is reported in [5]. 

When translating a query keyword, the Query Composer Module first looks up the 
feature term in the bilingual dictionary and extracts all translation candidates, and 
then picks up the highest-weighted translation candidate from the discipline category 
aq, which coincides with the user’s interests, by using user information. If no 
translation candidate for a feature term exists in the feature term set of the discipline 
category aq, the term itself is as a feature term in the target language. This is very 
useful because some English terms (mostly abbreviations, such as CIC, IIRSS, etc.) 
are commonly used in Chinese documents. 

6   Experiment Results 

The IIRSS has been implemented and integrated in the local office network of 
Computer and Information Management Center, Tsinghua University. There are 
totally 673 documents distributed in three servers of the local office network when 
following experiment is performed. Among them, 631 documents are written in 
Chinese, 40 documents written in Chinese and English, and 2 documents written in 
English; 407 documents are with dynamic HTML format, 42 documents with Adobe 
PDF format, 135 documents with Microsoft Word format, 37 documents with 
Microsoft Excel format, 52 documents with Microsoft PowerPoint format. 

Among all of documents, there are 101 articles including keyword 计算机与信息
管理中心 or 计算中心 and 2 articles including keyword Computer and Information 
Management Center or CIC; there are 12 documents accessible by everyone, 82 
documents accessible by Director of Computer and Information Management Center, 
39 documents accessible by everyone belonging to office group, 54 documents 
accessible by everyone belonging to infrastructure group. 

Retrieval results using keyword 计算中心 is shown in Table 1, where an officer 
belongs  to  the  office  group,  a developer  belongs  to  the  infrastructure  group, and  

Table 1. Retrieval results using the keyword 计算中心 

Role of User Before the new document added After the new document added 

Anonymous 12 12 
Administrator 103 104 
Director 82 83 
Officer 39 40 
Developer 54 54 
ClusterA 63 62 
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Table 2. Retrieval results using the keyword Tsinghua Univ 

Role of User Before the new document added After the new document added 

Anonymous 30 30 
Administrator 276 277 
Director 239 239 
Officer 183 184 
Developer 209 210 
ClusterA 236 237 

Table 3. Retrieval results using the keywords Tsingha University and CIC 

Role of User Before the new document added After the new document added 

Anonymous 12 13 
Administrator 81 82 
Director 79 80 
Officer 20 21 
Developer 38 39 
ClusterA 41 42 

clusterA includes all members in the office group or in the infrastructure group. The 
second column gives first-time retrieval results, and the last column gives second-
time retrieval results after a new document including keyword 计算机与信息管理中
心 is added, which can only be accessed by Director and members of the office group. 
The experiment also shows that even though 计算机与信息管理中心 is not the same 
as keyword 计算中心, IIRSS also find those documents including 计算机与信息管
理中心. 

Among all of documents, there are 244 articles including keyword 清华大学 or 清
华 and 32 articles including keyword Tsinghua University or Tsinghua Univ; there are 
30 documents accessible by everyone, 239 documents accessible by Director, 183 
documents accessible by everyone belonging to the office group, 209 documents 
accessible by everyone belonging to the infrastructure group. 

Retrieval results using keyword Tsinghua Univ is shown in Table 2. The second 
column gives first-time retrieval results, and the last column gives second-time 
retrieval results after a new document including keyword 清华大学 is added, which 
can only be accessed by members in ClusterA. 

Among all of documents, there are 81 articles including keyword 清华大学/清华
/Tsinghua University/Tsinghua Univ and keyword 计算机与信息管理中心/计算中心
/Computer and Information Management Center/CIC. There are 12 documents 
accessible by everyone, 79 documents accessible by Director, 20 documents 
accessible by everyone belonging to the office group, 38 documents accessible by 
everyone belonging to the infrastructure group. 

Retrieval results using keywords Tsinghua Univ and CIC is shown in Table 3. The 
second column gives first-time retrieval results, and the last column gives second-
time retrieval results after a new document including keyword 清华大学 is added, 
which can be accessed by anyone. 
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7   Conclusion 

The paper proposes a new integrated information retrieval support system, IIRSS, 
which can help Web search engines retrieve cross-lingual information from 
heterogeneous resources stored in multi-databases in a campus network. The IIRSS, 
with a three-layer architecture, can cooperate with other application servers running in 
the campus network. Even though the IIRSS is designed for the TUCN, it should be 
suitable for other Intranet environments, such as a government office network or an 
enterprise Intranet. 

By using intelligent agents to collect information and to create indexes on-the-fly, 
using an access control strategy to confine a user to browsing those accessible 
documents for him/her through a single portal, and using a new cross-lingual 
translation tool to help the search engine retrieve documents, the IIRSS provides 
controllable information access with different authorizations, personalized services, 
and real-time information retrieval. 

The experimental results this paper presented are compendious. More experimental 
results and detailed performance analysis can be obtained once the IIRSS is integrated 
into the TUCN. This is our ongoing work. 
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Abstract. The emergence of Internet, Intranet, local area networks, and
ad hoc wireless networks introduces a plethora of new problems in infor-
mation processing. In order to overcome these problems, we combine the
Grid and P2P technologies, and propose a dynamic hierarchical agent-
based infrastructure. By dint of agents, we can not only overcome a lot
of limitations of the mechanisms which Grid and P2P support for data
management and interchange in large-scale dynamic distributed systems,
but also provide a suitable paradigm for implementing systems that need
to configure adaptively, and especially keep users’ information local to
preserve individual privacy.

1 Introduction

With the rapid collection of data in wide variety of fields, the demands in data
analysis, from business decisions to scientific researches, are ever growing. To-
day’s challenges are less related to data storage and information retrieval, but
in the analysis of data on a global scale in a heterogeneous distributed informa-
tion system. These systems are characterized with: (1) Existence of very large
number of distributed and heterogeneous participants; (2) Dynamic nature of
participation; (3) No global synchronization.

In order to satisfy the above requirements, we combine the Grid [1] and
Peer-to-Peer (P2P) [2] technologies, and propose a dynamic, hierarchical and
agent-based [3,4] infrastructure for large-scale distributed information process-
ing. The hierarchical structure of our architecture takes advantages of both P2P
and Grid. The introduction of hierarchy in the architecture increases the scale.
Moreover, the hierarchical structure is more stable when nodes join and leave
the network frequently. By dint of agent technique, a new way of analyzing,
designing, and implementing large-scale distributed complex data analysis sys-
tems is provided, and a number of limitations in the mechanisms which P2P
and Grid support for data management and interchange can be overcome. In
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the infrastructure, top-level nodes, equipped with super computers, connected
with high-speed network comprise Grid, and bottom level network composed
of desktop and other pervasive computers connected intermittently to the net-
work are organized with P2P. At the same time, we introduce agent technology
to nodes in the system. Through the infrastructure, we can implement efficient
large-scale distributed information processing which does not require all-to-all
communication, and supply the support of security and trustworthiness.

The rest of this paper is organized as follows. Next section describes the
infrastructure. Section 3 presents information processing in the infrastructure.
Section 4 gives an application of large-scale distributed privacy preserving data
mining based on the infrastructure. Finally, we conclude with some remarks and
the ongoing and future work.

2 Infrastructure Description

Herein we describe the dynamic hierarchical distributed agent-based Infrastruc-
ture. The infrastructure is based on P2P-Grid whose nodes are agents. The main
goal of the infrastructure is to supply a platform for large-scale distributed in-
formation processing.

2.1 Infrastructure Goals

Scalability
Scalability is the ability of a system to operate without a noticeable drop in
performance despite variability in its overall operational size. The infrastructure
is intended to be capable of scaling to millions of nodes.

Decentralized Control
Decentralized control gives the possibility of balancing the loadings, making
systems scalable for a large number of communication nodes.

Global Asynchrony
Any nodes can take action independently and asynchronously.

Dynamic Nature
Dynamic nature is the key characteristic of the large-scale distributed systems.
Through managing the processing of node joining and leaving in a more intelli-
gent method, we can solve the unstable topological problem.

Transparency
When a node leaves or joins system, network topology in the bottom-level is
completely transparent to the top-level.

Local Communication
Each node can only be familiar with a small set of other nodes – its immediate
neighbors – and communicate with them, this is valuable for real-world large-
scale distributed systems.
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2.2 Architecture Components

The overall framework is shown as Fig.1 below.

Fig. 1. Overall Framework of Architecture

Definition 1. Peer. Each peer is symbolized as p. All of peers pi form a set of
IP = {pi|i ∈ IN}, IN = {1, 2, . . . , n}, here, n is the number of the peers. The peers
are interconnected through a network of links and switching equipments, such as
routers, bridges, etc.

Definition 2. Group. All of peers are organized into groups. Let I be the
number of groups, Gi = {pij|j ∈ IN} (i ∈ {1, . . . , I }) are the peers in group i,
which satisfies Gi

⋂
Gj = ∅ (i �= j) and

⋃
i∈I Gi = IP. The groups may or may

not be such that the peers in the same group are topologically close to each other,
depending on the application needs.

Definition 3. Super-peer. Each group is required to have one or more super-
peers. Let SPi = {spij |j ∈ IN} (i ∈ {1, . . . , I }) be the set of super-peers in group
i, SPi⊆Gi.

Definition 4. Top-Level Overlay Network (Grid). In every group, there
are one or more super-peers. The super-peers from all the groups are organized
into a top-level overlay network (GRID) described by a directed graph (SP, E),
where, SP is the set of all the super-peers and E is a given set of virtual edges
between the super-peers in SP . It is important to note that this overlay network
defines directed edges among groups and not among specific peers in the groups.
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Definition 5. Regular peer. Let Ri = Gi −SPi (i ∈ {1, . . . , I }) be the set of
“regular peers” in group Gi. In intra-group, these homogeneous regular peers are
organized into a hierarchy, which can be used to address the problem of scalability.

Definition 6. Agent. Agents are software which helps/assists the peers (super-
peer and regular-peer) for the modelling and implementation of complex systems.
Each agent is one portion of a peer. Agents my initiate tasks on behalf of peers.
Each agent is symbolized as α. All of agents form a set of A = {αi|i ∈ M}, M =
{1, 2, . . . , m}, here, m is the number of the agents. In general, each agent corre-
sponds to a peer (m = n).

Definition 7. Privacy Database (PDB). PDB is owned by each peer. PDB
may not be open to other peers.

Definition 8. Shared Database (SDB). SDB is owned by each peer, but SDB
my be shared by other peers.

Definition 9. Dynamic Hash Table (DHT). DHT is the table of route,
indicating those peers the messages will be sent to. There are two types of peers:
up-peer and down-peer.

Definition 10. Virtual Organize (VO). VO is a fabric structure that is com-
posed of peers and is established by a series of protocols.

Definition 11. Protocol. The Protocol between peers is not discussed in the
paper, since it can be implemented in many ways. What’s more, we can also use
one protocol in controlling but another distinct protocol in transmission under
different situations.

2.3 Overall of Infrastructure

The distributed infrastructure is a virtual and dynamic hierarchical architec-
ture (as Fig.1), where peers are organized into disjoint Virtual Organizes (VOs).
The VOs are generally hierarchically arranged according to the related domains.
Each VO maintains its own overlay network. A top-level overlay network is
defined among the VOs. The top-level overlay network is organized with super-
peers. Normally, the so-called super-peers are a subset of peers with sufficient
bandwidth and more processing power. These super-peers constitute a Grid en-
vironment. Grid technologies have been investigated by many researchers [1,5,6]
and will not be discussed in detail in this paper.

Because the classification of group is according to the node distances and
functions, there will be much more frequent communication among the same
group than that between groups. And, in a VO, we make use of asymmetri-
cal bidirectional communication patterns to improve communication efficiency.
Upward communication transfers all types of information, including system mes-
sages (peers joining or leaving) and data messages (data updating) to update
up-peers, the downward communication transfers only system messages to adjust
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to the topology. In this way, the architecture can use the bandwidth more effec-
tively, gain the advantage over Grid or P2P respectively, and thus suit a great
variety of network environments better. By virtue of agent technology, we can
make the architecture more intelligent, and selectively hide sensitive data and
information to suit the demands of privacy preserving. Through this architec-
ture, a great diversity of the cryptographic methods can be adopted. Within the
different groups, we can utilize various cryptographic methods. Even in the same
group, we can sustain diversity of the security methods based on the demands.

2.4 Intra-group

Agent and P2P are complementary concepts, in that cooperation and commu-
nication among peers can be driven by those agents that reside in each peer.
A peer depends on its agents to “Deal with Problem Requests”, and to give
“Solutions”. Also, the peer expects these agents to be “Failure Tolerant”, and
to have good performance in terms of “Good Bandwidth Optimization”. Within
every peer, each agent controls the communication of message, receives message
from other peers, and sends information to other peers for system control or fur-
ther processing. In a decentralized P2P environment, each peer does not know
beforehand which partners to communicate with. Agents provides a function
with searching and registration capabilities, which allow the peer to get to know
other peers. This ability is based on DHT. The logical hierarchy of peers forms
a group domain by the DHT. Especially, agent supplies peers with services for
information processing, such as data analysis, knowledge discovery, data mining,
data transforming, data hiding, etc.

Through agents, the peers receive the message in the network, and then
process the message. The peer has state database, which is typically used to
record information and state. Through processing between received data and
local state database, the peer will act to decide which information should be
sent to, and send these information to other peers adjacent to it by virtue of
DHT.

When a peer joins the system, it registers with one of existing peers. A peer
can only have one connection to another peer higher in the hierarchy to register
with, but be registered with many lower level peers. A peer in the hierarchy has
the identities of both its upper peers and lower peers in order to communicate
with them. A peer can also leave the system at any time, which means it is
not available to the system any more. In this situation, its lower peers must be
informed to dynamically adjust the network topology to keep the hierarchical
relations. The hierarchical model is used to address the problem of scalability.

3 Information Processing in the Infrastructure

In this section, we will describe information processing based on the infrastruc-
ture. This has broad value at present.
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Fig. 2. The hierarchical infrastructure for distributed information processing

Just as Fig.2 (In the interest of clarity, we make an example where each group
comprises a super-peer.), within each group, an super-peer manages a range of
peers. Regular peers collaboratively process information in P2P based on agent.

Fig. 3. Peer in information processing through P2P

In a group, for each peer, agent receives the information from other peers
through P2P networks, and then it processes the information together with
its privacy database (as Fig.3). After that, the agent updates its own privacy
database and transforms the message to be sent to the shared database accord-
ing to security strategies. These strategies satisfy the requirements of privacy
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preserving and trustworthiness. Finally, through its own DHT, the agent sends
relevant fresh information in its shared database to other peer adjacent to it for
further processing. Layer upon layer, the super-peer comprises the up-to-date
information from the same group. In the top-level overlay network, we can use
relevant Grid technology to process them.

The communication is evidently reduced to a large extent by never trans-
mitting all data values but incremental and updated information. This approach
does not require CPU and I/O costs significantly higher than a similar approach
and the communication may be lower.

4 An Application to Large-Scale Distributed Privacy
Preserving Data Mining

One key aspect of exploiting the huge amount of autonomous and heterogeneous
data sources in the Internet is not only how to retrieve, collect and integrate
relevant information but also to discover previously unknown, implicit and valu-
able knowledge. Nowadays, data mining is one of the most important topics in
large-scale distributed domains such as military, commerce and health-care etc.,
where the precondition is that no privacy of any site should be leaked out to
other sites. This requires preserving users’ privacy while processing data mining
in large-scale distributed systems.

Privacy-preserving data mining (PPDM) was first introduced by Agrawal and
Srikant in 2000 [7]. The main objective in PPDM is to develop algorithms for
modifying the original data in some way, so that the private data and knowledge
remain private after the mining process. In order to broaden application of this
technology in large-scale distributed systems, it must cater to users who do not
own sophisticated (hardware and software) platforms and permanent network
connections.

Based on the hierarchical infrastructure, we can mine large-scale distributed
privacy-preserving data. The partitioned distribution of data can be not only
horizontal but also vertical. The industrial chain data is a typically vertically
partitioned distributed data. Through industrial chain PPDM, we can preserve
individual sensitive data and knowledge of each corporation and get plenty of
valuable information to improve the whole benefit and profit.

In the following, we give an example of the industrial chain of autobicycle
manufacture which is composed of lots of assemble plants, engine manufactures,
tire workshops, accessory manufactories (Fig.4).

This is also a representative industrial structure of Zhejiang province, China.
By adopting PPDM based on this architecture, it is supposed to discover the
relationship between the congregate of the industry and region economic growth.

The engine manufactures, tire workshop etc, respectively forms a VO, mak-
ing use of super-peers of them, we can cooperate between them. Through the
dynamic, hierarchical, agent-based infrastructure, we can mine data in this dis-
tributed system in a more efficient way. We assume a large-scale distributed
PPDM system consisting of a set of networked, homogeneous data sites. Each
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Fig. 4. Industrial Chain of Autobicycle Manufacture

of them is associated to one agent. The interactions are based on the message
exchanged between agents.

Within each corporation in the industrial chain, the virtual hierarchical ar-
chitecture is formed based on P2P fabric such as filiales, workshops etc. Then,
we can process PPDM layer and layer in the corporation. After that, on the top
of each company, the knowledge mined reflects the valuable information of the
whole corporation.

Within the hierarchical distributed infrastructure, the mined messages which
need be transmitted are encrypted so that the privacy of the individual and the
sources are protected. Especially, since it is hierarchical, we can use different
kinds of privacy preserving methods and cryptographical primitives [8] in differ-
ent layers.

Through the cooperation PPDM among the virtual groups, we can not only
protect the private information of every filiales, but also offer decision-making
for the production and distribution across company. For example, it will predict
the demands of the market, offer the plans of production, manage the suppliers
and sellers, discover the most important customers and suppliers and control
the quality of products. And we can also obtain some valuable knowledge to
accelerate the update of industrial structures, technology progresses and inno-
vations, without violating individual privacy. It is extraordinarily valuable in
analysis of the development of regional economy. All the enterprise, no mat-
ter what their sizes are, can get more knowledge through joining the systems
and sharing the information. Besides it, it will be helpful in economics decision
making for local government and the development of regional economy. In a
word, it will save a lot of expenses and enhance the competitive power of the
enterprises.

5 Conclusion and Future Work

In this paper, we present a dynamic hierarchical agent-based infrastructure.
As stated above, the infrastructure supplies a large-scale distributed platform
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which is suitable for enhancing information processing in loosely connected and
constantly evolving environments, where the network will always be in changing,
with numerous participants constantly arriving and departing.

With this infrastructure, a large number of homogeneous nodes are orga-
nized into a hierarchy, which can satisfy the demands in reality, improve overall
system scalability, and also generate fewer messages in the wide area through
local communication. In addition, in our infrastructure, upward communication
transfers all types of information, including system messages and data messages,
and downward communication transfers only system messages to adjust to the
topology. This particular communication pattern can save more bandwidth. By
adopting asynchrony communication, our infrastructure avoids centralized con-
trol and improves the ability in suiting changes. This makes it possible in current
commercial network environment. In particular, making use of agent technology,
we can overcome a number of limitations in the mechanisms which P2P and
Grid support for data management and interchange, and supply the support of
security and trustworthiness. This property is especially important in industry,
business and scientific applications.

At the present time, we are currently working to deploy PPDM in indus-
trial chain of autobicycle manufacture and hope to report more our findings in
the near future. We also aim to apply our network infrastructure for supporting
the cooperation information processing between banks and insurances to dis-
cover frauds of user profiles but without compromising customer privacy. It is
especially paramount in current information society.

Acknowledgements

This paper was supported by the Natural Science Foundation of China (No.
60402010) and the Advanced Research Project sponsored by China Defense
Ministry (No. 413150804, 41101010207), and was partially supported by the
Aerospace Research Foundation sponsored by China Aerospace Science and In-
dustry Corporation (No. 2003-HT-ZJDX-13).

References

1. I. Foster, C. Kesselman, S. Tuecke. The Anatomy of the Grid: Enabling Scal-
able Virtual Organizations. International J. Supercomputer Applications, 15(3),
2001.

2. M. P. Singh. Peer-to-Peer Computing for information systems. In Proc. of AP2PC
2002. July 2002. pp. 15-20.

3. R. Nicholas, K. S. Jennings. A roadmap of agent research and development. Au-
tonomous Agents and Multi-Agent Systems, 1(1),1998. pp. 7-38.

4. Shoham Y. What we talk about when talk about software agents. IEEE Intelligent
Systems. 14(2), March-April, 1999. pp. 28-31.



882 J. Wang et al.

5. M. Cannataro, D. Talia. KNOWLEDGE GRID: An Architecture for Distributed
Knowledge Discovery. Communications of the ACM, January 2003 46(1) 89-93.

6. M. Cannataro, D. Talia, P. Trunfio. Distributed data mining on the grid. Future
Generation Computer Systems, 2002, Vol. 18(8), 1101-1112.

7. R. Agrawal, R. Srikant. Privacy-preserving data mining. In Proc. of ACM SIGMOD.
May 14-19 2000. pp. 439-450.

8. V S. Verykios, E. Bertino, I N. Fovino, L P. Provenza, Y. Saygin, Y. Theodoridis.
State-of-the-art in Privacy Preserving Data Mining. SIGMOD Record,33(1),2004.
pp. 50.-57.



 

X. Lu and W. Zhao (Eds.): ICCNMC 2005, LNCS 3619, pp. 883 – 890, 2005. 
© Springer-Verlag Berlin Heidelberg 2005 

Server-Assisted Bandwidth Negotiation Mechanism  
for Parallel Segment Retrieval of Web Objects 

Chi-Hung Chi1,*, Hongguang Wang1, and William Ku2 

1 School of Software, Tsinghua University, Beijing, China 1000080 
2 School of Computing, National University of Singapore, Singapore 117543 

Abstract. In this paper, we propose a server-assisted bandwidth negotiation 
mechanism to address this object downloading problem. Through the 
negotiation, client and server can agree on the amount of the best available 
bandwidth used for the parallel downloading of a given web object. Both the 
HTTP extension for the bandwidth negotiation mechanism and its performance 
estimation are given in this paper. This mechanism not only provides a simple 
way to maximize bandwidth usage and to speedup web object downloading 
within the resource availability constraints, but it also allows easy 
implementation for priority-based quality service for web access. 

1   Introduction 

The growth of the Internet is accompanied by the provision of richer content of higher 
quality. This usually translates into ever-growing web object sizes. For example, good 
quality images and video clips can easily have size in the range of a few to hundred of 
Mbytes. Software distribution over the network is also in the similar situation, The 
CD ISO images containing certain GNU/Linux distributions are about 650MB each. 

Large web objects present a few problems in their retrieval. Firstly, a larger web 
object size usually translates into longer retrieval latency. This makes large objects 
highly inaccessible to all but those connected to the Internet on broadband speeds. 
Even with a broadband connection, the retrieval of some web objects is still 
prohibitive mainly because either they are simply too large in size for real-time 
interactive response or because the content provider (web server) has restricted the 
bandwidth allocated for the transfer of these objects. Proxy caching is also less likely 
to be effective because larger objects have lower chance than smaller objects to be 
cached since size is an important metric in most replacement policies [15].  

Nevertheless, users want to achieve the minimum latency for every retrieval, 
regardless of the object size. This has led to the use of parallel connections (in order 
to download large objects) which contribute significantly to network congestion and 
server workload as well as deny other users their fair share of bandwidth allocation. 
Thus, this form of aggressive client behavior has caused some servers not to support 
parallel connections partially or at all as much as they would also want to provide 
maximum throughput to their clients and hence effectively increasing retrieval latency 
of objects from these servers. 
                                                           
* This research is supported by the funding #2004CB719400 of China. 
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The crux lies in the lack of a bandwidth negotiation mechanism in HTTP which 
would otherwise allow both clients and servers to negotiate and agree upon a fair 
amount of bandwidth to be allocated for object retrievals and thereby facilitate the 
retrieval to be at the "best available bandwidth" transfer rate. This bandwidth 
negotiation mechanism should also consider the prevailing network congestion level 
such that subsequent object retrievals do not result in network congestion. As such, 
having a bandwidth negotiation mechanism would help to reduce the retrieval latency 
of web objects, and in particular that of large objects. The focus of this paper is to 
propose such client-server collaborative bandwidth negotiation mechanism for 
parallel segment retrieval of web objects. This protocol, called the Server-Assisted 
Parallel Segment Download (SAPAD), is built on top of an extension to the current 
HTTP protocol. With SAPAD, network bandwidth can be used more effectively 
according to the network/server dynamics and the client's priorities, and this results in 
better response time to requests for large web objects. 

2   Related Work 

To address the "world-wide-wait" problem, the first approach people use is to deploy 
proxy caching in the network. With its ability to reuse web data, proxy caching is 
gaining its popularity in its deployment [11, 15, 25]. It is found, however, that the 
performance of basic proxy caching is approaching its limit. This is due to the amount 
of data sharing found in typical web environment. Even for large-scale Internet 
service providers, the observed cache hit ratio only ranges from about 40% to 60%  
[3, 14]. The hit ratio drops significantly as the number of clients served by a proxy 
cache decreases.  

Recently, researchers turn their focus to the acceleration of the first time access of 
web pages. Currently, the two main areas of investigation are server-client 
connectivity and encoding scheme. For server-client connectivity, it covers path 
routing optimization, pre-establishment of server-client connection [5], persistent 
connection [13, 24], and bundle-transfer (which include GETALL / GETLIST [19], 
MGET [9], and BUNDLE-GET [26]), For encoding schemes, it investigates data 
compression [6, 18], transcoding [7, 8, 12], and data compaction [4, 26].  

Another direction for accelerating web object access is to multiplex HTTP 
transfers. Here, a client establishes multiple connections (in lieu of a persistent 
connection) to a server to retrieve objects simultaneously. WebMUX is an 
experimental multiplexing protocol that allows multiple application-layer sockets to 
transfer data fragments using a single transport-layer TCP connection [GeN98]. It 
does not require changes to existing HTTP and web software. WebMUX can allow 
for the parallel retrieval of web objects via multiple application-level sessions on a 
single TCP connection, thereby eliminating the need to establish parallel connections 
to do this.  In order to prevent starvation of bandwidth to any session, WebMUX has a 
priority scheme in which credits are allocated to the various sessions to ensure fair 
distribution of bandwidth. 

The TCP Control Block Interdependence proposal [23] suggested a form of 
information sharing across TCP connections to the same remote host. Information 
such as RTT estimation, the MSS, the size of the congestion window size and other 
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general network traffic conditions can be shared to avoid the TCP congestion controls 
without compromising the existing network workload. There are two proposed 
methods to achieve this, namely ensemble and temporal sharing. Ensemble sharing 
refers to the sharing of state information among two or more active connections. In 
this way, new connections would learn about the existing network conditions without 
the need to go through the TCP slow-start stage. In temporal sharing, a new 
connection will make use of information from a previous connection (parameters 
from  a TCP Control Block) that is already terminated. This will be more useful for a 
new connection that is connecting to the same remote host as that of the previous 
(defunct) connection. 

Integrated congestion management [1, 2] is another framework based on ensemble 
sharing as discussed above and it manages network congestion independently of the 
transport-layer protocols and applications. It provides an API for applications to learn 
about the network traffic conditions as well as deploy it as a Congestion Manager 
which would determine transmission rate based on the congestion level. At the TCP 
layer, the Congestion Manager would decouple congestion control from TCP. 

Paraloading, as described in [17, 21, 22], refers to the parallel segmented download 
(PSD) of an object using parallel connections to multiple mirrors (one connection per 
mirror). This is different from the convention of retrieving the object solely from one 
site. The user would first determine the mirrors from which the required object could 
be downloaded. Then, the user would select the mirrors to which a persistent 
connection would be established each.  

There is an expanded version of PSD for parallel downloading from the same 
server. The mechanism is basically the simultaneous establishment of multiple 
connections to a server and retrieving specific segments of an object by using the 
HTTP Range method. The client would later assemble the segments to render the 
required object. 

For our discussion on PSD, we assume the following: 

• The establishment of a connection takes a fixed amount of client, server and 
network resources. 

• The server exercises some form of bandwidth throttling in that every connection 
has a bandwidth cap. The client is in turn assured of a stable (fixed) transfer rate, 
up to the bandwidth cap. 

• The server would be able to handle many multiple simultaneous connections 
although this number is finite. 

• The server supports the HTTP Range method. 

The advantages of PSD are: 

• The user is likely to experience a shorter retrieval latency for the object, 
particularly if the object is large. This is after factoring in the associated costs in 
establishing multiple connections and assembling the segments. 

• The retrieval of large objects is made more possible and feasible, because of the 
shorter retrieval latency. Users who are easily discouraged by the lengthy 
retrieval latency might now consider the retrieval of these large objects.  

• Large objects may improve in their download popularity and as such have a 
higher chance to be cached. This will in turn lead to even shorter retrieval 
latency. 
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The disadvantages of PSD are: 

• Having more connections (and hence bandwidth) than other clients would be 
being unfair to them. It could also mean keeping out some other clients when the 
server is busy. 

• The server's workload is determined by the number of connections that it is 
handing. PSD increases the server's workload. If the server workload gets too 
high, the quality of the service that it provides to clients may suffer. 

Note that if there is idle bandwidth available, these disadvantages will be 
important. 

3   Server-Assisted Bandwidth Negotiation Mechanism 

In this section, we are going to propose our server-assisted parallel segment download 
mechanism as the mean to accelerate the downloading of large web objects. The key 
idea behind this mechanism is to perform client-server bandwidth negotiation through 
an extension of the HTTP protocol. 

3.1   Bandwidth Negotiation 

Because of the disadvantages of PSD, some servers have completely blocked PSD by 
not supporting parallel connections and the HTTP Range method at all while some 
others have restricted PSD by providing the clients a maximum fixed number of 
parallel connections even when they could comfortably handle more workload.  

The crux of the arguments against PSD is that there is no mechanism by which the 
server and the client can negotiate for allocation of bandwidth. The client would like 
to establish as many connections as possible so long as the benefits outweigh the costs 
while the server aims to provide as much bandwidth as possible to the client so long 
as its workload is not affected considerably and that its other clients are not affected. 
Presently, HTTP does not provide a mechanism for the client and server to negotiate 
for a compromise. To define a client-server bandwidth negotiation mechanism, the 
following factors need to be considered: 

• Number of Connections:  
Based on our assumptions, the number of connections will take up a fixed 
amount of client, server and network resources. Therefore, the more connections 
that a client seeks to establish with a server, the more strain it would put on 
itself, the server and the network. The client can only open a finite number of 
connections not just because it has finite system resources but also that it is not 
of any benefit if the allocated bandwidth (via the number of connections) is more 
than what it can accept. For example, a user on a dialup connection can handle 
about only four or five parallel connections before suffering a performance drop. 
The server would also specify the number of connections that it can grant to a 
client. This parameter would be dependent on a series of factors such as server 
workload, client's priority and future client demands. Note that, however, current  
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browsers including Netscape and Microsoft IE allow simultaneous four objects 
fetching despite of the persistent connection support. 

• Object Size and Segment Size:  
PSD is essentially effective only for objects of a particular size and above, in 
short, large objects. There is a size threshold for which the benefits of applying 
PSD would outweigh its costs. This size threshold is dependent on the number of 
connections and hence segment size. This is because every parallel connection 
would have to undergo the TCP slow-start and the segment size would determine 
the effective throughput rate. The size threshold should also be substantially 
greater than the typical chunk size for web data transfer. Only when the 
collective throughput of the parallel connections is higher than that for a transfer 
on only one connection, would PSD be considered more efficient. As will be 
discussed in Section 5, a minimum segment size threshold would be about three 
(3) times the Maximum Segment Size 1 . This determines the minimum size 
threshold over which PSD would be useful. 

• Server and Network Workload:  
Depending on the workload, a server may be able to provide more or less 
bandwidth (in terms of the number of connections). The server must be able to 
anticipate client traffic and have an understanding of the network traffic, so as to 
be able to grant the correct amount of bandwidth to each client. The server 
should not grant a high number of parallel connections when the server workload 
or/and the network traffic is high or when the server expects a spike in the 
number of client requests in the near future. 

3.2   Server-Assisted PSD (SAPSD) 

Only with some form of negotiation mechanism would the costs of PSD be checked 
and the benefits of PSD realised. This can also be considered as a form of bandwidth 
negotiation mechanism. We would like to present such a mechanism whereby the 
client and the server can negotiate and agree on a set of parameters for the purpose of 
PSD. In this mechanism, the server plays an active role in the negotiation (as 
compared to that in HTTP content negotiation). As such, we term this mechanism as 
Server-Assisted PSD (or SAPSD in short).  

The goals of this SAPSD proposal are to: 

• Increase client throughput using otherwise idle bandwidth, thereby reducing 
retrieval latency. 

• Maximize the cost-effectiveness of the workload on both server and network. 
• Allow the server to play a more active role in bandwidth allocation. 
• Allow clients to specify some rules for resource retrieval. 
• Free clients from the hassle of data management. 
• Allow for simple implementations. 
• Minimize the amount of per-request and per-response overheads. 

                                                           
1 Default is 576 bytes as specified in [20]. 
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3.2.1   Basic Mechanism 
A client C wants to make a request for a resource R from a server S. C sends a TCP 
connection request to S, completes the TCP 3-way handshake and sends its request for 
R. S processes this request and determines that R is a large object and that R can be 
effectively transmitted using multiple HTTP connections. S calculates a good number 
n of multiple connections that it needs to establish with C, with regards to server load, 
server/client preferences and network load. 

3.2.1.1   Default SAPSD Responses. S proceeds to send a HTTP 206 Partial 
Content response to C with the additional information that S would establish 
another n - 1 number of connections with C. Meanwhile, S would send n - 1 TCP 
connection requests to C, completes the TCP 3-way handshake and then sends the 
respective HTTP 206 Partial Content responses. Upon the completion of the 
download of a portion of R, C or S can close the connection involved depending on 
whether or not persistent connection (P-HTTP) is enabled and whether C has any 
other requests for resources on S. When C has successfully downloaded all the 
respective portions of R, C will assemble these portions to render R. 

In the event that R is actually not a large object, S would have sent a normal HTTP 
200 OK response back to C accompanied with R. However, if R is too large to be 
effectively downloaded even with multiple connections and that C has earlier 
indicated its preference to abort the download in such a scenario, S would have sent a 
HTTP 2XX response together with the information that S has not sent R in 
accordance with the client's preference and in the best interests of both parties. 

3.2.1.2   Other Considerations. In order for S to be able to establish connections with 
C, C should provide in its request for R, certain information such as a list of port 
numbers that S can use to send its TCP connection requests to. C also has to indicate 
the number of multiple connections that it is willing and able to support as well as the 
relative resource size above which SAPSD is to be performed and another resource 
size above which the download process is to be terminated. For clients behind a 
firewall, they would have to establish the additional connections (if applicable) 
themselves since the server would be blocked by the firewall. This is however outside 
the scope of our discussion here. 

3.2.2   Specifications 
We propose some modifications to the present HTTP specifications to implement 
SAPSD.  This involves changes at both client and server sides. The use of the terms 
client and server could apply to intermediate entities such as proxy, in context. We 
would first look at the proposed client specifics followed by the server specifics. 

3.2.2.1   Client Specifics. SAPSD requires a client to specify the number of 
connections that he is willing and able to support as well as to provide input on the 
expected resource size before using SAPSD to download the resource. Following 
current implementation practice, the client is also expected to provide a list of port 
numbers for the server to establish connections with. Given that SAPSD is used only 
when the requested resource is large, we can represent this in a conditional-if 
header in the client's request.  
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3.2.2.2   Server Specifics. After receiving and processing the client's request, the 
server can determine whether or not to use SAPSD on the requested object and then 
respond accordingly. 

Case 1: Resource is smaller than large-floor (The field large-floor refers 
to the threshold over which the client would want to perform SAPSD.) 

If the resource is smaller than the client-specified value of large-floor, the 
server will reply with a HTTP 200 OK response accompanied with the requested 
resource. It is optional for the server to include information such as the number of 
connections that the server could allocate to the client based on the prevailing 
conditions as well as the value of server-specified large-floor. 

Case 2: Resource is larger than large-ceiling (The field large-ceiling 
refers to the threshold over which the client would want to abort the download as the 
client has perceived that resources of sizes above this threshold are too big to be 
downloaded within a time interval acceptable to the client.) 

If the resource is larger than the client-specified value of large-ceiling, the 
server could reply with a HTTP 412 Precondition Failed response. 
However, this might lead to confusion when other conditional request headers are 
used in the client's request. We could use a HTTP 4XX Requested Entity 
Too Large response similar to that of the HTTP 413 Request Entity Too 
Large response or more likely, reuse the HTTP 413 Request Entity Too 
Large response as there should be no ambiguities as the HTTP 413 Request 
Entity Too Large response is presently defined as a reaction to the PUT 
method. 

4   Conclusions 

In this paper, we examined the traffic characteristics of some NLANR IRCACHE 
dataset to provide the definition of a large web object in today's context and factors 
that are undermining the retrieval of large objects. The lack of a bandwidth 
negotiation mechanism in HTTP is stated as an important factor to as why large 
objects are not being retrieved efficiently. This led to our proposal of such a 
mechanism in the form of Server-Assisted Parallel Segmented Download (SAPSD). 
We then outline the formal specifications of the SAPSD and provide a throughput 
estimate of this mechanism. Building as an extension of the HTTP protocol, SAPSD 
not only provides a simple way to maximize bandwidth usage and to speedup web 
object downloading within the resource availability constraints, but it also allows easy 
implementation for priority-based quality service for web access. 
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Abstract. With the prevalence of XML, XML query processing becomes a hot 
topic. Most techniques available now are generic to XML documents that are 
completely schema-less or adhere to only one DTD. In this paper, we propose 
MXI, a XML indexing method that supports efficient path query of XML 
documents in both single- and multi-DTD settings. The main feature of MXI is 
to take advantage of information embedded in DTD for speeding up the process 
of XML path query. A path expression with one predicate restriction needs only 
zero or two structural join operations per XML document. For a path expression 
that is not complying with any paths in XML documents to be searched, MXI 
can give a judgment of no answer in much shorter time than those of indexing 
methods available now. We detail our techniques and key algorithms and dem-
onstrate the superiority of MXI in path query efficiency over Lore, XISS and 
SphinX via experimental results. 

1   Introduction 

In order to efficiently retrieving the results to XML path queries, corresponding XML 
indexing techniques have been developed [1-8]. Some of them are generic to XML 
documents that are completely schema-less although as we know that information 
embedded in DTD can make great help in speeding up the implementation of XML 
path query. Some treat XML documents adhere to only single DTD. With the popular 
of XML, it is sure that future applications have to process XML documents that ad-
here not only to single DTD but also to multiple DTDs. 

In this paper, we proposes MXI, a XML indexing method that support efficient 
query of XML documents in both single- and multi-DTD settings. The main feature 
of MXI is to take advantage of information embedded in DTD for speeding up the 
process of XML path query. MXI adopts a new coding scheme, which enables each 
element in XML documents carrying corresponding DTD structural information. 
Indices are constructed on both XML documents and DTDs. Main contributions of 
MXI are: 

1) For path query with N elements/attributes and a predicate restriction, MXI re-
duces time-consuming structural join operations from at least (N-1) times per 
XML document in XISS to 0 or 2 times in MXI;  
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2) For a path query that is not complying with any paths in XML documents, 
MXI can give a judgment of no answer in much shorter time than that of in-
dexing methods in existence.  

3) Experiments over a set of XML documents indicate that MXI can process path 
query faster than Lore, XISS and SphinX do. 

2   Related Works 

Many indexing structures for semi-structured data and XML documents have been 
developed in recent years. Dataguides[1] in Lore is a concise and accurate summary of 
all paths in the database that start from the root. Every label path (the string formed by 
the concatenation of the labels of the edges) in the database is described exactly once 
in the Dataguides. Dataguides reduces the portion of the database to be scanned for 
path queries and is useful for navigating the hierarchy of XML documents. XISS[2] is 
an efficient XML indexing and querying system designed to support regular path 
expressions. Multiple indices including element index, attribute index, structure in-
dex, as well as name and value indices have been used in this approach. XISS needs 
no traverse of the hierarchy of XML tree. Main idea behind XISS is to decompose the 
query into several simple path expressions. With the help of structural join algo-
rithms, each simple path expression produces an intermediate result that can be used 
in the subsequent stage of processing. For XISS, there are two points that can be im-
proved: First, XISS gets all element/attribute nodes appeared in query path in the 
XML index to participate in process of path join although some of them are irrelevant 
to the query. For example, for query /Buyer/Title, all Title nodes including nodes in 
path /Book/Title, etc will also be get out; Second, if there are N elements/attributes in 
query path, XISS will run structural join algorithm (N-1) times at least per XML 
document and as we know structural join is a time consuming process especially 
when the size of XML documents is large. Structural join algorithms are improved 
according to paper[3][4], but no work was done to reduce times for structural join op-
erations needed per XML documents. Index Fabric[5] is an indexing structure that 
provides efficiency and flexibility using Patricia trees. Index Fabric considered raw 
paths, which are conceptually similar to dataguides in Lore, and refined paths, which 
support queries. ToXin[6][7] is another indexing system that supports navigation of the 
XML graph both backward and forward to answer regular path query. It consists of 
two different types of structures: value index and path index that summarizes all paths 
in the database.  

All indexing techniques listed above focus on XML documents that are completely 
schema-less. SphinX[8] is the first XML indexing system that utilizes information of 
DTD to speed up the processing of path queries. In SphinX, both document graph and 
schema graph are created. Yet after locating nodes that satisfy the predicate restriction 
given in path query, SphinX does not make use of information of DTD any longer but 
adopts time-consuming bottom-up or top-down XML documents traversing to find 
answer nodes to the query. Further work can be done to avoid it to improve the effi-
ciency of path query.  

Motivated by indexing methods listed above, MXI improves XML indexing further 
by: 1) Locating precisely nodes that participate the structural join algorithm;  
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2) Reducing the number of times for structural join operations needed per XML 
document; 3) Eliminating an ineffective query (there are no documents matching the 
query structure) without operating on XML documents. 

3   Key Techniques in MXI 

XML documents and DTDs are modeled as unordered tree structures where nodes 
represent elements and attributes, and parent-child node pairs represent nesting be-
tween XML data components. A new coding scheme is adopted in MXI. Indices are 
constructed both on DTDs and XML documents respectively. Evaluation of path 
query is discussed and two main structural join algorithms are offered. 

3.1   Coding Scheme 

Coding DTD: There is a virtual root node RootNode for the set of DTDs to be man-
aged. Every DTD tree is added to RootNode as a subtree. RootNode is labeled with a 
quadrumvirate (0, bound, 0, -1) where bound represents the preorder number of 
RootNode’s most right leaf node.When a new DTD tree treenew is added to RootNode 
as a subtree, each node n in treenew is labeled with a quadrumvirate (preorder(n)+ 
bound, postorder(n)+ bound, level(n), element/attribute), where preorder(n) and 
postorder(n) are the preorder number and the postorder number of node n in treenew, 
respectively, level(n) is the level number of node n(root node of treenew is at level 1), 
element/attribute flag indicates if node n is an element node or an attribute node (in 
MXI, “1” represents element node and “0” represents attribute node). Then, bound is 
updated with bound +number of nodes of treenew.When a DTD tree treedel is deleted 
from the DTD tree, the coding of the other DTDs in the DTD tree will not be 
changed. 

Lemma 1[9]. For two nodes n1 and n2 in the DTD tree, n1 is an ancestor node of n2 if 
and only if preorder(n1)<preorder(n2) and postorder(n1)>postorder(n2). 

Proposition 1. For two nodes n1 and n2 in the DTD tree, if preorder(n1)<preorder(n2) 
and postorder(n1)>postorder(n2) and level(n2)-level(n1)=1 then n1 is parent node of n2. 

Coding XML: A XML document is mapped to a tree and node n in a XML tree is 
labeled with a quadrumvirate (doc_id(n), dtd_preorder(n), preorder(n), postorder(n)), 
where doc_id(n) is the ID of the XML document that node n is in; dtd_preorder(n) is 
the preorder number of corresponding node n’ in the DTD tree1; preorder(n) and 
postorder(n) are the preorder number and postorder number of node n in XML tree, 
respectively. 

XML coding scheme enables each XML element/attribute node carrying corre-
sponding DTD structural information through item of dtd_preorder(n). This guaran-
tees precise locating of nodes that participate the structural join operation. For exam-
ple, all Title nodes in path /Book/Title, etc absolutely will not be get out to take part in 
the join for path /Buyer/Title. 

                                                           
1 Node n and node n’ have the same name and at the same position of the same path except the 

RootNode. 
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3.2   Index Organization 

DTD index is implemented as an inverted list. Each element/attribute name record 
points to list of element/attribute nodes having the same name and different preorder 
number in the DTD tree. 

XML index is implemented as a B+-tree using preorder number of nodes in the 
DTD tree as keys. Each entry in a leaf node points to a set of records of XML ele-
ment/attribute nodes corresponding to the same element/attribute node in the DTD 
tree, grouped by XML document they belong to. 

Furthermore, each XML document is assigned a unique document ID. For the sake 
of future update, a table registering DTD and its corresponding XML documents IDs 
and a table registering DTD and its position in the DTD tree are also kept in MXI. 

3.3   Evaluation of Path Query 

For MXI, a path query with one predicate restriction is implemented in two steps: 
path matching with the DTD tree and operations on XML documents. The latter is 
composed of 6 segments. Two main structural join algorithms are used. 

Path matching with the DTD tree.  First we should determine if there is a matching 
between query path and the DTD tree. If there is a matching structure of pathmatch in the 
DTD tree, we call the path with a predicate restriction in pathmatch the condition-
matching path and path with node that user want to get in pathmatch the object-matching 
path. Suppose that nodecon, nodeobj and nodebran are leaf node of condition-matching 
path, object node of object-matching path and branch node of condition-matching path 
and object-matching path, we can be sure that nodebran is a ancestor node of nodecon. 
Preorder numbers of nodecon, nodeobj and nodebran, which are preordercon, preorderobj 
and preorderbran, respectively, are returned and step 2 will be continued; If there is no 
matching path with the DTD tree, there is no matching path with any XML documents 
that conforming to the DTDs in the DTD tree by all means and warning of “No Path 
Matching and no answer! ” is returned to users. 

Although the native XML documents may be highly complex and large in size, 
their associated DTDs are very compactly expressed. For example, the DTD for the 
Shakespeare’s Play is only 2KB in size. This results in : 1) Path matching between the 
DTD tree and query path can be implemented in a very short time (MXI adopts 
matching method used in XISS which decomposing complex path expression to some 
simple path expressions. Lemma 1 and Proposition 1 is applied to judge if each of 
them is a valid simple path in the DTD tree); 2) An ineffective path query can be 
quickly figured out without processing on XML documents. For if there is no match-
ing between query path and the DTD tree, there is surely no matching between query 
path and any XML documents that are to be searched. There are no other indexing 
methods in existence having this capability. 

Operations on XML Documents. If there is only one path in the path expression 
(For example, /a/b/c[d=”value_1”]) and we get a preorderobj for the preorder number 
of leaf node of object-matching path in the DTD tree, answers to user’s path query are 
all the records that key of preorderobj in B+-tree pointing to in XML index.If there are 
two paths in the path expression (For example, path expression /a/b[c=”value_1”]/d 
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has two paths of /a/b[c=”value_1”]/ and /a/b/d in it) and we have got preordercon, 
preorderobj and preorderbran, operations on XML documents are as follows: 

1. Find all XML element nodes {CA1,…,CAn} in XML index. CAi(1≤i≤n) is an 
element/attribute node set. All nodes in CAi are of the same name, correspond to 
the same element/attribute node whose preorder is preordercon in the DTD tree, 
belong to the same XML document and are sorted by item of preorder. 
{CA1,…,CAn} is grouped by documents ID. 

2. Chose {C1,…,Cm}(m≤n) from {CA1,…,CAn} where value of every ele-
ment/attribute node in Ci(1≤i≤m) satisfies the predicate restriction given in path 
query. {C1,…,Cm} is grouped by document ID. If {C1,…,Cm} is null then there is 
no answer to the path query and operation is over, else go to next step.  

3. According to the XML document ID got above, find all XML element nodes 
{B1,…,Bm} in XML index. Bi(1≤i≤m) is an element node set. All nodes in Bi are 
of the same name, correspond to the same element node whose preorder number 
is preorderbran in the DTD tree, belong to the same XML document and are 
sorted by preorder. {B1,…,Bm} is grouped by documents ID.  

4. According to the XML document ID got above, find all XML element/attribute 
nodes {O1,…,Om} in XML index. Oi(1≤i≤m) is an element/attribute node set. All 
nodes in Oi are of the same name, correspond to the same element/attribute node 
whose preorder is preorderobj in the DTD tree, belong to the same XML docu-
ment and are sorted by preorder. {O1,…,Om} is grouped by documents ID. 

5. For each pair of {Ci} and {Bi} having same XML document ID, run path join 
algorithm CB-Join to get {B_electi}. {B_electi} is a subset of {Bi} and nodes in 
{B_electi} are sorted by preorder. Each node in {B_electi} is ancestor node of a 
certain node in {Ci}.  

6. For each pair of {B_electi} and {Oi} having the same XML document ID, run 
path join algorithm BO-Join to get {O_electi}. {O_electi} is a subset of {Oi} and 
nodes in {O_electi} are sorted by preorder. Each node in {O_electi} is descen-
dant node of a certain node in {B_electi}. 

All nodes in {O_electi} are answer nodes to the path query. 

Algorithm CB-Join  
Input: {C}, a set of element/attribute nodes corresponding to the same element/attribute node 

of C’ in the DTD tree and sorted by preorder, and 
             {B}, a set of element nodes corresponding to the same element node of B’ in the DTD 

tree and sorted by preorder.  // B’ is an ancestor node of C’ in the DTD tree; 
// Nodes in {C} and {B} belong to the same XML document; 

Output: {B_elect}, a subset of {B} and each node in {B_elect} is ancestor node of a certain 
node in {C}. 

1. {B_elect}={}; i=1; j=1; 
2. While i≤|C| do         // |C| denotes number of nodes in {C} 

While j≤|B| and preorder(Bj)<preorder(Ci) do   // |B| denotes number of nodes in {B} 
      If postorder(Bj)>postorder(Ci) Then     //in this case, Bj is ancestor node of Ci 
         {B_elect}= {B_elect}�{Bj}; 
      EndIf    
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  j=j+1; 
EndWhile 
i=i+1; 

  EndWhile 
3. Output {B_elect}. 

Theorem 1. Time complexity of algorithm CB-Join is O (|B|+|C|). 

Algorithm BO-Join  
Input: {B}, a set of element nodes corresponding to the same element node of B’ in the DTD 

tree and sorted by preorder, and 
{O}, a set of element/attribute nodes corresponding to the same element/attribute node of 

O’ in the DTD tree and sorted by preorder. 
// Nodes in {B} and {O} belong to the same XML document; 
// B’ is an ancestor node of O’ in the DTD tree; 

Output: {O_elect}, subset of {O} and each node in {O_elect} is descendant node of a certain 
node in {B}; 

1. {O_elect}={}; i=1; j=1; 
2. While i≤ |B| do    // |B| denotes number of nodes in {B} 

While j≤|O| and postorder(Bi)>postorder(Oj) do    
// |O| denotes number of nodes in {O} 

           If preorder(Bi)<preorder(Oj) Then    //in this cases, Bi is ancestor node of Oj  
                {O_elect}={O_elect}�{Oj}; 
           EndIf 
           j=j+1; 

EndWhile 
i=i+1; 

     EndWhile 
3. Output {O_elect}. 

Theorem 2. Time complexity of algorithm BO-Join is O (|B|+|O|).  
Commonly, there are more than one predicate restrictions in a path query. For a 

path with m predicate restrictions, we decompose the path to m segments. For exam-
ple, path /a/[b=”value_1”]/c/d/e[f>”value_2”]/g/h[i<”value_3”]/k will be decom-
posed to /a/[b=”value_1”]/c/d/e, /e[f>”value_2”]/g/h and /h[i<”value_3”]/k. Then 
each of them will be evaluated and the answer nodes will be implied by the evaluation 
of next one. 

4   Experiments and Remarks 

Prototype of MXI was implemented with VC++. Experiments for MXI, Lore2 and 
XISS were conducted on an Intel 800MHz Pentium III workstation with 256 Mbytes 
of main memory running Windows 2000(for MXI) or RH 7.3(for Lore and XISS). 
Since we cannot get source code of SphinX, we have sent data sets and testing queries 
to developers of SphinX. They helped us to test them and returned the results of index 
size, index creation time and response times for queries on single-DTD data set done 
on SphinX. It is said that experiments were done on an Intel 800 MHz Pentium III 
workstation with 512 Mbytes of main memory. 

                                                           
2 http://www-db.stanford.ed/lore/release/data.html 
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4.1   Data Set and XML Queries 

We have chosen two main data sets in common use for experiments: Shakespeare’s 
Play3 whose documents size is 7.9Mb and size of DTD is 0.002Mb; DBLP4 whose 
documents size is 122.0Mb and size of DTD is 0.008Mb. 

Table 1. Sample of XML Queries 

Data Set Queries Example Query# 
/PLAY/TITLE Q1 

/PLAY/PERSONAE 
[PGROUP/PERSONA="AMIENS"]/TITLE 

Q2 

//PERSONAE 
[PGROUP/PERSONA="AMIENS"]/TITLE 

Q3 Shakespeare’s Play 

//PERSONAE 
[PGROUP/PERSONA="AMIENS"]/PLAY 

Q4 

/dblp/mastersthesis/title Q5 
/dblp/mastersthesis [author="Kurt P. Brown"]/title Q6 
//mastersthesis [author="Kurt P. Brown"]/title Q7 

DBLP 

/dblp/mastersthesis [year="2002"]/book Q8 
PROLOGUE/SUBTITLE Q9 
ACT//SPEEACH Q10 

Multi-DTD based data 
 sets including 
 Shakespeare’s Play, etc SPEECH//ACT Q11 

Four kinds of XML path queries are chosen in the experiment: simple queries 
without predicates restriction (Q1 and Q5 in table 1), simple queries with predicates 
restriction (Q2 and Q6 in table 1), general queries (Q3 and Q7 in table 1) and inef-
fective queries (Q4 and Q8 in table 1). In a simple query, the user fully specifies the 
structure of the data that is to be searched. In a general search, the application speci-
fies the structure of the data only partially. An ineffective path query has no path 
matching with any of the XML documents to be searched. Since XISS processes 
only structural joins, so Q9, Q10 and Q11 are designed to evaluate the performance 
of it. 

4.2   Index Construction Performance 

We offer two index construction metrics: index size and index creation time to 
evaluate the space occupied by the index structure and the time taken to build the 
index structure. Here we should point out that index of MXI, Lore and XISS are 
accomplished in native experimental environment while index of SphinX accom-
plished by its developers. Indices of Lore constructed here include Dataguides, Bin-
dex and Lindex. Detail index construction performance can be referred at table 2 and 
table 3.  

                                                           
3 http://www.ibiblio.org/bosak/xml/eg/ 
4 http://www.informatik.uni-trier.de/~ley/db 
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Generally size of DTD is small, so compared to index size and index creation time 
of XML documents in MXI, index size of DTD and index creation time are small and 
make little effect on the whole index size and index creation time in MXI. 

From table 2 and table 3 we can see that index size and creation time of MXI are 
similar to that of XISS, bigger than that of SphinX and smaller than that of Lore. 

Table 2. Index Size 

Data Set MXI Lore XISS SphinX 
Shakespeare Play 27.3M 49.5M 24.1M 16.1M 

DBLP 481.7M + 275.3M 

  +note: Cannot be conducted due to the memory limitation 

Table 3. Index Creation Time 

Data Set MXI Lore XISS SphinX 
Shakespeare Play 58s 399s 43s 15s 

DBLP 762s + 320s 

  +note: Cannot be conducted due to the memory limitation 

4.3   Query Performance 

Fig.1 summarizes the performance of MXI, Lore, SphinX and XISS.  
The edition of Lore system we downloaded does not cope with multi-DTD based 

data set. Developers of SphinX said that SphinX can cope with this situation but they 
didn’t return response time of path query on multi-DTD based data sets. From Fig.1 
(a)(b) we can see that MXI outperforms Lore and SphinX on single-DTD based XML 
data set, especially when query path have no matching with the DTD tree, in other 
word, have no path matching with any XML documents. This is due to the existence 
of DTD index in MXI and MXI has a pretreatment of structure matching between 
query path and the DTD tree before querying on XML index while Lore and SphinX 
have not. 
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Data set A: data set of Shakespeare's Play, SigmodRecord(0.5M), Biolife(1.4M), Words(2.4M)  

Fig. 1. Performances of MXI, Lore, SphinX and XISS 
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Prototype of XISS is not an integrated XML query system like MXI, Lore or 
SphinX, but designed for process of structural joins. So for XISS we cannot give a 
precise query response time for a whole path query. In order to get a comparison 
between the performance of MXI and XISS, we write a module in MXI specially to 
achieve element-element join function. Experiment is done on data sets A5 (Fig.1(c)). 
We can see that MXI also outperforms XISS. That is because XISS needs to get all 
element/attribute nodes of the query in its XML element index and need a join proc-
ess over two sets of XML element nodes while MXI does its join process on DTD 
index which is much smaller than XML index and needs to get only one XML ele-
ment/attribute nodes to get the join results.  
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Fig. 2. Performance of same query on different XML documents in MXI 

Fig.2 demonstrates the performance of same query on different XML documents 
that adhere to single DTD and multiple DTDs, respectively. From Fig.2 we can see 
that response time of the same path query on single-DTD based XML data set is of 
little difference to that on multiple-DTD based XML data set. This is also in virtue of 
the DTD index and the coding method in MXI. They provide mechanisms for deter-
mining the DTD that is relevant to the query. After preordercon, preorderobj and pre-
orderbran of matching path are get, XML nodes that are to take part in the structural 
join operations can be quickly located (Time complexity is O (logn), where n is the 
number of nodes in the DTD tree.  

5   Conclusion and Future Work 

This paper proposed a new XML indexing method---MXI for efficiently processing 
path query of XML data in both single- and multi-DTD settings. MXI takes the ad-
vantage of information embedded in DTD to speed up XML path query. It adopts a 
new numbering scheme to index both DTDs and XML documents. With MXI, a path 
expression with N elements/attributes and a predicate restriction needs only 0 or 2 
structural join operations to evaluate per XML document. For an ineffective path 

                                                           
5 Sigmod: http://www.acm.org/sigmod/record/xml/ 

Biolife: ftp://202.116.13.5/common/bcb6/INSTALL/Common/Borland Shared/Data/ 
Words: ftp://162.105.91.5/Technical Books/G R E/词词/太傻 /taisha-xml/ 
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query that is not complying with any paths in XML documents, MXI can give a 
judgment of no answer in much shorter time than that of indexing methods in exis-
tence. Experimental results demonstrate that MXI can process path query faster than 
Lore, SphinX and XISS do. 

Future work will be concentrated on the expanding of MXI in settings of cyclic 
DTD and expanding path query to tree query. Work will also be done to replace files 
with RDB to store DTD and XML data. 
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Abstract. With the development of multimedia and grid technologies, more and 
more distributed applications require guaranteed quality of service and maintain 
minimum network resource during their running sessions. Thus advance 
reservation is necessary because it provides a solution for the need of reserving 
network resources for future use. Many kinds of data structures were proposed 
to perform fast and efficient admission control. Most of them are based on the 
time-slotted method, which needs to make an appropriate tradeoff between the 
efficiency and the granularity of the time slots. In this paper, a linked-list data 
structure is proposed to perform the admission control for advance reservation. 
Compared with the existing bandwidth tree and time-slotted array, the proposed 
linked list shows better performance. 

1   Introduction 

Initially, the Internet was designed to support best-effort service for applications, i.e., 
the resources are not reserved and are provided only when they are actually available. 
As the development of multimedia and grid technology, especially the spread of 
network applications and high performance distributed applications, urgent demands 
are raised for high availability of network and better QoS, which leads to resource 
reservation. Two kinds of bandwidth reservations must be distinguished: immediate 
reservations and advance reservations. In contrast to the former, where the network 
reservations are established immediately after the request is admitted, advance 
reservations allow to specify and request a given QoS for a transmission a long time 
before the actual transmission has to be made. Advance reservation has several 
practical advantages. It increases the probability for call acceptance. It does not 
require over-provisioning of network resource. It moves control and responsibility 
away from the network and towards the user. It allows the network to better plan its 
resources taking advantage the knowledge of future calls [1, 2, 3]. 

Recently, bandwidth brokers are used as a managing system in differentiated 
services (DiffServ) networks. A single broker is only responsible for managing a 
certain part of a network (domain). It processes reservation requests, grants or denies 
access to the network. This procedure is called admission control. Reservation 
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requests have to be checked whether there are sufficient resources available for the 
duration of the reservation. In order to perform the admission control efficiently, a 
suitable data structure is necessary for the bandwidth broker. It stores relevant 
attributes (e.g. starting time, ending time, book-ahead time, bandwidth and duration 
time/interval) for each reservation request. Such a data structure must be concise, 
precise, easy-to-implement and efficient. The candidate data structure must satisfy the 
following requirements: (1) as fast as possible, i.e. to minimize the response time of a 
single reservation request; (2) as low-cost as possible, i.e. to minimize the memory 
consumed during the whole admission control phase; (3) as adaptive as possible, i.e. it 
should be able to adapt to the dynamically changing book-ahead time and the variable 
duration of the reservations. 

In this paper some related works and several existing data structures were 
introduced first. Among them two typical data structures (a specially designed 
bandwidth tree [9] and a time-slotted array [8]) were examined in a number of 
different scenarios with respect to the issues previously described, i.e. admission time, 
memory consumption and adaptability to different book-ahead time and duration time 
of the reservation. Then a new data structure based on linked list was proposed and 
employed to perform admission control for advance reservation in bandwidth broker. 
All the three data structures were implemented by C language and some simulations 
are presented to evaluate their performance (mainly time and space complexity). The 
simulations show that the linked list is superior to the slotted array and bandwidth tree 
concerning both the memory requirement and the admission time. Finally, some 
conclusions were made and the future work was introduced. 

2   Related Works 

At present there are many admission control mechanisms as well as relevant data 
structures and corresponding algorithms. All the data structures can be divided into 
two types: the one based on slotted time and the one based on continuous time. The 
former divides time into slots, and each slot represents a fixed time interval. A time 
slot is the minimal unit for resource allocation. It may represents 1 second, 5 minutes, 
2 hours or even longer. Under this condition, the value of all the time parameters 
specified in the reservation request (e.g. starting time, ending time) must be divided 
exactly by the value of the defined time slot. On the contrary, the method based on 
continuous time allows the reservations start or end at any time.  

In [6] a segment tree based on slotted time was proposed to perform admission 
control. Each node contains a time frame (duration) and the amount of reserved 
bandwidth during that time frame. Each time frame is recursively divided into 
smaller, equally sized time frames, thus each leaf is equal to one time slot. Each node 
stores the aggregate bandwidth of all reservations spanning over the whole time frame 
represented by the nodes and the maximum sum of node values in any of the branches 
below current node. In [7] a binary search tree was provided in which each 
reservation is represented by two nodes, one for the starting time and the other for the 
ending time. The node at the starting time contains a positive bandwidth delta while 
the node at the ending time contains a corresponding negative bandwidth delta. The 
evaluation results in [7] show that the segment tree is better than the binary search 
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tree. In [8] a slotted array was presented. Each element of the array represents a time 
slot and stores the accumulated bandwidth allocated for it. Comparing with the 
segment tree, the slotted array shows much better performance. 

Furthermore, there are some data structures based on continuous time. In [9] a 
bandwidth tree was proposed. By using the bandwidth tree, the starting time and the 
ending time of a reservation request can be defined as any time without dividing the 
whole time interval into equally sized slots. In [4] the researchers point out that 
dividing time into slots may result in decreasing the utilization of bandwidth. In order 
to solve this problem, a malleable and a flexible bandwidth reservation mechanism 
were proposed to improve the utilization of bandwidth in [4] and [5] respectively. 

3   Data Structures 

3.1   Admission Control 

An admission control agent should maintain a suitable data structure storing the 
resource reservation information in the managed domain. When a request arrives, the 
agent checks the parameters and determines whether there are sufficient resources to 
be reserved and allocated. Each bandwidth reservation request can be described with a 
series of parameters, e.g. starting time, ending time, bandwidth, duration, etc. In this 
paper we defines reservation request as R = (bw, ts, te), where bw denotes the reserved 
bandwidth, ts and te denote the starting and ending time respectively. An example for 
reserved bandwidth is given in Fig.1. In the following sections, we will explain the 3 
mentioned data structures with the example shown in Fig. 1.  
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Fig. 1. An example for the reserved bandwidth. The time ranges from 0 to 12. The maximum 
available bandwidth is 80 Kbps. The line-hatched area denotes the reserved bandwidth 

3.2   Slotted Array 

The array is a basic and easy-to-implement data structure. In [8] it is used to perform 
admission control for advance reservation of bandwidth. Each element of the array 
represents a time slot and stores the accumulated bandwidth allocated for the 
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respective slot. For each arriving reservation request R(bw, ts, te), the bandwidth 
broker checks each element of the array between the starting time ts and ending time te 
with the purpose of judging whether the following requirement is satisfied: 

a[i] + bw ≤ BWmax (1) 

where a[i] denotes the i-th element of the slotted array. If the condition is satisfied, the 
request can be admitted and the value of each element should add bw. Otherwise it 
indicates resource is not enough thus the request should be rejected.  

Performing admission control with slotted array is very simple. But it also has 
some disadvantages. (1) For the reservation request that covers a very long period, it 
needs a great number of equal elements to store the reservation information. So it 
wastes much memory. (2) Each element of the array represents a predefined time 
interval, but not variable, so the granularity is not determined by the practical 
requirements but entirely by the time slots. (3) Since the size of the array is fixed, as 
the time goes by, all the elements of the array will be occupied. Although we can 
partly solve this problem by implementing it as ring buffers and using a pointer to 
mark the current time slot, the duration of the reservation will be limited inevitably. 

3.3   Bandwidth Tree 

In [9] a bandwidth tree was proposed to perform admission control for advance 
reservation. It is a tree in which each interior node has 2 or 3 child nodes and all leaf 
nodes have the same depth. Each node represents a non-empty time interval. Each leaf 
covers an interval in which the bandwidth is constant. The interval covered by a node 
is the union of the intervals covered by its child nodes. Each non-leaf node in the 
bandwidth keeps the following information.  

• l, r: the left end and the right end of the interval covered by the node. 
• pChild0, pChild1, pChild2: the pointers to the three children of the node. Because 

the number of the children may be 2 or 3, pChild2 may be assigned null. 
• amb: accumulate minimum of the available bandwidth in the node. 

A (10K, [0, 12])

B (10K, [0, 6]) C (0K, [6, 12])

D

(0K, [0, 2])

E

(30K, [2, 3])

F

(10K, [3, 6])

G

(0K, [6, 8])

H

(30K, [8, 12])  

Fig. 2. The instance of a bandwidth tree corresponding to the reservation example shown in 
Fig.1. Here Ts is 0 and Te is 12 

The bandwidth mentioned here is quite different from that in the slotted array. The 
bandwidth in bandwidth tree is unreserved, while in the slotted array it means the 
bandwidth that has been reserved. Fig.2 illustrates the bandwidth tree corresponding 
to Fig.1. 
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Initially there is only a single root node covering the whole time interval from Ts to 
Te. The amb of the root node is BWmax because there is no bandwidth been reserved at 
this time. When a reservation request R(bw, ts, te) arrived and was accepted by the 
bandwidth broker, the whole time interval was divided into 2 or 3 (depending on 
whether ts or te is equal to the l or r of the root node) smaller intervals. 2 or 3 new 
nodes were created to store the bandwidth information of the small time interval and 
these nodes were linked as the children of the original node. During the admission 
control process, the bandwidth tree is repeatedly merged, balanced and normalized. In 
[9] the relevant algorithm was fully described. 

The bandwidth tree can perform admission control for the reservation that starts 
and ends at any time, so it can provide demanded time accuracy. But the algorithm is 
too complex to be applied to the bandwidth reservation. Moreover, each time a 
reservation request is admitted, the bandwidth tree should be merged, balanced and 
normalized. Because these operations are executed in a recursive manner, they 
consume much time and decrease the speed of admission greatly. In addition to that, 
in the same level (depth), the l (r) value of a node is equal to the r (l) value of its left 
(right) adjacent node. So it wastes much memory to keep the redundant information. 

3.4   A Data Structure Based on Linked List 

After analyzing the advantages and disadvantages of the slotted array and bandwidth 
tree, we proposed a new data structure based on linked list to perform admission 
control for advance reservation. The idea for the data structure was partly illuminated 
by the bandwidth tree. A node of the linked list is defined as node(bw, ts, pNext), 
where ts denotes the starting time of the time interval, pNext denotes the pointer to the 
next node, bw denotes the reserved bandwidth during the time interval of current 
node. Thus the time interval covered by a node (denoted as n1) is from n1.ts to n2.ts, 
where n2 is the next node to n1. The pNext of the last node in a linked list is null. It 
means that the time interval covered by the last node ne is from ne.ts to infinity. 
Usually the bandwidth of the last node is zero, because during the time interval 
covered by ne (from ne.ts to infinity) no bandwidth is reserved. Fig.3 shows the 
instance of a linked list recording the reservation information shown in Fig.1. 
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Fig. 3. The instance of a linked list corresponding to the reservation example shown in Fig.1. 
Each node contains the starting time, reserved bandwidth and a pointer to the next node 

The process of performing admission control with linked list is described as 
follows. Initially there is only a single node head(0, 0, null) in the linked list. When a 
reservation request R1(bw, ts, te) arrived and the request is admitted (when R1.bw ≤ 
BWmax), 1 or 2 (depending on whether R1.ts is equal to 0) new nodes will be added 
into the linked list. Their positions in the linked list are determined by their starting 
time. The checking and adding operations should be performed upon each arriving 
request. To avoid searching the proper position from the head node of the linked list 
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time and time again, we utilize a "local" head node to mark the start node that has 
been searched from for the prior request. In order to implement it, we should collect 
all the reservation requests during a given period, sort them by their starting time and 
then perform the admission control process for them together. Utilizing this 
mechanism will decrease the time cost for searching the proper starting node greatly. 

Because the memory for the linked list is dynamically allocated, we can release the 
outdated nodes to recycle the memory. The so-called outdated nodes mean the time 
intervals covered by which are much earlier than the current time. There are two 
releasing strategies can be adopted.  

• Set a threshold for the memory. If the amount of actually consumed memory 
exceeds the specified threshold, the releasing procedure will be called to recycle 
the memory allocated to the outdated nodes.  

• Set a fixed releasing period for the memory. The bandwidth broker will perform 
the releasing action once during a cycle.  

Adopting the first method needs to keep track of the utilization information of the 
memory. In this paper we chose the second mechanism to release the outdated nodes. 

4   Evaluation 

4.1   Simulation Environment 

A simulation is carried out to contrast the performance of the linked list with the 
bandwidth tree and the slotted array. The network in the simulation has a single path 
between node u and v. In other words, path needs not to be found for reservation 
request in the admission control algorithm. The path provides a bandwidth capacity 
(denoted by BWmax) of 100 Mbps for advance reservations. The linked list, the 
bandwidth tree and the slotted array are used as the data structures of bandwidth in the 
simulation. 

We designed a reservation request generator to produce a set of advance 
reservation requests on the path between node u and v. Each request includes starting 
time, duration and bandwidth requirement. The simulation period has a length of 
20000 slots. One slot represents one second. Within this period, requests are 
generated with Poisson distribution with a mean varying from 0 to 1.0 requests per 
slot (the step is 0.001), thus the total number of the requests increases from 0 to 
20000. The duration time is exponentially distributed with a mean value of 500 slots 
and the bandwidth requirement is uniformly distribute between 100 Kbps and 1 Mbps. 
The starting time is uniformly distributed between 50 to 500 slots after the request 
arrival time. 

4.2   Performance Metrics 

The performance metrics used for examinations are average admission time and total 
consumed memory. The average admission time is defined as 

Taverage = Ttotal / Nreservation (2) 

where Ttotal denotes the total time cost to perform the whole admission control task 
and Nreservation denotes the total number of reservation requests. 
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4.3   Results and Analysis 

Fig.4 shows the average admission time when performing admission control over a 
single link by using the two data structures: slotted array and linked list. The 
performance of the bandwidth tree is not plotted in Fig.4 because the time cost of the 
bandwidth tree is over thousands times more than that of the slotted array and the 
linked list, it is not suitable to show.  

In Fig.5 we show that resources are reserved up to and above the point where we 
have rejections. The curve indicates at which number of reservations we start getting 
rejections. Once the rejection occurs, the number of rejected reservations increases 
linearly. In Fig.4 the average admission time decreases both for the slotted array and 
the linked list when there are a large number of rejections. This is because the 
bandwidth broker needs not to reserve bandwidth and modify the status of the data 
structures since it discovers there is no enough resource to be reserved. We can also 
see from Fig.4 that the performance of the linked list is much better than that of the 
slotted array when the number of reservation requests is not very large. As the number 
of the requests increasing, there are more and more requests being rejected. Both data 
structures cost less average admission time, while the average admission time of the 
slotted array decreases more sharply than that of the linked list until its performance 
exceeds that of the linked list. But the superiority is not obvious. 

Fig.6 shows the memory consumption of the slotted array and the linked list. We 
set the total number of the reservation requests as 20000. We omit the memory 
consumption of the bandwidth tree again, because it is much larger than the other two 
data structures. As time goes on, the memory consumption of the slotted array is 
constant (80000 bytes), while the linked list without memory releasing consumes 
 

 

Fig. 4. The average admission time of the slotted array and the linked list. When there are not 
many reservation requests, the linked list performs much better than the slotted array. When the 
number of the reservation requests is very large, the slotted array is a little better than the linked 
list, but not obvious. We perform memory releasing every 2000 time slots for the linked list 
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Fig. 5. The number of the rejected reservation. It increases linearly together with the total 
reservation request 
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Fig. 6. Memory consumption of slotted array, periodically recycled linked list and non-recycled 
linked list 

linearly increasing memory (illustrated in Fig. 6 as dotted line). But when we perform 
releasing operation for the linked list periodically (e.g. the cycle is 2000 slots), the 
curve of the linked list shows in a serrated pattern. Seen from Fig.6, the linked list 
consumes much less memory than the slotted array if we perform releasing memory 
periodically. Less releasing cycle leads to less memory consumption. In theory it will 
consume more time to perform releasing, so we should make a tradeoff between the 
memory consumption and the admission speed. But practically, our simulation shows 
that the releasing operation affects very little to the total admission time. Especially 
when the releasing cycle is larger than 200 slots, its effect can even be ignored. In 
fact, the result shown in Fig.4 was obtained by releasing the outdated nodes of a 
linked list with a cycle of 2000 slots. 
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5   Conclusion and Future Works 

A suitable data structure is very important to admission control for advance 
reservation. In this paper we examined several existing data structures and then 
proposed a new data structure based on linked list. We made some simulations to 
compare the linked list with a slotted array and a bandwidth tree presented in [8] and 
[9] respectively. Our simulations show that the linked list and slotted array perform 
much better than the bandwidth tree in the examined scenarios. Concerning the time 
consumption, the linked list and the slotted array show almost the same performance 
when the amount of reservation requests is very large. As the number of reservations 
decreasing, the former shows better performance than the latter. While concerning the 
memory consuming, the former consumes much less memory than the latter, because 
dynamically allocating and releasing memory is the natural advantage of the linked 
list. 

Theoretically, the data structure based on linked list is superior to slotted array with 
the following advantages: 

• For the reservation covers a very large interval, the linked list needs only a single 
node while the slotted array must use many continuous nodes to store the 
reservation information. 

• The reservations stored in linked list can start at any time, while in slotted array its 
starting time must depend on the granularity of the slots. Defining a appropriate 
interval for the slotted array is a challenge, because a coarsely granular decreases 
the accuracy while a finely granular increase the time and memory consumption. 

• The linked list can perform recycling memory by dynamically allocating and 
releasing memory for the nodes. 

• The size of slotted array is unchangeable once it is defined. If the total reservation 
interval is very large, the slotted array may be insufficient, while the linked list can 
overcome this shortcoming by freely inserting or appending nodes to it.  

We have discussed advance reservation on network resource. But this mechanism 
can really be applied to advance reservation on other kinds of resources, such as 
computing, storage, etc. Our linked list is available not only for slotted-time but also 
continuous time scenarios. Future works will be done on better admission control 
algorithm to admit advance reservation more quickly. 
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Abstract. Since gateways are generally used to integrate the Internet with 
MANET (Mobile Ad Hoc Networks), gateway discovery is important for 
MANET mobile nodes to obtain the route to a gateway. The hybrid gateway 
discovery approach can be configured by adjusting a single parameter, the 
advertisement TTL. This paper aims to develop an adaptive gateway discovery 
algorithm to adjust the advertisement TTL by estimating the control overhead. 
Thus, the control overhead generation can be adjusted in the integrated network. 
The simulation results indicate that this adaptive gateway discovery algorithm 
can adjust the appropriate advertisement TTL in different numbers of mobile 
nodes which desire to access the Internet. 

1   Introduction 

The use of Internet has grown explosively in recent years. In the past, users relied on 
stations with fixed, wired interface to connect to the Internet. Nowadays, users can 
connect Internet via portable device by wireless interfaces such as mobile phones, 
laptops and personal digital assistants (PDAs). 

Wireless networks can be classified into two categories, infrastructure wireless 
networks and ad hoc networks. In infrastructure wireless networks, MNs (mobile 
node) communicate directly with an AP (access point) to the Internet (i.e., the fixed 
network). However, an infrastructure wireless network suffers a dead-zone problem. 
By contrast, an ad hoc network can be flexibly deployed in the environment without 
AP because it is composed of MNs. Since the transmission range of MNs is limited, 
two nodes located beyond each other’s transmission range can only communicate by 
routing through intermediate nodes. Besides, traditional ad hoc networks unable to 
access the Internet significantly limit their applicability. Therefore, to solve the dead-
zone problem of infrastructure wireless network and extend the application of ad hoc 
networks, the integrated network of Internet and MANET (Mobile Ad Hoc Network), 
as shown in Fig. 1, has been proposed. 

Since gateways are generally used to integrate the Internet with MANET, the 
gateway discovery approach is important for MNs in MANET to obtain the route to 
gateways. Two major implemented approaches to providing Internet connectivity to a 
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MANET are proactive and reactive. Proactive gateway discovery is initiated by 
gateways. All gateways periodically broadcast advertisement messages, which are 
flooded throughout the network. If receiving the advertisements, the MNs would 
update the route entry and record the information about the route to the gateway. 
However, if the MNs do not have a route to the gateway, then they create a route 
entry for the gateway in their routing tables. All proactive approaches are limited in 
terms of the costly operation in which the advertisement message is flooded through 
the whole MANET periodically regardless of whether they need the information of 
gateways. 

Reactive gateway discovery is initiated by MNs. When a MN wants to access the 
Internet, it broadcasts a solicitation message to obtain gateway information. The 
benefit of this approach is that solicitation messages are transmitted only when a MN 
requires the information of gateway, preventing the problem of proactive periodic 
flooding of the whole MANET. However, reactive gateway discovery is limited 
owing to its long average gateway discovery time. 

To minimize the disadvantage of the proactive and reactive gateway discovery, the 
hybrid approach is proposed, in which proactive gateway discovery is used for MNs 
in a certain range (hops) around a gateway, and the other MNs located outside this 
range utilize reactive gateway discovery. 

                  M A N ET
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Fig. 1. The integrated network of Internet and MANET 

Compared with the wired network, the wireless transmission speed is quite slow 
and is burdened with control overhead resulting from gateway discovery and 
maintaining route and Mobile IP[14][17]. Therefore, effectively limiting the control 
overhead generation in the network in order to increase the data transmission 
bandwidth becomes a very significant issue. This paper designs an adaptive gateway 
discovery algorithm such that the gateway adjusts, based on the estimated control 
overhead in the network, the hybrid gateway discovery approach to enhance the 
network communication performance. 

The remainder of this paper is organized as follows. Section 1 provides an 
overview of Mobile IP, MANET and MANET routing protocol. Section 2 then 
describes related work. Next, Section 3 describes the proposed adaptive gateway 
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discovery algorithm. Section 4 summarizes the simulation results. Conclusions are 
finally drawn in Section 5. 

1.1   Mobile IP 

In a Mobile IP environment, an IP datagram sent to a MN’s home address by a CN 
(corresponding node) is delivered to the MN’s home network, even if the MN is away 
from its home network in another subnet (i.e., the foreign network). Then, the HA 
(home agent) in the home network encapsulates the datagram and tunnels it to the 
MN’s current foreign network. The FA (foreign agent) in the foreign network then 
decapsulates the encapsulated datagram and forwards it to the MN. Furthermore, a 
MN must register its current CoA (Care-of-address) received from the FA with its 
HA. The HA monitors the binding cache entry of each MN in the home network. 

1.2   MANET (Mobile Ad Hoc Network) and Ad Hoc Network Routing Protocol 

In a MANET, MNs employ wireless interface to communicate and roam at will. Each 
MN serves both as a host and a router which can forward packets. Hence, the MNs 
can communicate beyond their transmission range using multi-hop communication. 
The MANET routing protocol can typically be classified into three categories, table-
driven, on-demand and hybrid routing protocols. The table-driven routing protocols 
constantly update their routing information, so the route is available when packets are 
needed to be forwarded. DSDV (Destination Sequenced Distance Vector routing 
protocol) [1], WRP (Wireless Routing Protocol) [12][18] and CGSR (Cluster Switch 
Gateway Routing) [3] are all table-driven routing protocols. 

By contrast, the on-demand routing protocol executes a route discovery process 
only when a mobile node requires a route for sending the packets. The AODV (Ad 
Hoc On-Demand Distance Vector routing) [15], DSR (Dynamic Source Vector) [9], 
TORA (Temporally Ordered Routing Algorithm) [13], SSR (Signal Stability Routing) 
[4] and PAR (Power-Aware Routing) [20] are on-demand routing protocols. Hybrid 
routing protocol adopts a mixture of the table-driven and on-demand routing protocol. 
The scope of the table-driven procedure is limited to the mobile node, while an on-
demand procedure is utilized outside the mobile node. ZRP (Zone Routing Protocol) 
[6] is an example of hybrid routing protocol. 

2   Related Work 

The studies [11] and [2] presented solutions to provide Internet connectivity in ad hoc 
networks. Lei and Perkin [11] used a modified RIP(Routing Information Protocol) [7] 
and Broch et al [2] used DSR for ad hoc routing. In [10], Jonsson et al. proposed a 
method called MIPMANET, which provides MANET MNs with Internet access using 
tunneling and Mobile IP with CoA(care-of-address). The AODV routing protocol is 
used within the MANET to obtain routes between MNs and the FA. Sun et al. [21] 
presented a mechanism by integrating Mobile IP with AODV. Their work also 
examined the effect of varying beacon intervals on the protocol performance. Ergen 
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and Puri [5] proposed two protocols, MEWLANA-TD and MEWLANA-RD, to 
integrate Mobile IP with MANET. These two protocols lead to optimum performance 
in different environments. Ratanchandani and Kravets [19] proposed a hybrid 
approach to Internet connectivity for MANET. This study presents several techniques, 
such as TTL (Time-To-Live) scoping of agent advertisements, eavesdropping and 
caching agent advertisements. In [22], Tseng et al. integrated the Mobile IP with 
MANET by implementing two daemons, DSDVd and MIPd, on the application layer 
to interact with the system kernel via a socket interface. 

3   Adaptive Gateway Discovery Algorithm 

3.1   Architecture Specification 

The gateway has two network interfaces as illustrated in Fig. 2. The wireless interface 
connects the MANET, while the wired interface connects the Internet. Because of the 
wired interface to Internet, gateways have no mobility. Gateways act as bridges 
between MANET and Internet, forwarding data packets between the two networks. 
Each gateway also serves as a Mobile IP FA to support the Mobile IP service. The 
hybrid gateway discovery is utilized in the integrated network. Within the MANET, 
the AODV routing protocol is used because it is one of the best developed routing 
protocols for MANET. 

Gateway

(Agent)

Internet

Wired 

Interface

Wireless 

Interface

MANET

 

Fig. 2. The gateway interfaces 

3.2   Gateway Discovery Approach 

The gateway discovery approach utilized in this paper is based on the hybrid gateway 
discovery system proposed in [19]. The TTL-field in the advertisement message is set 
to limit the scope of the proactive gateway discovery, assuming that not only 
gateways can send advertisement message. That is, if a MN in the MANET receives a 
solicitation message and has a route entry to a gateway in its routing table, then it can 
send an advertisement message to the originator of the solicitation message. 
Consequently, the control overhead in discovering gateway and the delay time would 
be decreased significantly. This paper utilizes the Expanding Ring Search Method 
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[16] to reduce flooding overhead due to solicitation. The TTL of each solicitation is 
initially set to 1, and is increased by 2 if the source node does not receive a reply for 
each interval. When the TTL reaches 7, the solicitation is transmitted by flooding if 
there no reply is received. Since lengthening the route between MNs and the gateway 
will decrease the reliability of the route as the network span becomes larger, the 
maximum flooding TTL is set to 10 to ensure the route’s reliability. 

3.3   Mobile IP Registration and Route Maintenance on AODV 

After receiving an advertisement, a MN must unicast a Registration Request to 
register its FA (gateway) and the HA. Then, the FA and the HA follow a Mobile IP 
registration procedure. The HA creates a binding entry for the MN and replies with a 
Registration Reply back to the MN via the FA. Thus, MNs finish the Mobile IP 
registration procedure and can access Internet source via gateways. 

In the AODV routing protocol, if a link is broken in the route, the node upstream of 
the break will broadcast a RERR (Route Error) message to notify this broken link to 
its neighbors. The RERR message contains the node information of the unreachable 
destination due to the link break. When a node receives the RERR, it marks this route, 
which has an unreachable destination listed in the RERR message, as invalid. The 
RERR message is then forwarded continuously until the source receives the message. 
Then, the source can reinitiate the route discovery process if needed. 

Table 1. Variable Simulation Parameters 

The number of node density 5, 6, 8 

The number of nodes 500 

The maximum speed of nodes 2 m/sec 

The mobility model of nodes random waypoint model [8] 

The pause time of nodes 5 sec 

Simulation time 60 sec 

3.4   Estimation and Adaptive Gateway Discovery Algorithm 

To manage overhead generation, this paper proposes an adaptive gateway discovery 
algorithm to be processed on the gateway. The proactive and reactive overhead is then 
estimated from the information received by the gateway. The gateway then sets the 
value of ADV_TTL, the TTL of the advertisement message, to limit the generation of 

 control overhead  in the network.  Table I  lists the parameters of our simulation 
environment, and Fig 3 shows the pseudocode of the proposed adaptive gateway 
discovery algorithm. 
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Fig. 3. The pseudocode of the adaptive gateway discovery algorithm 

Estimation of Proactive Overhead. The proactive overhead is the number of 
advertisement messages sent, given by O(NADV), where NADV denotes the population of 
sending advertisement. Hence, the proactive overhead can be expected to be 
proportional to the node density, expressed as the average number of neighbor per 
node, and the advertisement transmission zone (ADV_Zone, ADV_TTL2). Figure 4 
shows this equation. Since the MNs register their HAs and the FAs (gateways) after 
receiving the advertisement message, the gateway would know both the number of 
registered MNs and the corresponding hops between these MNs and the gateway. If 
the corresponding hops are smaller than ADV_TTL, then the MNs obtain gateway 
information using the proactive gateway discovery approach. 

Estimation of Reactive Overhead. The reactive overhead can be regarded as the 
overhead generated by MNs located outside the ADV_Zone, and thus increases with 
the query rate. Like the proactive overhead, the reactive overhead should be 
proportional to the node density and the zone of sending solicitation (Search_TTL2, 
where Search_TTL denotes the TTL value of each solicitation message). Because the 
Expanding Ring Search Method is utilized in this paper, the numbers of searches and 
the Search_TTL value of each search can be computed. Additionally, the gateway 
may still receive a Registration Request when the Mobile IP registration lifetime of 
the MNs expires. The RERR (Route Error) message of AODV is used to decide 

Estimation 
Switch ( the packet received from GW) 

 “RERR”: 
  set the route to the unreachable destination(s) ( listed in the RERR message) as invalid 
 Case “Registration Request”: 
  If the hops between the GW and the originator of the Registration Request <= ADV_TTL 
  estimate the ADV overhead & Mobile IP overhead 
  proactive overhead = proactive overhead + ADV overhead + Mobile IP overhead 
  Else 
  If route to the originator of the Registration Request is invalid 
  estimate the gateway discovery overhead 
  reactive overhead = reactive overhead + gateway discovery overhead 
   EndIf 
  estimate the Mobile IP overhead 
  reactive overhead = reactive overhead + Mobile IP overhead 
  EndIf 
EndSwitch 
 

Adaptive ADV_TTL 
While time out 
 ratio = reactive overhead / proactive overhead  
 If  ratio > up_thresh  

  ADV_TTL = ADV_TTL + 1 
 Elseif  ratio < down_thresh 

   ADV_TTL = ADV_TTL - 1 
 resetup timer , proactive overhead and reactive overhead 
 EndIf 
EndWhile 

 Case

O

O
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whether the Registration Request results from the link break or from the expiry of the 
Mobile IP registration lifetime. If the RERR message is not received before the 
registration lifetime of the MNs expires, then the Registration Request received by 
gateway is considered to be re-registered, and the gateway discovery overhead of the 
MN need not be valuated. Figure 5 displays the reactive overhead with ADV_TTL.  
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Fig. 4. The proactive overhead vs. ADV_TTL Fig. 5. The reactive overhead vs. ADV_TTL 

 

Fig. 6. The total overhead vs. ADV_TTL 

Adaptive Gateway Discovery Algorithm. Based on the simulation in [19], Fig. 6 
plots the relationship between the total overhead and ADV_TTL, where the total 
overhead is the sum of the proactive and reactive overhead. The ideal ADV_TTL  
should be in region B because the total overhead is minimal in this region. If the 
ADV_TTL is located in region A, the generated solicitation will be too high, resulting 
in the total overhead to be worse than that in region B. In the other hand, when the 
ADV_TTL is located in region C, then the generated advertisement will be too high, 
resulting in the total overhead to be worse than that in region B too. To make 
ADV_TTL locate in region B, an adaptive gateway discovery algorithm using Eq. (1) 
is proposed. Since too much reactive overhead will be generated when f(ADV_TTL) 
>> 1, and too much proactive overhead is generated when f (ADV_TTL) << 1, 
f(ADV_TTL) is compared with predetermined thresholds Oup_threshold and Odown_threshold. If 
f(ADV_TTL) > Oup_threshold, then ADV_TTL is increased, and if f(ADV_TTL) < 
Odown_threshold, then ADV_TTL is decreased. Thus, ADV_TTL can be adapted and located 
within region B. 
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4   Simulation Results 

This section focuses on the effect of varying Internet population, which is the number 
of MNs accessing the Internet. First, the total overhead with an Internet population 
between 50 and 300 was calculated. 

Since more MNs can receive advertisement message from the gateway when 
ADV_TTL is increased, the proactive overhead is also likely to increase with 
ADV_TTL, and the reactive overhead decreases with ADV_TTL. Figure 7 shows the 
total overhead with ADV_TTL between 1 and 7. When ADV_TTL> 7, the range of 
the advertisement covers almost all the MNs required to access Internet, i.e., the total 
overhead is the result of using proactive gateway discovery approach.  
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Fig. 7. The total overhead vs ADV_TTL 
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According to the analysis of section 3, the MNs advertisement message 
periodically sent by gateway is received, regardless of whether they intend to access 
the Internet. Hence, the Internet population is independent of the proactive overhead. 
Conversely, the Internet population influences the amount of reactive overhead. That 
is, when the ADV_TTL is large, most of the Internet population obtains the gateway 
information using proactive gateway discovery. Therefore, the larger the ADV_TTL, 
the smaller number of MNs  using  the  reactive gateway discovery to access Internet. 

Therefore, the total overhead for different Internet populations have the same 
proactive overhead but different reactive overheads, as shown in Fig. 7 (a)(b). 
Moreover, if the Internet population is 300, then the best ADV_TTL is 5. If the 
Internet population becomes 125, the appropriate value of ADV_TTL can be 3, 4,  
or 5. However, if the Internet population is 50, then the best ADV_TTL is 3. 

Finally, the adaptive gateway discovery algorithm can perform well if Oup_threshold 

and Odown_threshold are properly configured in terms of the ratio of reactive overhead to 
proactive overhead. In Fig. 8(a), the ratio is calculated at a node density of 6, while in 
Fig. 8(b), the node density is 8. The Internet population of 300, 125, and 50 are 
considered, and the best ADV_TTL can be found to be 5, (3, 4, 5) and 3, respectively. 
Additionally, Figs. 8(a)(b) demonstrate that the acceptable value of Oup_threshold  is 5, 
and that of Odown_threshold  is 0.6. 

5   Conclusion 

This paper considers a network that integrates the Internet with MANET, enabling 
MNs in the MANET to access the Internet. Since messages between the wireless and 
wired network must pass through gateways, the hybrid gateway discovery approach, 
which combines the advantages of proactive and reactive gateway discovery, was 
utilized. An adaptive gateway discovery algorithm was proposed to adjust the hybrid 
gateway discovery approach. Based on the information received by gateways, the 
proactive and reactive overhead of the network is estimated, and the ADV_TTL is 
adjusted to manage the overhead generation until the appropriate ADV_TTL is found. 
The simulation results show that the ADV_TTLs change for different Internet 
populations, and the proposed adaptive gateway discovery algorithm is utilized to 
obtain the best value of ADV_TTL. This adaptive gateway discovery algorithm can 
be processed repeatedly to maintain the performance of the network communication 
as the MANET topology changes. 
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Abstract. Since more and more unicast real-time transactions like VoIP (Voice 
over IP) are carried on the packet based network, guaranteed good QoS of these 
transactions becomes an important issue.  Traditional RSVP (Resource 
Reservation Protocol) is aimed at multicast real-time transactions such as VoD 
(Video on Demand).  It does not fit some features of unicast transactions.  In 
this paper, we present a new way to reserve resource on packet based network.  
Our scheme adds back-track capability into the process of resource reservation 
thus increasing the successful rate of setting up a Resource Reservation Path.  
Besides, our method is different from RSVP in that it is sender-oriented.  So it 
can notify the session sender of abnormal events in the reservation process as 
soon as possible, fulfilling the need of some unicast real-time transactions such 
as VoIP. 

1   Introduction 

In recent years, Internet, the representative of packet based network, plays a more and 
more important role in people’s life.  And the transactions on Internet are no longer 
limited to data transactions just as before.  Nowadays, many kinds of multimedia 
transactions recur to Internet to supply services.  However, traditional service mode of 
Internet is “Best Effort”, which cannot supply guaranteed QoS (Quality of Service).  
But multimedia transactions like voice and video are very sensitive to delay, so we 
must provide enough network resources for such transactions to ensure their good-
quality transportation.  In order to support real-time multimedia transactions on 
Internet, IETF (Internet Engineering Task Force) enacted RSVP (Resource 
Reservation Protocol) [1] in 1997.  RSVP is a receiver-oriented reservation protocol.  
The receiver of session answers for initiating the reservation process and pointing out 
how many resources should be reserved.  The original objective of RSVP is aimed at 
multicast transactions like VoD [2] and the thought of receiver-oriented just fits the 
need of such transactions. 

In the last decade, VoIP (Voice over IP) as a new force suddenly rises and 
supplying good-quality voice service becomes one of the objectives and key 
technologies for next generation of Internet.  A lot of effort has been made to enhance 
the QoS of VoIP [3] [4].  Today the most popular way is to combine Signaling 
Protocol [5], RTP [6] and RSVP to ensure the QoS of voice communications on IP 
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network.  However, VoIP is a kind of unicast multimedia transactions, and RSVP is 
unfit for such transactions somewhat.  First, in the voice transaction, it is usually the 
caller (sender of voice session) pays for the service.  Thus, it is reasonable to let the 
sender of the session decide what quality of service it needs and how many resources 
are reserved on intermediate nodes.  So for such transactions, send-oriented mode is 
better.  Second, in RSVP the reservation process is hop-by-hop along the path from 
receiver to sender.  If an intermediate node fails, it would send error messages to 
receiver of the voice session.  And the sender of the call has to wait for a long time 
before knowing the failure information.  In voice transaction, it is expected that the 
caller should be notified for the failure information as soon as possible so that he 
could retry or abort the call in time.  Last and most important, in RSVP if one 
intermediate node fails to reserve, the whole reservation process fails.  The 
reservation process is not able to search other nodes automatically.  This means the 
get-through rate of the phone call is low. (Get-through rate is a most key measurement 
of QoS for Voice Communication.) 

This paper presents a new scheme to reserve resources in packet based network.  
Our scheme includes back-track capability into the process of resource reservation 
thus greatly increasing the successful rate of setting up a Resource Reservation Path.  
Besides, the scheme is sender-oriented.  It makes the sender of session decide how 
many resources should be reserved.  And also the sender would be notified of any 
abnormal events during the reservation process as soon as possible. 

The paper is organized as follows: Section 2 presents our scheme in details.  
Section 3 compares our scheme with traditional RSVP.  Section 4 briefly summarizes 
the paper. 

2   Our Scheme 

2.1   Background 

RSVP defines a series of objects to reserve resource on packet based network.  In our 
scheme we adopt the same formats with RSVP for similar objects and this makes our 
scheme more compatible with the current equipments such as RSVP Routers.  
Specially, the most two important objects FLOWSPEC (describes desired QoS of 
dataflow) and FILTER_SPEC (defines subset of session data packets that should 
receive desired QoS) in our scheme has identical formats with those in RSVP.  The 
formats of FLOWSPEC and FILTER_SPEC are shown in Reference [1] and [7].  
Besides, the formats of EXPLICIT ROUTE object and RECORD ROUTE object in 
our scheme are illustrated in Reference [8]. 

2.2   Implementation of Our Scheme 

There are four kinds of messages in our scheme: Reserve Request message—
Resv_Req, Reserve Confirm message—Resv_Conf, Reserve Error message—
Resv_Err and Reserve Retry message—Resv_Retry. 

Each of these four messages consists of a common header, followed by a body 
consisting of a variable number of variable-length “objects”.  The format of common 
header is shown in Fig.1. 
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“Vers” points out the protocol version number. Current version number is 
Version 1.  “AFT” (Allowed Failure Times) indicates the times that the message is 
allowed to be back tracked.  “Msg Type” designates the type of the message.  For 
Resv_Req message, “Msg Type” is 1; Resv_Conf is 2; Resv_Err is 3 and 
Resv_Retry is 4.  “Check Sum” contains the check sum of the whole message, 
including the common header and the body.  An all-zero value of this field means 
no check sum is transmitted.  “Send TTL” indicates the life time of the message and 
“Length” field designates the length of the whole message in bytes. 

Our scheme makes use of the following 8 kinds of objects: FLOWSPEC, 
FILTER_SPEC, SESSION, EXPLICIT ROUTE, RECORD ROUTE, ERRORSPEC, 
CONFIRM and FAILURE_NODE.  Each of these objects consists of one or more 32-
bit words with a one-word header, with the format shown in Fig.2. 

 

Fig. 1. Format of COMMON HEADER        Fig. 2. Format of object 

“Length” points out the length of the object in bytes.  “Class” identifies the object 
class; the value of this field for SESSION object is 1, CONFIRM is 2, EXPLICIT 
ROUTE is 3, RECORD ROUTE is 4, FAILURE_NODE is 5, ERRORSPEC is 6, 
FLOWSPEC is 7 and FILTER_SPEC is 8.  “Type” indicates the object type, unique 
within every object class.  “Object content” presents the content of the object. 

When session sender wants to set up a Resource Reservation Path, it would firstly 
send a Resv_Req message to session receiver.  The format of Resv_Req message is as 
follows, 

<Resv_Req message> ::= <COMMON HEADER><SESSION>[<EXPLICIT 
ROUTE>] 
<FLOWSPEC><FILTER_SPEC><RECORD 
ROUTE> <FAILURE_NODE> 

In above definition, the object in brackets is optional.  The format of FLOWSPEC is 
illustrated in RFC2210 [7].  The formats of EXPLICIT ROUTE and RECORD ROUTE 
are seen in RFC3209 [8].  The format of FILTER_SPEC is described in RFC2205 [1].  
And formats of SESSION and FAILURE_NODE objects are as follows. 

 

Fig. 3. Format of IPv4 SESSION object content 
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For SESSION object, the “Class” value is 1 and it is divided into two types: IPv4 
(“Type”=1) and IPv6 (“Type”=2).  Format of “Object content” for SESSION object is 
shown in Fig.3. 

IPv6 SESSION object shares the same format with that of IPv4 SESSION object, 
only the corresponding address fields contain 128-bits IPv6 addresses.  “Source IP 
Address” and “Source Port” presents the IP address and port number for the session-
sender.  “Dest IP Address” and “Dest Port” describes the IP address and port number 
for the session-receiver.  “Protocol ID” indicates the IP Protocol Identifier for the data 
flow.  “Flags” contains some flags for the session. 

For FAILURE_NODE object, the “Class” value is 5.  Format of “Object content” 
for FAILURE_NODE is shown in Fig.4. 

 

Fig. 4. Format of FAILURE_NODE object content 

The content of FAILURE_NODE object consists of a series of variable length 
subobjects, and each subobject records a failure node.  So the subobjects contained in 
FAILURE_NODE form a failure node list.  There are two kinds of subobjects with 
the format shown in Fig.5. 

IPv6 FAILURE_NODE subobject shares the same format with that of IPv4 
FAILURE_NODE subobject, only the corresponding address field contains a 128-bits 
IPv6 address.  “Type” field indicates the type of the subobject, for IPv4 subobject the 
value is 1 and for IPv6 subobject is 2.  “Length” points out the length of the subobject 
in bytes.  “IP address” contains the IP address of the failure node.  And “Prefix 
Length” designates the length of the prefix (IPv4 subobject “Prefix Length”=32, IPv6 
subobject “Prefix Length”=128). 

If the Resv_Req message contains EXPLICIT ROUTE object, the “AFT” field in 
common header must be set to 0.  This means the message must be transmitted along 
this EXPLICIT ROUTE and not allowed to be back tracked. 

Resv_Req message is transmitted along the path that EXPLICT ROUTE object (if 
exists) defines or route-selection algorism selects.  When intermediate node receives 
the message, it would check the desired QoS information in the message and decide 
whether it has enough resources to support the dataflow.  If it has, the node would 
reserve proper resources and then record its address into the RECORD ROUTE 
object.  Finally, the node tries to select a next-hop.  If it finds a next-hop and the next-
hop is not in the failure node list (contained in the FAILURE_NODE object), the 
node would forward the Resv_Req message to the selected next-hop.  Otherwise, if 
the next-hop is in the failure node list, the node would retry to find another node as 
next-hop.  If the node fails to find a proper next-hop at last, it has to release the 
resources reserved for the dataflow, clear its address from RECORD ROUTE object 
and record its address into the failure node list.  Then the node starts the back-track 
check.  If the node doesn’t have enough resources to support the dataflow, it also 
starts the back-track check. 
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To begin back-track check, the node first checks whether the value of “AFT” field 
equals to 0.  If it does, the request cannot be back tracked any longer.  Then the node 
would send a Resv_Err message to the session-sender.  The format of Resv_Err 
message is as follows, 

<Resv_Err message> ::= <COMMON 
HEADER><SESSION><ERRORSPEC><RECORD 
ROUTE>[<FAILURE_NODE>] 

The object in brackets is optional. 
For ERRORSPEC object, the “Class” value is 6 and it is divided into two types: 

IPv4 (“Type”=1) and IPv6 (“Type”=2).  Format of “Object content” for 
ERRORSPEC object is shown in Fig.6. 

 

Fig. 5. Format of IPv4 FAILURE_NODE 
subobject content 

Fig. 6. Format of IPv4 ERRORSPEC object 
content 

IPv6 ERRORSPEC object shares the same format with that of IPv4 ERRORSPEC 
object; only the corresponding address field contains a 128-bits IPv6 address.  “Error 
node IP Address” indicates the IP address of the current node in which the error was 
detected.  “Flags” contains some flags.  “Error Code” and “Error Value” describe the 
error information. 

Resv_Err message is passed along the path that RECORD ROUTE object 
describes but in the reverse direction and all the nodes would release the resources 
reserved for the dataflow after receiving the message.  When Resv_Err message 
reaches the session-sender, the reservation process ends with an error. 

If the back-track check finds the value of “AFT” field is greater than 0, the 
reservation request is still allowed to be back tracked.  Then the current failure node 
decreases the value of “AFT” field by 1 and sends a Resv_Retry message to its 
previous-hop (the IP address of previous-hop node could be got from Record Route 
object).  Format of Resv_Retry message is as follows, 

<Resv_Retry message> ::= <COMMON HEADER><SESSION><FLOWSPEC> 
<FILTER_SPEC><RECORD 
ROUTE><FAILURE_NODE> 

When previous-hop node receives the Resv_Retry message, it would recompute 
the next-hop according to the information in Routing-Table.  If it succeeds to find a 
next-hop (means the next-hop node is not in the failure node list), the node would 
reconstruct Resv_Req message based on the content of Resv_Retry message.  
Resv_Retry message includes all the necessary objects needed by Resv_Req message, 
so it is very easy to transform Resv_Retry message into Resv_Req message.  Then the 
node sends Resv_Req message to the new next-hop.  If no proper next-hop is found, 
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the node would have to release the resources reserved for the dataflow, clear its 
address from RECORD ROUTE object and record its address into the failure node 
list.  Then the node starts the back-track check as described above once again. 

When Resv_Req message passed through a series of intermediate nodes and 
reached the session-receiver, a Resource Reservation Path with guaranteed good QoS 
has been built up.  Then, the session-receiver needs to construct CONFIRM object, 
and sends a Resv_Conf message to session-sender.  Format of Resv_Conf message is 
as follows, 

<Resv_Conf message> ::= <COMMON 
HEADER><SESSION><CONFIRM><RECORD 
ROUTE>[<FAILURE_NODE>] 

The object in brackets is optional. 
Format of “Object content” for CONFIRM object is shown in Fig.7. 

 

Fig. 7. Format of IPv4 CONFIRM object content 

IPv6 CONFIRM object shares the same format with that of IPv4 CONFIRM 
object; only the corresponding address field contains a 128-bits IPv6 address.  
“Source IP Address” field contains the IP address of the session-sender. 

In order to offer session-sender the detailed information of the reservation process, 
Resv_Conf message includes RECORD ROUTE object and FAILURE_NODE 
object, and these objects are copied from the corresponding Resv_Req message. 

Resv_Conf message needs not be transmitted along the same path that Resv_Req 
message transferred, and could choose a totally different path.  When session-sender 
receives Resv_Conf message, the reservation process completes.  Then session-sender 
could make use of the path described in RECORD ROUTE object to deliver its 
multimedia session.  When the session is over, session-sender explicitly sends 
messages to inform intermediate nodes to release network resources reserved for the 
dataflow. 

3   Analysis 

3.1   Successful Rate of Setting Up a Resource Reservation Path 

Our scheme adds back-track capability into the process of resource reservation so that 
we could greatly increase the successful rate of setting up a Resource Reservation 
Path. 

Suppose the probability of a node failing to reserve is p.  Thus for an upriver node, 
it would successfully select a next hop (means the next-hop it selects has enough 
resources to reserve) with the probability of 1-p.  If back track is not allowed (RSVP 
does so), the successful rate of setting up a k+1 hops Resource Reservation Path is  
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(1-p)k.  Therefore, when p has a pretty large value, it would be very difficult to set up 
a multi-hop Resource Reservation Path. 

   To estimate the improvement of the successful rate that back-track process 
brought, we devised a simple network scene to analyze and simulate.  In the scene, a 
session-sender tried to set up a five-hop path to reach the session-receiver.  And at 
each hop, there are always 10 different candidate nodes to be chosen from.  See Fig.8. 

 

Fig. 8. Network scene 1 

Suppose there is one node with insufficient resources in each of the five groups 
(R10-R19, R20-R29, R30-R39, R40-R49, R50-R59) of intermediate nodes, thus the 
probability of a node failing to reserve is p=1/10=0.1.  If back-track is not allowed, 
the successful rate of setting up a Resource Reservation Path is 

      5
AFT=0

9 9 9 9 9
Rate (1 0.1) 59.0%

10 10 10 10 10

× × × ×= = − =
× × × ×

                   (1) 

If we allow back track once during the resource reservation process (AFT=1), then 
the successful rate of setting up a Resource Reservation Path would be 

      
1
5

AFT=1

9 9 9 9 9+ 9 9 9 9
Rate 91.8%

10 10 10 10 10

C× × × × × × × ×= =
× × × ×

                   (2) 

   If we allow back track twice, the successful rate of setting up a Resource 
Reservation Path would be 

      
1 2
5 5

AFT=2

9 9 9 9 9 9 9 9 9 9 9 9
Rate 99.1%

10 10 10 10 10

C C× × × × + × × × × + × × ×= =
× × × ×

       (3) 

Thus it can be seen that including back-track capability into the resource 
reservation process would greatly enhance the successful rate of setting up a Resource 
Reservation Path. 

According to the same analysis, suppose there are two nodes with insufficient 
resources in each of the five groups of intermediate nodes, thus the probability of a 
node failing to reserve is p=2/10=0.2.  If back-track is not allowed, the successful rate 
of setting up a Resource Reservation Path is 

      5
AFT=0

8 8 8 8 8
Rate (1 0.2) 32.8%

10 10 10 10 10

× × × ×= = − =
× × × ×

                   (4) 

If we allow back track once, then the successful rate of setting up a Resource 
Reservation Path would be 
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1
5

AFT=1

8
8 8 8 8 8 8 8 8 8 2

9Rate 69.2%
10 10 10 10 10

C× × × × + × × × × × ×
= =

× × × ×                    (5) 

If we allow back track twice, the successful rate of setting up a Resource 
Reservation Path would be 

   

1 2 1
5 5 5

AFT=2

8 8 8 1
8 8 8 8 8 2 8 8 8 8 2 2 8 8 8 2 8 8 8 8

9 9 9 9Rate 89.9%
10 10 10 10 10

C C C× × × × + × × × × × × + × × × × × × × + × × × × × ×
= =

× × × ×
(6) 

To prove the validity of the computation above, we simulated network scene 1 
using C++ language.  Under the condition of p=0.1 or p=0.2, the session-sender sent 
out 10,000 reservation requests and we recorded the times of successful reservation 
within these 10,000 requests.  We repeated the test for 10 times under each condition, 
and got the result illustrated in Table1 and Table 2. 

Table 1. Node failure probability p = 0.1 

AFT 
 
test 

0 1 2 

1 5969 9207 9911 

2 5964 9184 9915 

3 5892 9167 9929 

4 5950 9170 9922 

5 5931 9198 9919 

6 5862 9216 9907 

7 5885 9189 9912 

8 5874 9202 9924 

9 5952 9181 9900 

10 5916 9206 9931 

aver 5919 9192 9917 

rate(%) 59.2 91.9 99.2  

Table 2. Node failure probability p = 0.2 

AFT 
 
test 

0 1 2 

1 3252 6972 8940 

2 3295 6945 8947 

3 3300 6800 9044 

4 3283 6984 9028 

5 3303 6947 8971 

6 3302 6923 8958 

7 3244 6917 8954 

8 3219 7022 8995 

9 3324 6862 9024 

10 3303 7010 9001 

aver 3282 6938 8986 

rate(%) 32.8 69.4 89.9  

As can be seen, the experiment results fit well with the theoretical computation.  
Our scheme includes back-track capability into the resource reservation process could 
greatly increase the successful rate of setting up a Resource Reservation Path. 

3.2   Failure Event Notice Time 

In many unicast transactions such as VoIP, it is expected to notify session-sender of 
any abnormal event in the shortest time.  Unfortunately RSVP is a receiver-oriented 

 
 



 A Sender-Oriented Back-Track Enabled Resource Reservation Scheme 929 

 

protocol, it is the receiver of the session initiates reservation process, thus reservation 
failure event would be firstly told the receiver.  And then the session-receiver would 
notice session-sender of the failure event.  In VoIP application, the caller (session-
sender) sends call-invite message which initiates resource reservation process and 
then entered the block state waiting for the result.  Therefore, it is hoped the 
reservation failure event should be noticed by the caller as soon as possible.  At this 
point, sender-oriented scheme is better than receiver-oriented one. 

Failure Event Notice Time is defined as the interval between the failure event 
occurs and the session-sender notices the event. 

To compare the Failure Event Notice Time of our scheme and RSVP, we simulated 
another simple network scene containing 20 nodes using NS [9] tool.  The 20 nodes 
were aligned in a row, and a 1Mb capacity 10ms delay-time link existed between 
every two adjacent nodes. See Fig.9. 

 

Fig. 9. Network scene 2 

Along this 20 nodes path, we let each intermediate node in turn fail to reserve from 
R18 to R1 and computed the ratio of Failure Event Notice Time using RSVP and our 
method.  The result is shown in Fig.10. 

 

Fig. 10. Failure Event Notice Time 

Fig.10. indicates when the failure node is near session-receiver end, there is no big 
difference between the two methods (the ratio is about 1.1).  But when the failure 
node is near session-sender, the ratio of time using two different methods would 
exceed 36.5.  Average the results of all the 18 intermediate nodes, the mean ratio of 
time using RSVP and our method is 6.346.  Thus, our method greatly shortens the 
Failure Event Notice Time. 
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3.3   Overhead 

Traditional RSVP is based on the thought of Soft State [10], adjacent nodes must 
periodically send PATH and RESV messages to maintain the resource reservation.  
Therefore, the overhead of the protocol [11] is high.  Our scheme adopts the thought 
of Hard State.  Hard State means the state of the network entity remains unaltered 
until explicit operations change it.  Hence the Resource Reservation Path needs not to 
be refreshed and the overhead of the protocol is low. 

4   Summary 

In this paper, we present a new scheme to reserve resources on Packet Based 
Network.  The scheme adds back-track capability into the reservation process, greatly 
enhancing the successful rate of setting up a Resource Reservation Path.  Besides, it is 
based on sender-oriented mode, and could make the session-sender notice any 
abnormal event as early as possible.  Thus, our scheme is particularly fit for resource 
reservation of sender-control unicast transactions like VoIP. 
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Abstract. In next generation network (NGN), end-to-end QoS is one of the 
critical issues for real-time multimedia communications and applications. Such 
applications are sensitive to the availability of bandwidth for a given path. 
Measuring bandwidth has attracted considerable research efforts in the network-
ing community. This paper intends to the contribution to the available band-
width measurement for NGN where interoperability and end-to-end QoS are 
primary objectives. Our discussions of the algorithms focus on the following 
properties: (1) Efficiency: the applications should not wait too long for data 
convergence due to traffic that may interfere with the networks; (2) High accu-
racy: our algorithms should perform error control/cancellation to achieve high 
measurement accuracy; (3) Interoperability: our algorithms should adaptively 
apply to different types of networks.   

1   Introduction 

Next Generation Network (NGN) represents the convergence of multiple independent 
broadband networks into a single, unified network including high speed voice, video 
and data services. Providing end-to-end QoS guarantees to real-time multimedia 
communications and applications is an important objective in designing the next-
generation networks. Such applications are sensitive to the availability of bandwidth 
for a given path. 

Detecting link capacity and measuring available bandwidth on the network is criti-
cal for the success of streaming applications such as videoconference, dynamic server 
selection and congestion control transports etc. For instance, streaming applications 
normally require pre-knowledge of the both metrics in order to make certain decisions 
(such as admission control and real-time video streaming). Another example is server 
selection [12]. Clients are typically free to connect to any of the mirror servers. One 
criterion for choosing the “best” server is the available bandwidth. For congestion 
control application, the available bandwidth can be used to determine the congestion 
window size and the slow start threshold in a TCP sender at connection setup [1, 2] or 
after a congestion period [8, 16]. It can also be used to optimize application specific 
routing in overlay networks [3]. It is challenging to improve the link capacity  
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detection and end-to-end available bandwidth measurement methods which provide 
service in the differentiated service and guaranteed service. It is also very difficult to 
apply to heterogeneous (wired and wireless) networks where efficiency, accuracy and 
interoperability are primarily important for NGN, an active area of future research.  

This paper studies a set of algorithms for link capacity detection and end-to-end 
available bandwidth measurement. Techniques for estimating available bandwidth can 
be classified into two categories: passive measurement [8] and active probing [4, 10, 
14, 15]. Passive measurements use the trace history of existing data transfers. While 
potentially very efficient and accurate, this approach is limited to the network paths 
that have recently transmitted user’s traffic. Active probing method has been proved 
to be successful in determining the instantaneous link capacity and available band-
width. The advantage is that it can probe the path on demand and requires no addi-
tional work for the inter-routers. However, it is inaccurate and may introduce some 
network traffic that can quickly become a significant part of the total traffic on the 
path. As a result, the traffic may influence the performance of the node on the path to 
a destination. Therefore, an ideal probing scheme should provide an accurate estima-
tion of the link capacity and available bandwidth for a path effectively while imposing 
less traffic to the path. Typical methods of active probing scheme are packet pair/train 
Dispersion (PPTD) [4], Self-Loading Periodic Streams (SLoPS) [10], and Trains of 
Packet Pairs (TOPP) [15]. 

2   Basic Definition 

In the following, we give the formal definitions for link capacities and available 
bandwidth. Suppose that each link Li on the path can transmit data with rate Ci-bps, n 
is the number of hops in the path, then the link capacities C of the path is defined as: 

i
ni

CC
,...,1

min
=

=  (1) 

However, for a path, the occurrence of available bandwidth may vary with time. A 
generally accepted opinion is based on the current link utilization. Suppose during a 

time interval ),[ τ+tt , the link utilization on Li is )10( ≤≤ ii uu , then the avail-

able bandwidth of Li is defined as: 

)1( iii uCA −=    (2) 

Extending this concept to the entire path, the end-to-end available bandwidth dur-
ing time interval ),[ τ+tt  is the minimum available bandwidth among all the links 

(i.e., available bandwidth): 

)1(minmin
,...,1,...,1

ii
ni

i
ni

uCAA −==
==

 (3) 

To further illustrate the difference of available bandwidth and link capacities, we 
give a graphical illustration as shown in Fig. 1, where the path includes three hops, 
the link capacities of the path is C1, and the available bandwidth of the path is A3. 
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Fig. 1. Capacity and available bandwidth between Sender and Receiver 

3   Active Bandwidth Estimation Approaches 

This section describes existing bandwidth measurement techniques for estimating 
capacity and available bandwidth in individual hops and end-to-end paths. We focus 
on these major techniques: Packet Pair/Train Dispersion (PPTD) probing, Self-Loading 
Periodic Streams (SLoPS), and Trains of Packet Pairs (TOPP). PPTD and Packet 
tailgating usually estimates end-to-end capacity, and SLoPS and TOPP estimate end-
to-end available bandwidth.  

3.1   Packet Pair/Train Dispersion (PPTD) Probing 

Packet pair [6] probing is used to detect the end-to-end capacity of a path. The source 
sends multiple packet pairs to the receiver. Each packet pair consists of two packets of the 
same size sent back-to-back. The dispersion of a packet pair at a specific link of the path 
is the time distance between the last bit of each packet. It is based on a fact that the 
spacing between the packet pairs is determined by the bottleneck link and preserved 
by other higher-bandwidth links. By measuring the time difference between the 
round-trip-times (RTT) of the back-to-back packets from one end of the link to the 
other, those approaches can estimate the bottleneck link capacity.   

 The principle of the bottleneck spacing effect is when two packets with time sepa-
ration S are transmitted over a link with a service time Qb>S, then as the packets 
leave the link they will be separated by ∆ R=Qb. If Qb ≤ S, then ∆ R = S, indicating 
that the link could service (i.e. transmit) the packets at the rate they arrived. Using the 
size of the packets, b and the time separation ∆ R, the experienced bandwidth across 
that link can be estimated as m=b/ ∆ R and m is used directly as the available band-
width estimate. 

There are a few potential problems when timing information is obtained from ac-
knowledgement packets instead of directly from the probe packets. First, self-
interference of the probe packets and their acknowledgements on shared media links 
may interfere with the networks. Moreover, these methods are slow in making the 
measurement decision because they need a converging data to make a decision. Sec-
ond, although simple in principle, this technique may produce widely varied estima-
tion and result in rather inaccurate estimations. Finally, Packet Pair requires FQ 
scheduling in routers while the common scheduling discipline in the Internet is First-
Come-First-Served which limits its applicability in the Internet. 

C1                     C2                      C3 
                                                   

                                          
                                                                                        

 
                          

   Sender                                                                          Receiver 

A1 

A2 

A3 
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3.2   Self-loading Periodic Streams (SLoPS)  

SLoPS is a recent measurement methodology for measuring end-to-end available band-
width [5]. If there is an increasing trend, the send rate of the packet train is higher than 
the available bandwidth. On the other hand, if there is no trend, the send rate is lower 
than the available bandwidth. The actual estimation procedure is iterative. First a 
probe packet train is sent at a certain rate. Depending on whether a trend in the one-
way delays of that train is detected or not, the send rate for the next train is decreased 
or increased by a factor of two. When the series of sending rates converges, the itera-
tions end. Pathload is the implementation of the SLoPS methodology.  
     We model the end-to-end delay of a link/path through probe traffic delay plus 
some possible queuing delay. Let s be a probe packet (the packet size is also denoted 
as s). Consider a path from a sender to a receiver that consists of n links (L1, …, Ln) 
and the capacity of link Li is Ci. The end-to-end delay for the packet s from the sender 
to the receiver is represented as: 

1

( )
n

i
i

i i i

qs
D v

C C=

= + +∑  (4) 

Where vi (i = 1, 2, …, n) is the constant delay for link Li which includes the propa-
gation delay and the processing delay (consisting of the time for a router to look up 
routes in a routing table and the time for forwarding a packet). qi is the queue size at 

link Li before the arrival of s (i.e., not including s itself), thus ii Cq is the queuing 

delay for s. The One-way Delay (OWD) from SND to RCV of packet k is defined as  

1 1

( ) ( )
kn n

k ki
i i

i ii i i

qs s
D v d

C C C= =

= + + = +∑ ∑  (5) 

The OWD difference between two successive packets k and k+1 is 

1 1

kn n
k ki

i
i ii

q
D d

C= =

∆ = =∑ ∑  
(6) 

Although SLoPS [10] overcomes the problems such as inaccuracy existing in sev-
eral other bandwidth probing methods, however, it needs a lot of packet streams to 
predict the increasing or decreasing the trend of the delay. The measurement time is 
very long and this may be unsuitable for many real-time applications. Because only 
the delay trend is taken for adjusting the probe stream rate, many probing information 
(such as probe delay of each packet) is wasted. 

3.3   Trains of Packet Pairs (TOPP) 

Melander et al. proposed a measurement methodology to estimate the available bandwidth 
of a network path [15]. TOPP has probing phase and analysis phase. The probe traffic 
is generated in the following way. Starting at some rate omin, k well separated pairs of 
equally sized probe packets are sent to the destination host. After those k pairs have 
been sent, the offered rate o is increased by ∆ o and another set of k probe pairs are 
sent. Then o is increased again (by the same amount o) and another set of k probe 
pairs are sent. This goes on until the offered rate reaches some rate omax which marks 
the end of the probe phase. Figure  illustrates the probe phase. In Fig. 2, each black 2
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dot corresponds to a pair of probe packets [15]. Ts is the time spacing between con-
secutive pairs, b is the size of the probe packets and ∆  t is the time spacing between 
packets in a pair (such that the offered rate o is achieved). In TOPP’s analysis phase, m 
is simply an intermediate value used in the calculation of the final estimate as defined in 
Section 3.1. 

 

Fig. 2. A TOPP probe sequence, showing the stepwise increase in offered bandwidth over time 

TOPP has many benefits because of tractable properties over earlier methods. The 
measurements in TOPP are performed one-way in order to avoid problems with 
asymmetric routes and self-interference of the probe traffic on shared media network. 
Otherwise, it does not require fair queuing policy in the routers like the traditional 
packet pair technique [10] does. Finally, TOPP [6] provides a theoretical model for 
the relationship between the available bandwidth and probing packet spacing at both 
end points. It sends packet pairs to a destination at increasing rates. From the relation 
between input and output rates of different packet pairs, one can estimate the avail-
able bandwidth.  

TOPP has some disadvantages. It uses packet pair to estimate the share for new 
traffics; however, the measurement errors propagated seriously affect the measure-
ment accuracy. Otherwise, TOPP dose not make use of delay correlation information 
obtainable from packet trains with closely spaced packets.  

3.4   Comparison of Bandwidth Estimation Approaches 

Packet pair technology [11] such as Bprobe [6] and Pathchar [7] are efficient methods 
for measuring the bottleneck link capacity. Most of them use the packet pair disper-
sion technique:  

Bprobe [6] uses packet pair dispersion to estimate the capacity of a path. Bprobe 
processes packet pair measurements with an interesting “union and intersection filter-
ing” technique, in an attempt to discard packet pair measurements affected by cross 
traffic. Pathrate [7] collects many packet pair measurements using various probing 
packet sizes. Analyzing the distribution of the resulting measurements reveals all local 
modes, one of which typically relates to the capacity of the path.  

C-probe [6] is an early tool intended to measure the available bandwidth of a net-
work path. It is similar to Packet Pair in that it is based on dispersion of probe packets. 
The main difference is that C-probe sends a train (or stream) of eight probe  
packets back-to-back instead of a pair of packets. However, C-probe can only find the 
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available bandwidth if it coincides with the link bottleneck on a path. By assuming that 
“almost-fair” queuing occurs during the short packet sequence, it estimates the avail-
able bandwidth based on the dispersion of long packet trains at the receiver.  

More recently, two new tools have been proposed for available bandwidth estimation: 
PathChirp [17], IGI (Initial Gap Increasing) [9] and PTR (Packet Transmission Rate) [9]. 
These tools modify “self-loading” methodology of SLoPS, using different probing packet 
stream patterns. The main objective in IGI and pathChirp is to achieve similar accuracy 
with pathload but with shorter measurement latency.  

The Initial Gap Increasing (IGI) algorithm uses the information about changes in 
gap values of a packet train to estimate the competing bandwidth on the tight link of 
the path. The Packet Transmission Rate (PTR) method uses the average rate of the 
packet train as an estimate of the available bandwidth. The IGI method loses accuracy 
if the tight link is not the bottleneck link, or if there is significant competing traffic on 
links following the tight link. The Packet Transmission Rate (PTR) is much less sen-
sitive to the presence of traffic on links other than the tight link. 

PathChirp estimates the available bandwidth along a path by launching a number of 
packet chirps from sender to receiver and then conducting a statistical analysis at the re-
ceiver. The current algorithm of PathChirp for available bandwidth estimation mainly 
uses information about whether delays are increasing or decreasing in the signatures. 

To measure the efficiency of the tools and compare with them, experiment com-
putes the average number of bytes over 25 runs that each tool takes to provide esti-
mates accurate to 10Mbps. The experiment sets the available bandwidth to a constant 
value using iperf CBR UDP traffic The result in Table 1 indicate pathChirp needs less 
than 10% of the bytes that pathload uses. In addition to the average number of bytes the 
too tools use to achieve the desired accuracy, Table 1 provides the 10%-90% values of 
pathChirp estimates and the average of Pathload’s minimum and maximum bounds of 
available bandwidth. Observe that pathChirp’s estimates have a consistent negative 
bias, implying that its measurements are conservative. These results demonstrate 
pathChirp is a rapid estimation method and has only a light probing load [17]. The 
main features, advantages and disadvantages of available bandwidth measurements 
approaches are listed in Table 2. Also Efficiency, accuracy and interoperability of 
these algorithms will be described in the table. 

Table 1. Efficiency comparison of pathChirp and pathload with iperf CBR crosstrafic 

Available  
Bandwidth 
active 

Pathchirp 
Efficiency 

Pathload 
Efficiency 

Pathchirp 
Accuracy 
(10-90%) 

Pathload 
Accuracy 
(ava. Min-
max 
bounds) 

30Mbps 0.41Mb 4.3Mb 14-25 
Mbps 

16-34 
Mbps 

50Mbps 0.32Mb 5.5Mb 49-56 
Mbps 

40-49 
Mbps 

70Mbps 0.46Mb 9.9Mb 59-68 
Mbps 

63-70 
Mbps 
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Table 2. Summary of bottleneck link capacity and available bandwidth measurements  
approaches  

Tool Main features   Advantages Disadvantages 
Bprobe 
[R.L.Carter  
et al. 1996] 

packet pair measure-
ments with an “union 
and intersection filter-
ing” 

Pathrate 
[C.Dovrolis. 

2001] 

Measurements using 
various probing packet 
sizes by collecting many 
packet pairs 

Cprobe 
[R.L.Carter 
 et al. 1996] 

Measure available 
bandwidth by sending 
packet trains 

(1)Easy to de-
ploy 
(2)Simple algo-
rithm  

 

(1)Efficiency is relative 
low because of self-
interference  and requir-
ing  a converging data 
(2)Rather inaccurate 
because of widely varied 
estimation 
(3)Interoperability is low 
because  
requires FQ  
scheduling 

Pathload 
[M.Jain. et 
al.  
2002] 

Looking for  trends in the 
one-way packet delays of 
a packet train by sending 
SLoPS 

(1)Non-intrusive 
(2)Relative high 
accurate 

(1)The average measure 
time is relative long  
(2)Unsuitable for many 
real-time Applications 
because of sending a lot 
of packet streams 

TOPP[B.Me
lander et 
al.2000] 

Based on a theoretical 
model for the relation-
ship between the avail-
able bandwidth and 
probing packet spacing. 

(1)Efficiency is 
high  having no 
self-interference 
(2)Interoperabilit
y is relative high 
because requires 
FCFS scheduling 

(1)Accuracy is effected 
when the measurement 
errors propagated seri-
ously using theoretical 
model 
(2)Wasting delay correla-
tion information 
(3)Interoperability is low 
with FCFS 

IGI[N. 
Hu.2003] 

Using the information 
about changes in gap 
values of a packet train 
to estimate  

Similar accuracy 
with pathload but 
with shorter 
measurement  
time 

Accuracy is lost  when 
the tight link is not the 
bottleneck link 

PathChirp 
[V. Ribeiro  
et al.2003] 

Estimating by launching a 
number of packet chirps 

Similar accuracy 
with a rapid and  
light probing 
load 

Have not fully exploit 
Chirp delay information  
 

4   Proposed Passive Available Bandwidth Estimation Approach 

All active measurement tools inject probing traffic in the network and thus are all 
intrusive to some degree. Specifically, we say that an active measurement tool is in-
trusive when its average probing traffic rate during the measurement process is sig-
nificant compared to the available bandwidth in the path. 
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Apparently, active measurement tools are not suitable for the wireless channel. 
This is because wireless channels have low reliability, and time varying signal. The 
dynamics of wireless link bandwidth and SNR at mobile receivers depends on many 
factors, such as noise, distance, roaming speed, multi-path interference. The signal-to-
noise ratio (SNR)γ  is a variable affected by fading. And a corresponding measure in 
a wireless communication environment is the received bit-energy-to-noise ratio γ is 
in direct proportion to the square of Rayleigh-distributed random process envelop in 
the flat fading channel model [13].  

0
0

1
( ) , ( )p e E

γ
γ

γ γ γ γ
γ

−
= =  

(7) 

For example in DPSK without fading, the bit error rate can be denoted in [13] as  

1
B E R = e x p ( )

2
γ−  (8) 

Then, in DPSK with Rayleigh fading, the average bit error rate can be denoted in [13] 
as packet propagation time across the channel, respectively. 

0

0
0

1 1 1
B E R _ a v e = e x p ( )

2 2
e d

γ
γ γ γ

γ γ
∞ −

− =
+∫  

(9) 

Assume that Tw is time that spending during binary exponential backoff in 
CSMA/CA MAC protocol. Assume the capacity of the wireless link is C. The rela-
tionship between packet error rate (PER) and the bit error rate (BER) depends on the 
channel coding scheme. Assume that two samples of the process are almost independ-
ent (fast fading), or in other words, is no error-correction coding applied and the 
number of bits in a packet n. 

PER=1-(1-BER)n (10) 

Assume hat tp and ta are the times to transmit a packet and to transmit an ACK. 
Furthermore, tproc and tprop are the packet processing time at the end-hosts and the 
channel efficiency can be expressed as follows:  

effi_link=
( )(1 )

(1 ) ( 2 2 ) ( ) ( )
o

p

p a proc prop p proc prop w

E t PER

PER E t t t t PER E t t t t E t

−
− × + + + + × + + + +

 (11) 

We can estimate the available bandwidth as 

Avai_bandwidth_ave= effi_link ×  C (12) 

The method satisfies the efficiency of scheme because that the estimation scheme 
is passive measurement, not using any probing messages that may interfere with the 
networks and the method need not wait too long for data convergence. The accuracy 
of the method is expected following researching.    

5   Conclusions 

The primary objectives of end-to-end QoS are to provide the priority including dedi-
cated bandwidth, controlled jitter and latency (required by some real-time and interac-
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tive traffic), and improved loss characteristics. This paper studied the detecting link 
capacity and measuring available bandwidth methods and discusses the efficiency, 
accuracy and interoperability of these algorithms. These algorithms can satisfy the 
need of end-to-end QoS to some extent. We are currently investigating some prob-
lems and challenges: (1) intrusiveness of bandwidth detection to the networks should be 
alleviated. Available bandwidth measurement tools including PPTD tools create short 
traffic bursts of high rate which sometimes higher than the available bandwidth in the 
path. We consider that the average probing traffic rate during the measurement process is not 
significant compared to the available bandwidth in the path; (2) accuracy of bandwidth 
estimation techniques must be improved, especially in high bandwidth paths; (3) various 
service disciplines for the link access should be considered and (4) interoperability 
among different types of networks must be handled, especially, the schemes satisfy 
the need of mobile and grid computing and communications. 
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Abstract. This paper studies the chaotic dynamic behavior of MPEG-4 video 
trace and the relationship between the chaotic dynamic characteristic and the 
QoS parameter. The main research motive is to analysis and to verify the inher-
ent character of MPEG-4 video, and to investigate whether it associates with 
QoS. The power spectral density estimation of the video trace describes its 1/fβ 
and periodic characteristics. The principal components analysis of the recon-
structed space dimension shows only several principal components can be the 
representation of all. The correlation dimension proves its fractal characteristic. 
The video trace is divided into many parts whose largest Lyapunov exponent 
values, which can be called largest Lyapunov exponent spectrum, are separately 
calculated using the small data sets method. The largest Lyapunov exponent 
spectrum shows there exists abundant chaos in MPEG-4 video. Through the 
comparison of the largest Lyapunov exponent spectrum and the packet loss ra-
tio when transporting the video, the conclusion that there exists certain strong 
relation between them can be made. The conclusion is significant in QoS con-
strained video transport. 

Keywords: MPEG-4 video traffic, chaotic dynamic analysis, packet loss ratio. 

1   Introduction 

The network traffic modeling plays an important role in network application field, 
while the traffic behavior analysis is of help to traffic modeling. As network traffic is 
expected to offer more and more video services, the video traffic is coming in posses-
sion of greater network bandwidth. Although there are several different video code 
standards, the video community is increasingly using the Moving Pictures Expert 
Group (MPEG) standards. The MPEG standards achieves high compression ratios by 
exploiting the reduction of both temporal correlation in inter-frame coding by means 
of motion compensation, and spatial correlation in intra-frame coding, using spatial 
transforms. This produces a high variability in the offered load as Intra frames usually 
need from 2 to 5 times the number of bits necessary for inter frame coded frames  
(P and B frames in MPEG terminology). So the correct characterization analysis of 
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this type of traffic, which contains inherently dynamic behavior, is increasing its im-
portance. Accurate characters of the transported MPEG traffic are necessary to 
achieving efficient resources allocation to QoS constraints and to designing online 
admission control strategies. 

In this paper, our focus is mainly on applying the chaotic time series analysis 
method to characterize the MPEG-4 trace, and on studying the different influence of 
different character on QoS when transporting video trace on IP network. The basic 
statistics of the MPEG video trace- Star Wars IV, which can be available from the 
Telecommunication Networks Group, Technical University of Berlin [3], such as 
bandwidth distribution, mean, variance, burstiness, autocorrelation, and Fourier spec-
trum is described in [1], also the marginal distribution of the video bandwidth and the 
degree of long-range dependence are measured accurately. Because self-similar traffic 
model can not capture the whole characteristics of the traffic [4] and chaos theory 
offers an alternative approach to stochastic process, some exploration such as the 
estimated value of the maximum Lyapunov exponent, the estimation of embedding 
dimension of video traffic had been done in [2].  

Section I is some introduction to the MPEG-4 video trace which is analysised in 
the paper, and the basic space reconstruction method is mentioned. Section II analysis 
the main chaotic dynamic characteristics of the video trace. Section III compares the 
QoS parameter and the largest Lyapunov exponent of the video trace and calculates 
the correlation coefficient. Section VIII concludes the whole research work. 

2   Charactering MPEG4 Traffic Using Chaotic Time Series 
Method 

The video trace we have studied is the high quality (HI) entertainment movie Star 
War IV outputs. The video trace consists of the number of bytes and the transport 
time (40ms, corresponding to 25 frames per second) of every frame(including I, P,B 
Frame type). Table 1 summarizes various statistics[3] of the trace. The complete 
video trace is shown in Fig. 1.  

Table 1. Parameters for Star War IV video trace 

Item Unit value 
compression ratio  YUV:MP4 27.62 
Video run time msec  3599840 
Video Frames  - 89998 

mean frame size byte  1376 
var frame size - 816283 
CoV of frame size - 0.66 
min frame size byte 26 
max frame size byte 9370 
Mean bit rate bit/sec  275285 
Peak bit rate bit/sec  1874000 
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Fig. 1. Time series of entire video sequence, which contains 89998 frames 

Space reconstruction can restore the traffic dynamic behavior. The celebrated theo-
rem of Takens guarantees that, for a sufficiently long time series of scalar observa-
tions of an n-dimensional dynamical system with a C2 measurement function, one 
may recreate the underlying dynamics (up to homeomorphism) with a time delay 
embedding. Chaotic time series theory offers a new analysis methodology to handle 
irregular time series, such as traffic measurements. First attempts to apply this ap-
proach to the network traffic analysis demonstrated serious difficulties as well as 
some promising results (see [6] and references therein). In chaotic time series analysis 
we view the signal {xi} as the one-dimensional projection of a dynamical system 

operating in a space of vectors iY  of larger dimension: 

( )( 1), , , .i i i i mx x xτ τ+ + −=Y  (1) 

Here m is the dimension of the underlying dynamical system, andτis a “delay 
time”, or the correlation length of series {xi}.  

2.1   Power Spectral Density (PSD) Estimate 

Power spectral density can be used to differ period signal from stochastic signal ac-
cording to its peak and wide bandwidth background, also it can detect the frequency 
component of the video trace. We estimate the Power Spectral Density of the trace 
with Welch's method[5]. Welch's method for estimating PSD is carried out by divid-
ing the time signal into successive blocks, and averaging squared-magnitude DFTs of 
the signal blocks. Let xm(n)=x(n+mN), n=0,1, …,N-1,denote the mth block of the 
signal x∈ CM N, with M denoting the number of blocks. Then the Welch PSD estimate 
is given by  

( ) ( )
1

2 2

0

1ˆ | | {| ( ) |}
M

x k k m m k m
m

R DFT x X
M

ω ω
−

=

= ∑  (2) 

where “{.}m” denotes time averaging across blocks (or frames) of data indexed by m. 
The PSD of the Star War IV time series is shown in Fig.2(a) and the logarithmic fre-
quency coordinates PSD plot in Fig.2 (b).   
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Fig. 2(a). PSD of video trace-Star War IV Fig. 2(b). PSD of video trace-Star War IV 
with logarithmic frequency 

From the Fig.2, we can observe the PSD has seven obvious peaks and obvious  

1/fβ noise characteristics. So the conclusion that the MPEG4 video traces have at 
least two internal features can be made. One feature is the periodic behavior what the 
PSD peaks showed in Fig.2(a). The peaks exist at frequency points 2.1*n Hz  
(n=0, … ,6), so the period is approximate 0.5s. Other researcher[1] did not mention 
this feature. Through the analysis of coding process of MPEG-4, we infer that it is the 
special 12 frames Group of Picture (GoP) that leads to the periodic behavior. The 
transporting time of one frame is 40 ms, so the transporting time of one GoP is 
40*12=480ms. This interval is approximately equal to the period time which PSD 
shows. And because the type of every GoP’s first frame is I type whose compression 
ratio is low, the type of other frames are P type or B type whose compression ratio are 
higher, the period behavior is strengthened. Other video traces such as H.263 traces, 
which has different coding method, hasn’t this feature. The other feature showed in 

Fig.2 (b) is the wide bandwidth quality like 1/fβnoise process. The wide bandwidth 
characteristic, which can be observed in VBR time series, also implies there may 
exsist chaotic behavior in MPEG-4 video time series. 

2.2   Principal Components Analysis (PCA) 

The PCA method consists in applying a linear transformation to the original data 
space into a feature space, where the data set may be represented by a reduced number 
of “effective” features and yet retain most of the intrinsic information content of the 
data. In other words, the data set undergoes a dimensionality reduction. So this 
method, which is also a well-known technique in multivariate data analysis [7], is an 
additional method that has been used for clarification of the dimensionality problem. 
We applied the PCA method to the reconstructed Star War IV traffic data, where 
m=10 and τ=1. Fig.3 (a) and Fig.3 (b) show the results of the PCA analysis of the 
MPEG-4 trace and the lbl-pkt-5[11] trace, which contains an hour's worth of all wide-
area traffic between the Lawrence Berkeley Laboratory and the rest of the world. 
Although there are some difference between two figures, the result that the first four 
principle components possess above 90 percent of the trace is obvious. 



 Chaotic Dynamic Analysis of MPEG-4 Video Traffic 945 

 

0 2 4 6 8 10
0

10

20

30

40

50

60

70

80

embeded dimention 

%
 

 
0 2 4 6 8 10

0  

10

20

30

40

50

60

70

embeded dimension 

%
 

 
Fig. 3(a). principle component of Star War IV 
video trace 

Fig. 3(b). principle component of lbl-pkt-
5, a wide area traffic from the Lawrence 
Berkeley Laboratory 

The PCA result offers the optimal choice of embedding parameters that the first 
four principle components, can reconstruct the underlying dynamic evolution from 
MPEG-4 time series. 

2.3   Estimating the Correlation Dimension 

The dimension of a dynamic system is an indication of the number of freedom of that 
system. The correlation dimension is one of the most important parameters that indi-
cate the number of initial conditions that specify a solution in non-linear chaos dy-
namic. When the underlying structure of the time series is unknown, it is difficult to 
robustly estimate the correlation dimension. The Grassberger-Procaccia algorithm 
(GPA) [8] appears to be the most popular method used to quantify chaos. This is 
probably due to the simplicity of the algorithm and the fact that the same intermediate 
calculations are used to estimate both dimension and entropy.  

From the result of PCA results, we reconstruct the dynamic system with m=10 and 
τ=1, and estimate the correlation dimension using GPA. The correlation integral can 
be estimated by 

2
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within the distance between two points given by 
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Here θ is Heaviside function 

0, 0
( )

1, 0

x
x

x
θ

≤⎧
= ⎨ >⎩

 (5) 

The value Cn(r) is the empirical probability that a randomly chosen pair of 
points ( : )i jY Y  will be separated by a distance less or equal to r. 
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To estimate the embedding dimension DGP, one computes Cn(r) for r ranging from 
0 to the largest possible value and for m increasing from 1 up to the largest possible 
value.  

ln ( )

ln
n

GP

C r
D

r
≈  (6) 

Fig.4 shows the correlation dimension estimate of the MPEG-4 video phase space. 
The correlation dimension, lnC(r)/lnr, is about 4, which is according to the PCA result. 
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Fig. 4. The correlation estimate of video trace 

2.4   Largest Lyapunov Exponent Estimation 

The practical significance of the GPA is questionable, and the Lyapunov exponents 
may provide a more useful characterization of chaotic systems[9]. The Lyapunov 
exponent (LE) gives the rate of exponential divergence from perturbed initial condi-
tions. The usual test for chaos is calculation of the largest Lyapunov exponent. A 
positive largest Lyapunov exponent indicates chaos. 

There are several methods to calculate the Lyapunov exponent, mainly are Wolf 
method and Jocobian method. When one has access to the equations generating the 
chaos, this is relatively easy to do. When one only has access to an experimental data 
record, such a calculation is difficult. In most case, the largest Lyapunov exponent is 
sufficient to character the chaos dynamics, we use the small data sets method[9] for 
reference to calculate the largest Lyapunov exponent of the video trace. But our 
method is not completely the same with M.T.Rosenstein[9], and takes a more effec-
tive method that makes some progress.  

Because the video time series is serious long(89998 frames), here we adopt an im-
proved method to estimate the largest Lyapunov exponent of the time serious. After 
reconstructed the phase space using the embedded dimension m=10 andτ=1, we obtain 
89988 points of 10 dimension space. Then we divide 89988 vectors into 90 trace 
blocks, 1000 space points which is enough when using the small data sets method[9] 
in every block. Then we separately calculate the 90 largest Lyapunov exponents of 
every block, and average the 90 values to obtain the largest Lyapunov exponent of the 
whole video time series. Several reasons to make such improvement are: the chaos 
dynamic behavior of every block of the MPEG4 should also be emphasized due to the 



 Chaotic Dynamic Analysis of MPEG-4 Video Traffic 947 

 

continuously changeable transport enviornment; the character of every block should 
be according to the character of the whole except a little departure; the small data set 
method is quite suitable to calculate the data vector of every block. The following 
describes the detail steps to analysis the largest Lyapunov exponent. 

The first step of our approach is to reconstruct the dynamic space from the single 
video time series {xi}. The reconstructed trajectory, Y , can be expressed as a matrix 
where each row is a phase-space vector. That is, 

Y=[Y1, Y2, … ,YM]T  (7) 

where Yi is the state of the system at discrete time i. For the 89998-point MPEG4 time 
series, {x1, x2  , … , x89998  }, each Yi is given by 

Yi = [xi  xi+d  …  xi+(m-1)d] (8) 

where d is the lag or reconstruction delay, and m is the embedding dimension. From 
above PCA and correlation dimension estimate, we set m=10, which accords to 
Taken’s theorem. We set d with experiential value 1. Thus, Y is a M × m matrix, and 
the constants m, M, d, and N are related as 

M = N − (m − 1)d=89998-(10-1)×1=89989 (9) 

The second step is to divide the 89989 space vectors into 90 blocks, that is, every 
block is composed of 1000 space vectors, which is suitable for small data sets 
method[9]. Then we obtain the 90 blocks  

Yj
k   (k=1, 2, … , 90,   i=(k-1)×1000+j)  (10) 

The third step is to calculate the 90 Yj
k largest Lyapunov exponents. Fig. 5 shows 

the 90 results of largest Lyapunov Exponent.  
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Fig. 6. The largest Lyapunov spectrum 

From Fig.5, we can discover that the largest Lyapunov exponent of every block is 
above zero and equal with each other. Obviously the dynamic behavior of the MPEG-
4 trace is complex.  
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The last step is calculate the 90 values using the least square approximation. We 
name the result as the largest Lyapunov spectrum. Fig. 6 shows the largest Lyapunov 
exponent spectrum against the block. The average value of the 90 largest Lyapunov 
exponents is 1.7416. 

3   Packet Loss Ratio Analysis 

Packet loss ratio can influence the video quality, and the Lyapunov exponents may 
provide a more useful characterization of chaotic systems. Here we mainly study the 
relation between the largest Lyapunov exponent and the packet loss ratio. Since the 
Lyapunov exponent gives the rate of exponential divergence from perturbed initial 
conditions, the intuition tells us that there should have certain relation between the 
largest Lyapunov exponent and the the packet loss ratio. We can also infer that if the 
largest Lyapunov exponent is larger, the packet loss rate is larger when the router 
buffer is finite.  

To obtain the packet loss ratio of every block trace when transporting the Star War 
IV video trace in IP network, we use ns2 to simulate the transport process. The sce-
nario which is made up 4 nodes-one video source, two taildropped routers and one 
video receiver, and three links is shown in Fig.7. The rate of link L1 is set to 10M 
bps, link L2 0.5M bps and link L3 10M bps. We first convert the Star War IV video 
trace into certain format that ns simulator can read. Then we obtain the packet number 
are forwarded and dropped by router node 1. So we can obtain the packet drop rate. 

To better compare the largest Lyapunov exponent and the packet loss rate, we 
normalize the value by getting rid of the mean value and then multiplying a suitable 
proportion. The part result of the trace showed in Fig. 8. Fig.8(a) shows the fore 40 
blocks and Fig.8(b) shows the result from the 45th block to 80th block. From Fig.8, 
we can see that the trend of the largest Lyapunov exponent and the loss rate is ap-
proximately concurrent in most cases, which means when the largest Lyapunov expo-
nent grows, the packet loss ratio grows, while when the largest Lyapunov exponent 
decreases, the packet loss ratio decreases. The experiment results verify our surmise. 
The Lyapunov exponent gives the rate of exponential divergence, which can result in 
burst traffic. Also the degree of burst can lead to different occupancy rate of the router 
buffer which can help to packet loss ratio. The conclusion that the chaotic characteris-
tic and the packet loss ratio is correlative can be made. As far as the Star War IV is 
concerned, the correlation coefficient of the largest Lyapunov exponent spectrum and 
packet loss ratio is 0.9713. This conclusion can be significative when designing QoS 
constrained video transport. 
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Fig. 7. The simulation scenario composed with four nodes in ns simulator environment 
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Fig. 8(a). The former 40 values of the largest 
Lyapunov spectrum and the packet loss ratio 

Fig. 8(b). The 35 values of the largest Lya-
punov spectrum and the packet loss ratio 
between 45th and 80th  block 

4   Conclusion 

There exist abundant dynamic behavior in MPEG-4 video. Its power spectral density 
has the 1/fβ characteristic, also has the solely periodic feature. Principal components 
analysis and the correlation dimension estimate show that although the MPEG-4 
video has complex dynamic, the main factors only contain about 4 factors. This paper 
presents and calculates the video trace largest Llyapunov exponent spectrum. Through 
the ns simulate experiment, this paper reveal some inherent relation between the larg-
est Lyapunov exponent spectrum and one QoS parameter-packet loss ratio of MPEG-
4 video. 

Acknowledgment 

This work was supported in part by the National Natural Science Foundation of China 
under Grant Number 60132030. 

References 

1. Garrett Mark W and Willinger Walter. Analysis, modeling and generation of self-similar 
VBR video traffic. Proceedings of the conference on Communications architectures, pro-
tocols and applications, 1994, pp.269-280. 

2. Alkhatib, Ahmad, Krunz and Marwan. Application of chaos theory to the modeling of 
compressed video. IEEE International Conference on Communications, v 2, 2000, pp. 
836-840. 

3. Fitzek and. Reisslein M, MPEG-4 and H.263 video traces for network performance 
evaluation (extended version). Technical Report: TKN-00-06, TU Berlin Department of 
Electrical Engineering, Telecommunication Networks Group, October 2000.http://www-
tkn.ee.tu-berlin.de/research/trace/trace.html. 



950 F. Ge, Y. Cao, and Y.-n. Wang 

 

4. Han Liangxiu and Cen Zhiwei. A new multi-fractal network traffic model. Chaos, Solitons 
and Fractals, 2002;5 :1507-1523. 

5. Welch. The use of fast fourier transform for the estimation of power spectra:A method 
based on time averaging over short, modified periodograms. IEEE Trans.Audio Elec-
troacoustics, Vol. AU-15 (June 1967), pp. 70-73. 

6. Kugiumtzis D and Boudourides MA. Chaotic analysis of internet ping data: just a random 
number generator? Contributed paper on the SOEIS meeting at Bielefeld,1998,March, 
27-28. 

7. Jolli.e IT. Principal component analysis. New York: Springer; 1986. 
8. Grassberger P and Procaccia I. Characterization of strange attractors. Phys. Rev. Lett. 50 

(1983) pp.346. 
9. Michael T. Rosenstein, James J. Collins and Carlo J. De Luca. A practical method for cal-

culating largest Lyapunov exponents from small data sets. Physica D 65(1993): 117-134.  
10. Hao Bai-lin. Starting with parabolas-an introduction to chaotic dynamics. Shanghai Scien-

tific and Technological Education Publishing House,1993. 
11. http://ita.ee.lbl.gov/html/contrib/LBL-PKT.html 



 

X. Lu and W. Zhao (Eds.): ICCNMC 2005, LNCS 3619, pp. 951 – 960, 2005. 
© Springer-Verlag Berlin Heidelberg 2005 

A Simple Streaming Media Transport Protocols  
Based on IPv6 QoS Mechanism 

Yan Wei1, Cheng Yuan2, and  Ren Maosheng1 

1 Network Laboratory Department of Computer Science Peking University,  
Beijing 100871, China  

2 IBM China Software Development Lab, China 
{yanwei, chengyuan, rms}@net.pku.edu.cn  

Abstract. The rapid growth of internet promotes evolution of network 
applications. As different network application has different set of requirements 
for network technology, many protocols have been developed. Most of these 
protocols overlap and are redundant in function, which result in lower 
performance. This paper presents an IPv6 QoS-based simple streaming 
transport protocol (SSTP), which aims at next generation networks and takes 
into account of the feature of the multimedia stream transmission. The protocol 
has been implemented and deployed in a multimedia stream playing system. 
This paper not only introduces the background and design methodology of 
SSTP，but also describes SSTP in detail. At last, this article compares the 
performance of SSTP and RTP/RTCP, and gives the consideration about 
improvement of SSTP.  

1   Introduction 

Unlike today’s internet, the Next Generation Internet (NGI) not only offers more 
bandwidth, but also provides Quality of Service(Qos) to some degree. It is of practical 
importance to research novel streaming media transport protocols for NGI based on 
IP QoS. In this paper, a Simple Streaming media Transport Protocol (SSTP) is 
designed and implemented for NGI and its functionality and capability are 
demonstrated by a media streaming demo system in IPV6 test-bed. 

The rest of this paper is organized as follows: The characteristics of streaming 
media and previous streaming media transport protocols are introduced in Section 2. 
We discuss the design principle of SSTP, describe its functionality and offer the 
essential technologies to implement it in Section 3. In Section 4, according to 
analytical performance and actual demo results, we propose the method to improve 
SSTP. The development of future streaming media transport technologies are 
discussed in Section 5. 

2   The Characteristics of Streaming Media and Streaming Media 
Transport Protocols 

There are two main patterns of transmitting audio and video media flow on the 
Internet: downloading file to local user and playing file directly on the Internet. Due 
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to the limitation of bandwidth and congestion in network, it usually requires a long 
time to download a media file entirely. While streaming transmission, a means to 
deliver audio and video data continuously in real-time to user, only requires several 
seconds to startup for viewing. While the media file is being played on local 
computer, the rest of the file is being downloaded simultaneously from a remote 
media server. The obvious advantage of streaming transmission is the great reduction 
of startup delay. More importantly, it doesn’t require large cache capacity. 

2.1   Characteristics of Streaming Media  

The streaming transmission based media is called streaming media, which plays a 
media file while downloading it. In contrast to the dominating protocol in the current 
internet –TCP, streaming media has following characteristics: 

• The consumed bandwidth is relatively constant. Both CBR (Constant Bit Rate) 
audio streaming and VBR (Variable Bit Rate) video streaming consume the 
relative bandwidth in the long term of time. 

• Sensitive to time. The streaming media, which plays media file while 
downloading it, requires that the data must be delivered to user in a given time 
slice, the delayed data is useless to local media player. 

• The codec of streaming media has some tolerant capability for packet loss, but 
it requires the distribution of packet loss to be uniform.  

2.2   Streaming Media Transport Protocol 

Media files are stored on severs and users request them for viewing. This process is 
called a session, which is from startup request to end of playing media. A session 
control protocol — RTSP (Real-Time Streaming Protocol) is applied widely now, 
which is used for setting up, transmitting and controlling one or more media flows in 
a streaming media session. 

Streaming media transport protocol is designed to offer functionality of 
transmitting media flow on network, alleviating or eliminating the limitation of 
internet itself. The goal of this protocol design is to provide a real-time, sequential, 
low-delay, low-loss and low-jitter channel for streaming media. RTP, as a media 
transport protocol, is widely used now. 

RTP is proposed by IETF working group. RTP is originally designed to meet the 
needs of multi-participant multimedia conferences. RTP is defined to offer time 
information and data flow synchronization under the communication pattern of one-
to-one or one-to-many. 

RTP actually includes two sub-protocols, one is RTP used to deliver data and the 
other is RTCP used for QoS statistical information and control feedback information. 
So two pairs of port numbers are used in a RTP session, one is used by RTP to 
transmit data and the other is used by RTCP to deliver control information. 

Other than the RTP protocol, Shanwei Cen[3]proposed the SCP protocol considering 
the unsuitability of TCP in streaming media transmission. Christopher K. Hess and Roy 
H. Campbell proposed the MSP protocol; Biswaroop.Mukherjee proposed the TLTCP 
protocol in his thesis. But none of them is perfect, some is not TCP-friendly, some 
wastes too much bandwidth and some doesn’t support IP multicast. 
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3   Simple Streaming Media Transport Protocol 

Present internet is a best-effort switch network, hardly providing any QoS function. 
So it can’t guarantee the bandwidth of a flow and an end-to-end delay. The prevalent 
RTP/RTCP protocol also has shortcoming. RTP is originally designed to meet the 
needs of multi-participant multimedia conferences which is different from the model 
of client/server. Therefore, when using RTP to transmitting media data, each packet 
header contains some redundant information, thus wasting bandwidth unnecessarily. 
What is more, because IP layer will provide end-to-end QoS guarantee in next 
generation internet, RTCP is useless in NGI. 

We design and implement a novel Simple Streaming media Transport Protocol 
(SSTP) according to the characteristic of NGI. To improve the transmission 
performance, we reduce much control information which is used presently but is 
unnecessary for the future. 

3.1   Design Principle 

According to the characteristic of NGI, we affirm that the transmission pattern of 
streaming media will change entirely: it is not required for transport protocol to be 
adaptive to the fluctuation of flow in network. After the request to network layer for 
the reservation of end-to-end bandwidth is satisfied, transport protocol can use its own 
channel freely. In this paper, we design and implement the Simple Streaming media 
Transport Protocol (SSTP), a novel media transport protocol specially for next 
generation internet. 

SSTP is designed based on the assumption that IP layer support Qos.  That is to 
say, for admitted flow, and given bandwidth, packet loss ratio and packet delay are 
guaranteed in network layer. We describe the SSTP design principle as follows: 

• Make full use of the Qos function in network layer. 
• In order to alleviate the load of network and improve the performance of end 

systems, the format of a packet and the states of protocol should be simplified. 
• Provide the function of sorting, checking and synchronizing for streaming 

media. 

3.2   SSTP Protocol 

Based on above principles, SSTP protocol is directly designed on IPv6, and it takes 
advantage of the flowlabel field of IPv6 header to identify different media streams. It 
has two advantages compared to the RTP based on UDP: first, the decrease of 
protocol layers can improve the processing speed of the end systems (including both 
server and client); second, this decrease cuts down the length of the data packet 
header, it can improve the utility of the bandwidth, which is very important for media 
stream transport protocol for its high demand for bandwidth. 

Based on IPv6. The header of the SSTP protocol abuts on the header of IP protocol. 
In order to avoid conflicting with other protocols at the time, the value of Next 
Header field in IPv6 header is assigned 200 for the SSTP protocol. 
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Fig. 1. Position of SSTP in protocol layers 

It is prescribed in IPv6 standard that the MTU of all links in Internet is at least 
1280 bytes. In order to avoid fragmenting in IP layer, it is suggested in the SSTP 
protocol that the length of every data packet is not bigger than 1280 -40 = 1240 bytes 
( 40 bytes for the length of IPv6 header). Considering the transport efficiency, the 
length of SSTP data packet should be near the maximum value as soon as possible 
(the maximum value is MTU of link - 40). 

The flowlabel of IPv6 is used in SSTP protocol. The sender set different flowlabels 
for different audio streams and/or video streams of the same session; the receiver 
distinguishes different media streams by the flowlabel of the data packet received. 

There is no checksum in IPv6 header. The upper layer protocol SSTP uses pseudo 
headers to calculate checksum in terms of prescript, the value of Next Header field is 
200. 

SSTP Message. Format SSTP message is divided into two classes according to its 
function: data message and control message. Data message is used to transport media 
stream; control message is used to transport controlling information. 

The header of SSTP message is 8 or 12 bytes in length. They are separately used 
for byte-stream mode and frame mode. There are some fields in the header, including 
Mode, Extend, Control, Event, Timestamp, Checksum, Sequence Number and 
Payload. The Event and Timestamp fields are used to control frame boundary and 
synchronization at frame mode; the calculation of checksum include pseudo header, 
SSTP header and SSTP payload. 

When transporting media stream, control message is used only if a sender (Server) 
definitely require a receiver (Client) to send it. The control message provide the 
feedback path to sender for receiver, the feedback information usually includes loss 
rate and bandwidth estimation at present. 

Function Description of SSTP. Two transport modes are applied in SSTP: byte-
stream mode and frame mode. In byte-stream mode, the server is required to possess 
the media stream file to be transported. All audio streams and video streams required 
by the client are included in the file. As a supplement to the byte-stream mode, the 
frame mode is mainly used in live TV broadcast. We carry out the byte-stream mode at 
present. In byte-stream mode, the entire file is treated as a byte stream, regardless of 
the format and number of media streams in the file. The server identifies the media 
stream file by the client’s requirement and gets the header info of the media stream 
(such as the natural play time and the size of media data etc.). Based on this 
information, the server first calculates the bandwidth for transporting the file and 
identifies the flowlabel, then applies resource reservation to network layer QoS 
manager. Second, the server calculates the size of available SSTP data packet payload, 
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based on calculation results (bandwidth, the size of SSTP data packet available 
payload), it can confirm the interval between two continuous data packets. Finally, the 
server packs the data to be sent into packets at fixed size, fills flowlabel, checksum and 
sequence number in the header and sends at the special interval. The client gets the 
data packets from the server by the same flowlabel and protocol identification.  The 
data packets are discarded if their checksums are wrong.  Then the rest packets are 
reordered by their sequence numbers. A new byte stream is formed and delivered to 
upper layer,  the codec in upper layer decodes the byte stream and plays it. 

The byte-stream mode has many advantages over current RTP. First, the server 
doesn’t need to read and identify every frame, the efficiency at server is improved 
remarkably, and a server can serve for more clients. Second, the transport rate of data 
packets is absolutely constant, it is convenient for processing QoS (i.e. to alleviate the 
work of shaping at ER), meanwhile, it is easy to reserve resources Third, filling much 
data into a packet as soon as possible decreases the header payload, which improves 
the utility of the bandwidth Finally, every media stream file has only one flow in the 
network, not several audio/video streams. Therefore, the payload of the QOS router 
for resource reservation and the payload of end system are decreased.  

3.3   Play System 

The above SSTP is only a protocol at the transport layer. Its main function is 
transporting media stream. In practical media stream transport system, it must 
cooperate with RTSP. The client finds the URI of the requested media stream file, 
then uses RTSP protocol to communicate with media server. During this process, the 
server requests QOS manager in the network layer to apply to resource reservation. 
After the RTSP session is established successfully, the client sends “PLAY”, the 
server begins to transport media stream through SSTP (Figure 2 show this 
process).The Control message in SSTP protocol is not used at the present, because, 
theoretically, QOS at the network layer sustains resource reservation from end to end. 
It is not necessary to get the receiver’s feedback except to get some statistic 
information. 
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Fig. 2. Communication between media client and server 
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Media stream play system adopts C/S model. It sustains two application modes: 
VOD mode and Broadcast Mode, corresponding to bytestream mode and frame mode 
of SSTP protocol respectively. We designed and implemented a media stream 
transport system SimpleStreamer based on an open source code library called Live, 
the protocol of transporting media stream in this system is SSTP. The system is 
shown in figure 3. 
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Fig. 3. Media stream play system SimpleStreamer based on SSTP 

SimpleStreamer integrated the interface of IP QOS. It is simple,  scalable, unicast 
compatible, and easy to manipulate. The client of the system can demand quality of 
service based on his/her own requirement. 

4   Performance Evaluation and Comparison 

We implement SSTP and SimpleStreamer player using commodity Linux 
environment. In this section, performance evaluation parameters and theoretic 
analysis results are presented, followed by the experimental performance analysis of 
SSTP and Simple Streamer based on the practical measurements.   

4.1   Evaluation Parameter Analysis 

Following parameters are usually concerned for analysis of streaming transport 
protocol 

• Extra bandwidth overhead for protocol operations i.e. bandwidth occupied by 
appended packet head and control signaling when the same amount of net 
streaming media is delivered. 

• CPU usage of end systems. The complexity of the protocol operation is 
measured especially at the streaming media server. The CPU cycles taken by 
the protocol is expected to be as few as possible. 

• Delay and jitter of data packets.  
• Loss rate of data packets. Packet loss to a centain extent is tolerable for the 

media stream, however, if large amount of packets are lost in a short period, 
the playback quality will degrade severely. 



 A Simple Streaming Media Transport Protocols Based on IPv6 QoS Mechanism 957 

 

• Whether the protocol is TCP friendly. As TCP streams constitute a large part 
of the traffic over the Internet, the ability to be TCP friendly is also an 
important criterion for streaming transport protocols. 

As the infrastructure of the Next Generation Internet has changed a lot, the 
standard for performance evaluation of streaming media transport protocols will also 
be different. For a streaming media transport protocol with underlying end-to-end 
QoS mechanism in the IP layer, the delay jitter, loss rate and TCP friendliness 
mentioned above has been guaranteed and need no further consideration theoretically, 
which means different protocols will perform consistently in these aspects. As a 
result, the performance evaluation of streaming protocols for NGI will concentrate on 
bandwidth and CPU usage. 

4.2   Performance Comparison of SSTP and RTP 

Comparison of Bandwidth Overhead and Net Bandwidth. The bandwidth 
overhead of a specific streaming transport protocol is determined by several factors 
including MTU, media frame rate, packet header length, packing method, protocol 
control messages and the length/frequency of the ACK messages. Taking minimum 
MTU=1280 bytes for IPv6 as an example, the bandwidth overhead of SSTP is 3.9% 
compared to 9.8% for TCP. When the frame length variation is considered, bandwidth 
overhead of RTP is 9.9% ± 2.5%. SSTP is obviously more efficient than RTP. 

End System CPU Usage Comparison. The end system CPU usage is determined by 
the complexity of protocol operations and the number of RAM access for packets 
retrieval. The CPU usage is expected to be as low as possible, especially that of the 
streaming servers for which the CPU capacity is already a big issue. 

In a VOD system, media files are processed and stored in the storage systems of 
media servers. The load per second of the media server running RTP is at least 
M×（ ＋ ＋ ）Fread Fparse Fadd heavier than those running SSTP. Fread is the 
computation amount in the process from distinguishing the starting tag of the frame to 
reading in the complete description information of the frame head.  Fparse is the 
computation required for obtaining the frame length, frame playback time and other 
related information according to the description information conveyed in the frame 
head. Fadd is the computation complexity for calculating the appended frame head. M 
usually falls between 23 and 30. F* is closely related to the specific coding format of 
the media file [8]. 

4.3   Comparing SSTP’s Performance to RTP’s Performance 

Theoretically, service requirements such as loss, delay jitter and TCP friendliness 
have already been fulfilled by the underlying networking infrastructure with end-to-
end QoS mechanism. However, as NGI technology is still in its infancy, the practical 
performance needs further verifying. Thus we measured and compared the practical 
performance of SSTP and RTP on an IPv6 testbed. The measurement results are 
presented here in detail.  

 



958 Y. Wei, C. Yuan, and R. Maosheng 

 

 

IPv6 backbone 

Edge router

client Streaming 
media server

 

Fig. 4. SSTP and media play system 

Experiment Environment and Methods. Fig.4 depicts the topology of our 
experimental network. The streaming server and client (each with a 2.6GHz Pentium4 
CPU, 1GB DDR SDRAM, 120GB Hard disk) support both SSTP and RTP protocols. 

In this experiment, jitter and loss rate of the two different transport protocols are 
measured under the situations of transmitting video/audio streams (6 times) and video 
streams (9 times) respectively.  

Experimental Results Analysis. The loss rate and jitter of datagram transmitted by 
SSTP is more then that transmitted by RTP in networks in which there is little QoS 
mechanism. The loss rate and jitter of a datagram transmitted by SSTP is also more 
then that of one transmitted by RTP in networks which support the end-to-end QoS.  

From performance graphics above we notice that the loss rate and jitter of 
datagram have been rapidly reduced when the IP QoS mechanism is deployed, while 
that of datagram transmitted by RTP have not been reduced much. It is that SSTP 
benefits from guaranteed bandwidth from IP QoS mechanism. 

From the analysis above, we also conclude that the performance of SSTP is not 
better than that of RTP, because RTP has a partnership, RTCP, which controls traffics 
when there is congestion. SSTP is based on IP QoS, and therefore we can simplify the 
control mechanism of the protocol. 

  

Fig. 5. (a) jitter without QoS (b) jitter with QoS 
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Fig. 6. (a)  loss rate without QoS (b) loss rate with QoS 

5   Future Work 

The SSTP protocol based on IP QoS mechanism presented in this paper is the first 
step of design and implementation. Although the results of experiments do not live up 
to our expectations, but the actual performance is approximately in accordance with 
theoretic analysis, which demonstrates that the SSTP protocol with underlying QoS 
support succeeds in delivering media streams efficiently and promptly. 

According to the above analysis results, we plan to improve SSTP from the 
following aspects.  First, we will add at least control signaling to SSTP through 
successive experiments to improve the playback quality, save network bandwidth and 
decrease the CPU usage. Then, we will devise an approach to control the buffer size 
of the receivers, at the same time maintaining a certain level of playback quality for 
memory limited networking devices. Finally, we will integrate an end-to-end control 
signaling with the IP QoS mechanism in order to shorten the setup response time 
perceived by the clients through resource reservation and to grant clients the ability to 
adjust the bandwidth allocated to them through previous requests.  
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Abstract. TCP Vegas detects network congestion in the early stage
and successfully prevents periodic packet loss that usually occurs in
TCP Reno. It has been demonstrated that TCP Vegas achieves much
higher performance than TCP Reno in many aspects. However, TCP
Vegas cannot prevent unnecessary throughput degradation when conges-
tion occurs in the backward path, it passes through multiple congested
links, or it reroutes through a path with longer round-trip time (RTT).
In this paper, we propose an aided congestion avoidance mechanism for
TCP Vegas, called Aid-Vegas, which uses the relative one-way delay of
each packet along the forward path to distinguish whether congestion
occurs or not. Through the results of simulation, we demonstrate that
Aid-Vegas can solve the problems of rerouting and backward congestion,
enhance the fairness among the competitive connections, and improve
the throughput when multiple congested links are encountered.

1 Introduction

With the fast growth of Internet traffic, how to efficiently utilize network re-
sources is essential to a successful congestion control. Transmission Control Pro-
tocol (TCP) is a widely used end-to-end transport protocol on the Internet; it
has several implementation versions (i.e., Tahoe, Reno, Vegas...) which intend
to improve network utilization. Among these TCP versions, Vegas can achieve
much higher throughput than that of others [1].

TCP Vegas uses the difference between the expected and actual throughput
to estimate the available bandwidth in the network, control the throughput,
and avoid congestion. The idea is that when the network is not congested, the
actual throughput will be close to the expected throughput. Otherwise, it will
be much smaller than expected. TCP Vegas uses the congestion window size and
measured RTT to estimate the amount of data in the network pipe, maintains
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extra data with amount between the lower threshold (α) and the upper threshold
(β), gauges the congestion level in the network, and updates the congestion
window size accordingly. As a result, Vegas is able to detect network congestion
in the early stage and successfully prevents periodic packet loss that usually
occurs in Reno. Furthermore, Vegas keeps an appropriate amount of extra data
in the network to avoid congestion as well as to maintain high throughput. Many
studies have demonstrated that Vegas outperforms Reno in the aspects of overall
network utilization, stability, fairness, and throughput [1], [2], [3], [4]. However, it
suffers some problems that inhere in its congestion avoidance scheme, including
those issues of rerouting [3], [5], fairness [4], network asymmetry [5], [6], [7],
[8], [9], and path with multiple congested links [10]. All these problems may be
obstacles for Vegas to achieve a success.

In this work, we propose an aided congestion avoidance mechanism for TCP
Vegas (abbreviated as Aid-Vegas hereafter). By using the relative one-way delay
of each packet along the forward path to distinguish whether congestion occurs
or not, Aid-Vegas may solve the problems of rerouting and backward conges-
tion, enhance the fairness among the competitive connections, and improve the
throughput when passing through multiple congested links. We demonstrate the
effectiveness of Aid-Vegas based on the results of simulation.

The rest of this paper is organized as follows. Section 2 describes Vegas and
its problems. Section 3 outlines prior related work. Section 4 discusses the Aid-
Vegas. The simulation results are presented in Section 5. Finally, Section 6 makes
some concluding remarks.

2 TCP Vegas and Its Problems

In this section, we review the congestion avoidance mechanism of TCP Vegas
and describe its problems in detail. The detailed description of Vegas can be
found in [1].

2.1 Congestion Avoidance Mechanism of TCP Vegas

Different from Tahoe and Reno, which detect network congestion based on packet
losses, Vegas estimates a proper amount of extra data, called ∆ for short, to be
kept in the network pipe and controls the congestion window size accordingly
during the congestion avoidance phase. It records the RTT and sets BaseRTT to
the minimum of ever measured RTTs. The ∆ is between two thresholds α and
β, as shown in the following:

α ≤ (Expected − Actual) × BaseRTT ≤ β, (1)

where Expected throughput is the current congestion window size divided by
BaseRTT, and Actual throughput is the current congestion window size divided
by the newly measured RTT. Both throughput and congestion window size are
kept constant when ∆ is between α and β. If ∆ is greater than β, it is taken as
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a sign for incipient congestion, thus the congestion window size will be reduced.
On the other hand, if ∆ is smaller than α, the connection may be underutilizing
the available bandwidth. Hence, the congestion window size will be increased.

2.2 Problems in Vegas

There are several problems in Vegas that may have a serious impact on the per-
formance during the congestion avoidance phase. We summarize these problems
as follows.

Network Asymmetry: By adjusting source congestion window size, Vegas
keeps an estimated extra data on the bottleneck to avoid congestion as well as
to maintain high throughput. However, a roughly measured RTT may lead to
an improper adjustment of congestion window size. If the network congestion
occurs in the direction of ACK packets (backward path), it may underestimate
the actual rate and cause an unnecessary decreasing of the congestion window
size. Ideally, congestion in the backward path should not affect the network
throughput in the forward path, which is the data transfer direction. Obviously,
the control mechanism must be able to distinguish the direction of congestion
and adjust the congestion window size only if necessary.

Rerouting: Vegas estimates the BaseRTT and RTT to compute the expected
and actual throughput respectively and then adjusts its window size accordingly.
This idea works well in usual situations. However, rerouting may cause a change
of the fixed delay, which is the sum of propagation delay and packet processing
time along the round-trip path, and result in substantial throughput degrada-
tion. When the route of a connection is changed, if the new route features shorter
fixed delay, it will not cause any serious problem for Vegas because most likely
some packets will experience shorter RTT, and BaseRTT will be updated even-
tually. On the other hand, if the new route for the connection has a longer fixed
delay, it would be unable to tell whether the increased RTT is due to network
congestion or route change. The source host may misinterpret the increased RTT
as a signal of congestion in the network and decrease its window size. This is
just the opposite of what the source should do.

Unfairness: Different from TCP Reno, Vegas is not biased against the connec-
tions with longer RTT [3], [4]. However, there is still unfairness which comes with
the nature of Vegas. Since Vegas attempts to maintain ∆ between two thresholds
α and β by varying its congestion window size, but the range between α and β
features uncertainty that affects the achievable throughput of connections. Fur-
thermore, Vegas may keep different extra data in the bottleneck for connections
with the same round-trip path. As a result, it prohibits better fairness among
the competing connections.

Multiple Congested Links: In the paper about Vegas [1], it is assumed that
only one bottleneck in the connection so the extra data is just queued in one
router. However, when Vegas passes through multiple congested links, it could
not tell whether the packets are queued in a single or multiple routers because
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Vegas uses the RTT to estimate the backlog in the path. As a result, it tends to
decrease congestion window size and hence degrade the throughput of multi-hop
connections due to reducing the sending rate unnecessarily [10].

3 Related Works

Congestion control for TCP is a very active research area; solutions to TCP
congestion control address the problem either at the intermediate routers in the
network [5], [11] or at the endpoints of the connection [6], [7], [8], [9], [12].

Router-based support for Vegas congestion avoidance mechanism can be pro-
vided as RoVegas [5], a solution which uses a normal TCP packet (data or ACK)
with AQT (accumulate queuing time) option in its IP header as a probing packet
to collect the queuing time along the path. As an alternative to packet drop-
ping, an ECN (Explicit Congestion Notification) [11] bit can be set in the packet
header for prompting the source to slow down. However, current TCP and router
implementations do not support these two methods.

Several end-to-end congestion control approaches have been proposed to im-
prove TCP performance for asymmetric networks. These approaches obtain ei-
ther the forward trip time [7] or the actual flow rate on the forward path [8]
depending on TCP timestamps option. Although solutions such as ACC (ack
congestion control), AF (ack filtering), SA (sender adaptation), and AR (ack
reconstruction) have improved the Reno’s performance under asymmetric net-
works [12], these are not effective for handling asymmetry problems of Vegas
[8]. By using the relative delay estimation along the forward path, TCP Santa
Cruz [9] is able to identify the direction of congestion. However, it is not for
rate-based Vegas. Enhanced Vegas [6] is a mechanism that works under asym-
metric networks and uses TCP timestamps option to estimate queuing delay on
the forward and backward path separately without clock synchronization. Nev-
ertheless, clock skew issue such as the convergence speed of the clock ratio is
still a problem of Enhanced Vegas.

4 Aid-Vegas

Vegas estimates a proper amount of extra data to be kept in the network pipe
and controls the congestion window size accordingly. It works well during the
congestion avoidance phase when no other competing sources exist. However, the
aforementioned problems such as rerouting, unfairness, and multiple congested
links may be encountered. Also it leads to unnecessary throughout degradation
when the congestion occurs on the backward path. In other words, Vegas does a
good job on its increasing part, but it may mistakenly decrease the congestion
window easily when there are some variations in the network. In this work, we
propose Aid-Vegas, which preserves the advantages of TCP Vegas, to deal with
these problems. The detail of the proposed mechanism is explained as follows.
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Fig. 1. The relative one-way delay of packets for Vegas

4.1 Mechanism Description

Suppose that Src (source) transmits packets to Dest (destination), Src times-
tamps each packet i with a timestamp ti prior to its transmission, and ai is
the arrival time of the ith packet at Dest. Dest computes the relative one-way
delay of each packet as Di = ai − ti. As will become clear later, the mea-
surement methodology does not need synchronized clocks, because we are only
interested in the relative magnitude of one-way delays. If a Vegas source keeps
a constant throughput and a stable ∆ between α and β during the congestion
avoidance phase, so the relative one-way delay of each packet is steady as shown
in Fig. 1 (a). We could see two situations when other sources want to compete
the resource with it [13], [14]. One is that while the total flow rates are larger
than the link capacity consistently, the relative one-way delays of Vegas would
experience an increasing trend as shown in Fig. 1 (b). The other is the short-
term relative one-way delays are increasing, as shown in Fig. 1 (c) when transient
traffic of other sources passes by. As a result, Aid-Vegas utilizes one-way delays
relationship to decide whether congestion happens in the forward path. The
detailed mechanism is described as follows.

In the destination side, after computing Di for each packet, Dest tells the
result of Di comparing with Di−1 to Src by using two reserved bits in TCP
header, called ROD bits. In case |Di − Di−1| ≤ τ , where τ is a predefined time
interval, or it is the first packet of a connection (i.e., i = 1), the ROD value is
00binary. If (Di −Di−1) > τ , the ROD value is 10binary. On the other hand, the
ROD value is 01binary when (Di−1 − Di) > τ . In the source host, we set the
trend Dt, whose default value is 0 in every RTT, to represent a congestion in
the forward path. Whenever Src receives an ACK, it sums ROD value to Dt,
and the values for 00binary, 01binary and 10binary of ROD are set to 0, 1, and -1
respectively. The detailed description of Src and Dest’s behaviors with variations
of one-way delays is shown in Table 1.

Table 1. Src and Dest’s behaviors with variations of one-way delays

variation Dest Src

|Di − Di−1| ≤ τ or i = 1 ROD = 00binary Dt = Dt + 0
(Di−1 − Di) > τ ROD = 01binary Dt = Dt + 1
(Di − Di−1) > τ ROD = 10binary Dt = Dt − 1
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Table 2. 9 situations and congestion window size adjustment

9 situations

(1) (2) (3) (4) (5) (6) (7) (8) (9)

Src + + + � � � – – –
Dest + � – + � – + � –

Adjustment

CWD +1 +1 +1 +1 ±0 ±0 +1 ±0 –1

When this calculation is performed once per RTT, Src adjusts the congestion
window size according to both values of ∆ and Dt. If Dt is positive, it indicates
that there is no congestion in the network, so Src increases the congestion win-
dow. Congestion may occur in the forward path and the throughput may be
reduced when Dt is negative. The flow rates in the network are balanced while
Dt equals 0, so Src doesn’t adjust anything. Accordingly, the combinations of
Src and Dest’s notifications for adjusting the congestion window size results in 9
situations. Table 2 shows these 9 situations and how Src adjusts the congestion
window size, where +, �, and - represent ∆ < α, α ≤ ∆ ≤ β, and β < ∆ in Src
column, and Dt > 0, Dt = 0, and Dt < 0 in Dest column respectively, and the
signification of CWD is the congestion window size. We reserve the increasing
part (i.e., (1)∼(3) notifications in Table 2) of Vegas and modifies both the steady
and decreasing parts (i.e., the others in Table 2).

Since the idea is simple, we omit the pseudo codes in this section. The pro-
posed scheme can improve the performance of TCP Vegas according to the sim-
ulation results in the following section.

5 Simulation Results

In this section, we compare the performance of Aid-Vegas with Vegas by using
the network simulator ns2 [16], version 2.26. We show the simulation results
for backward congestion, rerouting, fairness among the competing connections,
and multiple congested links. The FIFO service discipline is assumed. Several
VBR sources construct both forward and backward traffic, these are distributed
ON-OFF sources with the Pareto model. During ON periods, some VBR sources
generate backward traffic and send data at 3.0 Mb/s, while the others send data
at 0.8 Mb/s or 1.0 Mb/s. Unless otherwise stated, the size of each FIFO queue
used in routers is 50 packets, the size of data packet is 1 Kbytes, and the size
of ACK is 40 bytes for both Vegas and Aid-Vegas. To ease the comparison, we
assume that the sources are back logged.

5.1 Rerouting

From Section 2, we could see that there is no serious problem for Vegas when
it reroutes with a shorter RTT, so does Aid-Vegas because it is based on Vegas.
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However, if packets are rerouted with a longer RTT, Vegas may suffer throughput
degradation, but not for Aid-Vegas. The reason is that Vegas could not differen-
tiate whether the increased RTT is due to route change or network congestion.
On the other hand, Aid-Vegas uses the relative one-way delay to distinguish
the congestion, so rerouting to a longer RTT doesn’t affect the throughput. In
the following, we show the simulation result of both Vegas and Aid-Vegas when
packets are rerouted to a longer path with larger RTT.
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(a) A single network topology for the (b) Throughput comparison between
simulation of Vegas and Aid-Vegas. Vegas and Aid-Vegas with rerouting.

Fig. 2. The simulation topology and results of rerouting

Figure 2 (a) shows the first network topology. A source S1 of either Vegas or
Aid-Vegas sends data packet to its destination D1. The bandwidth and propa-
gation delay are 10 Mb/s and 1 ms for each full-duplex access link, 1.5 Mb/s
and 3 ms for the full-duplex trunk link from R1 to R2, from R2 to R3 and from
R3 to R7, and 1.5 Mb/s and 4 ms for the full-duplex trunk link from R1 to
R4, from R4 to R5, from R5 to R6 and from R6 to R7. At the beginning, the
packets are routed through S1, R1, R2, R3, R7, and D1 in order. At 15th sec-
ond, the connection link from R2 to R3 is broken and then recovered at 35th

second. Therefore, the packets pass through the other path from 15th till 35th

second. As shown in Fig. 2 (b), when the packets are routed through the path
with shorter RTT, Vegas achieves high throughput and stabilizes at 1.5 Mb/s.
However, the performance of Vegas degrades dramatically when the packets are
rerouted through the other path. On the other hand, Aid-Vegas always maintains
a steady throughput regardless of the route change.

5.2 Network Asymmetry

In this subsection, we are interested in the throughput of different mechanisms
when the congestion is caused by additional backward traffic. Since TCP RoVe-
gas [5] and Enhanced Vegas [6] improve the performance of Vegas when the
congestion occurs in the backward path, we also compare Aid-Vegas with them.
Therefore, we will see the performance of four mechanisms in this part.
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Fig. 3. A single bottleneck network topology for investigating throughput of different
mechanisms when the congestion occurs in the backward path
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Fig. 4. The simulation results of network asymmetry

The second network topology for the simulations is shown in Fig. 3. Sources,
destinations, and routers are represented as Si, Di, and Ri respectively. A source
and destination with the same suffix value represent a traffic pair. The bandwidth
and propagation delay are 10 Mb/s and 1 ms for each full-duplex access link,
1.5 Mb/s and 23 ms for the full-duplex trunk link. A source of Vegas, RoVegas,
Enhanced Vegas, or Aid-Vegas is attached to S1 and a VBR source is attached
to S2. The S1 starts sending data at 0 second, while S2 starts at 25th second.

From the results shown in Fig. 4 (a), we can observe that when different back-
ward VBR traffic loads varies from 0 to 1, the average throughput of Aid-Vegas
is higher than those of other mechanisms. For example, as the backward traffic
load is 1, Aid-Vegas achieves a 3.2 times higher average throughput in compari-
son with that of Vegas. In addition, Fig. 4 (b) depicts the throughput comparison
between Vegas and Aid-Vegas with a VBR source which has 1.35 Mb/s averaged
sending rate. Obviously, we have demonstrated that Aid-Vegas significantly im-
proves the connection throughput when the backward path is congested.

5.3 Fairness Improvement

Vegas experiences unfairness because it attempts to maintain ∆ between two
thresholds α and β by adjusting its congestion window size, but the range bet-
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ween α and β includes uncertainty to the achievable throughput of connections.
Here, we show the comparison between Vegas and Aid-Vegas with multiple users
competing network resources.

First, we are interested in those sources with same RTT. The network topol-
ogy for simulations is shown in Fig. 5 (a), where the bandwidth and propagation
delay are 1 Gb/s and 1 ms for full-duplex access link, and 10 Mb/s and 23 ms for
full-duplex trunk link respectively. The sources are either Vegas or Aid-Vegas.
We consider two cases here. One is that ten sources start at the same time, and
the other is that ten connections from S1 to S10 successively join the network
one by one every 30 seconds. In addition, we don’t change the default value
of α and β. We use the fairness index [15] to represent the result of these two
cases, as shown in Table 3, from which we observe that the fairness index of
Aid-Vegas is higher than that of Vegas, especially when the sources start at the
same time.

Table 3. The fairness index for Vegas and Aid-Vegas

Vegas Aid-Vegas

start at the same time 0.967 0.999
start at the different time 0.932 0.985

Fig. 5. The network topology for ten sources

Table 4. The fairness index for Vegas and Aid-Vegas

Vegas Aid-Vegas

i = 2 0.973 1.000
i = 3 0.943 0.998

Second, we simulate the source with different RTTs, and the network topol-
ogy is shown in Fig. 5 (b). The bandwidth and propagation delay are 1 Gb/s
and 1 ms for full-duplex access link, and 5 Mb/s and 8 ms for full-duplex trunk
link respectively. The sources are either Vegas or Aid-Vegas. Table 4 depicts the
fairness index for Vegas and Aid-Vegas with i = 2 and 3. We observe that the
fairness index of Aid-Vegas is bigger than that of Vegas from Table 4.
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From these simulation results, we can observe that the Aid-Vegas is more
suitable than Vegas for multiple sources with same mechanism.

5.4 Multiple Congested Links

Vegas adjusts the congestion window size according to the comparison result of
∆ with α and β. However, packet routing though multiple congested links causes
the RTT increased. As a result, Vegas mistakenly judges that congestion occurs
and decreases the congestion window size. On the other hand, Aid-Vegas uses
the relative one-way delay of each packet to distinguish congestion. If the traffic
of all flows is steady, the curve of relative one-way delays will be short-term
intervals. Figure 6 (a) shows the general network topology, where the bandwidth
and propagation delay are 1 Gb/s and 1 ms for the full-duplex access link, and 5
Mb/s and 8 ms for the full-duplex trunk link respectively . The S1 is either Vegas
or Aid-Vegas source, and the other sources are VBR sources with 0.8 Mb/s or
1.0 Mb/s during ON periods. Figure 6 (b) depicts the throughput of Vegas and
Aid-Vegas when there are two VBR sources (i.e., n = 2) in the network. The
throughput is 0.8 Mb/s and 1.0 Mb/s for S2 and S3 respectively. S2 is ON from
7th to 16th second, S3 is ON from 21th to 30th second, and both are ON from
37th to 45th second. From Fig. 6 (b), we can observe that the performance of
Aid-Vegas is higher than Vegas.

Fig. 6. The simulation with multiple congested links

6 Conclusions

In this research, we propose Aid-Vegas for TCP Vegas. Comparing with other
previous studies, Aid-Vegas provides a more effective way to solve the prob-
lems of rerouting and backward congestion, to enhance the fairness among the
competing connections, and to improve the throughput when passing through
multiple congested links. Through simulation, we demonstrate the effectiveness
of Aid-Vegas. We will focus on its coexistence with other TCP implementations
as well as its performance over wireless networks in our future work.
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Abstract. Heavily based on the provable security model of Canetti and 
Krawczyk (CK-model), an identity-based authentication and key exchange 
(AKE) protocol which uses pairings is proposed for securing heterogeneous 
wireless access in this paper. By using the CK-model approach, an ideal and se-
cure key exchange protocol was first proposed. Then a full-fledged authentica-
tor is built to provide authentication of the ideal protocol. This completes a 
practical AKE protocol for heterogeneous environment while carrying the secu-
rity proof. Analysis shows that our protocol is secure with partial forward se-
crecy, and efficient for considering the asymmetric wireless environment.  

1   Introduction 

The next generation wireless communication networks will be characterized by an in-
tegration of heterogeneous wireless access technologies and multi-providers. To 
achieve the user seamless roaming across the heterogeneous wireless networks, effi-
cient AKE protocol that supports secure heterogeneous access is critical. The typical 
AKE protocol for heterogeneous wireless access involves three different entities to 
perform identity authentication and session key agreement.  

In the past, the public key based AKE protocol was considered not suitable for the 
wireless communications because of its heavy computation overhead on the mobile 
terminal and limited radio communication bandwidth. However, it is worth noting 
that this constraint is likely to erode with the rapid progress of very large scale inte-
gration (VLSI) technology, which can be used to design more powerful mobile termi-
nal. Currently, public key technology is paid much more attention to develop wireless 
AKE protocol because of its security, scalability, and flexibility. 

Identity-based public key cryptosystem first presented by Shamir [1] in 1984, 
unlike the traditional certificate-based public key system, provides a train of thought 
to design secure and efficient AKE protocol. This certificateless based public key sys-
tem does not only possess the secure merits of public key encryption, but also reduce 
the complexity of traditional certificate-based public key system. 

In 2000, Joux [2] proposed a tripartite key exchange protocol based on pairings on 
an elliptic curve. Al-Riyami and Paterson [3] later improved this tripartite protocol to 
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provide authentication by adopting certificates. Yet, both of these two protocols do 
not adopt the identity-based cryptosystem. Since the first feasible solutions by using 
identity-based encryption in combine with the pairing on elliptic curves were given by 
Boneh and Franklin in 2001 [4], some identity-based tripartite AKE protocols were 
presented in [5,6,7]. However, these tripartite AKE protocols are all role symmetric 
that both entities have the same computational complexity. Hence, they are not fit for 
the asymmetric wireless environment. 

In this paper, we develop a novel identity-based AKE protocol appropriate for het-
erogeneous wireless access. Formally, our protocol is designed according to the CK-
model, which was presented by Canetti & Krawczyk at Eurocrypto 2001 [8]. The 
model is achieved on the basis of Bellare-Rogaway model given at Crypto 1993 [9] 
and Bellare-Canetti-Krawczyk model presented in 1998 [10]. The main features of the 
CK-model are the indistinguishability approach [11] and the adversarial model of 
[10]. The CK-model relies on proving the security of protocols in an ideal world 
model, and then using a secure transformation mechanism to convert them into a real 
world model. Based on the CK-model, the designed AKE protocol possesses the fea-
ture of provable security. In addition, our protocol is efficient and appropriate for het-
erogeneous environment.  

The rest of this paper is organized as follows. In section 2 we briefly describe the 
background of the CK-model and bilinear pairing techniques. In section 3, a novel se-
cure key exchange protocol in the “ideal settings” is built. According to the modular 
method, Section 4 gives a mixed authenticator through integrating several existed se-
cure MT-authenticators for our heterogeneous access scenario. In Section 5, a practi-
cal secure key exchange protocol with “explicit” mutual authentication is constructed 
by applying the new authenticator. Section 6 concludes the paper. 

2   Preliminary 

2.1   Overview of the CK-Model  

This section briefly describes the CK-model approach and one can read [8] and [10] 
for further details. In CK-model, two adversarial models are defined to deal with how 
the adversary activates parties, namely the authenticated-links adversarial model 
(AM) and unauthenticated-links adversarial model (UM). In the AM, the adversary is 
able to invoke protocol runs, masquerade as protocol principals, and find used session 
keys. However, the adversary is unable to fabricate or replay messages which appear 
to come from uncorrupted parties. The UM corresponds to the “real world” where the 
adversary completely controls the network in use. The only difference between AM 
and UM is the amount of control adversary has over the communications lines be-
tween parties. The security definition of protocol in AM is described below based on 
indistinguishability.  

Definition 1. A KE protocol π  is called session key (SK-) secure in the AM if the 

following properties are satisfied for any AM-adversary A.  
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1. If two uncorrupted parties complete matching sessions then they both output the 
same key; 

2. The probability that A guesses correctly the bit b (can distinguish the key from a 
random string) is no more than 1/2 plus a negligible fraction in the security pa-
rameter. 

The definition of SK-secure protocols in UM is done analogously. Canetti and 
Krawczyk [8] proved that a SK-secure protocol in AM is converted to an SK-secure 
protocol in UM if an authenticator is used. The systematically engineering method by 
using the CK-model to design a SK-secure UM protocol usually includes the follow-
ing three steps [12]: 

(1) Design or reuse a SK-secure protocol in the AM. 
(2) Design or reuse a provably secure authenticator for transforming the AM protocol. 
(3) Apply the authenticator to the AM protocol to produce an automatically secure 
UM protocol.  

2.2   Bilinear Paring 

In this section, we simply review the basic properties of bilinear pairing. For the fur-
ther details one can refer to [1,4]. Let G1 and G2 denote two groups of the same prime 
order q, where G1, denotes the group of points on an elliptic curve; and G2, denotes a 
subgroup of the multiplicative group of a finite field. Let e denote a general bilinear 
map, i.e., e: G1×G1→G2, which has the following three properties:  

(1) Bilinear: If P, P1, P2, Q, Q1, Q2∈G1 and a∈Z*
q, q is a prime order, then, 

e(P1+ P2, Q)= e(P1, Q)e(P2, Q); 
e(P, Q1+Q2)= e(P, Q1) e(P, Q2);  
e(aP, bQ)= e(bP, aQ)= e(P, Q)ab. 

(2) Non-degenerate: If P is a generator of G1, then e(P,P) is a generator of G2, namely 
e(P, P)≠ 1. 
(3) Computable: There is an efficient algorithm to compute e(P, Q) for all P, Q∈G1 
in polynomial time. 

Bilinear Diffie-Hellman Problem(BDHP): Let G1, G2 be two groups of prime order 
q. Let e : G1×G1→G2 be a bilinear map and let P be a generator of G1. The BDHP in 
(G1,G2, e) is as follows: For a, b, c ∈ Z*

q, given (P, aP, bP, cP), compute 
W=e(P,P)abc∈G2. 

BDH assumption: There exists no algorithm running in expected polynomial time, 
which can solve the BDH problem in {G1, G2, e} with non-negligible probability. 

3   Proposed Secure Protocol in the AM 

3.1   Heterogeneous Wireless Access Model  

The typical heterogeneous wireless environment involves different operators which 
may own different wireless access networks, and users with multi-mode mobile ter-
minal subscribed to one network operator, namely the home network. Considering the 
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case that the user roams into a foreign network and wants to use the network to access 
Internet or other external data networks. Since the user and foreign network do not 
share a preexist secret, it is required to setup a dynamic secure association (SA) to se-
cure the communication link. After building the dynamic SA, the user and foreign 
network server share a secret session key, therefore the fragile radio link could be  
protected. 

Pre-SA Pre-SA

User

Home
server

Foreign
server

Foreign Network :
access technology

Home Network :
access technology

Internet/
Intranet

R1

R2

Multi-mode
 terminal I

II  

Fig. 1. Simplified heterogeneous wireless network model 

Figure 1 shows the simplified heterogeneous wireless access model. It is assumed 
that the roaming agreement and SA is preexisted between the foreign network and 
home domain. Also assumed that the home network and its subscriber have long-term 
agreements used to authenticate each other. On the user side, a tamper-proof smart 
card can be employed to store the user’s public key, identity information and public 
system parameters distributed from his home network. Foreign server acts as access 
server providing user local access, and home server maintains the user’s basic  
information used for access authentication and services authorization. R1 and R2 in 
Figure 1 denote the router. 

3.2   System Setup 

In our protocol, let U denote the user, H be the home server and F represent the for-
eign server. Two trusty key generation center, say KGC1 and KGC2 for home network 
and foreign network respectively are deployed in our protocol. They each have a pub-
lic/private key pair: (P, s1P ∈ G1, s1∈Z*

q) and (P,s2P∈ G1,s2∈Z*
q), where P and G1 

are defined in previous section and globally agreed. When the user subscribes to his 
home domain, the KGC1 needs to issue the private key SU=s1QU for the user in a 
secure manner, where QU=H1(IDU)∈ G1, H1: {0,1}n→G1 is a one-way hash function 
mapping the identity onto his public key, and IDU denotes the identity of U. Also, the 
KGC1 issues the private key SH=s1QH for H where QH=H1(IDH), and the KGC2 issues 
the private key SF=s2QF for F where QH=H1(IDH) before protocol’s execution. Let k 
be the security parameter. Also let H2 be hash function used for generating final ses-
sion key between U and F in our proposal. All these hash functions are all modeled as 
random oracles. x y  denotes the concatenation of x and y. The session identifier sid 
is fundamentally critical to the security of our protocol. Its role aims at maintaining a 
particular session of the communication parties among all concurrent sessions such 
that the probability of the appearance of the same identifier twice is negligible.  
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Fig. 2. IDB-HWKE protocol in the AM 

3.3   Identity-Based KE Protocol for Heterogeneous Wireless Access  
(IDB-HWKE) 

Our protocol aims at exchanging a common session key between U and F through  
involving H when user roams into a foreign network and wants to access it. Figure 2 
illustrates the secure IDB-HWKE protocol. Formally, we give the protocol’s security 
in Theorem 1. 

Theorem 1. Let H1 and H2 be random oracles. Then protocol IDB-HWKE is SK-
secure in the AM if the BDH Assumption holds. 

The security proof follows the general technique in the security proof in [8], and 
we omit the details here because of the space limitation. 

4   Mixed Use of MT-Authenticators 

In light of the CK-model, a full-fledged authenticator should be built depending on 
the number of message flows in the AM. The full-fledged authenticator to transform 
the message flows in IDB-HWKE protocol can be achieved according to the follow-
ing Theorem 2 [10]. 

Theorem 2 ([10]). Let λ  be an MT-authenticator (e.g. λ  emulates message 
transmission MT in unauthenticated networks), and let Cλ  be a complier constructed 

based on λ . Then Cλ  is an authenticator. 

Theorem 2 implies authentication of a single message and puts no restriction on how 
the other messages of the same AM protocol are authenticated, thus is independent of 
the number of messages or participants. Since protocol IDB-HWKE contains three mes-
sage flows among U, F and H, it is a natural way to build secure protocol in UM 
through combining three MT-authenticators to convert different messages in the AM. 
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Fig. 5. One-flow signature based MT-authenticator using time stamps 

For the identity-based infrastructure is already deployed to design the key ex-
change protocol in AM, it is practical and convenient to reuse them to construct au-
thenticator. Here, we utilize the existed securely identity-based statically keyed MT-
authenticator given in [13] to transform messages from AM to UM between U and H. 
Also for the message flow delivered from H to F, we employ the signature based MT-
authenticator Nonce

Sigλ  with nonce [8]. A MAC based MT-authenticator MACλ  by using 

identity-based static key and signature based MT-authenticator Nonce
Sigλ  with nonce are 

respectively proved secure in [13, 8] and shown in Figure 3 and 4. 

U F H

{ }(1) (2), 0,1F F RN N ← κ

(1), ( , , , )
UHU F U F F Hm MAC MAC m ID N ID=

(1) (2), ,

( , , )
F

F U F F

S F F H

MAC m m N N MAC

Sig m T ID

=

(2), ( , , )
HH S H F Fm Sig m N ID

(1)
FN

Identity-based static key FUH achieved through pairing computation
1( , ) ( , ) ( , )s

UH U H U H U HF e S Q e Q S e Q Q= = =

 

Fig. 6. Full-fledged authenticator by mixed using of MT-authenticators 
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Figure 5 illustrates a signature based MT-authenticator Time
Sigλ  [14] by using time 

stamps to provide message freshness. When applied this MT-authenticator to compile 
the message sent by F to H, extra message flow to transmit the random number is not 
required, it thus saves the link bandwidth. By using the time stamp TA, we need a se-
cure time server TS which is modeled as a universal time oracle available to all par-
ties. The security proof of Time

Sigλ  is given in [14]. 

Through combining the MT-authenticators described above, we automatically ob-
tain the full-fledged authenticator MAC

Sig
Cλ

λ  represented in Figure 6 appropriate for trans-

forming IDB-HWKE protocol to UM one. 

5   Secure Protocol in the UM  

5.1   Identity-Based Key Exchange Protocol with Mutual Authentication 

By using the new derived authenticator MAC

Sig
Cλ

λ , the IDB-HWKE protocol can be com-

piled to the secure UM protocol with security proof according to the Theorem 3 [8]. 
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Fig. 7. Identity-based AKE protocol in the UM for heterogeneous wireless access 

Theorem 3 ([8]). Let π  be a SK-secure key exchange protocol in the AM. Let λ  be 
an MT-authenticator and let Cλ  be an authenticator constructed based on λ . Then 

'π = Cλ ( π ) is a SK-secure key exchange protocol in the UM. 
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Generally, the automatically achieved UM protocol only realizes the “explicit” sin-
gle-side entity authentication of U by H. Here we add on an additional authenticated 
message containing the identities and random nonce NU from F to U to offer “ex-
plicit” mutual authentication. Note that hash function H3 is also modeled as random 
oracle aiming at calculating a MACed key. Figure 7 illustrates the achieved AKE pro-
tocol in UM. In the protocol, FT TS←  denotes that F gets a time from the time server 

TS to form the time stamp. Note that the added messages 
( , , , , )

HUK H F U UMAC sid ID ID N ID  and 
(1) ( , , , , )
FU

H F U UK
MAC sid ID ID N ID  are used to provide 

key confirmation by U, thus to implement “explicit” mutual authentication, and these 
messages does not impair the total protocol’s security. The session identifier s is a 
concatenation of NU and NF

(1). 

5.2   Further Security Analysis  

We further discuss the protocol’s forward secrecy heuristically in this section. When 
compromise only the long-term secret key SU, or SF, it will not do harm to the security 
in the past. If SH is compromised, the past communication will be compromised be-
cause the past key KHU can be calculated through SH and WU eavesdropped in that ses-
sion. Also compromise of both SU and SF still leads to the compromise of the past 
communications. Compromise of the KGC1’s private key s1 will lead to the compro-
mise of the past communications because the secret KHU can be calculated as e(WU, 
s1QH). This means that our protocol does not provide KGC forward secrecy. If any 
temporary secret xU, xF, or xH is compromised, it reveals none of the long-term private 
keys as well as the agreed session key between U and F. Hence, our protocol provides 
partial forward secrecy.  

5.3   Performance Analysis 

Since in wireless communications, the mobile terminal is restricted to perform com-
plicated time-consuming operations because of the battery power, clock frequency 
and storage space. So, we mainly consider a computational load on user side of the 
proposed scheme.  

Table 1. Computational overhead among the U, F, and H 

Operation U F H 

The number of MAC operation 3 1 2 

The number of hash operation 2 2 0 

Point multiplication 1 2 2 

Evaluations of the pairing 1(+1)(-) 2 3(+1) 

The number of PRF operation 2 3 2 

Signature / Verification 0 1/1 1/1 
(-) The number in bracket denotes the number of the precomputation 

Because of the asymmetric feature in wireless environment, our protocol is de-
signed to coincide with this feature that a majority of time-consuming operations are 
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shifted into the fixed servers. In our protocol, U is required to perform 2 evaluations 
of the pairing, and one of the pairing calculations for generating the static key FUH can 
be precomputed. Table 1 shows the asymmetric feature of our scheme. 

We also compare our scheme with recently proposed identity-based tripartite  
authenticated key agreement protocols [5, 6, 7]. Because of the role symmetric feature 
in [5, 6, 7], we focus on any entity in each protocol, and compare them with the  
user in our scheme in terms of the computational overhead in Table 2. From  
Table 2, one can find that our protocol is much more attractive for low power user 
terminal in terms of time-consuming operations, e.g. pairing computation and point  
multiplication.ïï

Table 2. Comparison of computational load among protocols 

Operations 
Our pro-

tocol 
Zhang-Liu-
Kim(--) [6] 

Shim [7] 
Nalla-Reddy 

(ID-AK-3) [5] 

Evaluations of the pairing 1(+1) (-) 8 
3 

4 

Point multiplication 1 6 5 4 
Number of hash operation 2 3 4 3 

Exponentiations 0 8 1 0 
Number of MAC operation 3 0 0 0 

(-) The number in bracket denotes the number of the precomputation 
(--) Note that one round of Zhang et al.’s protocol can generate eight session keys using eight paring operations 

6   Conclusion  

According to the CK-model, we have designed an identity-based AKE with pairings 
for heterogeneous wireless access. Since the provable security CK-model is adopted, 
our protocol can automatically carry the security proof. Instead of simply applying the 
authenticators to each AM protocol message, our protocol provides “explicit” mutual 
authentication between the user and network. In addition, we further analyze the secu-
rity of the protocol heuristically, and designate that the protocol does not provide per-
fect forward secrecy. Compared with recently proposed provably secure tripartite key 
agreement protocol, our scheme is computational asymmetry and more attractive for 
heterogeneous wireless access. 
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Abstract. Li and Chen proposed an identity based proxy-signcryption scheme 
which is based on the Libert and Quisquater’s identity based signcryption 
scheme recently. However, we demonstrate that their scheme does not satisfy 
the strong unforgeability and forward security in the strict sense. Furthermore, 
establishing a secure channel has much influence on their scheme. Based on the 
new ID-based signcryption scheme proposed by Chow et al, an efficient for-
ward secure and public verifiable identity based proxy-signcryption scheme 
without the secure channel is proposed. The proposed scheme overcomes the 
weakness of Li-Chen scheme. The security and performance of the scheme are 
also analyzed. 

1   Introduction 

The idea of an identity-based encryption (IBE) scheme is that an arbitrary string such 
as a user’s email address can serve as a public key. Signcryption, first proposed by 
Zheng [1], is a new cryptographic primitive which simultaneously fulfill both the 
functions of signature and encryption in a single logical step, and with a computa-
tional cost significantly lower than that required by the traditional signature-then-
encryption approach. A proxy signature scheme allows one user Alice, called original 
signer, to delegate her signing capability to another user Bob, called proxy signer.  

The basic idea of ID-Based proxy-signcryption schemes is as follows. The original 
signcrypter Alice sends a specific message with its signature to the proxy signcrypter 
Bob, who then uses this information to construct a proxy private key. With the proxy 
private key, Bob can generate proxy signcryption by employing a specified standard ID-
Based signcryption scheme. When a proxy signcryption is given, a verifier first com-
putes the proxy public key from some public information, and then checks its validity 
according to the corresponding standard ID-Based signcryption verification procedure. 

Following the definitions from [2] and [3], a strong ID-based proxy-signcryption 
scheme should satisfy the following properties. 

− Forward Security (FwSec): An attacker cannot reveal the messages signcrypted 
before even with the knowledge of the sender’s private key. 

− Public Verifiability (PubVer): The origin of the ciphertext can be verified by a 
third party without knowing the recipient’s private key. 
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− Provable Security (ProvSec): An ID-based signcryption scheme is said to be 
provably secure if it satisfies the property of semantical security and is secure 
against an existential forgery for adaptive chosen-message-and-identity attacks [2]. 

− Strong unforgeability (StrUnfg): The original signer and other third parties who 
are not designated as a proxy signer cannot create a valid proxy signature. 

− Verifiability (Ver): The original signer’s delegation on the signed message is 
verifiable using publicly available parameters. 

− Strong identifiability (StrIde): Anyone can determine the identity of the corre-
sponding proxy signer from a proxy signature. 

− Strong undeniability (StrUnd): Once a proxy signer creates a valid proxy signa-
ture for an original signer, he cannot repudiate his signature creation against any-
one else. 

− Prevention of misuse (PreMis): The proxy cannot use the proxy key for other 
purposes than generating a valid proxy signature. 

Recently, Li and Chen proposed an identity based proxy signcryption scheme[4]. 
However, their scheme is based on the Libert and Quisquater’s ID-based signcryption 
scheme [5] which does not satisfy the above requirements at the same time. In addi-
tion, establishing a secure channel for the delivery of the proxy-signcryption key has 
much influence on their scheme.  

We demonstrate that Li-Chen scheme is not a proxy-protected one and provide a  
revised version which satisfy the strong unforgeability without the secure channel. In 
this paper, we also propose an identity proxy-signcryption scheme which can satisfy 
all the above requirements without the secure channel. In fact, our proposed scheme is 
based on the ID-based signcryption scheme proposed by Chow et al [2] which is 
modified from the Libert and Quisquater’s scheme. 

The rest of this paper is organized as follows. Section 2 contains some formal defi-
nitions of bilinear mapping. Li-Chen scheme is briefly reviewed and analyzed in sec-
tion 3, we also provide a revised version in section 3.Our scheme is presented in Sec-
tion 4.We analyze the security and performance of our scheme and show that it satis-
fies all the requirements above. In Section 5, we compare the functions and efficiency 
of each scheme. Section 6 concludes the paper. 

2   Bilinear Mapping and Bilinear Diffie-Hellman Problems 

Let ( +,1G ) and ( ⋅,2G ) be two cyclic groups of prime order q . The bilinear pairing is 

given as 
211

^

: GGGe →× ,which satisfy the following properties：  

1. Bilinear:  For 
1,, GRQP ∈ , there exists: 

),(),(),(
^^^

RQeRPeRQPe =+ , and  ),(),(),(
^^^

RPeQPeRQPe =+ . 

2. Non-degenerate: There exists 1, GQP ∈  such that  1),(
^

≠QPe . 

3. Computable: There exists an efficient algorithm to compute  
1

^

,),( GQPQPe ∈∀ . 

      Now we describe some mathematical problems in 1G . 
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− Discrete Logarithm Problem (DLP): Given two group elements P and Q , find 

an integer n , such that nPQ =  whenever such an integer exists. 

− Decision Diffie-Hellman Problem (DDHP): For *,, qZcba ∈ , given cPbPaPP ,,,  ,  

decide whether abc ≡  mod q . 

− Computational Diffie-Hellman Problem (CDHP): For *,, qZcba ∈ , given bPaPP ,, , 

compute abP . 

In this paper, we consider variants of DDHP and CDHP, in which Pc 1−  is also 
given as input. We refer these variants as MDDHP (Modified DDHP) and MCDHP 
(Modified CDHP). No known existing algorithm can solve them. Note that the private 
signcryption key and the private decryption key are separated in our scheme. 

3   Review and Cryptanalysis of Li-Chen Scheme 

3.1   Brief Review of Li-Chen Scheme 

The Private Key Generator (PKG) publishes system’s public parameters: 

{ DEHHHHPPeknGG pub ,,,,,,,,,,,, 321

^

21
} 

Then Alice chooses *
qR Zx ←  and computes  xPU = , 

pubIDwap xPdUmHd
A

+= )||( ，  sends 

(
apw dUm ,, ) as the delegation to the proxy signcrypter securely.  

    To signcrypt a message *}1,0{∈m , a proxy signcrypter chooses *'
qR Zx ←  and 

computes               )(1 BID IDHQ
B

=  

                              '

),(
^

1
x

pubPPek =  

                              )),((
'^

32
x

IDpub B
QPeHk =  

                              )(
2

mEc k=  

                              ),( 12 kcHr =  

                              )('
apIDpub drdPxS

p
+−=  

     When receiving ( SrcUmw ,,,, ), Bob performs the following tasks：  

computes              ),(),(),(),(
^

)||(
^^^

'
1 pub

UmH
IDpub

r
IDpub PUeQPeQPeSPek w

AP
=  

                             )),(),(),(),((
^

)||(
^^^

3
'
2 B

w

BABPB ID
UmH

IDID
r

IDIDID dUedQedQeQSeHk =  

                             )('
2

cDm
k

=  

If ),( '
12 kcHr ≠  returns ⊥  else accepts m . 

3.2   Cryptanalysis of Li-Chen Scheme 

As mentioned above, the scheme needs a secure channel in the proxy delivery step. 
Otherwise, anyone who obtained the proxy key 

apd and 
PIDd can compute  
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)),(),(),((
^^^

3 BBPB IDap
r

IDIDID QdeQdeQSeH  

without the knowledge of 
BIDd ,so the scheme is not a forward secure one in a strict 

sense. When Li analyze the security of their scheme, they only consider the situation 
that first the original delegates the signcrypting capability and then the proxy sign-
crypted the delegated message. However, we found the fact that the order can be 
reversed. Here, some possible attacks are proposed to show that this scheme is not a 
proxy-protected one. 

Attack 1. Note that the scheme is derived from the Libert and Quisquater’s ID-based 
signcryption scheme. The signcryption key 

apd  is only simply added to the signature 

S .So the original signcrypter can remove 
apd  from S  to obtain a plain Libert and 

Quisquater ID-based signcryption of the proxy signcrypter easily. 

Attack  2. Now we take a closer look at the equation：  

)('
apIDpub drdPxS

P
+−=  

apP dS −=  

Where 
PS  is a valid Libert and Quisquater’s ID-based signcryption on the message 

m  by the proxy signcrypter and the second term 
apd  is generated by the original 

signcrypter. Using this method, every Libert and Quisquater’s ID-based signcryption 
can be converted to a proxy-signcryption one in which the signer is regarded as the 
proxy signer by the verifier. 

Attack  3. If the original signcrypter is a dishonest one or once the signcryption key 

apd  is revealed. The attacker C can perform the following operation to change the 

original signer from A to C regardless of the proxy signcrypter’s will. 

Step 1: The proxy signcrypter P sends ( SrcUm w ,,,, ) to Bob in which the original 

signcrypter is Alice. 

Step 2: C intercepts ( SrcUmw ,,,, ), and computes: 

*'
qR Zx ←   , PxU '' = , 

pubIDwcp PxdUmHd
C

''' )||( += , 

in which the warrant '
wm  includes the information of original signcrypter C and the 

proxy P. 

Step 3: C computes 
cpap ddSS −+='  , and sends ( ''' ,,,, SrcUmw

)to Bob. 

Step 4: Bob computes ),(),(),(),( '
^

)||(
^^^

'
1

''

pub
UmH

IDpub
r

IDpub PUeQPeQPeSPek w

cP
= . If ),( '

12 kcHr = , 

Bob accepts it and regards C as the original signcrypter. 
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3.3   Revision of Li-Chen Scheme 

The weakness of the Li-Chen scheme results from the fact that the proxy signcryption 
key is not modified by the proxy signcrypter before using it and is only simply added 
in the signcryption stage. We revise the scheme as follows：  

[Generation of the proxy key] 

Alice chooses *
qR Zx ←  and computes: xPU = , 

pubIDwap xPdUmHd
A

+= )||( , and 

then sends (
apw dUm ,, ) directly to the proxy signcrypter  P. 

After accepting (
apw dUm ,, ) by calculating ),(),(),(

^
)||(

^^

pub
UmH

IDpubap PUeQPedPe w

A
= . 

P computes 
apIDwP ddUmHd

P
+= )||( , and takes 

Pd as the proxy signcryption key. 

[Proxy Signcryption] 

P computes )('
PIDpub drdPxS

P
+−=  and sends ( SrcUmw ,,,, ) to Bob. 

[Unsigncryption] 

When receiving ( SrcUmw ,,,, ), Bob calculates 

),(),(),(),(
^

)||(
^

)||(
^^

'
1 pub

UmH
IDpub

rUmH
IDpub PUeQPeQPeSPek w

A

w

P

+=  

)),(),(),(),((
^

)||(
^

)||(
^^

3
'
2 B

w

BA

w

BPB ID
UmH

IDID
rUmH

IDIDID dUedQedQeQSeHk +=  

3.4   Security Analysis 

Consistency. The consistency can be easily verified by the following equations：  

 ),(),(),(),(
^

)||(
^

)||(
^^

'
1 pub

UmH
IDpub

rUmH
IDpub PUeQPeQPeSPek w

A

w

P

+=  

))||()||(,(),(),(
^^^

pubIDwIDwID xPdUmHdUmHPerdPeSPe
APP

++=           

),(),(),(
^^

'
^

PIDPIDpub dPerdPedrdPxPe
PP

−−=  

          
1

^ '

),( kPPe x
pub ==  

     )),(),(),(),((
^

)||(
^

)||(
^^

3
'
2 B

w

BA

w

BPB ID
UmH

IDID
rUmH

IDIDID dUedQedQeQSeHk +=  

)),)||()||((),(),((
^^^

3 BAPBPB IDpubIDwIDwIDIDID QxPdUmHdUmHeQrdeQSeH ++=  

)),(),(),((
^^

'
^

3 BBPBP IDPIDIDIDPIDpub QdeQrdeQdrdPxeH −−=  

          
2

^

3

'

),(( kQPeH x
IDpub B

==  

Strong unforgeability. Note that we do not require a secure channel for the delivery of 
the signed warrant. In order to show that the revised scheme is secure under attack 1 
to 3, we must show that the original signcrypter and the proxy signcrypter cannot 
create the proxy signcryption by the reversing order method. Now we consider the 
following equations：  
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)('
PIDpub drdPxS

P
+−=  

      

21

' ))||(( apIDwIDpub ddUmHrdPx
PP

+−−=  

There is a plain Libert and Quisquater’s ID-based signcryption in term(1). The 
scheme is secure under Attack1 because the original signcrypter cannot obtain 
term(1) even after removing 

apd  from S , so the revised scheme is secure under 

Attack 1. In addition, in order that an attacker creates the proxy-signcryption gener-
ated by our revised scheme from the valid Libert and Quisquater’s ID-based sign-
cryption in the form of term(1), the attacker should be able to compute term(2). 
However, in order to do that he must compute 

PIDd from term(2) for the first. We 

know that the difficulty is equal to solving DLP, and it is still infeasible to do that. 
Since the attacker C who wants to change the original signcrypter from A to C will 
have to solve the same problem, our revised scheme is secure under Attack 2 and 
Attack 3. So our revised scheme is a proxy-protected one which satisfies the strong 
unforgeability. 

3.5   Performance Analysis of the Revised Scheme 

We assume that the computation of pairings is the most time consuming. Under 
this assumption, when user often communicate with each other, those parings 

     ),(),,(),,(),,(),,(),,(),,(
^^^^^^^

BBABPAP IDIDIDIDIDpubIDpubIDpubpub dUedQedQePUeQPeQPePPe  

can be pre-computed similar to Li-Chen scheme. Furthermore, because establishing a 
secure channel for the delivery of proxy signcryption key has much influence on the 
efficiency of the scheme, so our revised scheme without the secure channel will be 
more efficient than the original one. 

4   Our Proposed Scheme 

[Setup] 

Given a security parameter k, the PKG chooses groups 
1G and 

2G of prime order q , a 

generator P of 
1G , a bilinear map 

^

e ：  
211 GGG →×  and hash functions : 

qZH →*}1,0{: , 
1

*
1 }1,0{: GH →  , nGH }1,0{: 22 → , *

23 }1,0{: q
n ZGH →× . 

It chooses master key *
qZs ∈  and computes sPPpub = .It also chooses secure symmetric 

ciper (E, D) which takes a plaintext ciphertext of length n  respectively, and also a 
key of length n . The PKG publishes system’s public parameters 

{ DEHHHHPPeqnGG pub ,,,,,,,,,,,, 321

^

21
} 

and keeps the master key S  secret. 
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[Extraction] 

    Given an identity ID, the PKG computes )(1 IDHQID = , the private signcryption 

key
IDID QsS 1−=  and the private decryption key 

IDID sQD = . 

[Generation of the proxy key] 

Alice chooses *
qR Zx ← , and computes  xPU = , 

pubIDwap xPDUmHd
A

+= )||( , 

then sends ( apw dUm ,, ) as the delegation to the proxy signcrypter. There is an ex-

plicit description of relative rights and information of the original signcrypter and the 
proxy signcrypter in the warrant 

wm . 

The proxy signcrypter accepts 
apd  as a valid proxy signcryption key only if the 

equation is satisfied:  ),(),(),(
^

)||(
^^

UPeQPedPe pub
UmH

IDpubap
w

A
= . 

     If it is finished successfully,the proxy signcrypter can signcrypt any message 
which conforms to the warrant on the behalf of the original signcrypter. 

[Proxy Signcryption] 

    To signcrypt a message nm }1,0{∈ , a proxy signcrypter chooses *'
qR Zx ← ,  and 

computes                )(1 BID IDHQ
B

=  

                               '

),(
^

1
x

ID P
QPek =  

                               )),((
'^

22
x

IDID BP
QQeHk =  

                               )(
2

mEc k=  

                               ),( 13 kcHr =  

                               
PIDap SdrxS )( ' −−=  

[Unsigncryption] 

    When receiving ( SrcUm w ,,,, ), Bob performs the following tasks：  

computes                )(1 AID IDHQ
A

=  

                              )(1 PID IDHQ
P

=  

),(),(),(),(
^

)||(
^^^

'
1 P

w

PAP IDpub
UmH

IDIDpub
r

IDpub UQPeQQPeQPeSPek =    

)),(),(),(),((
^

)||(
^^^

2
'
2 PB

w

PABPBB IDID
UmH

IDIDID
r

IDIDID UQDeQQDeQQeSDeHk =  

)('
2

cDm
k

=  

If ),( '
13 kcHr ≠  returns ⊥  else accepts m . 

4.1   Security Analysis 

Consistency. The consistency can be easily verified by the following equations：  

),(),(),(),(
^

)||(
^^^

'
1 P

w

PAP IDpub
UmH

IDIDpub
r

IDpub UQPeQQPeQPeSPek =  
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          )))||((,(),(),(
^^^

PAP IDpubIDwpubIDpubpub SxPDUmHPerSPeSPe +=  

          
),(),())(,(

^^
'

^

PPP IDappubIDpubIDappub SdPerSPeSdrxPe −−=
 

          1

^ '

),( kQPe x
IDP

==  

)),(),(),(),((
^

)||(
^^^

2
'
2 PB

w

PABPBB IDID
UmH

IDIDID
r

IDIDID UQDeQQDeQQeSDeHk =  

          ))))||((,(),(),((
^^^

2 PABPBB IDpubIDwIDIDIDID SxPDUmHDerSDeSDeH +=  

          
)),(),())(,((

^^
'

^

2 PBPBPB IDapIDIDIDIDapID SdDerSDeSdrxDeH −−=
 

          2

^

2 )),((
'

kQQeH x
IDID PB

==
 

Forward Security. Unsigncryption requires the knowledge of  '

),(
^

x
IDID PB

QQe . For an 

attacker, it is difficult to get 'x  from 
1k  since it is difficult to invert the bilinear map-

ping. In addition, it is difficult to compute 'x  from S even with the knowledge of 
r and 

apd  and 
PIDS since it is difficult to compute DLP. Thus, our proposed scheme is 

forward secure in the strict sense. 

Public Verifiability. Any third party can be convinced of the message’s origin by 
recovering '

1k  and checking if the equality ),( '
13 kcHr =  holds. Thus, the origin of 

ciphertext can be verified without the help of recipient in our proposed scheme.  

Provably Security. Following the ideas in [5] and [6], our scheme is both IND-IDSC-
CCIS2 and EUF-IDSC-CMIA2 secure. 

Strong Unforgeability. In order to show that the revised scheme is secure under attack 
1 to 3, we must show that the original signcrypter and the proxy signcrypter cannot 
create the proxy signcryption by the reversing order method. Now we consider the 
following equations：  

PIDap SdrxS )( ' −−=
 

21

' )(
PP IDapID SdSrx −−=

 
There is a plain Chow et al’s ID-based signcryption in term(1).Any attacker who want 
to remove term(2) from the valid S  to get term(1) will have to compute term(2) for 
the first. However, it is difficult to computer term(2) without the knowledge of 

PIDS . 

Furthermore, the attacker C who wants to change the original signcrypter from A to C 
will have to computer term(2) for himself too. We know that it is difficult to compute 

PIDS from term(2) since it is difficult to compute DLP. Thus, our scheme satisfies the 

strong unforgeability and is secure under Attack 1 to 3. 
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4.2   Performance Analysis 

Follow the ideas in [4], we assume that the computation of pairings is the most time 
consuming. Under this assumption, when users often have to communicate with each 
other, all those pairings can be pre-computed. In this case the most expensive opera-
tions are four exponentiations in 

2G  and two pairing evaluations. Since the secure 

channel is not necessary, the proposed scheme is more efficient than Li-Chen scheme. 

5   Comparison 

Table 1 shows the comparison of Li-Chen scheme， the revised version and our pro-
posed scheme in some security requirements mentioned above and the efficiency．  

Table 1. Comparison of features and efficiency of existing proxy-signcryption schemes 

Schemes FwSec    PubVer  StrUnfg    Pa         Ex       Sc 
Li-Chen scheme  N              Y            N 2(+8)    4(+2)      Y 
Revised Version  N              Y            Y 2(+8)    4(+2)      N 
Our Scheme  Y              Y            Y 2(+8)    4(+2)      N 

1．Paring(Pa)： The total number of pairing computations required in the stage of 
proxy signcryption and unsigncryption． In the table，we represent this total in the 
form of x(+y) where y is the number of operations which can be pre-computed and 
cached for subsequent uses if people often communicate with their partners．  

2．Exponentiation(Ex)： The total number of exponentiations required．As men-
tioned above， the total is in the form of x(+y) where y is the number of operations 
which can be pre-computed．  

3．Secure Channel(Sc)： The scheme needs a secure channel or not．  

6   Conclusions 

We analyze Li-Chen scheme and show that it is not a proxy protected one and does 
not satisfy the forward security in the strict sense. We also provide an efficient revised 
version of their scheme which is a proxy-protected scheme. With the assumption that 
the MCDHP and MDDHP are hard to compute, we propose an efficient ID-based 
proxy-signcryption scheme which satisfies both forward security and public verifi-
ability without the secure channel. The proposed scheme is secure and the perform-
ance is superior to Li-Chen scheme. 
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1 Introduction

Today’s smart sensors are plagued by strict resource limitations (battery, mem-
ory, CPU, etc.). For example, the MICA2 Berkeley mote has an 8-bit, 7.3828MHz
Atmega 128L processor with 4KB SRAM and 128KB ROM [1]. However, these
sensors are usually deployed in large scale with high density for monitoring and
control. These endemic characteristics create challenging problems in establish-
ing secure communication in sensor networks.

Many sensor network applications require security assurance. Due to its effi-
ciency, symmetric key cryptography is very attractive in sensor networks. How-
ever, establishing shared keys between neighboring sensors cannot be considered
trivial. The well-established Public Key Infrastructure (PKI) key distribution
and management schemes are not applicable due to high computational over-
head and large memory requirement. As reported by Carman et. al [4], a middle-
ranged processor such as the Motorola MC68328 “DragonBall” consumes 42mJ
(840mJ) for RSA encryption (digital signature) and 0.104mJ for AES, when the
key size for both cases is 1024 bits.

A few key pre-distribution protocols for shared key construction have been
proposed in literature [6,7,9] but they may not scale well to large sensor networks
or may require strict deployment knowledge for better scalability. Further, all
these schemes require some kind of security information to be pre-loaded to
the memory of a sensor, assuring storage space waste, since some of the infor-
mation may never be used during the lifetime of the sensor. In this paper we
explore in-situ key computation, instead of security information pre-distribution.
To achieve this goal we are willing to sacrifice the “Key Space Carriers”, the ser-
vice sensors. In the initial phase (pre-deployment), worker sensors do not need
security information. They actualize their security posture after deployment by
interacting with the service sensors. A secure channel is established for secure
information transfer between a service sensor and a worker sensor. Once this
interaction is completed, service sensors will erase the stored key space. This
procedure exploits the asymmetric feature in the computational overhead of
Rabin’s crypto-system, thus shifting most of the computational burden to the
service sensors.

This paper is organized as follows: we briefly overview related works in Sec-
tion 2, our PKM scheme is proposed in Section 3, public key assisted secure
channel establishment protocol is presented in Section 4, we analyze our proto-
col in Section 5 and conclude our paper in Section 6.

2 Related Work

In this section, we briefly survey the following shared key establishment schemes:
random key pre-distribution, symmetric matrix based (Blom’s method based)
key computation and deployment knowledge based key management.

The pioneer work on random key pre-distribution for sensor networks is pro-
posed by Eschenauer and Gligor in [9]. A large key pool K is computed offline
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and each sensor picks k keys randomly from K without replacement before de-
ployment. These k keys form the key ring of the sensor. After deployment, a
sensor establishes a shared key with a neighbor if their key rings have at least
one key in common. The security of random key pre-distribution is enforced by
[5] in which q > 1 common keys are required to establish a shared key. These q
keys are hashed into one key to achieve better resiliency to sensor capture.

Du et. al [6] is the first to apply Blom’s scheme for shared key establishment
in sensor networks. Blom’s scheme is based on the computation of a symmetric
matrix which provides a key space for all sensors that possess a public and a
private share of the key space. In [6], ω key spaces instead of one key space is pre-
computed and each sensor stores the private/public shares of τ key spaces. These
τ key spaces are randomly selected from the ω key spaces without replacement. If
two sensors share information from one common key space, they can establish a
shared key after exchanging their public shares. This scheme combines the idea
of random key pre-distribution in [9] with Blom’s method. We will elaborate
Blom’s scheme in the next section.

To improve scalability, a deployment knowledge based key management ap-
proach is proposed in [7]. In this scheme, multiple deployment points are iden-
tified in the sensor network and for each deployment point, a key space is pre-
computed. Neighboring deployment points have a number of keys in common.
In other words, their key spaces consist of common keys. All sensors are grouped
before deployment and each group corresponds to one deployment point. Each
sensor randomly picks k keys from the key space of its group. After deployment,
sensors in close neighborhood have a high probability of sharing a common key.
This scheme places strong requirements on deployment, but achieves better scal-
ability compared with those proposed in [6,9].

A geographic information based key management protocol is designed in
[10]. A general framework for establishing pairwise keys in sensor networks is
studied in [12], which is based on the polynomial-based key pre-distribution
protocol proposed by [3]. A location-aware deployment model for shared key
establishment is presented in [11].

Our work is different from all those mentioned above in that it is truly an
in-situ key management scheme for sensor networks. We do not require any key-
related information to be pre-distributed to worker sensors. Instead, we randomly
deploy service sensors that convey security information to the worker sensors in
the neighborhood. This protocol has better scalability, with no requirement of
deployment knowledge.

3 PKM: The Pairwise Key Management Scheme

In this section, we propose PKM, a key management protocol for establishing
pairwise keys between neighboring sensors. This protocol is based on Blom’s λ-
secure key management scheme [2], which has been well-tailored for light-weight
sensor networks by [6]. In the following, we will give an overview on Blom’s
scheme based on [6].
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3.1 Blom’s Key Management Scheme

Let G be a (λ+1)×M matrix over a finite field GF (q), where q is a large prime.
The connotation of M will become clear later. G is public, with each column
called a public share. Let D be any random (λ + 1)× (λ + 1) symmetric matrix.
D must be kept private, which is known to the network service provider only.
The transpose of D ·G is denoted by A. That is, A = (D ·G)T . A is private too,
with each row called a private share. Since D is symmetric, A · G is symmetric
too. If we let K = (kij) = A · G, we have kij = kji, where kij is the element at
the ith row and the jth column of matrix K, i, j = 1, 2, · · · , M .

The basic idea of Blom’s scheme is to use kij as the secret key shared by
sensor i and sensor j. D and G jointly define a key space (D, G). Any public
share in G has a unique private share in A, which form a so-called crypto pair.
For example, the ith column of a G, and the ith row of A form a crypto pair and
the unique private share of the ith column of G, a public share, is the ith row
of A. Two sensors whose crypto pairs are obtained from the same key space can
compute a shared key after exchanging their public shares. From this analysis,
it is clear that M is the number of sensors that can compute their pairwise keys
based on the same key space.

In summary, Blom’s scheme states the following protocol for sensors i and j
to compute kij and kji, based on the same key space:

– Each sensor stores a unique crypto pair. Without loss of generality, we as-
sume sensor i gets the ith column of G and the ith row of A, denoted by
gki and aik, where k = 1, 2, · · · , λ + 1, respectively. Similarly, sensor j gets
the jth column of G and the jth row of A, denoted by gkj and ajk, where
k = 1, 2, · · · , λ + 1, respectively.

– Sensor i and sensor j exchange their stored public share drawn from their
crypto pairs as plain texts.

– Sensor i computes kij as follows:

kij =
λ+1∑

k=1

aik · gkj ;

Similarly, sensor j computes kji by

kji =
λ+1∑

k=1

ajk · gki.

Blom’s key management scheme ensures the so-called λ-secure property,
which means that the network should be perfectly secure as long as no more
than λ sensors are compromised. This requires that any λ + 1 columns of G
must be linearly independent. A good candidate of G can be the Vandermonde
matrix:

G =

⎡

⎢⎢⎢⎢⎢⎣

1 1 1 · · · 1
s s2 s3 · · · sM

s2 (s2)2 (s3)2 · · · (sM )2
...

sλ (s2)λ (s3)λ · · · (sM )λ

⎤

⎥⎥⎥⎥⎥⎦
,
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where s is the primitive element of GF (q) for some large prime number q with
M < q. Note that only the second element of each column needs to be dissemi-
nated as a public share, from which other elements can be easily restored.

3.2 PKM: The Pairwise Key Management Protocol

Let each service sensor I carry a key space (D, G)I before deployment. Service
sensors can announce their existence through beacon broadcasting after deploy-
ment, or we can allow worker sensors to query their neighborhood (can be multi
hop) for service sensors. The topic on how to identify service sensors in the
neighborhood is beyond the scope of this paper. We assume that there exists an
idealized protocol, such that each worker sensor can be connected through single
or multi hop to at least one service sensor.

In order for a worker sensor to obtain a column of G and the corresponding
row of A from a service sensor, we need a secure channel between the worker
sensor and the service sensor. A public-key encryption based protocol for secure
channel establishment will be proposed in the next section. For now, we assume
there exists a shared key Ks between a worker sensor and its service sensor.

Our pairwise key establishment protocol can be stated as follows.

– Each worker sensor sends a request to the service sensor, asking for a crypto
pair containing a public and a private share. This message can be secured
by Ks.

– Upon receiving a request from sensor i, service sensor I selects an unused
crypto pair and then transmits it to i. This message must be encrypted by
Ks.

– Two neighboring sensors exchange their public shares obtained from the
same key space (through the same service sensor) to compute their pairwise
key based on Blom’s scheme.

This procedure can be further secured with the introduction of nonces to avoid
replay attacks.

Note that in this protocol we do not ensure a globally unique id for each
service sensor. But we do require that service sensors connected to a common
worker sensor be uniquely identified in order for the sensor to tell the key spaces
apart. Further, the Gs for different service sensors can be the same, as long as
the key spaces associated with a single worker sensor can be clearly identified;
because of this, this protocol scales well to very large sensor networks.

4 Public Key Assisted Secure Channel Establishment

It is clear that the applicability of our PKM protocol depends on the availability
of a secure channel between a worker sensor and the corresponding service sensor
since the worker sensor needs its private share for pairwise key computation. In
this section, we propose a public key assisted key exchange protocol to establish
a secret key Ks between a worker sensor and a service sensor.
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Our simple idea is based on the following observations. First, pairwise key
establishment is a bootstrapping protocol that ensures a newly deployed sen-
sor network to initiate a secure infrastructure. Thus, we can simply assume all
worker sensors and service sensors are trust-worthy if they are deployed together.
Rekeying and key establishment for future deployment will be studied in future
research. Second, there is no a priori security information between a worker sen-
sor and a service sensor. For the sensor network under consideration, public-key
based key exchange for secret key establishment is the only choice for us. Third,
since worker sensors are supposed to operate for an un-deterministically long
time while service sensors can die after deployment, cryptographic algorithms
that shift large amount of the computational overhead to the service sensors are
preferred.

Our public-key assisted secret key exchange is based on the Rabin cryptosys-
tem [14]. Rabin’s scheme has asymmetric computational cost. Its encryption
operation is several hundred times faster than RSA, but it’s decryption time
is comparable to that of RSA. The security of Rabin’s scheme is based on the
factorization of large numbers, thus, it is also comparable to that of RSA.

4.1 Rabin’s Scheme

Rabin’s scheme is an asymmetric cryptosystem where we need to compute both
a public and a private key.

Key Generation: Choose two large distinct primes p and q such that p ≡ q ≡ 3
mod 4. (p, q) is the private key while n = p · q is the public key.

Encryption: For the encryption, only the public key n is needed. Let p be the
plain text that is represented as an integer in Zn. Then the cipher text c = p2

mod n.

Decryption: Since p ≡ q ≡ 3 mod 4, we have

mp = c
p+1
4 mod p

and
mq = c

q+1
4 mod q.

By applying the extended Euclidean algorithm, yp and yq can be computed such
that yp · p + yq · q = 1.

From the Chinese Remainder Theorem, four square roots +r,−r, +s,−s can
be obtained:

r = (yp · p · mq + yq · q · mp) mod n (1)
−r = n − r (2)

s = (yp · p · mq − yq · q · mp) mod n (3)
−s = n − s (4)
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Note that encryption in Rabin’s scheme requires only one squaring, which
takes less time and energy compared to RSA, which requires multiple squarings
and multiplications. Also note that decryption in Rabin’s scheme produces three
false results in addition to the correct plain text. This can be easily overcome in
practice by adding pre specified redundancy to the plain text before encryption.

Furthermore, a careful reader may wonder why we did not choose RSA with
a small prime number such as 3 as the public encryption exponent. RSA is
preferable since it has gone through extensive cryptanalysis. But unfortunately
a small encryption exponent is not secure when the same message needs to be
sent out to multiple destinations or the plain text is too short [13]. This may be
the case in our application scenario since a request may be short and it may be
delivered to multiple service nodes.

4.2 SKE: Secret Key Exchange Protocol

Based on Rabin’s scheme described in Subsection 4.1, we propose the following
secret key exchange protocol between worker sensors and service sensors.

– For each service sensor, computes two large distinct primes p and q such
that p ≡ q ≡ 3 mod 4. n = p · q is the public key and (p, q) is the private
key. Broadcasts n to all associated worker sensors. Note that p and q can be
computed off-line by a supercomputer for all service nodes.

– For each associated service sensor I, a worker sensor picks Ks, computes
En(Ks||R) = K2

s mod n, where R is a predefined bit pattern to resolve
the ambiguity in Rabin’s decryption, and transmits En(Ks) to I. Ks is the
shared key between the worker sensor and service sensor I.

– Upon receiving the En(Ks) from a worker sensor, the service sensor computes
D(p,q)(En(Ks)) based on Rabin’s decryption algorithm.

Note that this protocol only requires executing the encryption algorithm once
by the worker sensor and no decryption is involved. Furthermore, encryption in
Rabin’s scheme is extremely simple. This can save energy to extend the opera-
tional time of worker sensors.

5 Analysis

In this section, we briefly analyze PKM along the lines of connectivity, overhead
and security. This study is motivated by [6].

5.1 Connectivity Analysis

The graph formed by all secure links is called a key-sharing graph, denoted by G.
For a network to function properly, G must be connected. If a sensor establishes
shared keys with all neighbors, then the induced graph G is connected if the
original topology is connected.
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In reality it may not be efficient to require all links to be active all the
time, mainly due to the contention and delay caused by the MAC layer. This is
especially true in a dense sensor network where each sensor has tens of immediate
neighbors. Usually it suffices if a subset of links are secured and all secure links
form a connected graph. In other words, a worker sensor establishes secure links
with a subset of neighbors and communicates with other neighbors through
multi hop transmission. But what is the expected degree of each worker sensor
in the key-sharing graph G such that G is connected? Or connected with high
probability? Erdős and Rényi’s random graph theory can help us to answer this
question.

Let d be the expected degree for a worker sensor in G. The connectivity
theory of Erdős and Rényi [8] states that G is connected with a probability Pc

for a network with N nodes when N is large if

d =
N − 1

N
[ln(N) − ln(−ln(Pc))].

Actually d should be sufficiently large such that G is connected with high prob-
ability. This analysis can provide a guideline when applying our PKM key man-
agement protocol to a newly deployed sensor network.

5.2 Overhead Analysis

In this Subsection, we will study the memory usage, and the communication and
computation overheads of a worker sensor in our PKM scheme.

The storage budget allocated for shared key establishment in a sensor node
impacts the security level of our PKM scheme. Blom’s symmetric key compu-
tation algorithm is λ-secure. Thus, the larger the λ, the better the security.
However, the total memory budget and the number of crypto pairs a worker
sensor must store for ensuring global connectivity places constraints on the size
of λ.

A worker sensor needs to locate service sensors in the neighborhood, establish
secure channels with them and then obtain crypto pairs for shared key compu-
tation. Service sensors will broadcast their existence, this way worker sensors do
not need to query their neighborhood. It is clear that all these communications
are confined locally.

Computing a shared key requires 2λ modular multiplications, with λ of them
for restoring all the elements in the public share and the other λ of them for
computing the shared key. A worker sensor also needs λ modular addition for a
shared key computation.

5.3 Security Analysis

In this subsection, we study the resiliency of PKM to sensor capture through
probability analysis. We assume that if a sensor is captured, all pairwise keys
shared by this sensor and others will be compromised. Further, we assume all
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Fig. 1. The overlapping area is colored gray. In this example, t = 2. B is the center
of the disk all x compromised nodes reside. S is the service sensor whose key space
information may be released by compromised nodes

sensors are distributed randomly and uniformly in a two-dimensional area A.
Note that we only consider the simple scenario when a service sensor provides
security information to all worker sensors within t hops away and a worker sensor
asks for a crypto pair from each service sensor within t hops away. Let r be the
transmission range.

Assume that x number of nodes have been captured. Since Blom’s scheme is
λ-secure, we assume x > λ. There exists two scenarios we need to consider:

– Case A: The x compromised nodes are independently and randomly dis-
tributed in the whole area A;

– Case B: The x compromised nodes are independently and randomly dis-
tributed in a small area B.

We denote the areas of A and B by A and B, respectively. Let P be the prob-
ability that any key space is compromised. In other words, P is the probability
that more than λ number of compromised sensors have obtained information
from a service sensor S carrying the key space. Let p be the probability that
each compromised node carries information about S. We have:

P =
x∑

j=λ+1

(
x

j

)
pj(1 − p)x−j . (5)

Next, we will study p for each case:

Case A: Since S provides information to all worker sensors within t hops away, it
is possible that a sensor within the disk area of radius t r centered at S contains
information about S. Thus p ≤ π(tr)2

A .

Case B: For simplicity, we assume area B is a circle with radius R > 2 t r
centered at location B. Let y be the Euclidean distance between S and B. When
y > R + t r, no information on S is released by the x captured nodes. Therefore
p = 0. Otherwise, p ≤ θ

B , where θ is the overlapping area, as shown by the gray
area in Fig. 1.
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6 Conclusion

In this paper, we have proposed and analyzed “PKM”, an in-situ key manage-
ment protocol for sensor networks. PKM is based on the idea of sacrificing a
number of service sensors so a large amount of computational and storage over-
head can be shifted away from worker sensors. Since worker sensors require no
information to be pre-loaded, PKM scales well to large sensor networks. As a
future research, we will analyze the performance of PKM with more general
assumptions.
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Abstract. Instant Messaging (IM) services over the last few years have
evolved from a casual communication tool to a formal business com-
munication tool. Security requirements change drastically when instant
messaging systems are employed in the corporate world as sensitive data
needs to be transmitted. Many security enhancements have been pro-
posed for instant messaging from the perspective of peer-to-peer talk. In
this paper, we study the extension of secure instant messaging for group
settings. We also propose a scheme, IBECRT, which uses ID-based en-
cryption and the Chinese Remainder Theorem. The scheme does not
require a central trusted entity for key distribution and achieves uni-
form work-load distribution. Additionally, the protocol has the following
properties: hiding the users’ identity in a conference, authentication of
senders, and integrity protection of the messages exchanged.

1 Introduction

Instant Messaging (IM) or collaborative software refers to a type of commu-
nication which enables users to communicate in real time over the Internet.
Traditionally IM was used as a popular means of communication amongst users
for casual purposes. Recently its use has been extended to group communication
and secure conferencing among multiple users. IM may soon be an indispensable
communication tool for business purposes at work places [1]. It offers advantages
of both telephone and email communications.

According to a survey by Osterman Research, one or the other IM service was
being used by 90% of the enterprises surveyed [2]. Research firm IDC estimates
that currently over 65 million people worldwide use at least one of the major
consumer instant messaging services (like AOL, Yahoo, MSN or ICQ) at work
and this number would increase up to 260 million by the year 2006.

Most of these existing IM services were designed giving scalability priority
over security. Resig et.al [3] have proposed a framework for mining useful infor-
mation from instant messaging services. Although the paper focuses on the use
of this method as a means of counter-terrorism, similar methods can be used for
mining information in business communications using IM, thus exposing possible
confidential information. Extending the current IM services for secure business
communication would require strong security capabilities to be incorporated,
such that the confidentiality of the information is preserved.
� This work was partially supported by the U.S. NSF grant CCR-0311577.
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A lot of work has been done in providing security to existing instant mes-
saging services. AOL released AIM 5.2 build 3139, which provided message en-
cryption with the aim of providing confidentiality to user communication. Some
commercial secure IM implementations have also been developed [4,5]. Jabber
is an XML protocol developed by Jabber Software Foundation, an open-source
community. Like most other implementations, it is based on a client-server ar-
chitecture and employs SSL encryption. Since SSL was designed to provide con-
fidentiality for applications by establishing a secure connection between a client
and a server, extending it to IM would involve multiple SSL connections between
a centralized server and the users. Using the SSL approach for the client-server
architecture also raises privacy concerns as the server is involved in the commu-
nication process [2].

Most of the above mentioned secure instant messaging services have been
developed with a view of peer-to-peer talk. Instant messaging services have also
provided extensions for group communication. However, as we know, little work
has been done to extend the concept of secure instant messaging for group com-
munication. In this paper, we study the extension of secure instant messaging for
group settings. A contributory key management protocol, IBECRT, for secure
group instant messaging is also proposed. Our proposed protocol uses Identity
based encryption(IBE) to provide user authentication and uses the Chinese Re-
mainder Theorem (CRT) to provide user anonymity for group communication.

The system consists of a central server that performs the registration and key
initiation tasks. However, the server is not involved in the key agreement process
for either a peer-to-peer talk or a secure conference. Thus, the system is able
to preserve confidentiality against the central server. The proposed key manage-
ment scheme is contributory in nature and hence does not put the burden of key
generation and distribution on a single entity. Group rekeying after a member
leave is often a difficult problem. The proposed protocol does the rekeying effi-
ciently as it requires only one round of broadcast to obtain the new key when
a member leaves a secure conference. The new protocol also hides the identities
of the members of a secure conference from outside users. This anonymity is
especially very important to improve security of the instant messaging system.

The rest of the paper is organized as follows. The desired features of any
protocol for secure group instant messaging are discussed in section 2. A review
of related work and existing IM systems is presented in section 3. The proposed
protocol is described in section 4 and a comparison with other protocols is pre-
sented in section 5. Section 6 presents our conclusions.

2 Desired Features for Secure Group Instant Messaging

The problem of extending instant messaging for group settings is unique and
quite challenging. We observe that a lot of issues pertaining to secure group
communication (SGC), like forward and backward secrecy [6], are also applicable
to group instant messaging. SGC refers to ‘secure communication amongst a
group of members (two or more) in a way that anyone who is not a member of
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the group is unable to glean any information’. Secure group communication has
been a critical area and has inspired a lot of research [6,7,8]. Instant messaging,
however, puts extra constraints on the requirements and thus it is necessary to
identify the desired properties.

1. Efficiency- Any scheme for group instant messaging must be efficient in terms
of computation and communication. Often tensions permeate in IM due to
collision of conventions between verbal and written communication [9]. As
such, the response time of the system in terms of the time to encrypt and
decrypt the messages must be as low as possible and the messages must be
delivered in a timely fashion.

2. Confidentiality- To messages should be integrity protected not only against
an intruder but also against the server to achieve the desired security re-
quirements.

3. Equal distribution of work load- As a result of the stringent timeliness re-
quirement in IM, the desired system should equally distribute the work load
of key management amongst all users. A contributory key agreement pro-
tocol is one where the secret group key for communication is established
as a function of some information provided by all the participants in the
group. A contributory key agreement protocol helps in equally distributing
the computation and communication load amongst all the members of the
group and such a scheme is most appropriate for small sized groups [10].
These features are highly desirable in group instant messaging.

4. Remote Management of User Profiles- A user’s contact list (friend list) and
preferences should be maintained by a central server so as to facilitate easy
and secure use of the IM system from any computer where the client is
installed.

3 Related Work

3.1 Existing IM Systems

Secure instant messaging is a relatively new field of research. Kikuchi et.al have
proposed an Instant Messaging protocol [2] based on a modified Diffie Hell-
man scheme for key management. The proposed protocol provides confidential-
ity against a malicious administrator and allows for group instant messaging
amongst multiple users. Being non-contributory in nature, the load of key man-
agement falls on the initiator of the group chat, who is responsible for the gen-
eration and distribution of the shared session key for chat. Also, if the initiator
leaves but the rest of the members still want to continue the group conversa-
tion, the entire group needs to be reconstructed from scratch by the remaining
members.

3.2 ID-Based Cryptography

Identity Based Encryption (IBE) schemes were first proposed by Adi Shamir in
1984 [11]. In the paper, Shamir presented a new model for asymmetric cryptog-
raphy which aimed at removing the need of the bulky Public Key Infrastructure
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by using a characteristic (like an email address) that uniquely identifies a user
as its public key.

A lot of schemes were proposed thereafter, but almost all of them were com-
putationally so expensive that they did not offer any significant advantage over
the existing Public Key Infrastructure. The first practical scheme for IBE based
on Weil Pairing was proposed by Boneh and Franklin [12].

The initial idea behind development of IBE was to develop a public key en-
cryption mechanism without the use of a complicated PKI. But since public key
cryptosystems are several orders of magnitude slower than secret-key cryptosys-
tems, the extension of IBE to secret key cryptosystems was natural.

3.3 Key Agreement Protocols

Various protocols for key agreement for secure group communication have been
proposed in literature [13] [14]. Anton et al. in [13] have discussed a number of
contributory key agreement protocols for ad-hoc networks. Group Diffie Hellman
(GDH) protocol suite have been studied in [14]. The GDH suite has efficient
protocols for group communication, but they all have the drawback that they
require member serialization i.e. the members must be serialized or structured
in some way so as to achieve the common group key. Also, the last member acts
as the Group Controller and thus has to perform extra computation.

4 IBECRT: A Key Agreement Protocol for Group
Instant Messaging

In this section we discuss the details of our proposed key agreement scheme
for group instant messaging. The protocol uses the concepts of ID-based en-
cryption(IBE) and the Chinese Remainder Theorem (CRT) in order to achieve
group key agreement in a way that hides the identities of the members of the
group. The framework includes a trusted central server which has a public key
Ps. Before we describe the details of the protocol, some important definitions
pertaining to the discussion are mentioned below.

4.1 Primary Definitions

– username- Each user in the system is identified with a username that it
selects at the time of registration.

– ID- The ID is also unique to every user in the system and is the MD5 hash
value of the username.

– Co-prime set- The central server maintains a set S = {N1, N2, ..., Nm, N0}
of co-primes, where N1 to Nm correspond to the users in the system and N0

is a global prime value which is used for authentication purposes. Denote
N =max{N1, N2, ..., Nm, N0}.

– Contact list (CL)- The central server also maintains a contact list (a list of
friends) for each user. The list includes the IDs, the coresponding co-prime
values and the current status (online, offline or away) for the users in the
list.
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The discussion of the proposed protocol is divided into four phases: registra-
tion and key initiation, conference key management, member join and leave.

4.2 Registration and Key Initiation

Registration. Each new user in the system registers with the central server by
chosing a username and a password. Once selcted, the server generates the ID
corresponding to the username, which serves as the public key for the user. The
central server also generates the corresponding private decryption key and adds
a co-prime element in the co-prime set for the user. Hence, each user Ui has a
public share {IDi, Ni}.

Signing In. This is where the user signs in and becomes online. The process
is initiated by the user, who signs in using the client application. The client en-
crypts the ID and the password of the user with Ps and sends it to server. The
server authenticates the user based on the password. On successful authentica-
tion, the server sends back a message consisting of the decryption key correspond-
ing to the user’s ID and its contact list. The message is encrypted using a key k
derived from the hash of the user’s ID and password, i.e. k = h(IDi, password).

The messages exchanged can be depicted by the figure below.

Signing In:

User EPs(IDi, password)−−−−−−−−−−−−−−−→ Server

User Ek(ID−1
i , CL)←−−−−−−−−−− Server

Fig. 1. Messages exchanged in the sign in process

4.3 Conference Key Management

We now discuss the steps that are to be executed by the users in order to
achieve a shared secret key for a secure conference. The term session refers to
one such conference and a user can participate in multiple such conferences. Each
conference has a conference key which is computed from the share contributed
by the members. Let us assume a conference consisting of {U1, U2,..., Um}. The
discussion has been split into two parts: initiaion phase and key agreement phase.

– Initiation Phase. The initiation phase is like a setup process for a secure
conference, where the initiator invites users in his list to join a secure con-
ference. The invitation messages are integrity protected using a random s0

selected by the initiator. Also a list consisting of the IDs of the users is also
sent to the members. The process is explained in the following steps.
• Step 1. The initiator of the conference, say U1, selects a random s0∈ZN .

It then encrypts s0 under the IDs of the users of the conference, as
shown.
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R2,0 = EID2(s0)

R3,0 = EID3(s0)
.
.
Rm,0 = EIDm(s0)

• Step 2. Next U1 solves the following set of congruences to obtain the
CRT value X , for all the users in the conference.

X = R2,0 mod N2

X = R3,0 mod N3

.

.
X = Rm,0 mod Nm

X = Es0 (s0) mod N0

To hide the identities of the conference members from outsiders, U1 en-
crypts the list of members under s0, as shown.

L = Es0(ID1, ID2, ..., IDm)

It then sends X and L to the conference members.
• Step 3. The users receive the CRT value X and the list L. Each user

Ui obtains Ri,0 by solving X mod Ni. It obtains s0 by decrypting Ri,0

using its decryption key ID−1
i .

To verify that the user is in fact intended to be a member of the confer-
ence, it performs the following two computations.

t = X mod N0 t′ = Es0(s0) mod N0

If t = t′, it is implied that X was not modified during the transmission
and the user is a valid member in the conference. This step also ensures
that the conference initiation messages are integrity protected.
The legitimate users then decrypt L using s0 and obtain the list of the
users in the conference. The users in the conference then carry out the
following step to obtain the common conference key.

– Key Agreement Phase. Once the initiation task is over, the following steps
are carried out by all the members to achieve a shared conference key.
• Step 4. Each conference member Ui selects a random si∈ZN , which will

be its share of the conference key. It then encrypts si under the IDs of
all the members of the conference.

Rj,i = EIDj (si)

for j = 1, 2, ..., i− 1, i + 1, ..., m.
For example, user U2 computes the follwing.

R1,2 = EID1(s2)

R3,2 = EID3(s2)
.
.
Rm,2 = EIDm(s2)
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• Step 5. Each user Ui then solves the following congruences to obtain the
CRT value Xi.

Xi = Rj,i mod Nj

Xi = Esi(si) mod N0

Again taking U2 as an example, it solves the following congruences.
X2 = R1,2 mod N1

X2 = R3,2 mod N3

.

.
X2 = Rm,2 mod Nm

X2 = Es2(s2) mod N0

It then sends X2 to the conference members.
• Step 6. On receiving the CRT values from all other members in the con-

ference, each user Ui obtains the share from all other members through
the following computations.

Ri,j = Xj mod Ni sj = DID−1
i

(Ri,j)

As an example, let us assume user U1 obtains the CRT value X2 from
U2 which we computed before. It can then obtain the secret share s2 as
shown below.

R1,2 = X2 mod N1 s2 = DID−1
1

(R1,2)

Similarly it obtains the secret shares from all other members of the con-
ference. Also, as in the key initiation phase, the messages are integrity
protected through the use of N0 while solving the congruences. Ui can
verify that the secret shares were not modified during transmission as
shown below.

t = Xj mod N0 t′ = Esj (sj)

Ui compares t and t′ to make sure that t = t′ i.e. the secret has not been
modified during transmission.

• Step 7. Each user can then compute the conference key as follows.
CK = h(s1||s2||...||sm)

As we can see, using the Chinese Remainder Theorem, the users are able to
achieve a common conference key and at the same time hide the identities of the
members involved in the conference. Also since the key is obtained with contri-
bution from all individual members, even if the initiator leaves the conference,
the remaining members can generate a new conference key to communicate.

4.4 Member Join

We now explain the steps needed to be carried out when a user is to become a
member in an existing conference. Let us assume that there exists a conference
initiated by U1 consisting of the users {U1, U2, U3, U4}, and another user, say
U5, wishes to join the conference. Admission control policies could be used so
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as to decide upon whether or not U5 should be allowed to be a member or not
depending upon the application of the IM system.

Assuming that user U5 has been allowed to become the member of the con-
ference, the members perform the following operations to obtain the new key.

– Initiator U1 updates the member list L by adding ID5 in it. It sends the
updated list and the hash of the current key, h(CK) to U5.

– U5 then carries out Step 4 and Step 5 of the Key Agreement Phase and
sends its secret s5 across the conference members. Existing members obtain
s5 in a similar way as they obtained other secret shares before and can then
compute the new conference key as follows.

CKnew = h(h(CK)||s5)

4.5 Member Leave

In case a member leaves an existing conference, the key must be changed such
that the leaving member is not able to decrypt any further messages. Taking the
example mentioned above, let us assume that the member U3 decides to leave
the conference. The following operations would need to be performed in order
to recompute the new conference key.

– Step1. Each user Ui selects a new random secret s′i∈ZN , and solves the CRT
in the same way as done before, with the exception that N3 is left out of the
computation. It then sends s′i across the members.

– Step2. The new conference key is computed by the remaining members using
members by taking a hash of the new secret shares of the individual members.

Note that Step 1 could have been performed by just one remaining member of the
conference and the new key could have been computed in a way similar to mem-
ber join. But since we argue that the computation and communication load must
be equally balanced amongst the users, all members perform the above opera-
tions to achieve the new key. Also since U3 was left out of the computation, even
if it can obtain the broadcast message, it cannot obtain the new conference key.

5 Discussion

The protocol described in the previous section meets the requirements specified
in section 2. The protocol uses the concept of ID-Based encryption schemes
together with the Chinese Remainder Theorem to achieve a contributory key
agreement scheme. Every member of a secure conference contributes towards
the shared conference key. The shared key is achieved in a way that any user not
included in a conference cannot know about the members in the conference. This
anonymity is especially important to improve security. By limiting the knowledge
about the existing members in a secure conference, a malicious user is unable to
identify the specific members and attack them directly.
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The proposed protocol does not require the members to be serialized for
proper execution. Every user in a secure conference is treated equally and per-
forms the same amount of work to achieve the common conference key. By
encrypting the secret share with itself prior to broadcasting, the members of a
conference can verify if the CRT value was changed during transmission.

The proposed scheme uses the ID-Based encryption protocol proposed by
Boneh and Franklin [12], which is based on pairings over elliptic curves. The
protocol has proved to have chosen ciphertext security in the random oracle
model. The Chinese Remainder Theorem, when applied in a similar way for
access control scheme by Zou et al. [15], was found vulnerable to a class of
attacks called GCD based attacks [16]. Our proposed scheme defeats these attacks
by encrypting the coefficients of the congruences in the CRT using a public key
cryptosystem under the IDs of the members. Thus IBECRT scheme is secure
because of the difficulty of partitioning the product into specific factors and in
the specific order along with the security of the underlying cryptosystems.

As for the performance of IBECRT scheme, we consider three complexities:
space, time and communication complexity. The space complexity accounts for
the space required by each user to represent and store IDi, si, Xi and Ni, which
require large integers. The time complexity accounts for the complexity of the
CRT algorithm, but ignores the time consumed on key generation, encryption
and decryption, which will depend on the specific algorithm selected. The com-
munication complexity represents the key material, including the CRT parame-
ters, that are exchanged amongst the members of a conference. The complexities
are summarized in the following table.

Table 1. Complexity calculations for IBECRT

Criteria Complexity

Space O(m2l)

T ime O(M(ml)log(m)) + O(mM(l)log(l))

Communication O(ml)

Note: m: the number of users in a secure conference; l: the length of a large
integer in bits; M(n): the time to multiply two n-bit integers in bit operations;
O(n) is measured in bits and not in bytes.

6 Conclusions

In this paper, we studied the issues relating to extension of instant messaging for
group settings. We have proposed a contributory key agreement protocol based
on the Chinese Remainder Theorem and ID-based encryption. The proposed
scheme has highly desirable properties such as distributed key agreement, mutual
authentication and conference anonymity.
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Abstract. The Role-based access control (RBAC) is a super set of mandatory 
access control (MAC) and discretionary access control (DAC). Since MAC and 
DAC are useful in information flow control that protects privacy within an ap-
plication, it is certainly that we can use RBAC for privacy concerns. The key 
benefits of the fundamental RBAC are simplified systems administration and 
enhanced systems security and integrity. However, it does not consider privacy 
protection and support controlling method invocation through argument sensi-
tivity. In this paper, a privacy-enhanced role-based access control (PERBAC) 
model is proposed. Privacy related components, such as purpose, purpose hier-
archy, are added to the new model. Also, an information flow analysis tech-
nique and a privacy checking algorithm are introduced to support controlling 
method invocation through argument sensitivity. 

1   Introduction 

Privacy protection is essential for an application that manages sensitive data in an 
enterprise. The privacy protection can be achieved by information flow control mod-
els. The first developed model is called Mandatory Access Control (MAC) [1, 2, 3]. 
The principles of MAC is that the security levels of objects and users are classified 
according to the “no read up” and “no write down” rules. However, controlling 
method invocation through argument sensitivity was not considered in the MAC 
model.  The second developed model is called discretionary access control (DAC). 
DAC is typically implemented through some form of an access control lists (ACL). 
Samarati [10] uses access control lists (ACLs) of objects to compute ACLs of execu-
tions. Interactions among executions are classified into 5 modes and different modes 
lead to different security policies. Ferrari [5] proposed a more flexible method by 
allowing exceptions during or after method execution. However, the drawbacks of 
ACLs are that it cannot be changed according to newly added objects during runtime. 
Also, controlling method invocation through argument sensitivity is not considered.  

Izaki presented a model [6] that uses Role-based Access Control [4, 7, 11, 12] to 
control information flows. The model classifies object methods and derives a flow 
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graph from method invocations. From the flow graph, nonsecure information flows 
can be identified. The disadvantages of the model are that (1) it does not support con-
trolling method invocation through argument sensitivity. (2) It does not include the 
important component, purpose, for privacy considerations.  

In this paper, a Privacy-enhanced Role-based Access Control model is proposed. 
Privacy related components, such as purpose, purpose hierarchy, are added to the new 
model. Also, an information flow analysis technique and a privacy checking algo-
rithm are introduced. The significances of the research work are that (1) PERBAC 
extends the fundamental RBAC model to support privacy protection. (2) By using the 
information flow analysis technique, the proposed method supports the controlling 
method invocation through argument sensitivity. (3) Whenever a new object of the 
PERBAC model (for instance, task role, privilege, purpose, or object) is added, the 
privacy checking algorithm is invoked to check if the modification violates the pri-
vacy principle which will be explained in section 3. 

This paper is structured as follows. Section 2 gives an introduction of the PERBAC 
model. Section 3 illustrates privacy disclosure problem of the model, characterizes the 
information flow analysis technique on the model and proposes a privacy checking 
algorithm. Section 4 presents the conclusion. 

2   The Privacy Enhanced Role-Based Access Control Model  

The class diagram of the PERBAC model represented using UML (United Modeling 
Language) is shown in Fig. 1. In the proposed model, a user is a human being, a role 
is a job function or job title and a privilege (Object + Methods) is an object method 
that can be exercised on an object to carry out a particular task. Roles are divided into 
two groups: position roles and task roles. A position role is a collection of tasks  
performed by a certain job position in an enterprise, such as sales manager, sales 
clerk, vice president of the sales department, etc. Acording to its responsibility and 
authority, a position role such as sales manager may carry out tasks (task roles) like 
“approve order” or “grant loan extension”. Position roles are organized as role hierar-
chy in a partial order ≥, so that if x ≥ y then position role x inherits all task roles of 
position role y. In PERBAC model, position role constraint represents the user-
position role authorization. An example of position role constraint could be a position 
role may have a limited number of users. 

A new component introduced in the PERBAC model is purpose. Purpose tells the 
customer how the collected data from the customer will be used. For example, the 
privacy statement “we use customer contact information (from the registration form) 
to send you information about our company and/or to give you updates on products 
and/or services” [8] defines two purposes for which customer contact information will 
be used: (1) send company information, and (2) give updates on products and/or  
services. 

There is a hierarchy structure for purposes in many applications. Purpose hierarchy 
is used to map higher-level purpose to lower-level purposes. If a task is allowed for a 
higher-level purpose, it is also allowed for all its lower-level purposes. 
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Fig. 1. Class Diagram of the Privacy-Enhanced Role-based Access Control Model 

 

Fig. 2. Hierarchy of Purposes 

An example of purpose hierarchy is shown in Fig. 2 where the purposes of direct 
marketing and third-party marketing are specializations of the marketing purpose. A 
user assigned to purpose direct marketing (or third-party marketing) will inherit privi-
leges assigned to the more general purpose of marketing. For example, email market-
ing, and phone marketing are lower-level purposes of direct marketing.  

In the PERBAC model, task role is introduced to serve as an intermediary entity 
between position roles and privileges. Task roles are organized as a task hierarchy 
where higher level task roles inherits the privileges of its lower level task roles. A 
position role invokes one or more task roles in order to perform some tasks. Each task 
role has one or more purposes and each purpose corresponds to one or multiple task 
roles as well. Similarly, each privilege can be accessed according to one or multiple 
purposes and each purpose also correspond with one or multiple privileges. For the 
proposed model, the privacy-related components (task hierarchy, privileges and pur-
pose hierarchy) have been enclosed by dashed line in Figure 1.  
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3   Information Flow Analysis on PERBAC Model  

Based on the class diagram shown in Figure 1, an example of object diagram of 
PERBAC model that emphasized on the interrelationships among task hierarchy, 
purpose hierarchy and privilege is shown in Figure 3. In Figure 3, objects and their 
object methods are defined as the privileges and object methods are split into two 
different categories: basic object methods and complex object methods. If an object 
method is a function of individual object and does not invoke methods of other ob-
jects, it is called as basic object method, for instance, o11 is a basic object method of 
object O1 and o21 is a basic object method of object O2; If an object method is not only 
a function of an object, but also invokes object methods of other objects, it is called as 
complex object method, for instance, o12 is a complex object method of object O1 and 
o22 is a complex object method of object O2.  

In the object diagram, we need to examine read and write behaviors of the basic 
object methods and the complex object methods to analyze the information flow [9]. 
Each basic object method or complex object method can be represented by a list of 
(object, basic privilege) pairs, where the basic privilege is defined as either read ( r ) 
or write ( w ). In Figure 3, the basic privileges for basic object method o11 can be 
represented as {(O1, r)} and the basic privileges for complex object method o12 can be 
represented as {(O1, r), (O2, r), (O3, w)}. Task roles are carried out by directly invoking 
basic object methods or complex object methods on a single object or multiple ob-
jects. The basic object methods that invoked by task role m4 are o31 and o42, and com-
plex object methods that invoked by task role m3 is o12.  o12 directly invokes basic 
object method o11 and complex object method o22, thus indirectly invokes the basic 
object methods of o21  and o33. 

In PERBAC model, the purposes are divided into a number of different categories 
and create a purpose hierarchy. Each category is assigned a label or purpose level λ(p) 
that signifies the level of the indicated purpose p. In addition, each task role has its 
own purpose, the purpose level of task s, λ(s), is defined to represent the purpose of 
the task s in a task hierarchy. Moreover, according the privacy policy of an enterprise, 
objects in the PERBAC model could be accessed for certain purposes, the purpose 
level of object o, λ (o), is also defined to indicate the purpose level of the object.  

The assignments of the purpose level for task roles and objects should meet the fol-
lowing privacy principle. 

Privacy principle: If task role s has read or write privilege of the object o, then the 
purpose level of task role s is greater than or equal to the purpose level of object o, 
λ(s) ≥ λ(o). 

Suppose we designed a purpose hierarchy in Figure 3 that is comprised of purposes 
of P1, P2, P3 and P4. Assume purpose level of P1, P2, P3 and P4 are M1, M2, M3, 
M4 and M1>M2, M1>M3, M2>M4 and M3>M4.  The purpose level assignments in 
Figure 3 satisfy the privacy principle because λ(m1)= M1, λ(m3)=M2, λ(m4)=M4, 

λ(O1)= M2, λ(O3)=λ(O4)= M4, and λ(m1)>= λ(O1), λ(m1)>= λ(O2), λ(m1)>= λ(O3), 
λ(m3)>= λ(O1), λ(m4)>= λ(O3), λ(m4)>= λ(O4).  
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Fig. 3. Task Hierarchy, Purpose Hierarchy and Objects in PERBAC Model 

3.1   Privacy Disclosure Problem in PERBAC Model  

For a single task role, the privacy concerns could be solved if the privacy principle is 
satisfied. However, there exist multiple task roles working together in PERBAC sys-
tems and privacy disclosure problem may occur. For instance, in Figure 4, suppose 
the purpose level assignment is the same as the example in Figure 3. Task role m3 can 
read on object O1, O2 and write on object O3, task role m4 can read on object O3 and 
write on object O4. In this case, it is possible that task role m3 is able to read informa-
tion from object O1 and O2, then write the information to object O3. After that, task 
role m4 can read the information from object O3 and indirectly obtains information in 
object O1 and O2. Since the purpose level of task role m4, M4, is less than the purpose 
level of the object O1, M1. Thus, the privacy principle is violated. That is, there is the 
privacy disclose problem in PERBAC systems. 
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Fig. 4. An Example of Privacy Disclosure Problem on PERBAC Model 

In order to solve the privacy disclose problem, in the following sections, an infor-
mation flow analysis technique is presented. Information flow analysis has been ap-
plied to the determination of the security of information in a given system [9, 13]. By 
analysing the flow of information on PERBAC occasioned by the execution of source 
operations, it is possible to determine whether such a flow violates the privacy 
principle. Formally, information flow can be defined as follows: there exists an in-
formation flow from object Oi to object Oj ( i ≠ j ) if and only if  the information is 
read from object Oi, and written to object Oj. Note that if there is an information flow 
from object Oi to object Oj, the information written to an object Oj could be the same 
as the information read from Oi, also, the information written could be different, there 
still exists information flow from object Oi to object Oj when the information written 
to object Oj is gotten by executing some computation on the information read from Oi. 

3.2   Privacy Checking Algorithm  

The information flow analysis is based on task roles. A task role is split into two dif-
ferent groups: (1) A task role that has one or more than one basic object methods on a 
single object, (2) A task role that has two or more than two basic object methods or 
complex object methods related with more than one objects. Since basic object 
method only invokes one object, thus no information flow happens for task roles in 
group (1). For information flow analysis, we only consider task roles in group (2) as 
the basic units where information flow could occur. Also, messages are divided into 
two different categories: primitive message and non-primitive message. The message 
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sent by object method opi of object Oi to object method opj of another object Oj  (i ≠ j) 
is called non-primitive message. The message sent by object method opi of object Oi 

to itself (i = j) is called primitive message. Task roles in group (1) only involve primi-
tive messages, whereas task roles in group (2) might have both primitive and non-
primitive messages.  

If an object method opi of object Oi sends a message (primitive message) to itself or 
object method opj of object Oj (non-primitive message), it is called an invocation 
execution from opi to opj and denoted by opi →opj. A set of parameter values, P, are 
transferred from opi of object Oi to opj of object Oj. Each parameter value pk of P may 
be the original value directly read from object Oi or a calculated result got from the 
information on multiple objects, such as Oi, Ol, Om……Os, those objects formed the 
parameter object set of pk, which is written as (Oi) or (Oi, Ol, Om……Os). For an 
invocation from method opi to opj, assume the parameter values are P= (p1, p2 ……pm ), 
a set QS (opi → opj) is denoted to represent the parameter values P and their parame-
ter object set which is written as  {p1, (O1,…, On)}, {p2,  (O1,…, Om)}…… {pm, (O1,…, 
Ot)}. In the same way, object method opj of Oj returns values to object method opi of 
object Oi, we call it a reply execution from opj to opi and denote it as opi ← opj. After 
the execution of opj, a set of return values, R, are transferred from opj of object Oj to 
opi of object Oi. Each return value ri of R may be the original value of object Oi or a 
calculated result of the information on multiple objects, such as Oi, O.l, Om, those ob-
jects formed the reply object set of ri which is written as (Oi) or (Oi, Ol, Om). For in-
stance, the reply value of o12 may be the direct value of O1 or might be a calculated 
result of O1 and O2, thus the reply object set should be (O1) or (O1, O2). A set RS (opi 

← opj) is denoted to represent the reply values R, r1, r2 ……rm , and their reply object 
sets which is written as {r1, (O1, …, On)}, {r2,  (O1,…, Om)}…… {rm , (O1,…, Os)}.  QS 
(opi → opj) or RS (opi ← opj) will be {NULL} if there are no parameter values for an 
invocation execution or reply values for a reply execution.  

Information flow can be enacted and will be described by the following theorem. 

Theorem 1. (Information Flow Condition): In a task role R if (1) for a primitive 
message m of Oi, parameter value v of m is written to Oj, and (2) Oi belongs to the 
parameter object set, S, of v, then there exists information flow from an object Oi to 
another object Oj. 

Proof  

We assume the parameter object set which Oi belongs to is S= (Oi,…… Oh ,Ol ) , then 
according to the definition of parameter object set, v is a calculated result of  (Oi,,,…… 
Oh,, Ol.). Since v is written to Oj, so there is information flow from every element of S: 
(Oi,…… Oh ,Ol ) to Oj  according to the definition of information flow, thus, there is 
information flow from Oi to Oj.   

In PERBAC system, suppose that objects and task roles satisfy the privacy princi-
ple, the problem to be dealt with is how to check if information flows satisfy the pri-
vacy principle. Based on the information flow condition and privacy principles, a 
privacy checking algorithm is proposed to automatically check whether information 
flows in each task role violate the privacy principle. The algorithm intercepts every 
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message exchanged between the objects in each task role and decide how to handle 
the message.  

The privacy checking algorithm dealing with each message works as follows:  
For the primitive messages which opi of Oi sends to itself: 
A read message, denoted by h = (READ, QS (opi → opi) , RS (opi ← opi)), returns 

the parameter value from object Oi and its object set { Oi } to RS. 
A write message, denoted by h = (WRITE, QS (opi → opi), RS (opi ← opi)), writes 

the parameter values, v1 v2…… vm ,  and their object sets of QS to object  Oi.  For each 
object Os in the parameter object set of v1 v2…… vm , if the purpose level of object Os 

is greater than the purpose levels of all task roles that may access the object Oi, then 
return a failure message, otherwise success message is returned. 

The non-primitive messages opi of object Oi send message to opj of object Oj: 
A non-primitive message, denoted by h=(R/W, QS (opi → opj), RS (opi  ← opj)) 

accepts parameter values from QS, add their reply object set to RS (opi ← opj) . 

Privacy Checking Algorithm: 
Let h be the message sent. 
Let opi be the execution to be invoked on Oi 

Let opj be the execution to be invoked on Oj 

if h is a primitive message { 
   case h=(READ, QS (opi → opi), RS (opi ← opi)){ 
      read the parameter values from object Oi  
      return the parameter values from object Oi and 
their object sets { Oi } to RS 

     } 

     case h=(WRITE, QS (opi → opi), RS (opi ← opi)){ 
      if purpose level of all task roles that can ac-
cess Oi>= purpose levels of object Os in object sets of 
QS 
        then write parameter values and their object 
sets to Oi and return a success message “Safe informa-
tion flow for message h” 
      else return a failure message.  
   } 
else if h is a non-primitive message(opi of Oi → opj of 
Oj) 
   case h=(R/W, QS (opi → opj), RS (opi  ← opj)) { 
      accept QS the parameter values and their parame-
ter object sets 
      invoke opj       

         reply object set of opj are added to RS 
      return reply values and their reply object sets 
to RS      
         } 
} 

The privacy disclosure problem can be solved by the following two steps. Step 1: 
Assign purpose level to each object and task role. Each object Oi is classified by a 
security label λ(Oi) and every task T in the proposed model is classified and assigned 
by a purpose level λ(T). The assignments of purpose levels for objects and task roles 
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should follow the privacy principle defined in chapter 3. Step 2: Analyze information 
flows on each task role. When applying privacy principles on PERBAC and taking 
information flow analysis into considerations, all the information flows in task roles 
must satisfy the privacy principle and this can be achieved by applying the privacy 
checking algorithm on the PERBAC systems. If the privacy principle is violated in a 
task role, two options could be implemented (1) delete the task role or (2) adjust pur-
pose levels of objects or adjust the relationships between the task role and its objects.  

4  Conclusion  

In this paper, a privacy-enhanced role-based access control model (PERBAC) is pro-
posed. It is concluded that privacy disclosure problem exists in PERBAC. In order to 
deal with this problem, based on the information flow analysis and privacy principles, 
a privacy checking algorithm is presented. The advantages of the algorithm are that 
(1) Each object is assigned a level of purpose. Thus, controlling method invocation 
through argument sensitivity is supported. (2) Whenever an object of the PERBAC 
model is revised, the privacy checking algorithm will be invoked to check if the pri-
vacy principle still be satisfied.  

RBAC technique has been widely accepted in recent years, we believe that the pre-
sented PERBAC model and its information analysis technique can be applied to vari-
ous applications, especially security and privacy concerns of enterprises.   

References 

[1] D. E. Bell and L. J. LaPadula, “Secure Computer Systems: Unified Exposition and Mul-
tics Interpretation”, Technical Report ESDTR-75-306, The Mitre Corporation, Bedford 
MA, USA, March 1976.  

[2] D. E. Denning, “A Lattice Model of Secure Information Flow”, Communication of ACM, 
vol. 19, no. 5, pp. 236-243, 1976. 

[3] D. E Denning and P. J. Denning, “Certification of Program for Secure Information 
Flow,” Communication of ACM, vol. 20, no. 7, pp. 504-513, 1977. 

[4] D. Ferraiolo, J. Cugini, and D. R. Kuhn, “Role Based Access Control: Features and moti-
vation.” In annual computer security applications conference, IEEE Computer Society 
Press, 1995. 

[5] E. Ferrari and E. Bertino, “Providing Flexibility in Information Flow Control for Object-
Oriented Systems,” Proc. 13’th IEEE Symp. Security and Privacy, pp.130-140, 1997. 

[6] K. Izaki and K. Tanaka, “Information Flow Control in Role-Based Model for Distributed 
Objects,” Proc. 8’th International Conf. Parallel and Distributed systems, pp. 363-370, 
2001. 

[7] S. Jajodia and B. Kogan “Integrating an object-oriented data model with multilevel secu-
rity” Proc. IEEE Symp. on Sucurity and Privacy, Oakland, CA, pp. 76-85, May 1990. 

[8] Gunter Karjoth and Matthias Schunter, “A Private Policy Model for Enterprises”, 15th 
IEEE Computer Security Foundation Workshop, June 24-26, 2002. 

[9] F. Potter and S. Conchon, “Information flow in inference for free,” ICFP00, ACM, pp 
46-57, 2000.  



 A Privacy Enhanced RBAC Model for Enterprises 1021 

 

[10] P. Samarati and E. Bertino, “Information Flow Control in Object-Oriented Systems,” 
IEEE Trans. Knowledge Data Eng., vol. 9, no. 4, pp.524-538, 1997. 

[11] R. Sandhu, E. J. Coyne, H.L. Feinstein, and C.E. Youman “Role based Access Control 
Models”. IEEE Computer, vol. 29, no. 2, pp38-47, 1996. 

[12] Ravi Sandhu and Venkata Bhamidipati, “The ARBAC97 Model for Role-Based Admini-
stration of Roles: Preliminary Description and outline”, Second ACM workshop on Role-
Based-Access-Control , Fairfax, Virginia, USA, pp 41-54, 1997. 

[13] G. Smith, “A new type system for secure information flow”, In Proc. 14th IEEE Com-
puter Security Foundations Workshop, Cape Breton, Nova Scotia, pp115—125, 2001. 



 

X. Lu and W. Zhao (Eds.): ICCNMC 2005, LNCS 3619, pp. 1022 – 1031, 2005. 
© Springer-Verlag Berlin Heidelberg 2005 

Text Categorization Using SVMs with Rocchio 
Ensemble for Internet Information Classification* 

Xin Xu1,2, Bofeng Zhang1, and Qiuxi Zhong1 

1 School of Computer, National University of Defense Technology, 
Changsha 410073, P.R. China 

2 Institute of Automation, National University of Defense Technology, 
Changsha 410073, P.R. China 
xuxin_mail@263.net 

Abstract. In this paper, a novel text categorization method based on multi-class 
Support Vector Machines (SVMs) with Rocchio ensemble is proposed for 
Internet information classification and filtering. The multi-class SVM classifier 
with Rocchio ensemble has a novel cascaded architecture in which a Rocchio 
linear classifier processes all the data and only selected part of the data is 
re-processed by the multi-class SVM classifier. The data selection for SVM is 
based on the validation results of the Rocchio classifier so that only data classes 
with lower precision is processed by the SVM classifier. The whole cascaded 
ensemble classifier takes advantages of the multi-class SVM as well as the 
Rocchio classifier. In one aspect, the small computational cost or fast processing 
speed of Rocchio is suitable for large-scale web information classification and 
filtering applications such as spam mail filtering at network gateways. On the 
other hand, the good generalization ability of multi-class SVMs can be employed 
to improve Rocchio’s precision further. The whole ensemble classifier can be 
viewed as an efficient approach to compromising processing speed and precision 
of different classifiers. Experimental results on real web text data illustrate the 
effectiveness of the proposed method. 

1   Introduction 

With the wide spread of Internet applications, automated classification and filtering of 
network information has become an important research topic in recent years since the 
availability of digital text documents increases dramatically. The applications of 
Internet information classification and filtering technology range from personal 
information service agents [1] to spam mail filtering [2]. In these applications, 
automated text categorization based on machine learning approaches is one of the main 
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techniques that have been studied in the literature [3][4][5]. Automated text 
categorization is defined as the task of assigning predefined class labels to text 
documents by learning a set of training samples to construct a classifier or filterer 
model. The advantages of this approach include an accuracy comparable to that 
achieved by human experts, and a considerable saving in terms of expert labor power, 
since no intervention from either knowledge engineers or domain experts is needed for 
the construction of the classifier or for its porting to a different set of categories.  

Slightly different from the concept of text classification, text filtering [6], which 
means classifying a stream of text documents, is another popular case in Internet 
information services based on text categorization techniques. A text filtering system 
observes a stream of text and divides them into two classes, i.e., relevant and irrelevant. 
Moreover, text classification is often needed to assign detailed categories to the filtered 
relevant documents. Text filtering is a special case of automated text categorization 
since it can be viewed as single-label text classification, i.e., classifying incoming 
documents into two disjoint categories, the relevant and the irrelevant.  

Until now, lots of work has been done on applying machine-learning methods to 
automated text categorization, which include various supervised learning algorithms 
such as kNNs [3], decision trees [7], Naïve Bayes, Rocchio [4], neural networks [8] and 
support vector machines (SVMs) [9], etc. However, for classification and filtering of 
Internet information, the computational efficiency and classification precision of 
existing methods still have to be improved to meet the requirements of large-volume 
and complex network background data.  

As a relatively new class of machine learning algorithms based on statistical learning 
theory, SVMs for text classification have obtained several state-of-art results in 
classification precision [9]. However, the computational cost of SVMs is usually large 
and becomes a bottleneck for applications to large-scale text documents.  

Ensemble learning algorithms [10] train multiple classifiers and then combine their 
predictions. As studied in [10], the generalization ability of an ensemble classifier can 
be much better than a single learner so that the algorithms and applications of ensemble 
learning have been widely studied in recent years. Some of the most popular ensemble 
learning algorithms include Bagging [11], Boosting [12], etc. In many successful 
applications, ensemble-learning classifiers usually achieve the best performance in the 
literature.  

In this paper, to overcome the performance problems in real-time Internet information 
classification and filtering, a novel text categorization method based on SVMs with 
Rocchio ensemble is proposed. In the proposed method, a multi-class SVM and a 
Rocchio classifier are cascaded as an ensemble classifier, which can be viewed as a new 
ensemble architecture different from Bagging and Boosting. The Rocchio classifier is 
configured to perform rapid coarse filtering of all incoming data since its processing 
speed is very fast. The multi-class SVM is only used to process selected part of the data 
output by the Rocchio. The data selection strategy for SVMs is based on the validation 
results of the Rocchio classifier so that data classes with lower classification precision are 
re-processed by the multi-class SVM to improve accuracy. The proposed method takes 
advantages both of the fast speed of the Rocchio and the high precision of the SVM. 
Experiments on real web text data illustrate the effectiveness of the ensemble classifier.  
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This paper is organized as follows. Section 2 gives a brief introduction on the 
techniques involved in text categorization for Internet information classification and 
filtering. Section 3 presents the principles and algorithms of multi-class SVM with 
Rocchio ensemble. Experimental results on real web text data are given in Section 4. 
And some conclusions are drawn in Section 5. 

2   Text Categorization for Internet Information Classification  

2.1   Internet Information Classification as a Text Categorization Problem 

Internet information classification and filtering are used for discriminating various 
classes of data in web pages and emails. To employ automated text categorization in 
Internet information classification applications, sampled network data are collected and 
labeled with their corresponding classes. The original sampled data may have different 
formats and coding schemes such as Unicode, MIME, etc. So they have to be 
transformed to a uniform format by extracting ASCII text information from them. The 
transformed data are then divided into two sets for automated classifier training and 
performance testing.  

After sample data collection, automated text categorization usually involves three 
steps, namely, document representation, classifier construction, and performance 
evaluation or validation. Document representation can be viewed as a preprocessing 
process, which includes stop word elimination, stemming, feature selection and 
weighting, etc. After preprocessing, a text document is usually represented as a data 
vector 

],...,,[ 21 fnff wwwd =  (1) 

where wfi (i=1,2,…,n) are the weights of document features. n is the number of 
document features. The feature weights are usually determined by some function of 
feature frequencies: 

)( fifi tgw =  (2) 

where tfi is the occurrences of feature fi in a document and the selection methods of 
function g(.) include TF*IDF, log(TF)*IDF, etc [3]. The document representation 
method is usually called the vector space model. For detailed discussion on the vector 
space model, please refer to [3].   

In the classifier construction step, various machine learning methods can be used to 
learn a classifier model based on training data. The training data are composed of 
preprocessed document data vectors from different classes and each data vector is 
labeled with the corresponding class labels.  

The performance evaluation of text classifiers is conducted on a testing sample data 
set, which is usually different from the training set. In text categorization, there are two 
main criteria for performance evaluation, i.e., precision and recall. Let Nci denote the 
number of test samples that are classified correctly to class i, the precision Pi and recall 
Ri of a text classifier are defined as follows: 
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where Mi is the number of samples that are misclassified to class i and Ni is the sample 
number of class i that has not been classified as class i.  

2.2   The Rocchio Algorithm for Text Classification 

In automated text categorization, linear classifiers usually construct linear profiles of 
different classes explicitly so that they are easy to be understood. The Rocchio method is 
one of the most popular linear models in text categorization due to its simplicity and low 
computational cost. It relies on an adaptation to text categorization of the well-known 
Rocchio’s formula for relevance feedback in the vector space model, i.e., 
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where wji are the weight of term i in document dj, POSi is the set of documents that 
belong to class i, NEGi is the set of documents that are not labeled with class i, Npi and 
Nni are the document numbers of POSi and NEGi, respectively, and β, γ are two control 
parameters that allow the adjustment of relative importance of positive and negative 
examples. Then, for each text class i (i=1,2,…,m), by dividing the training examples 
into a positive subset and a negative subset, a linear profile of the Rocchio classifier is 
constructed as follows: 

],...,,[ 21 iniii pppp =         (i=1,2,…,m) (5) 

After building the linear profile of Rocchio classifier, the class label of a test example 
is determined by computing the distance between its weight vector and the linear profile, 
where the following cosine formula is usually used. 
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Then the class label of a test sample t=[w1, w2,…, wn] is assigned by selecting the 
class whose profile has the minimal distance with the test sample.  

The Rocchio algorithm for text categorization has the advantage of simplicity and fast 
testing speed. However, as all linear classifiers, it separates text documents linearly so 
that it is hard to obtain better classification precision for large volumes of text documents. 

3   The Multi-class SVM with Rocchio Ensemble  

In this section, we will present a novel ensemble classifier learning method that 
combines multi-class SVMs with Rocchio to take advantages both of the nonlinear 
optimal classifier built by SVMs and of the fast processing speed of Rocchio’s linear 
profiles. First, the structure of the ensemble classifier based on multi-class SVMs and 
Rocchio is given in the following. 
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3.1   Structure of the Multi-class SVMs with Rocchio Ensemble 

Fig. 1 shows the component structure and running scheme of the proposed ensemble 
classifier. All the feature vectors of Internet information flow, which are produced by 
preprocessing and feature extraction of Web pages and e-mails, are processed and 
classified by the Rocchio classifier. Besides classification, the Rocchio classifier also 
carries out text filtering by dividing the classes into two sets, i.e., relevant and 
irrelevant. Usually, there are several classes in the relevant set and the irrelevant set 
only contains one class. Although the Internet information flow may have large volume 
of data, the filtering and classification based on Rocchio are time-efficient due to the 
fast processing speed of linear profiles.  

 

Fig. 1.  Structure of the ensemble classifier 

After filtering, the relevant data are re-processed by a new ensemble strategy which 
considers the classification performance of the linear Rocchio classifier for different 
classes of text documents and then selects the data classes that have lower precision to 
be processed by the multi-class SVM classifier. Since classifiers based on SVMs have 
been proved to be very effective in high precision classification, the use of multi-class 
SVMs to re-classify a part of the data will be beneficial to improve classification 
precision. Moreover, we can select only a small part of the text data to be re-classified 
by the SVM so that the computational cost will be lower than processing all the data by 
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SVMs again. Therefore, the ensemble strategy can be viewed as a compromising 
mechanism between classification precision and processing speed, which are both 
crucial to the ultimate performance of text classification methods in real-time Internet 
information processing applications. 

The multi-class SVMs are consisted of multiple binary SVM classifiers and the 
outputs of the binary SVMs are combined by a voting strategy. Details about the 
multi-class SVM algorithms will be discussed in the following subsection. 

3.2   The Multi-class SVM Algorithm Based on One-vs-All Strategy 

Based on the idea of constructing optimal hyper-plane to improve generalization 
ability, SVMs are originally proposed for binary classification problems. Nevertheless, 
most real world pattern recognition applications are multi-class classification cases. 
Thus, multi-class SVM algorithms have received much attention over the last decades 
and several decomposition-based approaches for multi-class problems are proposed 
[13]. The idea of decomposition-based methods is to divide a multi-class problem into 
multiple binary problems, i.e., to construct multiple two-class SVM classifiers and 
combine their classification results. There are several combining strategies for the 
implementation of multi-class SVMs using binary SVM algorithms, which include 
one-vs-all, one-vs-one, and error correcting coding [13], etc. Among the existing 
decomposition approaches, the one-vs-all strategy has been regarded as a simple 
method with relatively low precision when compared with other multi-class schemes. 
However, a very recent research [14] demonstrates that one-vs-all classifiers is 
extremely powerful and can produce results that are usually at least as accurate as other 
methods. In the proposed ensemble classifier, we employ the one-vs-all strategy for 
multi-class SVMs, where a binary SVM classifier is constructed for each partition of 
one class against all the other classes. For m classes of data, there will be m binary SVM 
classifier to be built based on different partitions of the training data. Thus, the 
multi-class classification problem is decomposed into m subtasks of training binary 
SVM classifiers.  

In the training of binary SVM classifiers, a hyperplane is considered to separate two 
classes of samples. Following is the linear form of a separating hyperplane. 

0)( =+⋅ bxw
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     RbRw n ∈∈ ,
r

 (7) 

Then the decision function can be given by 
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Based on the structural risk minimization (SRM) principle in the statistical learning 
theory, the optimal linear separating hyperplane can be constructed by the following 
optimization problem 
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To reduce the effects of noise and outliers in real data, the following soft margin 
techniques are usually used, which is to solve the primal optimization problem as 
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The Lagrangian dual of soft-margin support vector learning can be formulated as 
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Since in most real-world classification problems, nonlinear separating planes have 
to be constructed, a ‘kernel trick’ is commonly used to transform the above linear form 
of support vector learning algorithms to nonlinear ones. In the kernel trick, a nonlinear 
feature mapping is introduced to build linear hyper-plane in the feature space without 
explicitly computing the inner products in high-dimensional spaces. Let the nonlinear 
feature mapping be denoted as 

)(xx
rr φ→  (15) 

the dot products )( ji xx
rr

⋅ in linear SVM algorithms can be replaced by dot products in 

nonlinear feature space and a Mercer kernel function can be used to express the dot 
products in high-dimensional feature space 
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Then the optimization problem of SVMs for two-class soft margin classifiers is 
formulated as follows: 
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The decision function of each binary SVM is 
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corresponding training samples. 

4   Experimental Results 

The proposed ensemble classifier based on multi-class SVMs and linear Rocchio is 
evaluated in text documents extracted from real network data. The text data are 
manually partitioned to 4 classes for training and testing. The features or number of 
keywords for the four classes of text data are 134, 204, 61, 79, respectively. Then a 
feature vector of 479 dimensions is constructed for each text document and the 
elements of every feature vector are normalized to the interval of [0, 1]. The total 
number of document samples in our experiments is 1111. Table 1 summarizes the data 
information about training and testing samples.  

Table 1.  Sample data for the experiments  

Class Feature dimension Sample number 
Class 1     134     427 
Class 2     204     275 
Class 3     61     181 
Class 4     79     228 
Total     478     1111 

Table 2.  Precision and recall of different classifiers 

  Class 1 Class 2 Class 3 Class 4 
SVM 98.3%   100% 99.4% 100% 
Rocchio 96.1%   94.1% 97.5% 97.2% 

Precision 

Rocchio+SVM 
Ensemble 

98.6% 100% 97.5% 97.3% 

SVM 100% 98.4% 98.1% 97.2% 
Rocchio 96.1% 94.6% 96.3% 97.2% 

Recall 

Rocchio+SVM 
Ensemble 

99.2% 97.8% 98.1% 99.1% 

In the experiments, the multi-class SVM classifier with Rocchio ensemble is trained 
and tested on the sample data. We also evaluated the Rocchio classifier as well as the 
multi-class SVM classifier separately to make comparisons on the precision and testing 
speed of different algorithms. In the implementation of multi-class SVMs, RBF 
(Radius Basis Functions) kernels are selected with a width parameter σ=0.1 for each 
binary SVM classifier.  
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Table 2 shows the experimental results of text classification using the above three 
learning algorithms, i.e., the conventional multi-class SVM classifier, the linear 
Rocchio classifier, and the proposed ensemble classifier based on SVM and Rocchio. It 
is shown that the precision and recall of the ensemble classifier are better than the 
Rocchio classifier alone and are comparable to conventional multi-class SVM. 

Fig.2 presents the testing speed comparison of the three types of classifiers, where 
the processing time of each classifier on the testing data set is computed. It is clear that 
the multi-class SVM with Rocchio ensemble has faster speed than conventional SVMs 
so that it is more suitable for real-time Internet applications of data filtering and 
classification with high volume and fast speed. 

SVM

Rocchio+SVM

Ensemble

Rocchio

0

1

2

3

4

5

6

Testing Time

SVM

Rocchio+SVM

Ensemble

Rocchio

 
Fig. 2. Testing time comparisons of different classifiers 

5   Conclusions 

With the wide spread of Internet applications, information filtering and automated 
classification of Internet data have attracted much attention. To realize high precision 
information filtering and classification with fast processing speed, this paper presents a 
novel text classifier ensemble method based on multi-class SVMs and Rocchio. In the 
ensemble classifier, a Rocchio classifier and a multi-class SVM using one-vs-all 
strategy are trained separately. Data flows of text documents are firstly processed by 
the Rocchio classifier, and only a part of the data is reprocessed by the SVM to improve 
accuracy. Thus, the proposed ensemble method makes advantages of the good 
generalization ability of SVMs as well as the fast processing speed of linear Rocchio 
classifiers. Experimental results demonstrate the effectiveness of the proposed method. 
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Abstract. The Network Processing Forum (NPF) is delivering specifications 
for programmable network elements that reduce equipment time-to-market, 
while increasing time-in-market. ForCES (Forwarding and Control Element 
Separation) aims to define framework and associated mechanisms for standard-
izing the exchange of information between the logically separate functionality 
of the control plane and the forwarding plane. To make good use of the efforts 
of NPF and TCP reliability, this paper presents a TCP-based lightweight proto-
col for control plane and forwarding plane communication. This protocol meets 
many requirements of the ForCES working group charter for a protocol. We 
provide an evaluation of its applicability for a ForCES protocol. One advantage 
of this protocol is that it can provide good support for Common Programming 
Interface (CPI) of NPF. Also it can be easily extended to support new services 
or new functions. The current version of this protocol has been implemented in 
our IPv6 core router. 

1   Introduction 

In traditional network equipment, control plane components are interdependent with 
the forwarding plane functions implemented by custom ASICs. The traditional 
model has some problems such as inflexible hardware solutions. To solve these 
problems, control plane and forwarding plane functions, while still interdependent, 
should be abstracted from each other in the next-generation building-block model. 
This means that traditional, monolithic architectures can be broken up into functional 
blocks connected by specific interfaces. The decoupling of control and forwarding 
paths has several desirable characteristics. First of all, neither component bottlenecks 
the other as long as their capacities are sufficient to sustain their input demands. 
Moreover, because of decoupling, improvements in any one component allow the 
router to service higher input loads for that component, independent of the other 
component. 

In programmable networks, there are two possible ways to place a controller. One 
is to put the controller quite close to the controlled Forwarding Elements (FE). The 
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other is to put the controller remotely away from FEs. ForCES has explicitly defined 
the controller place in local place, such as in the same room or at a very close prox-
imity.  In IP routers, because most of the functions are packet-by-packet-processing 
based, we do not think that it is possible or necessary for an open programmable IP 
networks. So we set the architecture to local mode as ForCES does. 

Control plane and forwarding plane can communicate over a variety of link, net-
work, and transport media. When developing IP routers such as routers using network 
processors, cluster-based IP routers [1], distributed multi-processor routers and so on, 
control plane and forwarding plane can be connected by a high speed system area 
network. And TCP provides reliability and congestion control. Also the Network 
Processing Forum (NPF) is delivering specifications for programmable network ele-
ments that reduce equipment time-to-market, while increasing time-in-market. 
ForCES (Forwarding and Control Element Separation) aims to define framework and 
associated mechanisms for standardizing the exchange of information between the 
logically separate functionality of the control plane and the forwarding plane. To 
make good use of the efforts of NPF, so this paper presents a TCP-Based lightweight 
protocol as communication mechanism between control and forwarding called  
OpenRouter, supporting control plane extensibility. In this protocol, resources in the 
forwarding plane that need to be controlled or managed by the control plane are  
abstracted as objects. Because of this characteristic, this protocol provides good  
support for Common Programming Interface (CPI) of NPF. Also it is easily to be 
extended to support new services or new functions. This protocol is simple and easy 
to be implemented. It has been applied to our IPv6 core routers.  

2    The Router Configuration and OpenRouter Protocol 

2.1   The Router configuration 

To apply OpenRouter protocol, all the CEs and FEs are interconnected with TCP/IP 
network in a router configuration. These separated CEs and FEs are one hop or  
multiple hops away from each other. The CEs and FEs communicate to each other by 
running OpenRouter, and the collection of these CEs and FEs together become one 
routing unit to the external world. But we neither care how the CEs communicate, nor 
do we care how the FEs do. FEs may be interconnected with some kind of high speed 
LAN connection or a switch fabric, etc. Fig.1 shows such a router configuration  
example. 

2.2   FE Resources Abstraction 

Dominic Herity [2] points out that an object oriented API in the control plane gives 
the richness and flexibility you need to abstract a complex entity like a network  
processor. IEEE P1520 reference model [3] for open programmable computer  
networks has four horizontal layers and interfaces for IP routers. Each layer defines 
what is termed as a level. Each level comprises a number of entities in the form of  
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Fig. 1. A router configuration example 

 

Fig. 2. An interface object class  

algorithms or objects representing logical or physical resources depending on the 
level’s scope and functionality. The virtual network device level (L-interface) has as 
its sole purpose to logically represent resources in the form of objects (entities) 
thereby isolating the upper layers from hardware dependencies or any other proprie-
tary interfaces. P1520 views core router abstractions in a hierarchical manner. For 
providing an object oriented API, we think it is useful to abstract FE resources in a 

object class name: 
interface 

attributes: 
information about the interface 
type of interface 
max size of datagram  
current bandwidth in bits/sec 
desired state for the interface 
current operational status  
… 

methods: 
enable interface 
disable interface 
clear statistical  counters 
get MTU 
set MTU 
send packets 

// event notification 
inform CEs of the status change (link 

up/down) 
redirect packets 
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hierarchical manner. So we view FE resources as objects equally. Any resource or 
element function [4] in the forwarding plane that needs to be controlled or managed 
by the control plane is abstracted as an object. Fig.2 show an example of an interface 
object class abstracted from port resources. 

2.3   Protocol Overview 

We establish two TCP connections for OpenRouter messages: one for control mes-
sages, the other for the slow router data path. The TCP connections carry object ori-
ented messages used to configure or control objects in the FEs by the CEs and object 
oriented messages encapsulating the packets in the slow router data path, as illustrated 
in Fig.3. 

 

Fig. 3. Object oriented Open Router messages  

 
Fig. 4. OpenRouter message header format  

OpenRouter protocol consists of OpenRouter protocol messages. The messages can 
be sent from a CE to a FE as configuration messages, or from a FE to a CE as re-
sponse or event report messages. 

In data format, an OpenRouter protocol message is composed of an OpenRouter 
protocol header and a message body. 

The header format is illustrated in Fig.4. 

Version:  
Version number, this version of OpenRouter is set to 0x01. 

0                      8                     16                             31

Priority Version Length 

OSPF RIP BGP PIM …

OpenRouter Interface 

OpenRouter Con-
trol Messages 

OpenRouter 
Data Messages 

OpenRouter Interface 

IPv4 
FIB 

ARP 
table 

IPv6
FIB 

Neighbor
table 

ACL 
list 

…

FE Resources
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Priority:  
The priority is used for receiver of the message to know if the message should be 
processed ahead of other lower priority messages. 
Length:  
The message body length, not including the four bytes message header. 
The message body format is illustrated in Fig.5. 

 

Fig. 5. OpenRouter message body format 

Object Class:  
Resources that can be managed or controlled by CEs are abstracted as objects, such as 
ports, IPv4 forwarding table, ARP table, IPv6 forwarding table, neighbor table, access 
list, and so on. 
Operation Type:  
This corresponds to an object method. For example, it may be an operation adding a 
route entry to IPv6 forwarding table.  
Response Type:  
A CE may want to know whether an operation is completed successfully or not, so we 
should provide a mechanism to allow the CE to control the nature required from the 
FE. If the response type is ACK, then the FE that received a message generated by 
this request will send a response to the CE indicting the operation results. NOACK 

0                    8                  16                  24                  31 

Object 
Class 

Operation 
Type

Response 
Type 

Error  
Code

Object Instance ID     

Transaction ID 

Reserved TLV 
Numbers 

Type �� Length 

Value 

Type �� Length 

Value 
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indicates that no responses should be generated as a result of this request.  NEGACK 
indictates that only unsuccessful operation results should be reported.  
Error Code:  
Asynchronous response messages depend on which method of an object that gener-
ates the response. Error Code is typically included with each response. 
Object Instance ID:  
Object Instance ID is needed to identify an object, together with object class.  
Transaction ID:  
Used for the system to uniquely distinguish individual received messages. It may be 
generated by message senders as a random number. For request messages, the sender 
may select any transaction identifier; while for response messages, the transaction 
identifier is set to the same value as that of the message it responses to. 
TLV Numbers:  
It indicates how many parameters are required by the object method. These parame-
ters are encapsulated in a type, length, value (TLV) format. Each TLV must be 
aligned on a word (4-bytes) boundary. But TLVs can be placed in any order. 

3   OpenRouter Protocol Evaluation 

Though OpenRouter protocol is a proprietary protocol by now, it meets many re-
quirements of the ForCES working group charter for a protocol. This section provides 
an evaluation of its applicability for a ForCES protocol. 

3.1   Architectural Requirements Compliance Evaluation 

OpenRouter protocol is designed based on the ForCES architecture requirements [5]. 
We review its compliance to the individual requirement items as below: 

1) For architecture requirement #1   
OpenRouter packets are transported via TCP/IP mediums, against any suitable 
medium, such as Ethernet, ATM fabrics, and bus backplanes. 

2) For architecture requirement #2  
ForCES requires that FEs MUST support a minimal set of capabilities necessary 
for establishing network connectivity (e.g., interface discovery, port up/down 
functions).  OpenRouter protocol has no restriction on this functionality.   

3) For architecture requirement #3  
By properly configuring FEs with their LFBs in a NE via OpenRouter protocol, 
packets can arrive at one FE and depart at the other FE or FEs. 

4) For architecture requirement #4  
By properly configuring LFBs in FEs in a NE via OpenRouter protocol, the NE 
can appear as a single functional device in a network. 

5) For architecture requirement #5 
OpenRouter protocol can be extended to provide a way to prevent unauthorized 
ForCES protocol elements from joining a NE. 
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6) For architecture requirement #6 
A FE is able to asynchronously inform the CE of a failure or increase/decrease 
in available resources or capabilities on the FE via OpenRouter event notifica-
tion message. 

7) For architecture requirement #7 
A FE can establish TCP connections with any CE. So CE redundancy or CE 
failover can be supported. 

8) For architecture requirement #8 
FEs is able to redirect control packets (such as routing messages) addressed to 
their interfaces to the CE via interface object methods. 

9) For architecture requirement #9  
OpenRouter supports RFC1812 compliant router functions by means of follow-
ing mechanisms in OpenRouter:  

– Fully supporting ForCES FE model  
– Packet redirection messages  
– Datapath management messages  
– Managed Object(MO) management messages 

10) For architecture requirement #10 
OpenRouter does not meet this requirement.  

11) For architecture requirement #11  
In OpenRouter, a FE is identified by an IP address. So The NE architecture is 
capable of supporting hundreds of FEs. And a port is identified by a 32 bits ob-
ject instance identifier and an object class. It is capable of supporting tens of 
thousands of ports. 

12) For architecture requirement #12 
FEs AND CEs can join and leave NEs dynamically by establishing the TCP 
connections or break them. 

13) For architecture requirement #13 
OpenRouter supports multiple FEs working together in a NE by using FE identi-
fiers. OpenRouter supports multiple CEs working together in a NE by support-
ing CE redundancy or failover functionality. 

14) For architecture requirement #14 
CEs can use object oriented messages to get the SNMP MIBs. 

3.2   Model Requirements Compliance Evaluation 

The OpenRouter protocol message is separated into generic message header and an 
extensible message body payload which can be used to carry the FE, Logical Func-
tional Block (LFB) specific data which is defined by the FE Model. Thus the Open-
Router protocol is cleanly separated from the data model that it carries. The FE Model 
draft [4] defines the data model for the Forwarding Element and meets all the Model 
requirements. 

3.3   Protocol Requirements Compliance Evaluation 

We don not detailed the compliance levels for OpenRouter Protocol in this paper. A 
summary of the compliance levels is given in table 1. 
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Where: 

T = Total compliance. Meets the requirement fully.  
P+ = Partial compliance. Fundamentally meets the requirement through the use of 
extensions (e.g. packages, additional parameters, etc.)  

Table 1. A summary of the compliance levels  

Protocol Requirements 
Compliance 
levels 

1 Configuration of Modeled Elements T 
2 Support for Secure Communication P+ 
3 Scalability T 
4 Multihop T 
5 Message Priority T 
6 Reliability T 
7 Interconnect Independence p 
8 CE Redundancy or CE Failover T 
9 Packet Redirection/Mirroring   T 
10 Topology Exchange P+ 
11 Dynamic Association T 
12 Command Bundling p 
13 Asynchronous Event Notification T 
14 Query Statistics T 
15 Protection Against Denial of Service Attacks T 

4   OpenRouter Protocol  Implementation 

We implemented our core IPv6 router based on OpenRouter protocol. As shown in 
Fig.6, OpenRouter Master runs on a CE which uses Linux as its operation system, and 
OpenRouter Agent runs on a FE using VxWorks as its operation system. When a 
routing protocol learns some route, routing table management adds this route to Linux 
kernel and encapsulates this route as an OpenRouter message which is got and sent to 
the OpenRouter Agent by the OpenRouter Master. When the CE wants to send data 
from some interface, the OpenRouter Master will get the message from the Linux 
kernel. The OpenRouter Agent decodes the received messages, takes some action 
such as writing a forwarding table entry to network processors, decides whether it 
should report the result to the CE according to the response type in the message. 
When a packet needs to be redirected to CE or some events happen, the OpenRouter 
Agent sends the encapsulated message to OpenRouter Master. 

The OpenRouter Agent listens on OpenRouter socket ports, waiting for the CE’s 
connections. After the TCP connections are established, the CE and FE exchange the 
security information, decides whether their association can be established or not. The 
Heart Beats message is used to decide whether the association is keep alive. Once the 
association is  established, the CE and FE exchange message to control or manage FE 
resources. Fig.7 shows an example of messages exchange between a CE and a FE.  
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Fig. 6. Router structure based on OpenRouter protocol 

5   Conclusion and Future Work 

Because the Network Processing Forum (NPF) is delivering specifications for pro-
grammable network elements that reduce equipment time-to-market, while increasing 
time-in-market, we should make good use of the efforts of NPF when we define a 
protocol for control plane and forwarding plane communication. On the other hand, 
TCP provides reliability and congestion control. So this paper presents an extensible 
TCP-based protocol called OpenRouter for control plane and forwarding plane com-
munication. Compared with other protocols [6, 7, 8], this protocol provides good 
support for Common Programming Interface (CPI) of NPF. Also it can be easily ex-
tended to support new services or new functions. This protocol has been adopted and 
implemented by our IPv6 core router project. Though it is a proprietary protocol by 
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now, it meets many requirements of the ForCES working group charter for a protocol. 
We are working to standardize this protocol and intend to draft it. 

 

Fig. 7. Example of messages exchange between CE and FE 
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Abstract. Variable-size IP packets are generally segmented into fixed-size cells 
for switching and scheduling in scalable input queueing switches. While switch 
bandwidth loss occurs when packets' sizes are not integral times of the cell size, 
and the speedup of at least two is required to achieve full line rate. This paper 
proposes a framing approach called Bit Map Packet Framing (BMPF) to merge 
and segment IP packets efficiently. In BMPF, the partially filled cell can carry 
some bytes from the following packet. Thus switch bandwidth loss is avoided 
and the required speedup is greatly lowered to 1.17 . BMPF is superior to other 
conventional framing methods, such as PPP, HDLC and COBS. Furthermore, 
BMPF can be also deployed to merge IP packets in optical packet switches.  

1   Introduction 

Input queueing switches are employed widely in state-of-the-art core routers due to 
low complexity and high scalability [1][2][3]. In these switches, variable-size IP 
packets are segmented into fixed-size cells for switching and scheduling in each input 
port, and reassembled in each output port [4]. Although packet-mode scheduling is 
proposed to simplify reassembly [5], cell is still the basic switching unit and packet-
to-cell segmentation is necessary. In the traditional segmentation method, packets are 
segmented independently, and padded to integral times of the chosen cell size. E.g., if 
the cell size is 64 bytes, a 65-byte packet is padded and segmented into two cells, in 
which the second cell only contains 1-byte valid data. The switch bandwidth is wasted 
for padding the last cell of an IP packet with useless bytes. In the worst case, the 
speedup of at least two is required to achieve full line rate. 

Furthermore, optical switch fabric is considered as an essential upgrade for terabit 
core routers due to its "unlimited" bandwidth [6][7]. In optical switches, the switch 
reconfiguration time is significant because of the mechanical setting and other factors. 
E.g., in typical micro-electro-mechanical system (MEMS) optical switches, the 
reconfiguration time is about 10 µs [8]. To reduce the number of reconfiguration, 
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multiple IP packets are merged into a large fixed-size frame and switched together 
[9][10]. When the size sum of IP packets is larger than the capacity of one frame, 
another one is needed. Under the extreme condition, only half of the switch 
bandwidth is utilized. E.g., suppose the frame size is 1000 bytes, each frame only 
carries one IP packet when packets of 500 and 501 bytes arrive alternately. As far as 
we know, few works have been done to overcome this problem. Most related works 
simply adopt the speedup, or make the assumption that one frame exactly contains 
multiple IP packets. Obviously, the assumption does not hold in real IP switches and 
routers. Actually, frames in optical switching and cells in electronic switching have 
no essential difference, and fixed-size frames can be considered as ultra-large cells, so 
for convenience we use "cell" to refer both of them in the following sections. 

In this paper, we propose a practical framing approach called Bit Map Packet 
Framing (BMPF). BMPF achieves full line rate with a rather low speedup and utilizes 
the switch bandwidth efficiently. The behavior of BMPF is characterized as three 
steps. First, IP packets are framed into a byte stream before entering the switch fabric. 
Second, the byte stream is segmented and switched without considering its boundary, 
where the concept of IP packets does not exist any more. Finally, in each output port 
IP packets are extracted from the byte stream. In BMPF, a partially filled cell of the 
current packet can carry some bytes from the following packet. This makes the switch 
bandwidth fully utilized. The same idea is also mentioned in [11], but the detailed 
framing method is not studied. 

The overhead of BMPF is about 14.29% in the worst case, and is only 0.1116% for 
uniformly distributed random data. By comparing with previous framing methods, we 
obtain: (i) BMPF is more efficient than the point-to-point (PPP) protocol [12]; (ii) 
BMPF is more efficient and practical than high-level data link control (HDLC), which 
is developed by ISO; (iii) BMPF achieves less encoding delay than consistent 
overhead byte stuffing (COBS) [13]. 

The rest of the paper is organized as follows. Section 2 describes the behavior of 
BMPF. Section 3 analyzes BMPF's performance and compares the overhead of BMPF 
with that of PPP, HDLC and COBS. Section 4 presents the hardware implementation 
architecture of encoding and decoding in BMPF. Section 5 concludes this paper. 

2   Framing Approach to Merge and Segment IP Packets: BMPF 

Fig. 1 shows the BMPF scheme to merge and segment IP packets. Each framed 
packet is composed of three parts: flag, stuffing bit map (SBM) and the converted 
packet. The byte 0x7E is used to mark a packet's boundary. Packets are checked byte 
by byte. When 0x7E is found, 0x5E is outputted and one bit in SBM is set to '1'. 
When 0x5E is met, it remains unchanged and one bit in SBM is set to '0'. Otherwise, 
original bytes are outputted directly and no bits are set. The most significant bit (bit 7) 
of each SBM byte is set to '1'. Thus in SBM 0x7E never appears and only seven bits 
of one byte are utilized. The marking bits for 0x7E and 0x5E are placed one by one 
from bit 6 to bit 0 in SBM. When these bits are not up to seven bits, '0's are padded. 
SBM of the current packet is placed at the beginning of next packet. If there is no next 
packet to be transferred, a packet only containing SBM is inserted. 
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Fig. 1. The BMPF framing approach 

45 00 1200Input

Output 45 00 28 37 5E 3100 5E 5E 007E SBM 7E D0

45 00 28 37 7E 3100 7E 5E 00

45 0000 12 7E

Previous Packet's SBM 1 1 0 1 0 0 0 0

Packet 1 Packet 2

 

Fig. 2. An example of BMPF 

After variable-size IP packets are framed into a byte stream, the byte stream is 
segmented into fixed-size cells for switching and scheduling. In each output port, the 
flag byte 0x7E is used to determine the boundary of each packet. The number of 0x5E 
in the previous packet is counted with a counter, which denotes the number of SBM 
bytes in the current packet. Since SBM is followed by next IP packet, the current IP 
packet can be decoded when we get its SBM in next packet. If there is 0x5E in the 
converted packet and the corresponding bit in SBM is '1', 0x7E is restored. Otherwise, 
the converted packet is outputted directly. 

Fig. 2 shows an example of BMPF. There are two 0x7Es and one 0x5E in IP packet 
1, so this packet's SBM is "11010000" (0xD0) and it is transferred at the beginning of 
the second framed packet. IP packet 2 has no 0x5E or 0x7E, so there is no SBM 
padded at the beginning of the third framed packet. When there are no packets to be 
sent, idle cells only including the flag 0x7E are inserted. 

In BMPF, consecutive IP packets are merged into a stream and then segmented into 
cells together. A cell may carry bytes of different packets, and the process of padding 
useless bytes is avoided when IP packets arrive continuously under a heavy load. 

3   Properties of BMPF 

Property 1. In the worst case, the overhead of BMPF is about 14.29%, and for 
uniformly distributed random data the overhead is only 0.1116%. 

Note that 0x7E and 0x5E need one marking bit in SBM and only seven bits of each 

byte in SBM are utilized. Let n be the packet size, and Wy be the overhead of BMPF 
in the worst case. We obtain 
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2

256 , and the probability that there are i bytes to be stuffed is 

2 2
1

256 256

i n in

i
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where 0 i n≤ ≤ . Then we get 
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Obviously, 

1
7 7 7

i i i⎡ ⎤≤ < +⎢ ⎥⎢ ⎥
.
 

(3) 

From (2) and (3), we obtain 

2 2 2
1 1

256 7 256 7 256

n

R

n n
y

× × ⎛ ⎞≤ < + − −⎜ ⎟× × ⎝ ⎠
.
 

(4) 

From (1) and (4), we can get Property 1. 

Property 2. BMPF is more efficient than PPP. 
IP over PPP over SONET/SDH is a typical architecture in backbone networks [14], 
which makes the PPP protocol popular. PPP uses a byte-stuffing scheme, in which the 
byte 0x7E is the flag to demarcate the boundary between two consecutive packets. 
0x7E in the data is encoded as two bytes 0x7D5E, and 0x7D is encoded as 0x7D5D. 
Whenever 0x7D appears in the receiver, the receiver discards 0x7D and XOR's the 
following byte with 0x20 to recreate the original byte. 

In the worst case, an n-byte overhead is required for an n-byte packet to be framed 
into a PPP packet. I.e., the worst-case overhead is 100%. For uniformly distributed 

random data, the probability that any byte is one of 0x7E and 0x7D is 
2

256
. The 

expected overhead for any n-byte uniformly distributed random data is 

2
0 0078125

256
n . n× = .

 
(5) 

Fig. 3 compares the overhead of BMPF with that of PPP for uniformly distributed 
random data. The packet sizes are varied from 0 to 4000 bytes. The two curves are 
obtained from (4) and (5). We can see that only 5-byte overhead is required in BMPF 
when the packet size is up to 4000 bytes, and 31-byte overhead is needed in PPP. 
Obviously, BMPF is more efficient than PPP. The advantage of PPP is that packets  
can be immediately decoded at the receiver side. However, the fast decoding cannot 
speedup the reassembly process. In switches and routers, only when the last cell of an 
IP packet arrives at an output port, can a complete packet be reassembled. 
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Fig. 3. Overhead comparison between PPP and BMPF 

Property 3. BMPF is more efficient and practical than HDLC. 
HDLC uses the bit-stuffing technology to eliminate the appearance of the flag byte in 
the encoded data. The byte 0x7E is also adopted as the boundary flag. Whenever five 
consecutive '1's are checked in a row, a bit '0' is inserted automatically. At the receiver 
side, the reverse process is performed: a bit '0' is automatically deleted when five 
consecutive '1's are met. 

In HDLC, the overhead in the worst case is 
8

5

n⎢ ⎥
⎢ ⎥⎣ ⎦  bits for any n-byte data, where 

8

5

n⎢ ⎥
⎢ ⎥⎣ ⎦  denotes the maximum integer that is not greater than 

8

5

n
. I.e., the worst-case 

overhead is approximate 20% in HDLC. 

For an n-byte uniformly distributed random data, the average stuffing overhead is 

62

n
 bytes for a large n. The result is obtained at follows. In HDLC, the framing 

process can be characterized into six states: ( )S1 0 5i i≤ ≤ , where S1i represents i 

consecutive '1's have been detected. Fig. 4 shows the state translation in the HDLC 
encoding process. The initial state is 0S1 , and the state 5S1 is reached if and only if five 
consequent '1' are met in a row.  

For uniformly distributed random data, both bit '0' and bit '1' occur with the same 
probability of 0.5. Therefore, these six states form a finite Markov chain, and the 
probability translation matrix is 

S10 S11 S12 S13 S14 S151 1 1 1 1
0 0 0 0 0

0
1

 

Fig. 4. State translation in HDLC 
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Let ( ) ( )S1  0 5iP i≤ ≤ denote the steady probability of the state S1i . From above 

translation matrix we can easily get 
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0 5 0    

S1 2
1 5
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. i
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−
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⎪= ⎨

≤ ≤⎪
⎩  . 

(6) 

Only in the state 5S1 , one bit '0' is inserted, so the mean overhead is 62

n
bytes for an 

n-byte packet. That is, the overhead is about 1.613% of the original packet size. 
From Property 1 of BMPF, we know in BMPF the worst-case overhead is about 

14.29% and the mean overhead for uniformly distributed random data is about 
0.1116%, so we get BMPF is more efficient than HDLC. 

HDLC is easy to implement in bit-oriented hardware. HDLC needs checking each 
bit of a packet and performing bit shifting. However, the basic processing unit in 
switches and routers is at least a byte. BMPF just needs to compare each byte with 
0x7E and 0x5E, and perform byte shifting. Therefore, BMPF is more practical than 
HDLC in hardware implementation for switches and routers. 

Property 4. BMPF achieves lower mean overhead for uniformly distributed random 
data and less encoding delay than COBS. 

COBS is a counter-based high-efficiency framing method. COBS adds not more 
than 1 byte in each 254 bytes in the worst case, and the mean overhead is about 0.23% 
for uniformly distributed random data [13]. Table 1 summarizes the comparison 
among those referred framing methods. We obtain that COBS achieves better worst-
case overhead than BMPF, but the mean overhead for uniformly distributed random 
data is two times of BMPF. Table 2 shows the actual overhead for packets in three 
cases that we randomly captured in Internet. From it we obtain that BMPF is similar 
to COBS, and both of them are better than PPP and HDLC. HDLC is the worst one 
among the four framing methods. 

Table 1. Overhead comparison among BMPF, PPP, HDLC and COBS 

Framing methods Worst-case overhead Overhead for uniformly 
distributed random data 

BMPF 14.29% 0.1116% 
PPP 100% 0.78125% 
HDLC 20% 1.613% 
COBS 0.4% 0.23% 
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Table 2. Overhead comparison among different methods with captured packets 

Framing methods Case 1 Case 2 Case 3 
BMPF 0.1438% 0.1581% 0.1314% 
PPP 0.8629% 0.9398% 0.7499% 
HDLC 1.9873% 2.1110% 1.7146% 
COBS 0.1320% 0.1775% 0.1615% 

COBS needs scanning the content of a packet before encoding, which adds the 
encoding delay. COBS requires three operations of the input buffer. First, a packet is 
read from the input buffer and checked byte by byte. Then, the packet is written back 
into the buffer after encoding. Finally, the packet is read from the input buffer again 
for switching and scheduling. In BMPF, SBM is padded at the beginning of next 
packet, so a packet can be encoded immediately and just one reading of the input 
buffer is needed. Moreover, BMPF introduces no extra decoding delay because the 
decoding is performed at the same time of reassembling a packet. 

Property 5. The minimum speedup to achieve full line rate in BMPF is much less than 
that in the traditional segmentation method. 

When packets arrive consecutively, let ρ denote the switch bandwidth utilization in 
the worst case. In the traditional segmentation method, such as the segmentation 
technology deployed in the adaptation layer of ATM networks, we can obtain 

x

x
CL

CL

ρ =
⎡ ⎤× ⎢ ⎥⎢ ⎥

,
 

(7) 

where x is the packet size, and CL is the chosen cell size. 
In BMPF, we obtain 

1
7

x

x
x

ρ =
⎡ ⎤ + +⎢ ⎥⎢ ⎥

.
 

(8) 

From (8) we know that the switch bandwidth utilization ρ in BMPF is independent 
of the chosen cell size, and it is only related to the packet size x. This feature makes 
the switches with BMPF much scalable. To support higher line rate, we just need to 
increase the cell size to achieve enough scheduling time without affecting the switch 
bandwidth utilization. 

Fig. 5 shows the switch bandwidth utilization in BMPF and the traditional 
segmentation method when CL is set to 64, 128 and 256 bytes. We can see three 
typical broken curves in the traditional segmentation method. Padding the last 
partially filled cell causes the switch bandwidth utilization varied greatly under 
different packet sizes. To achieve full line rate for packets larger than 40 bytes, the 
minimum speedup is at least two when CL is 64 bytes (such as for 65-byte packets). 
However, the curve in BMPF is much smooth, which means BMPF is less sensitive to 
variation of packet sizes. In BMPF the switch bandwidth utilization is improved  
to 85.1%. In other words, in BMPF the speedup of 1.17  (1/0.851) is enough to 
guarantee full line rate for all packets larger than 40 bytes in size. 

5
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Fig. 5. Switch bandwidth utilization under different packet sizes 

Property 6. In BMPF, fewer overheads in the lower link layer are required than that in 
the traditional segmentation method. 

In the traditional segmentation method, IP packets will be padded to integral times 
of the chosen cell size. Overhead in the lower link layer is still required to identify the 
actual packet size and the boundary of each packet. In optical packet switches, more 
overheads in the lower layer are needed to demarcate boundaries of packets in one 
ultra-large cell. To deal with worst-case conditions, such as lots of short packets 
encapsulated in the same large cell, we must allocate enough extra overheads. In 
BMPF, however, there is a unique flag between any two consecutive packets. 
Therefore, it is not necessary for the lower link layer to mark the boundary of each 
packet further, and this reduces the overhead required in the lower link layer. 

4   Hardware Implementation of BMPF 

We develop hardware implementation architecture of BMPF in this section. Fig. 6(a) 
shows the encoding architecture of BMPF in each input port. When packets arrive at 
the encoder, the comparer module compares each byte of original packets with 0x7E 
and 0x5E. If the byte is 0x7E, the corresponding marking bit in the 7-bit register is set 
to '1', and if the byte is 0x5E, '0' is set. When all the seven bits of the register are set 
or the packet is encoded completely, the value of the register is written into the SBM 
FIFO, which stores one packet's SBM when encoding. 

The multiplexer module reads data from either the incoming packets, or the SBM 
FIFO, or the fixed value 0x7E or 0x5E. The behavior of multiplexer module is 
controlled by the encoding state machine shown in Fig. 6(b). At the beginning, the 
multiplexer module is in the IDLE state. When a packet arrives, the state machine 
transfers to the FLAG state. The FLAG state transfers to the SBM state when the 
SBM FIFO is not empty, to the DATA state when the SBM FIFO is empty and some 
packets are waiting to be encoded at that time, and to the IDLE state otherwise.The 
SBM state transfers to the DATA state when the SBM FIFO is empty and to the 
FLAG state when there are no more packets to be encoded. The DATA state transfers 
to the FLAG state when one packet is transferred completely. 
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Fig. 6. BMPF encoding architecture 

In the FLAG state, 0x7E is outputted. In the SBM state, the data in the SBM FIFO 
are outputted continuously until the FIFO becomes empty. In the DATA state, the 
incoming packet is outputted directly and all the 0x7Es in the original packet are 
converted to 0x5E. 

Fig. 7 shows the decoding architecture of BMPF in an output port. When a packet 
arrives at the output port, a counter is used to record the number of 0x5E in the packet 
and to extract the SBM bytes by the demultiplexer module. The counter is reset to 
zero when meeting the flag 0x7E. The data field of a framed packet is buffered in the 
reassembly buffer. When both a packet and its SBM arrive, the reassembly control 
module reads the packet in the reassembly buffer and outputs it to the external output 
link. The 7-bit register is used to read marking bits from the SBM FIFO. When 0x5E 
is met and its marking bit in SBM is '1', 0x7E is outputted; otherwise, original data are 
outputted directly. 

When unexpected bit errors occur due to random reasons, the decoding process of 
BMPF can recover to a correct state fast. This is because the decoding procedure is 
determined by two factors: the flag 0x7E and the counter value. When there are no 
more bit errors, the flag 0x7E can be recognized again. The counter value only 
impacts the number of the SBM in next packet and may cause one packet not to be 
extracted correctly. In a word, when bit errors occur in one packet, next packet may 
be broken too, but the decoding state machine will enter a right state and all the 
packets following next packet will be correctly decoded. 

 

Demultiplexer
Frame

SBM FIFO

Counter

Output Data

Register

Reassembly Buffer

PacketReassembly
Control

 

Fig. 7. BMPF decoding architecture 
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5   Conclusions 

In this paper, we propose an efficient framing approach called BMPF to merge and 
segment variable-size IP packets for both input queueing switches and optical packet 
switches. BMPF overcomes the framing problem to merge IP packets from the 
viewpoint of switch bandwidth utilization. In BMPF, the speedup of 1.17  is enough to 
achieve full line rate, instead of at least two in the traditional segmentation method. 
BMPF is more efficient than the conventional framing method PPP, both in the worst 
case and for uniformly distributed random data. BMPF is more efficient and practical 
than HDLC. BMPF achieves less encoding delay than counter based framing methods, 
such as COBS. Finally, BMPF can be implemented in hardware at a very low cost. 
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Abstract. The ability to measure the location, capacity and available bandwidth 
of bottleneck in end-to-end network path is of major importance in congestion 
control, streaming applications, quality-of-service, overlay network and traffic 
engineering. Existing algorithms either fail to measure all the three bottleneck 
properties, or generate a large amount of probing packets. In addition, they 
often require deployment in both end hosts. A novel technique, called BNeck, is 
presented in this paper. It allows end users to efficiently and accurately measure 
the three bottleneck properties. The key idea of BNeck is that the per-link 
dispersion of probing packet train can be applied to measure the properties of 
congested links. The accuracy and efficiency of BNeck have been verified with 
elaborately designed simulation. The simulation result indicates that various 
applications can adopt BNeck to probe for the three bottleneck properties 
without loss of performance. 

1   Introduction 

Characterizing the bottleneck in end-to-end network path is a problem that has 
received considerable attention throughout the history of packet networks, in both 
research and practice [1], [2]. An end-to-end network path is composed of a sequence 
of store-and-forward links that transfer packets from source R0 to destination Rn 
through routers R1, R2KRn-1. Link ),( 1+= iii RRL  is the data connection between Ri 

and Ri+1. The three major properties of link are location, capacity and available 
bandwidth. The location of Li is i, i.e. the hop count of Li along the path. The capacity 
(Ci) of Li refers to the maximum data-rate that Li can achieve. The available 
bandwidth (Ai) of Li is the residual bandwidth that isn’t utilized by cross traffic. The 
bottleneck, also called bottleneck link, is the link with the smallest available 
bandwidth among all the links in the path.  

The ability to measure the three bottleneck properties is of great assistance to both 
network operators and Internet Service Providers (ISPs) because these properties are 
crucial parameters in congestion control, streaming applications, quality-of-service, 
overlay network and traffic engineering. However, it is a very challenging task for 
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end users to capture the bottleneck properties because the design of the Internet can’t 
provide explicit support for them to obtain information about the network internals. 
Furthermore, what make the measurement difficult is that it generally demands 
knowledge of the properties of all links, and that the bottleneck varies with time due 
to unbalanced link capacities and changing load conditions. 

A novel probing technique, called BNeck, is presented in this paper. It allows end 
users to accurately and efficiently measure the three bottleneck properties. The key 
idea of BNeck is to measure the three properties of congested links, instead of all 
links, using the per-link dispersion of a novel probing packet train. The train consists 
of many adjacent packets that travel from source to destination. Empirically, when the 
train traverses a link where the available bandwidth is less than the transmission rate 
of the train, the dispersion of the train, i.e. the time interval between the head and tail 
packets in the train, will increase. Formally, congested links are just the links that 
enlarge the dispersion. BNeck focuses on measuring the congested links since 
bottleneck is also a congested link that maintains the minimum available bandwidth. 

The accuracy and efficiency of BNeck have been verified using simulation that is 
elaborately designed with bottleneck-determined factors (e.g. link capacity and traffic 
load). The simulation result indicates that various applications can adopt BNeck to 
obtain the three bottleneck properties without loss of performance. 

This paper is organized as follows. Section 2 summarizes the related work about 
the measurement of bottleneck properties. Section 3 presents the probing packet train 
and Per-Packet Dispersion. Section 4 describes the design of BNeck in detail. Section 
5 sets up simulation to verify BNeck. Finally, Section 6 concludes the paper. 

2   Related Work 

Recently, Hu addressed the problem of bottleneck location and presented a tool – 
Pathneck – to infer the location [3]. Pathneck relies on the fact that cross traffic 
interleave with probing trains along the path, thus changing the length of the packet 
train. BNeck takes his idea to smooth dispersion sequence, while our probing packet 
train is different from Hu’s recursive packet train in structure and usage. 

Jacobson proposed the single packet method for packet delay to measure link 
capacity [4]. It estimates the capacity by measuring the time difference of the round-
trip time (RTT) to both ends of targeted link, and it is called the single packet method 
because it assumes that every probing packet travels independently from the source to 
the destination. Similarly, BNeck measures the capacity of targeted link by sending 
series of packets. However, the single packet method estimates per-link capacity, 
while BNeck only captures the capacity of targeted link. 

The first tool that attempted to measure the bottleneck available bandwidth was 
Cprobe [1]. Its assumption is that the dispersion of probing packet train at the 
destination is inversely proportional to the available bandwidth. However, [5] showed 
that this is not the case. What the dispersion measures is not the bottleneck available 
bandwidth, but a different throughput metric that is referred to as the asymptotic 
dispersion rate (ADR). Recently, Jain and Dovrolis provided Pathload [6], a tool that 
measured the available bandwidth with periodic packet stream of different rates, but 
users couldn’t benefit from Pathload since it require deployment in both end-points.  



1054 H. Zhou, Y. Wang, and Q. Wang 

 

3   Probing Packet Train and Per-packet Dispersion 

In order to measure the dispersion of packet stream in each link, a novel probing 
packet train is designed. 

 

Fig. 1. Structure of the probing packet train 

The train consists of 2N packets ( 255N1 ≤≤ ) that are all of the same size (S). As 
showed in Fig. 1, every box is a UDP packet and the number in the box is its Time-
To-Live (TTL) value, which increments linearly from both ends to the center. This 
enables the train to measure network paths with up to N routers. Although the number 
of packets determines the overhead that the train will bring to the network, it also 
indicates the amount of cross traffic that the train should necessarily interact with [5]. 
Thus, it pays off to use a fairly long train.  

The source sends the train in a back-to-back fashion, i.e. as close as possible, to the 
destination. When the train arrives at the first router, its head and tail packets expire, 
since their TTL values are 1. As a result, these two packets are dropped and the router 
sends two ICMP packets back to the source [7]. The other packets of the train are 
forwarded to the next router after their TTL values are decremented. Each subsequent 
router along the path repeats the above process. The source measures the time gap 
between the two ICMP packets from each router to estimate the dispersion of the train 
in the incoming link of that router. The dispersion in the last link can’t be used 
because it is distorted by both the accumulated generation time for ICMP packets and 
the ICMP rate limiting mechanism of the destination. 

Dispersion of the train in each link is proportional to the number of packets that the 
train maintains in that link. To represent the average distance between every two 
neighboring packets in the train, we introduce a metric: Per-Packet Dispersion (PPD). 
If the measured dispersion in Li is i∆ , then the PPD in Li is pi and  

1)(2 −−⋅
∆=

iN
p

i
i    ( 10 −<≤ ni ) (1) 

Additionally, let p-1 be the PPD of packets when they are sent out by the source. 
Since congested links enlarge the dispersion, they expand the PPD too. Moreover, 
PPD allows us to explore the relation between the train and the links. In an 
experiment, the train was applied to probe a 7-hop Internet path repeatedly. The path 
was under our supervision and connected hosts in ISCAS and GSCAS1. Packet traces 
of routers revealed that PPD was expanded proportionally if Ai was lower than the 
                                                           
1 ISCAS is the Institute of Software, Chinese Academy of Sciences; GSCAS is the Graduate 

School of the Chinese Academy of Sciences. 



 Measuring Internet Bottlenecks: Location, Capacity, and Available Bandwidth 1055 

 

rate of the train in Li-1 ( 1−i
pr ), while PPD remained almost unchanged if 1-i

pi rA ≥  

(Fig. 2). The trains were configured as those in Section 5. 

 

Fig. 2. PPD of probing packet trains in two cases 

4   Design of BNeck 

Based on the PPD, BNeck measures the bottleneck properties in four steps. First, it 
captures per-link PPD to locate the congested links. Second, it estimates the capacities 
of the congested links, while the available bandwidth of them are calculated in the 
third step. Finally, it identifies the bottleneck and outputs the three properties.  

4.1   Locating the Congested Links 

BNeck probes the network path once using the train, and collects the returned ICMP 
packets to calculate PPD in all links except for the last link. All PPD from a single 
probing, i.e. p-1, p0, p1Kpn-2 ( 1≥n ), make up of a PPD sequence.  

Ideally, PPD increases if a link is not sufficient to sustain the train; or PPD stays 
the same if the link has enough space for the train. Therefore, PPD should never 
decrease. However, in reality, the cross traffic brings noise to the PPD sequence. 
BNeck has to process the sequence before locating the congested links.  

As proposed by [3], BNeck first smoothes the PPD sequence by fixing the hill 
points and the valley points. A hill point is defined as p2 in a three-point group (p1, p2, 
p3) with PPD satisfying p1 < p2 > p3. A valley point is defined in a similar way with  
p1 > p2 < p3. The hill points and the valley points are replaced with the closest PPD 
(p1 or p3) since the short-term variance is probably caused by noise. 

Then, BNeck locates the congested links by ranking the PPD sequence to identify 
PPD expansion. All PPD of the sequence are classified into ranks. Every rank 
contains at least one PPD. If two PPD belong to a rank, their intermediate PPD must 



1056 H. Zhou, Y. Wang, and Q. Wang 

 

be of that rank. At the same time, PPD in any rank should satisfy | p1 – pi | < threshold, 
here p1 is the first PPD in a rank; pi is any other PPD in that rank.  

As a result, the corresponding hops of the first PPD in all ranks are location of the 
congested links. Now, BNeck turns to measure the congested link.  

4.2   Measuring Capacity of the Congested Links 

Let Di be the transmission delay needed for a packet to travel from R0 to Ri. As 
illustrated in Fig. 3(a), Ci is the capacity of Li; di is the fixed delay of Li; S is the 
packet size; Qi is the queuing delay of the packet in Li. Then Di is  

∑
−
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++=
1

0

i

k
kk

k
i dQ

C

S
D  (2) 

In order to measure Di, the source (R0) generates a packet and transmits it to Ri 
after setting its TTL value to i. The packet will be dropped when it arrives at Ri. 
Meanwhile, Ri returns an ICMP packet to the source. In this way, the source captures 
the round trip time between R0 and Ri to approximate 2Di, and then works out Di. 

A common observation with Kapoor [8] is held that queuing delay caused by cross 
traffic can only increase the transmission delay. Thus, among packets that are sent to 
Ri, the one that takes the minimum Di may experience the least queuing delay. In this 
way, Qk can be statistically eliminated from formula (2) using the minimum of many 
observed Di of a particular packet size. In addition, adjacent probing packets are 
spaced by a time interval I to avoid interleaving. Generally, I = max {pi, 11 −<≤− ni }.  

Furthermore, BNeck probes both ends of Li, i.e. Ri and Ri+1, with packets of size S 
to get both the minimum Di and Di+1. The transmission delay for the packets in Li 
without being queued (DLi(S)) is then the function of S, and 

i
i

iii d
C

S
DDSDL +=−= + )min()min()( 1  (3) 

 

Fig. 3. Illustration of transmission delay and capacity measurement 
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Based on the above analysis, in order to obtain Ci, the source sends groups of 
packets for each of different packet sizes to both ends of the targeted link (Li), plots 

)min()min( 1 ii DD −+ of each group versus its size to draw the line of formula (3), and 

finally inverses the slope of the line to gain Ci. Fig. 3(b) illustrates a typical process. 

4.3   Measuring Available Bandwidth of the Congested Links 

The rate of cross traffic that travels in Li (from Ri to Ri+1) is denoted as i
cr . By 

definition, ii
i
c ACr −= . As supposed in [9], the cross traffic is evenly spread between 

every two neighboring probe packets. The amount of cross traffic that arrives at Li in 
a 1−ip period is 1−⋅= ii

ci prX .  Meanwhile, only one probing packet arrives at Li, i.e. 

11 −− ⋅= ii
p prS . The total amount of packets that Li accepts during 1−ip period is SX i + .  

Li is able to carry 1−⋅ ii pC  amount of traffic in the 1−ip period. When i
i
p Ar ≤−1 , 

( ) ( ) 111
1

−−−
− ⋅=⋅+≤⋅+=+ iii

i
cii

i
c

i
pi pCprAprrSX  (4) 

It means that all the incoming packets can be transmitted by Li without being 

queued, so PPD remains unchanged, i.e. 1−= ii pp . When i
i
p Ar >−1 , it indicates that Li 

has to take more time to transmit all the incoming packets to Ri+1. In this case, Li is a 
congested link and PPD is expanded, i.e. 1−> ii pp . 

i
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Ai is inferred by substituting formula (5) with 1−⋅= ii
ci prX and ii

i
c ACr −= , 

1

1 )(

−

− −⋅+
=
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iii
i p

ppCS
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Since parameters in formula (6) are either configured (S) or have been measured in 
the preceding steps ( 1−ip , pi and Ci), Ai is calculated directly. Note that An-1 is out of 

scope because the source can’t capture pn-1 due to the reason stated in Section 3. 

4.4   Identifying the Bottleneck 

Finally, BNeck identifies the bottleneck that maintains the minimum available 
bandwidth among all the congested links, and then outputs its three properties. 

5   Simulation Verification 

The following simulation experiments verify the efficiency and accuracy of BNeck in 
Network Simulator (NS) [10], which is a reproducible and controlled network 
simulation environment. Since BNeck is a path-oriented probing technique, a linear 
topology is used (Fig. 4). Nodes 0 and 7 are the probing source and destination, while 
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nodes 1-6 are intermediate routers with agents attached to generate cross traffic. The 
link delays are roughly set based on a traceroute measurement from an ISCAS host to 
www.gscas.ac.cn. Link capacities are configured except that the capacities of L2 and 
L4 (X and Y) depend on scenarios. All links are duplex, and they are sufficiently 
buffered to avoid packet losses.  

 

Fig. 4. Simulation topology 

The data presented in the experiments is collected using a number of BNeck 
measurements where each measurement is identically configured as follows. The 
probing packet train consists of 50 packets that are all of 800 bytes. After locating the 
congested links with sµthreshold 100= , two 300-packet groups are sent to both ends of 

each of these links to measure their capacities. Both groups consist of a hundred 60-
byte packets, a hundred 120-byte packets and a hundred 180-byte packets. We define 
the ratio of available bandwidth that is matched as MNm . In an experiment, M is the 

number of all executed BNeck measurements, and Nm is the number of measurements 
where available bandwidth satisfy 

β
bottleneckr

bottleneckm

A

A ≤−
_

_
1  (7) 

Here, m_bottleneckA is the bottleneck available bandwidth outputted by BNeck; 
r_bottleneckA is the available bandwidth calculated from raw packet traces; %5=β . 

The ratio of capacity is defined as matched in the same way, while the capacity 
outputted by BNeck is denoted as m_bottleneckC.  

5.1   Experiment 1: Capacity-Determined Bottleneck 

A large fraction of bottlenecks fall into the capacity-determined category where the 
bottleneck is determined by the capacities, and the traffic load isn’t heavy enough to 
affect the bottleneck properties. In order to generalize the result, this experiment is 
separated into two cases. In the first case, the Long Range Dependent (LRD) cross 
traffic is applied. While in the second case, the One Link Persistent (OLP) cross 
traffic predominates. In both cases, capacity is the key factor that determines the 
bottleneck. The traffic load, as an additional factor, may exhibit two extreme types, 
i.e. LRD and OLP [8]. Thus, the two cases are enough for evaluating the ability of 
BNeck to measure bottlenecks of this category.  
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In both cases, X is 50Mbps and Y is 30Mbps. In the first case, 20Mbps LRD cross 
traffic is produced by ten agents that generate Pareto traffic from node 1 to node 7 
with 9.1=α . The aggregation of many Pareto sources with 2<α  has been proved to 
produce LRD traffic [11]. In the second case, 20Mbps CBR traffic is sent from nodes 
1-5 to their next nodes. Thus, the cross traffic from nodes 1-5 will exit the path after 
traveling only one link. In this way, the OLP cross traffic is produced. In either case, 
L4 is the bottleneck, C4 = 30Mbps and A4 = 10Mbps.  

 

Fig. 5. Capacity and available bandwidth measurements in two cases 

Both cases perform 100 BNeck measurements. In the first case, BNeck always 
outputs L4 as bottleneck. Obviously, the result is 100% accurate. The 100 BNeck 
measurements in the second case output the same result, though they identify L3  
as congested link five times. Raw packet traces reveal that the ranking threshold is 
so conservative that L3 is identified as congested link due to very small PPD 
variance. BNeck measurements in both cases output similar result of capacity and 
available bandwidth (Fig. 5). The capacity and available bandwidth are both 99% 
matched in the first case, while they are 96% and 94% matched in the second case, 
respectively.  

The following experiments adopt the same setting (ten Pareto sources with 9.1=α ) 
when they produce LRD cross traffic. 

5.2   Experiment 2: Load-Determined Bottleneck 

Besides capacity, another factor that determines the bottleneck is the traffic load.  
This experiment is configured as follows. X is 45Mbps and Y is 50Mbps. Node 1 

sends 20Mbps LRD traffic to node 7. In addition, 15Mbps CBR traffic travels from 
node 4 to node 5, making the load of L4 be heavier than that of other links. As a result, 
L4 is the bottleneck, C4 = 50Mbps and A4 = 15Mbps. 
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Fig. 6. Available bandwidth measurements (bin width = 0.25Mbps) 

This experiment applies BNeck 100 times. L4 is constantly identified as bottleneck, 
but L1 and L3 are wrongly identified as congested links twice each. Although the 
capacity of L4 is 98% matched, the available bandwidth is only 87% matched (Fig. 6). 

Compared with experiment 1, this experiment reports lower accuracy of available 
bandwidth (87%). Analysis of raw packet traces shows that the probing packet train 
competes un-fairly with the cross traffic. In L4 that is 70% utilized, a few probings 
miss the cross traffic that should be captured, while some other probings capture the 
cross traffic that should be spread elsewhere, leading to slight fluctuation of the result. 

5.3   Experiment 3: Reverse Path Traffic 

In addition to the forward path cross traffic, the reverse path cross traffic also affects 
the accuracy of BNeck since it may cause queuing of the returned ICMP packets.  

Let X be 30Mbps and Y be 20Mbps. Cross traffic in the reverse path is produced by 
sending 8Mbps LRD traffic from node 7 to node 1. In this case, L4 is the bottleneck, 
C4 = 20 Mbps, and A4 = 20 Mbps because all links are duplex.  

The experiment performs 100 BNeck measurements. The capacity is 98% matched 
and the available bandwidth is 92% matched. Meanwhile, as reported in Table 1, all 
measurements correctly output L4 as bottleneck, but every link is identified as 
congested link at least once. This indicates that traffic in reverse path does affect the 
accuracy of BNeck, similar to the findings in [3]. The last link is not included because 
the source (node 0) can’t measure A6 due to the reason stated in Section 4.3. 

Table 1. The number of times of each link being a congested link or bottleneck 

Link L0 L1 L2 L3 L4 L5 
Congested Link 1 2 100 3 100 2 
Bottleneck     100  

5.4   Measurement Time 

Measurement time is the main indicator of the efficiency of BNeck. Table 2 lists the 
time that BNeck consumes in the above three experiments.  
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Table 2. Measurement time taken by BNeck in the three experiments 

Experiment # Min time (Sec.) Average time (Sec.) Max time (Sec.) 
LRD 2.641 2.830 3.024 

1 
OLP 2.686 2.893 3.272 

2 2.649 2.874 3.116 
3 2.633 2.817 2.972 

In each experiment, a BNeck measurement averagely takes 2.81-2.89 seconds. In 
addition, the minimum time that it takes is 2.63-2.69 seconds; and the maximum time 
that it takes is 2.97-3.27 seconds. This is acceptable for end users to view the three 
bottleneck properties of a path. Analysis of raw packet traces reveals that the number 
of congested links mainly determines the measurement time. Thus, BNeck can be 
efficient enough for applications, e.g. multimedia streaming, peer-to-peer file sharing 
and network monitoring, to accurately probe for the bottleneck properties because the 
number of congested links in a single Internet path tends to be small [3]. 

6   Conclusion and Future Work 

A novel technique, called BNeck, is presented in this paper. It allows end users to 
efficiently and accurately measure the three bottleneck properties. The simulation 
result indicates that BNeck can not only be used by end users, but also be applied to 
various applications without loss of performance. 

This paper analyzes some features of the Internet bottleneck and many issues 
require further study, including the dynamic nature of the bottleneck, the impact of 
network topology and routing changes on the bottleneck. We also hope to improve 
BNeck by studying how configuration parameters such as the packet number, packet 
size, ranking threshold and transmission rate of the probing packet train affect the 
measurement accuracy and efficiency. 
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Abstract. Active measurements have formed the basis for much of our 
empirical efforts to understand Internet packet delay dynamics. Packet-average 
performance of user flow is getting more and more important for users, and 
especially for network service providers. But in network active measurement 
area, there are not empirical efforts to investigate the performance of active 
measurement for packet performance from user’s standpoint. We quantitatively 
assess and compare the one-way delay statistics experienced by user flow and 
active probe flow based on simulation experiments, and find that: (1) Active 
measurement systematically underestimates statistics of packet delay 
experienced by user flow and the estimation error is far severe than can be 
ignored. (2) Increasing sampling frequency is almost helpless for the reducing 
of the estimation error. (3)The estimation error degrees of active measurement 
decrease as the increasing of the queue utilization. The above conclusions are 
based on active measurements using Poisson sampling and Periodic sampling. 
As they are mainly used sampling methods in active measurement area, so our 
conclusions indicate that current active method for measuring Internet packet 
delay suffer from system errors from user’s standpoint.  

1   Introduction 

Network measurement plays a more and more important role in the Internet society, 
for example, network monitoring and management, traffic engineering, validation of 
Service Level Agreement (SLA). Active measurement is one of the most important 
methods in network measurement area. It gathers network performance information 
by sending probing packets into the network actively. The benefit of active 
measurement is that it can be run almost anywhere in the network and it can easily 
estimate end-to-end network performance. Poisson sampling and Periodic sampling 
are the two most widely used sampling techniques for active measurement. Although 
there are some disadvantages which would affect the accuracy of measurement 
results, such as the synchronization with periodic events in the network [1], Periodic 
sampling is still widely used as it is simple and easy to use. Poisson sampling is a 
kind of random additive sampling, that is, the intervals between consecutive sampling 
instances are independent random variables which have the same exponential 
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distribution. There are three advantages which make Poisson sampling to be a natural 
candidate for network measurement. The first is that Poisson sampling samples all 
instantaneous signals of measured process with the same probability [2]. The second 
is the characteristic of  Poisson Arrivals See Time Averages (PASTA),which means 
the proportion of a measured state is asymptotically equal to the proportion of time 
the network spends on this state, in other words, Poisson sampling is also unbiased for 
the states it sampled [3]. The third is that it can avoid the potential network 
synchronization. As a result, the IP Performance Metrics (IPPM) working group of 
IETF recommends Poisson sampling in official documents [4] and many Internet 
measurement infrastructures perform measurements continuously by a Poisson-like 
style [2][5][6][7]. 

As Quality of Service (QoS) experienced by user flow is getting more and more 
attentions, and active measurement is often used to obtain this kind of performance in 
routinely measurements, it is important to know whether the active measurement 
results are unbiased with the packet performance of user flow. But there have been no 
published results that systematically study the performance of active measurement for 
packet performance from user’s standpoint. Masaki Aida et al. indicate active 
measurement will underestimate average performances experienced by user flow with 
Poisson sampling [8], but they do not give detailed analysis and quantitative 
conclusions. As one-way packet delay is one of the most important metrics to 
characterize the packet performance of user flow, we investigate whether the one-way 
packet delay performance experienced by user flow and active probe flow are 
consistent in this paper as the first step. And our study is based on simulation 
experiments and use actual Internet traffic datasets as user flow. We find that both 
Periodic sampling and Poisson sampling underestimate all the concerned delay 
statistics systematically, including average and median delay, and the estimation 
errors of the two sampling methods are similar. We also find that increasing sampling 
frequency is almost helpless for reducing the estimation error; however the error 
degrees decrease as the increasing of the queue utilization for both methods. We 
reveal the reason of underestimation effect of Periodic and Poisson sampling is 
twofold. First, both sampling methods are uniformly distributed in time, however user 
traffic is bursty. Second, large arrival rate is likely companied with longer queue 
length and larger packet delay. That is, if Periodic and Poisson sampling are used to 
measure the packet delay performance of user flow with bursty characteristic, they 
will systematically underestimate the delay statistics of user flow.  

Our work has implications for different areas in network engineering. First, our 
simulation experiments lead us to believe that new active sampling methods should be 
devised to get more accurate estimations of packet delay dynamics from user’s 
standpoint. Next, network service providers should be aware of the underestimate 
effect of active measurement for one-way packet delay from user’s standpoint and 
maybe need to reevaluate the active measurement results. 

The rest of this paper is structured as follows: Section 2 describes the simulation 
topology and the Internet traffic datasets. Section 3 presents the simulation 
experiment results. Section 4 we present a qualitative analysis on the underestimate 
effect of both sampling methods. In section 5 we summarize our findings and discuss 
the future work. 
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2   Simulation Experiments 

Internet packet delay mainly consists of propagation delay, transmission delay and 
queueing delay. With the quickly increasing of bandwidth and processor ability, the 
variation of transmission delay is usually small enough and can be ignored. 
Propagation delay is equal for all packets on the same path and can be also ignored 
for evaluating measurement error. As there often exist performance bottlenecks on the 
Internet paths, and the bottlenecks have a great impact on the end-to-end performance 
of packets. Cross traffic dynamics on the bottleneck is the dominant factor that 
influences packet queuing delay dynamics, and it is clear that unbiased packet delay 
measurements depends on unbiased queue delay measurements. Therefore, we focus 
on the queueing delay measurement error of active measurement in this section. 

We use the LBNL Network Simulator, ns2 [9], as the simulation tool. A single-
bottleneck network topology is adopted for the simulation, as showed in Fig.1. We 
consider the queueing system in router r1 with the following characteristics: single 
server, fixed service rate, infinite buffer. Poisson-style or Periodic-style probe flow is 
originated from node n1 and end up on node n3. User flow is originated from node n2 
and end up on node n4. Probe flow and user flow share the common bottleneck, 
namely router r1. And we investigate whether the average delay and median delay of 
probe flow and user flow are consistent, and we also want to identify which factors 
will impact the performance of active measurements. As sampling frequency is 
important parameter and influences the measurement results in many cases, we also 
experiment and analyze the measurement results with different sampling frequency. 
Utilization is a very important parameter of network provision and it does influence 
the performance experienced by user flow. It is heuristic that utilization may also 
impact active measurement. Then we further study the relationship between the queue 
utilization and the performance of active measurement.  

In order to make our simulation results more reliable, we use Internet traffic 
datasets as user flows in simulations, and the description of the datasets is showed in 
Table.1 [10][11][12]. In our experiments, the utilization of the queue in the bottleneck 

is calculated as p u( ) /ρ λ λ µ= + , where pλ and uλ is the average arrival rate of active 

probe flow and user flow respectively, µ  is the link service rate. For a given traffic 

dataset, we adjust the bottleneck link service rate µ to obtain different utilizations of 

the queue in the bottleneck. And it is must be noted that µ  shouldn’t be larger than 

the bandwidth of the link where the traffic dataset was captured, otherwise there is no 
bottleneck in our simulation topology. As a result, the queue utilization is set within 
the range between 0.2 and 0.9. Probe flows are generated as follows. Poisson 
sampling flow is created through Exponential On-Off traffic model as suggested by 
ns2 Manual. And Periodic sampling flow is created by CBR traffic generator of ns2. 
As different sampling frequency can be represented by different rate of probe flow, 
we can obtain different sampling frequency by adjusting the proportion of the rate of 
probe flow to the rate of a given user flow. And the proportion ranges from 0.1%~1% 
in this paper. The size of probing packet is set to be 80 bytes, in order to limit the 
influence of measurement traffic on user flow. 
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Fig. 1. Simulation Topology 

Table 1. Internet traffic datasets used as user flow in the simulation 

Traces Source Measurement 
time 

Duration 
(second) 

Packet 
number 

Average 
rate (Mbps) 

Link bandwidth 
(Mbps) 

I NLANR 2001-5-10 16:00 3600 2644442 1.732 10 
II NLANR 2001-6-9  12:00 21600 8928722 1.276 100 
III WIDE 2003-6-16 14:00 900 3408602 18.527 100 
IV WIDE 2003-6-17 14:00 900 3701086 19.34 100 
V LBNL 1989-8-29 11:25 3142.82 999999 1.105 10 

3   Simulation Experiment Results 

In this section, we describe the simulation results and compare delays experienced by 
probe flow with those of the user flow. We find no matter Poisson sampling or 
Periodic sampling is used to estimate the delay statistics, which include average and 
median delay, active measurement will systematically underestimate the true values, 
and the estimation errors of Poisson sampling are as approximately same as that of 
Periodic sampling . The simulation results are showed in Table 2. 

The estimation error is defined as 

                                                 d m u uerr (d d ) / d= − , (1) 

where md is the delay statistics for active measurements and correspondingly ud is for 

experiences of user flows. Table 2 shows that, for Poisson sampling, the estimation 
error is always negative within the range from 25% to about 35% for average delay 
and from 98% to 100% for median delay. For Periodic sampling, the estimation error 
is always negative within the range from 25% to about 32% for average delay and 
from 97% to 100% for median delay. Moreover, the estimation errors are almost 
equal with different sampling frequency for both sampling methods. In other words, 
changing sampling frequency is helpless for reducing the estimation errors for both 
sampling methods.  

We further find that the underestimation effects of active measurement are 
weakened with the increasing of the queue utilization. Fig.2 and Fig.3 shows the 
estimation error of Poisson sampling and Periodic sampling with different utilizations 
respectively. The x-axis represents the utilization, and y-axis represents the estimation 
error of average or median queueing delay. From Fig.2, we can see the maximum 
estimation  error  of  median  queueing  delay  can  even  be  up  to  100%  for Poisson 
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Table 2. Estimation error of active measurement to queueing delay statistics of user flow 
(utilization is 0.5, probe rate is of the proportion of 0.1%, 0.5%, 1% to user flow rate) 

Traffic Traces I II III IV V 
1% -32.084 -25.071 -29.503 -27.31 -30.858 

0.5% -32.167 -25.112 -30.275 -27.543 -31.09 
Error for 

average delay 
(in percentage) 0.1% -32.212 -25.263 -29.539 -27.371 -31.129 

1% -99.216 -98.621 -99.387 -97.653 -99.995 
0.5% -99.312 -99.001 -99.403 -97.991 -99.83 

Poisson 
sampling Error for 

median delay 
(in percentage) 0.1% -99.376 -99.021 -99.587 -98.027 -99.991 

1% -31.916 -24.981 -30.124 -27.63 -31.382 
0.5% -32.023 -25.172 -29.846 -27.991 -31.230 

Error for 
average delay 

(in percentage) 0.1% -29.184 -25.034 -29.052 -27.527 -31.279 
1% -100 -98.331 -99.387 -97.141 -99.995 

0.5% -99.989 -98.983 -99.394 -96.794 -99.990 

Periodic 
sampling Error for 

median delay 
(in percentage) 0.1% -98.725 -99.107 -99.401 -97.411 -99.377 

sampling, and there is a very interesting threshold phenomenon. If the queue 
utilization is no more than the threshold value, the estimation error is zero, and if the 
queue utilization is larger than the threshold value, the estimation error will achieve a 
maximum value in the beginning and then decrease as the queue utilization 
increasing. However, the threshold value differs with different traffic datasets, e.g. the 
threshold value is 0.4 for dataset III and is 0.3 for dataset I. This phenomenon can be 
explained as follows. When the queue utilization is small enough, most of the packets 
do not experience queueing delay. Even though active measurement does 
underestimate the queueing delay of user flow, the underestimation can’t be revealed 
by median queueing delay. For example, suppose the proportion of packets with zero 
queueing delay in the user flow and active probe flow are 60% and 80% respectively, 
that is active measurement underestimates the delay experienced by user packets for 
about 33% relatively, but the median queueing delays of both user flow and active 
probe flow are zero yet. When the queue utilization is large enough, the 
underestimation effect of active measurements can then be revealed by median delay. 

Fig.3 shows the similar phenomenon with that of Fig.2 and the estimation errors of 
Periodic sampling are approximate with that of Poisson sampling.  

 
(a) Average delay                                                (b) Median delay 

Fig. 2. The relationship between Poisson sampling estimation error and the queue utilization 
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(a) Average delay                                                (b) Median delay 

Fig. 3. The relationship between Periodic sampling estimation error and the queue utilization 

4   Why Does Active Measurement Fail 

Since the first empirical evidence of self-similar or long-range dependence 
characteristics in network traffic was presented more than ten years ago [13], similar 
phenomenon were observed in wide aspects of network behavior [14][15]. Internet 
traffic datasets used in this paper also exhibit obvious bursty characteristics and even 
long-range dependence, for example, Fig.4 shows the autocorrelation functions of 
packet inter-arrival times for traffic dataset III can be characterized by typical power-
law decay. 

It is well known that long-range dependence in network traffic will induce scale-
invariant burstiness. That is packets arrive in a bursty manner for wide range of time 
scale. Then it tend to be much more packets arrival when traffic burst than when 
traffic non burst, and these packets tend to experience larger queueing delays. From 
the standpoint of unbiased measurement of packet delay characteristics, more samples 
should be obtained when traffic burst than when traffic non burst, if the sampling 
period is equal. We analyze the underestimation effect of active measurement as 
follows. 

 

Fig. 4. Autocorrelation function of packet inter-arrival times for traffic dataset III 
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Let’s use Poisson sampling for illustration. Suppose the measurement period is T. 
The queue utilization is a metric reflect load density and can be expressed as 

T
0

T
( ) / Tlim I(s)dsρ

→∞
= ∫  (2) 

The indicators function I(s) 1 or 0=  when the server, i.e. the bottleneck output link 

in our simulations, is in busy state or idle state for instance s. According to (2), If T is 
large enough, and then ρ is the proportion of busy period in T. If a packet arrives 

when the server is busy, it must be buffered and will experience queueing delay. 
Define indicator function pI (n) , uI (n)  as follows, pI (n) 1= (or uI (n) 1= ) if the nth 

packet of Poisson sampling flow (or user flow) experiences queueing delay, otherwise 
pI (n) 0= (or uI (n) 0= ). And let 

pp pB /N Nρ =  (3) 

uu uB /N Nρ =  (4) 

where pN , uN represent the total packet number of Poisson sampling flow and user 

flow in period T respectively, and 
pN

ppB
i 1

N I (i)
=

= ∑ , 
uN

uuB
i 1

N I (i)
=

= ∑ represent the 

number of packet which experience queueing delay accordingly. It is clear 

that p u, , 1ρ ρ ρ ≤ . Poisson sampling packets arrive uniformly in time in statistical 

sense. And according to PASTA theorem [3], there is  

p
pN

lim ρ ρ
→∞

=  (5) 

Then pρ can be regarded to be equal to ρ if the number of sampling packet is large 

enough, namely the measurement period T is larger enough, and our simulating 
experiments in section 4 satisfy this qualification, as showed in Fig.5. The uniformity 
of Poisson sampling means that the number of sampling packet is equal in statistical 
sense given the length of period, however for user flow, the number of packets arrive 
when traffic burst will be much larger than that when traffic non burst. In the 
meanwhile, scale-invariant bustiness of traffic will amplify queue length. And then 
the proportion of packets which experience queueing delay will be larger than the 

proportion of busy time of the server, namely u pρ ρ ρ> = . And this is why Poisson 

sampling underestimates packet delay characteristics. And when the number of 
sample is large enough, (5) is not influenced by increasing sampling frequency, which 
is why sampling frequency is helpless for reducing estimation errors in our 
experiments. 

According to the above analysis, scale-invariant burstiness exist in user flow will 
increase queueing delay and also cause the proportion of packets which experience 
queueing delay larger than the proportion of busy time of the link. And then it causes 
the underestimation effect for Poisson sampling when delay statistics of user packet  
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ρ

 

Fig. 5. Comparison of real utilization and pρ , which is calculated from Poisson sampling 

are concerned. The estimation error of the two proportions decides the degree of 
underestimation of Poisson sampling. On the other hand, different utilization will 
influence the queueing behavior, and then the above proportions. 

It is heuristic that. u p,ρ ρ ρ→ with 1ρ → . And more it is clear that the proportion 

of busy time of the queue will increase with the increase of the queue utilization. 

Considering simulations with utilization 1ρ and 2ρ , 1 2ρ ρ< .Let 1
B1

t / Tρ = , 

1
B2

(t t) / Tρ = + ∆ where T represent the measurement period, 1
Bt represents the total 

busy time when the queue utilization is 1ρ in period T, and t∆ represent the 

incremental busy time relative to 1
Bt when the queue utilization is increased from 

1ρ to 2ρ . We mark pρ as 1
pρ (or 2

pρ ) and uρ as 1
uρ (or 2

uρ ) when the queue utilization 

is 1ρ (or 2ρ ). Due to (5), suppose that T is larger enough, and 1
p 1ρ ρ= and 2

p 2ρ ρ= . 

We define the relative difference of pρ to uρ as  

)p u u/err (ρ ρ ρ ρ= −  (6) 

And then  

1 2 1 2 2 1 1 2
)p u p u u u/err err err (ρ ρ ρ ρ ρ ρ ρ ρ ρ= − = −  (7) 

According to (3) and (4), let 1 1
u uB uN / Nρ = , 2 1

u uB u(N N) / Nρ = + , where 

N represents the incremental number of packets which experience queueing delay 

when the queue utilization is increased from 1ρ to 2ρ . Then  

1 1
B uBerr (t N tN ) / Aρ = −  (8) 

where 1 2
u u u0 A N Tρ ρ< = . Let 1

uBλ represents the average arrival rate of packets 

which experience queueing delay when the queue utilization is 1ρ . From above 
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description, we can learn that there are a proportion of packets which do not 

experience queueing delay when the queue utilization is 1ρ , however, when the queue 

utilization is increased to 2ρ , they do experience queueing delay. The number of these 

packets is N .  Let Nλ  represents the average arrival rate of these packets. It can be 

induced that 1
N uBλ λ< , and then 

1 1 1
B N B uBerr (t t t t ) / A 0ρ λ λ= − <  (9) 

Combined with the fact that errρ is negative, Equation (9) means that pρ will 

approaches to uρ when the queue utilization ρ approaches to 1. According to the 

relationship between pρ and uρ and the underestimation effect of Poisson sampling, in 

other words, increase of the queue utilization will weaken the underestimation effect. 
Although Periodic sampling has deterministic sampling interval, if the start time is 

randomized, then the predictability can be avoided [16]. And if periodic sampling 
does not synchronize with measured process, it will also have the same property of 
(5). Then why Periodic sampling underestimates delay statistics of user flow is similar 
with that of Poisson sampling, Periodic sampling flow also obtains fewer samples 
which experience queueing delay in proportion comparing with that of user flow. And 
the reasons why increasing sampling frequency is almost helpless for reducing the 
estimation error and why estimation error degrees decrease as the increasing of the 
queue utilization are similar with the explanations for Poisson sampling. 

5   Summary and Future Work 

In this paper we first quantitatively analyze how active measurement performs when 
it is used to evaluate user packet delays by simulation experiments. We find active 
measurement systematically underestimates the delay statistics of user flow, no matter 
whether Poisson sampling or Periodic sampling is used. And the estimation errors of 
the two sampling methods are similar; it can exceed 30% for average delay and even 
up to 100% for median delay. We also find that increasing sampling frequency is 
almost helpless for the reducing of the estimation error, and the estimation error 
decreases as the increasing of the queue utilization. We reveal the reason of 
underestimation effect of active measurement is twofold. First, Poisson sampling and 
Periodic sampling are evenly distributed in time, however user traffic is bursty. 
Second, large arrival rate is likely companied with longer queue length and larger 
packet delay. That is, if active measurement is used to measure the packet delay 
performance of user flow with bursty characteristic, it will systematically 
underestimate the delay statistics of user flow with Poisson sampling or Periodic 
sampling. Our work has implications for different areas in network engineering, such 
as packet delay dynamics measurement from user’s standpoint, network operations 
and management. 
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Our future works will focus on the following aspects. 

1) Our simulation experiments show that the degree of estimation error is different 
for various traffic datasets, even when the queue utilization is equal. That means the 
traffic characteristics maybe another factor to influence the degree of estimation error 
of active measurement, such as degree of bustiness. We believe it needs to be further 
investigated. 

2) As the performance measurement from user’s standpoint is more and more 
important, and Poisson sampling and Periodic sampling both are biased, we should 
further propose a better method for this kind of measurement based on this work. 

3) More performance metrics will be considered in the future, such as packet loss, 
delay jitter etc.  
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Abstract. Jsteg is an open steganography software on Internet. It uses the LSB 
of DCT coefficients to hide secret information. This paper presents a new, fast 
steganalytic method for detecting Jsteg hiding which is more convenient than 
the Chi-square attack. The AC coefficients of image are divided into two parts 
and the distribution of the statistic of the two parts is fitted by Laplacian. The 

mean of Laplacian is 0 that is proved by Hypothesis testing. The Pearson 
2χ  

test is done to test goodness-of fit. Basing on this statistic mode, our algorithm 
can detect Jsteg hiding with high accuracy. The amount of embedding message 
can be estimate using linear regression.  

1   Introduction 

Steganography is the art of invisible communication. Its purpose is to hide the very 
presence of communication by embedding messages into innocuous-looking cover 
objects such as digital documents, image, video, and audio files. Why the multimedia 
files are often used as cover objects relies on two factors. First, there is redundancy in 
them; second, the human perceptual system such as visual system, audio system, has 
some mask character. The watermarking technology using character of human percep-
tual system has been studied by many researchers [1]. The steganographic algorithm is 
evaluated by its imperceptiveness, robustness and high capacity. Today there is hun-
dreds of steganorgraphic software available on Internet. Most of them use digital images 
as the cover objects. Steganographic algorithms based on image can be divided into two 
categories: algorithms in spatial domain and algorithms in transform domain.  

The art and science of detecting the existence of steganographic data (and possibly 
reveling the secret message) is called steganalysis. Steganography and steganalysis of 
digital image is a cat-and-mouse game.  In recent years, many steganalysic mehtods  
have been published. We classify them into four categories. The first category meth-
ods are visual attacks that use the human ability to distinguish the stego-image [2]. 
The second category is methods based on signatures [3]. These methods detect the 
existence of hidden message by looking for obvious and repetitive patterns which 
may point to identification or signature of a steganography tool. Johnson [3] points 
some steganography tool for pallette image will leave some signatures such as 
Hide&Seek, S-tools, MandelSteg, StegDos. These methods are based on the deep 
analysis of the specific hiding algorithms, so their ability of detection and extensibil-
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ity are limited. The third category is algorithms based on statistical features. These 
algorithms detect one or one class steganography by using some statistic of image.  
Westfeld [2] proposes the Chi-square attack to detect the sequential LSB embedding 
in pixels or DCT coefficients of image. The color pairs method proposed by Fridrich 
[4] is effective to detecting the embedding in high-color-depth image. When the num-
ber of unique colors is more than 1/2 of the number of pixels, the results of the 
method may become unreliable. Fridrich [5] proposes the RS method to detect the 
LSB embedding in spatial domain of image. She also proposes a higher-order statisti-
cal steganalytic method called Pairs Analysis for palette images [6]. In paper [7], she 
introduce a steganalysis based on JPEG compatibility detecting steganography in 
image that are originally stored in the JPEG format. Niimi [8] studies the security of 
BPCS-Steganography by analyzing the histograms of color components and lumi-
nance. Harmsen[9] and Fridrich [10] each proposes a method for detection of  F5 
steganograhy in JPEG images. In paper [11], Trivedi proposes method that can be 
used to detect location and length of messages embedding using spread spectrum 
steganography. Fridrich [12] proposes method to attack OutGuess. The fourth category 
is the universal blind detection algorithms. Fraid[13] [14] proposes such a detection 
algorithm based on high-order statistics of image that can be appled to any steg-
anographic scheme after proper training on databases of original and steg-images. Avci-
bas [15] proposes a blind steganalysic algorithm using image quality metrics. The clas-
sifier between cover and stego-images is build using multivariate regression on the 
selected quality metrics. It is reported that the steganalytic methods to one or one class 
steganography are more powerful and exact than the universal blind algorithms. 

Recently, the JPEG format attracted the attention of researchers as the main steg-
anographic format due to the following reasons: It is the most common format for 
storing images, JPEG images are very abundant on the Internet bulletin boards and 
public Internet sites, and they are almost solely used for storing nature images. 
Upham [16] proposes the Jsteg algorithm as a high capacity JPEG stegnography. 
Pfitzmann and Westfeld introduce a detection method of Jsteg based on statistical 
analysis of Pairs of Values (PoVs). It uses the Chi-square test to determine whether 
the test image is stego-image. Their method is effective to the sequential Jsteg. When 
the message-carrying DCT coefficients of the image are selected randomly rather than 
sequentially, this test becomes less effective. Furthermore, every detection need multi-
times of Chi-square tests, it is time consuming. In this paper, we propose a steganalytic 
algorithm for sequential Jsteg and random Jsteg based on the statistic of DCT coeffi-
cients of images. We study on the gray images, the developing to color images is the 
next work. The algorithm can estimate the amount of hidden message in image. 

In the next Section, we introduce the Jsteg algorithm. In Section3, we describe the 
statistical mode of image DCT coefficients that is the base of our algorithm. In Sec-
tion 4, we describe our algorithm. In Section 5,we present the experimental results. 
We make conclusion in Section 6. 

2   Jsteg Algorithm 

Jsteg proposed by Derek Upham [16] replaces the least significant bits (LSB) of the 
DCT coefficients by the secret message after quantization. The embedding mecha-
nism skips all coefficients with the values 0 or 1. We describe it as fellow. 
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Let { }110 ,,, −= nCCCC K  represent the set of all the DCT coefficients. Chose a 

subset of C , { }
)1(10

,,,
−

=
mlll CCCS K , ),( )1( nlnm m <≤ − . To all the elements in 

S which is neither 0 nor 1, do replacement il MCLSB
i

=)( , where )(
il

CLSB  

represents the LSB of 
il

C , iM  represents the message. The sequential Jsteg pro-

posed by Upham choses S from C  as fellow: 10, −≤≤∀ mii , there is .ili =  

The sequential Jsteg is simple and achievable but is not safe. The statistic of the 
modified part of the image is different from that of the unmodified part. Pfitzmann 
and Westfeld have proposed detection method based on this. Another Jsteg algorithm 

is random Jsteg. A Pseudo-random sequence 1210 ,,,, −mkkkk K  is generated. Let 

,00 kl = then 11,1 −≤≤+= − mikll iii . Adjust the Pseudo-random sequence to 

let the elements of S randomly scatter in C . The receiver has the seed to generate 
the same Pseudo-random sequence to retrieve the embedded message.  

Considering the integral set { }110 ,,, −= nGGGG K , we denote G  the number 

of elements in G , )(Ghi the number of elements whose value is equal to i. The max 

capacity of two Jsteg algorithm is )()( 10 ChChC −− . 

3   Statistical Model of Image DCT Coefficients 

JPEG is the international standard of digital compression and coding of continuous-
tone still images. In the algorithm, the image is first divided into nonoverlapping 
blocks of size 88× pixels, where each block is then subjected to the discrete cosine 
transform (DCT) before quantization and entropy coding. The distribution of the DCT 
coefficients has been studied by many researchers. Figure 1 shows a standard image 
“bridge” and it’s plot of the histograms of the DCT coefficients.  

Reininger and Gibson [17] use Kolmogrov-Smirnov tests to show that most DCT 
coefficients are reasonably well modeled as Laplacian. Muller [18] shows that model-
ing the DCT coefficients with the generalized Gaussian distribution results in a sig-

nificantly smaller test statistic 2χ compared with Laplacian. Lam [19] offers a 

mathematical analysis of the DCT coefficient distributions and demonstrates how a 
Laplacian distributin of the coefficients can be derived by using a doubly stochastic 
model. Barni [20] demonstrates that full frame DCT coefficients can be effectively 
modeled by a Laplacian density function.  

Westfeld has found that the Jsteg algorithm will change the statistic of DCT coeffi-
cients. We divided the image into blocks, then calculate the histogram of all the ac 
coefficients over the blocks. Fig 2 is the plot of the histogram of ac coefficients. Fig 
2(a) is the standard image “boat”, Fig 2(b) is the original histogram of all AC coeffi-
cients in blocks. Dueing the symmetrical distribution of every AC coefficient, the 
distribution of all AC coefficients based on blocks is also symmetrical. Jsteg algo-
rithm will change the symmetry of AC coefficients. Fig 2(c) is the histogram of AC 
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coefficients after embedding 3.2K bytes by Jsteg. The symmetry of distribution has 
been changed. After embedding more bytes, Fig2 (d) shows that distribution become 
more dissymmetric. 

 

Fig. 1. (a) Standard image “bridge”   (b) Histogram of DCT coefficients of “bridge” 

 

Fig. 2. (a) Standard image “boat”. (b) Original histogram of AC coefficients (after quantization) 
of image “boat”; (c) Histogram of AC coefficients (after quantization) of image “boat” with 
Jsteg embedding 3.2K bytes; (d) Histogram of AC coefficients (after quantization) of image 
“boat” with Jsteg embedding 6.3K bytes 

Based on the distribution of AC coefficients, we propose a statistical model. We 

denote { } )64/(,,, 110 NMNMnCCCC n ×−×== −K as the set of AC coef-

ficients of image with size NM × . Let )(0 Cf be the number of elements in 

    (a) (b) 

(c) (d)
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C whose value is either positive even or negative odd. Let )(1 Cf be the number of 

elements in C whose value is either positive odd or negative even. That is: 

∑∑
≡<≡>

+=
12mod,002mod,0

0 )()()(
ii

i
ii

i ChChCf                                    (1) 

∑∑
≡<≡>

+=
02mod,012mod,0

1 )()()(
ii

i
ii

i ChChCf                                     (2) 

Neither )(0 Cf nor )(1 Cf includes the 0 elements of C . We construct a statistic  

))()(/())()((2 0101 CfCfCfCfx +−=                             (3) 

to discriminate the stego-images from the clear images. Because of the symmetrical 

distribution of the AC coefficients, we have )()( 10 CfCf ≈ . So x  should be around 

0 for clear images. We suppose that statistic x may satisfy some statistical distribution 
with 0 mean. We calculate the value of x for thousands images. The images with 
different sizes are downloaded from UCI image database, KODAK company or pic-
tured by ourselves using digital cameral and changed to gray. Fig 3 is the plot of the 
density distribution of x . 

 

Fig. 3. The density distribution of x  Fig. 4. Using Laplacian distribution and Nor-
mal distribution to fit the probability density 
distribution of x  

We use the Laplacian distribution and Normal distribution to fit the distribution of 
x respectively. The probability density function of a Laplacian distribution can be 
written as 

⎭
⎬
⎫

⎩
⎨
⎧ −−=

σ
µ

σ
x

xp exp
2

1
)( .                                                (4) 
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The probability density function of a Normal distribution can be written as 

( ){ }22 2exp
2

1
)( σµ

σπ
−−= xxp                                  (5) 

Fig 4 is the distribution fits for x . From it we can see that the Laplacian distribution 
fits more well than the Normal distribution. 

Pearson 2χ Goodness of Fit Test 

We use the Pearson Chi-square test [21] to test the goodness of fit of Laplacian distri-

bution and Normal distribution. For a sample set ( )nxxxX K,, 21= , it is used to 

test the hypothesis  

);(F is X offunction on distributi the: 00 xH   

).(Fnot  is X offunction on distributi the: 01 xH  

Here )(0 xF is the Laplacian distribution and Normal distribution. The statistic of 

Pearson Chi-square test is 2χ  

( )∑
=

−=
k

i i

ii

np

npn

1

2
2χ                                                     (6) 

where k is the number of groups that the samples are divided into, in is the number 

of sample fall into the group i ; ip is the theory frequency of group i ; n is the total 

number of samples. The results of the tests are exposed in Table 1. 

Table 1. 
2χ test of Laplacian distribution and Normal distribution (significance level 

05.0=α ) 

distibution µ̂  σ̂  groups 
( )∑

=

−=
k

i i

ii

np

npn

1

2
2χ

 
2

1 αχ −  accept 0H  

Laplacian -0.000257 0.012781 63 76.2 78.8 yes 

Normal -0.000217 0.0251611 63 657.7 78.8 no 

From Table 1 we can see that the distribution of statistic x is Laplacian but not 
Normal. 

Test for Zero Mean 

The statistic x is symmetric. We use the mean test [21] of nonnormal distribution to 
test the hypothesis: 
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.0)(:;0)(: 1 ≠= XEHXEHo  

The statistic of the mean test is  

1/ −
=

nS

Xλ                                                       (7) 

where S is the standard deviation of X , n   is the number of samples. When n is 

large enough, λ  is )1,(oN distribution. For statistic x , we have (the significance 

level 05.0=α ) 

96.138.096.1 212 =<−=<=− −αα λ uu  

2αu is the point at which the value of cumulative distribution function of )1,(oN is 

2α . λ  falls into the confidence interval so the 0H hypothesis is accepted. 

4   Steganalytic Algorithm  

The distribution of statistic x  is Laplacian with 0 mean. For a significant level of 

%5 ( 05.0=α ), the confidence interval is [ ]212 αα −ll , where the 2αl represents the 

point at which the value of cumulative distribution function of Laplacian is 2α . For 

our statistical mode of x , we have 

038.0,038.0 212 =−= −αα ll . 

4.1   Detection of Jsteg  

We propose a fast steganlytic algorithm for detecting both sequential Jsteg and ran-
dom Jsteg. The steps of the algorithm are described as fellow: 
Input: A set of JPEG images for detecting; 
Output: y=1 (embedding ), y=0 (no embedding) 

1) Preparing the image: using the JPEG coding technique to get the quantizated 
DCT coefficients of image; 

2) Calculate the value of statistic x as described in Section 3 ; 
3) Determination: for a significant level of α , if the value x fall into the confi-

dence interval [ ]212 αα −ll , then output ,0=y else output .1=y  

4.2   Calculating the Amount of Embedding 

Let β be the length of the embedded message in bits divided by 

)()( 10 ChChC −− . We have 
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[ ]
)(

)()(

1

01

Ch

CfCf
z

−=                                                       (8) 

There is some relations between β and z . When 0=β , the value of z is  

around 0; when 1=β , the value of z is far from 0. Lineal model describes it as. 

21 aza +=β                                                          (9) 

We use linear regression to get coefficients ., 21 aa  For 50 training images, we embed 

message into them to let 0.1,8.0,6.0,4.0,2.0,0=β respectively. The least squares 

solution is 

βTT ZZZa 1)(ˆ −=                                                 (10) 

For the sequential Jsteg, we get 

0059.002.1 −= zβ  

For the random Jsteg, we get 

0041.00.1 −= zβ  

We can see that for furthermore simplification, we have z≈β . 

5   Experimental Results 

We use our steganalytic algorithm to test on 680 images download from websites. We 
embed data in these images with amount of 0%,20%,40%,60%,80%,100% of the max 
capacity using sequential Jsteg and random Jsteg respectively. We use the detection 
algorithm proposed in Section 4.1 to detect the stego-images, and use the algorithm 
proposed in Section 4.2 to estimate the amount of embedding. Table 2 is the results of 
 

 

Fig. 5. Estimation of the amount of embedding of Jsteg. (a) Estimation of the sequential 
Jsteg.(b) Estimation of the random Jsteg 
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Table 2. Results of the detection of test images 

Embedding amount 0 20% 40% 60% 80% 100% 

Accurate detection 
for sequential Jsteg  

96.76% 91.18% 95.29% 96.62% 97.65% 97.79% 

Accurate detection 
for random Jsteg 

96.76% 91.62% 95.25% 96.76% 97.20% 97.94% 

detection accuracy for test images. It can be see that our algorithm is effective to 
detect either sequential Jsteg or random Jsteg. Fig 5 is results of the estimation of the 
amount of embedding. We can see that the estimations are very closed to the exact 
values. 

6   Conclusions 

In this paper, we propose a fast steganalytic algorithm for Jsteg based on the statistical 
model of images. We use the Laplacian distribution to fit the distribution of statistic. 
We perform the Pearson Chi-square test for the goodness of fit. We also prove that 
the mean of the Laplacian is zero. Whether the image is stego-image or not is deter-
mined by the statistic of its AC coefficients. We use linear model to estimate the 
amount of embedding and use regression to get the coefficients of linear model. The 
experiment results show that our detection algorithm is effective to both sequential 
Jsteg and random Jsteg. The estimation of the embedding amount is closed to the 
accurate value. The further work is to develop this algorithm to color image.   
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Abstract. Packet classification on multi-fields is difficult and has poor worst-
case performance due to its character of multiple dimensions. Thus his paper 
proposes a efficient hardware algorithm MSI (multiple subspace intersecting) to 
solve it. MSI cuts each dimension of the classifier into several subspaces and 
then utilizes the parallelism of hardware to do the classification on these 
subspaces. For a classifier with n rules of width W, MSI needs only less than 
n[4W+log2(n)] bits. MSI is able to classify 100 M packets/s with pipelined 
hardware, supports fast incremental update, and has good flexibility in 
specification of rule and. By simulation, we find MSI has better performance 
comparing to some existing algorithms. 

1   Introduction 

Internet needs to provide more different qualities of services in the future, and this 
requires the switching units to do the packet classification with higher performance. 
For this purpose, this paper proposes a hardware scheme named MSI (Multiple 
Subspace Intersection). We find the new and effective techniques: divide each 
dimension of the classifier into several smaller subspaces which are processed in 
parallel by hardware during search. By this mean, MSC is able to get the 
classification result per clock cycle with small memory and multi-pipeline 
architecture. For n rules of width W, MSI needs less than n[4W+log2(n)] bits to store 
the data structures. MSI can do fast incremental update, and supports general rules, 
including prefixes, ranges, operators (less than, equal to, etc), and wildcards. 

Chapter 2 defines the classification problem formally to specify MSI accurately 
and clearly. The related works and some important conclusions are briefly introduced 
in chapter 3. Chapter 4 describes MSI in detail, then proves its correctness and 
analyzes its performance. Moreover, examples are illustrated through this chapter to 
explain how MSI works. Chapter 5 shows the simulating results, and then the 
conclusions are drawn in chapter 6. 

                                                           
∗ This work is supported by the 973 Program of China (Grant 2003CB314802), the NSF of 

China (Grant 90104001). 
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2   Description of Problem 

When a packet arrives, the router compares the packet header with the rules in the 
classifier, and then and then the action related to the best match is executed. A packet 
is likely to match several rules, but only the least cost one is the best match. So there 
are three main elements in classification problem: 1. packet headers to be classified; 
2. a set of rules, that is, the classifier; 3. classification algorithm to find the best rule 
for the packet header. Then we define these key concepts as follows: 

Packet Header: H=<h1,…,hd> is a packet header and W is its width. Here hi is the ith 
field of H, and the width of hi is wi. 

Rule: A d dimension rule of W bits is R=<r1,…, rd, action>. Here ir  is the ith filed of 

the rule, also called as the ith dimension of R. The width of  ri is wi. and ri can be 
prefix, operator, ranges, or wildcard. Here span(r) is an operator, which is defined as: 
span(r) ={x|x is a binary string representation of r , here r is a filed of the rule },  and 
span(F) ={x|x ∈ span(r), r ∈ F, here F is a set of fields }. For example, span 
(1*0)={100,110},span({1*0,11*})={100,110,111}. 

Classifier: Classifier={ }1 , here  is a rulej jR j n R≤ ≤ , each rule has different cost; 

the cost of Rj is cost(Rj). Here n is the size of the classifier. 

Packet Classification Algorithm: Packet classification algorithm chooses the least 
cost rule that matches the incoming packet, and it often includes the process of 
building the matching information data structures. A rule Rbest=<r1,…, rd, action> is 
the best match of H=<h1,…, hd,> iff the following conditions are satisfied: 1. Rbest is a 
match of H, that is, for i from 1 to d, )( ii rspanh ∈ . And all the matched rules of 

header H can be defined as a set: Match(Classifier,H); 2. If rule ClassifierR ∈' is a 

match of H and 'RR ≠ , then there must be ( ) ( )'coscos RtRt < . 

An operator on packet header H and the ith dimension of the classifier is  
defined as ( ) ( ){ }dim , ,  and  i iMatch Classifier H i R R Classifier h span r= ∈ ∈ , then Match 

(Classifier,H) 
1

d

i=

=I  Matchdim(Classifier,H,i). 

3   Related Works 

Classification on multi-fields is difficult due to its character of multiple dimensions, 
and many researchers try to solve it. We briefly discuss some efficient works here. 

The Bitmap-Intersection[1] scheme associates a bitmap to each value of different  
dimensions. When a header H arrives, it does the 1-dimensional match on each 
dimension according to hi, hence gets d bitmaps and intersects them, then it gets 
Match(Classifier,H). So its searching speed is limited by the 1-dimensional searching. 

RFC[2] (Recursive Flow Classification) is a multiple phases scheme. It cuts or 
combines the fields to segments with same length, and then recursively pre-calculates 
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the match information. When searching, RFC maps the packet header to a shorter 
binary string in each phase and then gets the class ID at the last stage. RFC can search 
fast but needs to rebuild the whole data structures for each update, and its memory 
usage increases fast when the size of classifier increases. 

HiCuts[3] algorithm recursively chooses and cuts one dimension into smaller 
spaces, and then calculates the rules intersecting with each smaller space to build a 
decision tree With which HiCuts guides the classifying process. It works well for 
small classier, but its performance decrease fast when the size of classifier increasing. 

HyperCut[4] algorithm extends the HiCuts: it cuts multiple dimensions each step, 
and get the hyper cubes to intersect with the rules. Thus this “hyper cut” searches 
faster and requires smaller memory. 

The EGT-PC[5] paper draws an important conclusion based on the investigation on 
the real classifiers: “for 99.9% of the source-destination cross products, the number of 
matching rules was 5 or less. Even in a worst case sense, no cross product (and hence 
packet) for any database matches more than 20 rules when considering only source 
destination field matches”. And then it extends Grid-of-Tries[6] based on this 
observation and uses path-compressing to get better performance. 

We will compare the performance between our MSI and these algorithms in 
chapter 5 by simulating, and will find MSI has better performance. 

4   MSI Algorithm 

4.1   Intuitionistic Explanation of MSI 

A d-dimensional classification problem is equivalent to the point location problem in 
a d-dimensional space, if we can pre-compute all the best matching rule for each 
point, then each classifying operation can be done in only 1 step. But the number of 
points in the space is enormous. For a typical 5 dimension classification there are 
232+32+8+16+16=2104 points. Hence this can’t be practical. Instead, MSI tries to indirectly 
calculate the matching rules for H. 

We use an example to introduce the idea of MSI. Suppose a classifier has 4 2-d 
rules: {R1=<(8,10),(4,9)> R2=<(9,13),(9,11)> R3=<(4,9),(7,13)> R4=<(1,4),(3,8)>}, 
Both dimensions are 4 bits. As left part of figure2 shows, these 4 rules can be thought 
as 4 rectangles in the 2D space. And MSI cuts each dimension into two 2-bits sub-
dimensions hence get 16 sub-spaces that is highlighted by grey shadow as right part 
of figure 2 shows: 

During updating, MSI pre-calculates the rules intersecting with each subspace, and 
then stores the intersecting information in bitmaps. When searching, it uses the sub-
fields of the packet header as indexes to get proper subspaces. For example, the 
searching process for packet header (1001, 0111) can be explained as figure 3. The 
solid black point at the left of the equation is the point (1001, 0111), notice that the 
intersection of these subspaces is exact the  point (1001, 0111).  Using the sub-fields 
‘10’ on subDim1,1, the sub-fields ‘01’ on subDim1,2, the sub-fields ‘01’ on subDim2,1, 
and the sub-fields ‘11’ on subDim2,2 , MSI gets four subspaces: Subspace1,1,2, 
Subspace1,2,1, Subspace2,1,1and Subspace2,2,3. As figure 1 shows, they are the shadows 
in hyper cubes at the right of equation. The intersection of these four subspaces is just 
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the point (1001, 0111). MSI calculates the rules intersecting with each of these 
subspace, then it get {R1,R2,R3} for Subspace1,1,2, {R1,R2,R3,R4} for Subspace1,2,1, 
{R1,R3,R4} for Subspace2,1,1, and {R1,R2,R3,R4} for Subspace2,2,3. Then: 

Matchcandidate(Classifier,H)={R1R2R3}∩{R1R2R3R4}∩{R1R3R4}∩{R1R2R3R4} 
={R1R3} 

(1) 

These two rules are the exact matches of the header (1001, 0111).Section 4.3 will 
prove Match(classifier,H) ⊆  Matchcandidate(classifier,H). So we call 
Matchcandidate(classifier,H) “the candidate matching rules set”. After get it, MSI 
chooses the best rules in efficient way as section 4.2 describes. 

      

Fig. 1. Left: the Rules’ images in space. Right: Subspaces after cutting 

 

Fig. 2. Intuitionistic explanation of MSI 

4.2   Description of MSI 

In this section, the jth rule of the classifier is denoted as Rj=<rj,1,…, rj,d, action>. The 
ith dimension is divided into sub-dimensions with width of si ( )di ≤≤1 , namely 

subDimi,k. So the number of sub-dimension in ith dimension is ci=wi/si. Here k 
(1≤ ≤ ik c ) is the index of the sub-dimension. Suppose a rule, R, is to be added, then 

the process of is shown as follows. And figure 1 shows the hardware structure of MSI. 
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• Adds a rule 
1. Store R and its cost: store R and its cost to a high speed memory entry, and taking 

the entry’s number as R’s number. Suppose the newly added rule is Rj. 
2. Convert range to prefixes: for each field rj,i of Rj, convert rj,i to a set  of prefixes, 

namely Prefixj,i= span(rj,i). 
r11=(8,10)={100*,1010}            r12=(4,9)={01**,100*}  
r21=(9,13)={1001,101*,110*}  r22=(9,11)={1001,101*}           r31=(4,9)={01**,100*} 
r32=(7,13)={0111,10**,110*}  r41=(1,4)={0001,001*,0100}   r42=(3,8)={0011,01**,1000} 

3. Cut sub-dimension: Cut each pj,i ∈  Prefixj,i into ci sub-prefixes with length si, 
namely pj,i,k. So for each sub-dimension subDimi,k of all rules, MSI builds j×ci sets 
of sub-prefixes, each set is denoted as Psubj,i,k.. 
Psub1,1,1={10}       Psub1,1,2={0*,10}      Psub1,2,1={01,10}     Psub1,2,2={**,0*} 
Psub2,1,1={10,11}  Psub2,1,2={01,1*,0*} Psub2,2,1={10}     Psub2,2,2={01, 1*} 
Psub3,1,1={01,10}  Psub3,1,2={**,0*}      Psub3,2,1={01,10,11}  Psub3,2,2={11,**,0*} 
Psub4,1,1={00,01}  Psub4,1,2={01,1*,00} Psub4,2,1={00,01,10}  Psub4,2,2={11,**,00} 

4. Get subspace index in sub-dimension: The MSI calculates a set of indexes: 
Indexj,i,k=span(Psubj,i,k), and each idx∈  Indexj,i,k is a subspace index on subDimi,k. 
Index1,1,1={2}       Index1,1,2={0,1,2}      Index1,2,1={1,2}          Index1,2,2={0,1,2,3} 
Index2,1,1={2,3}    Index2,1,2={0,1,2,3}   Index2,2,1={2}             Index2,2,2={1,2,3} 
Index3,1,1={1,2}    Index3,1,2={0,1,2,3}   Index3,2,1={1,2,3}       Index3,2,2={0,1,2,3} 
Index4,1,1={0,1}    Index4,1,2={0,1,2,3}   Index4,2,1={0,1,2}       Index4,2,2={0,1,2,3} 

5. calculate bitmaps: Each possible subspace’s index x(x=0,…, 2 -1is ) has an 
associated  bitmap, namely Bitmapi,k,x. And each bitmap has n bits: Value ’1’ of the 
jth bit means Rj intersects with this sub-space. So for each idx∈Indexj,i,k , set the jth 
bit of Bitmapi,k,idx to ‘1’. In this way, a set of rules intersecting with the sub-space 
represented by x is called SubDimRuleSeti,k,x and is associated with Bitmapi,k,x. 
Bitmap1,1,0=0001  Bitmap2,1,0=0001       Bitmap1,1,1=0011        Bitmap2,1,1=1011 
Bitmap1,1,2=1110  Bitmap2,1,2=1111       Bitmap1,1,3=0100        Bitmap2,1,3=0010 
Bitmap1,2,0=1111  Bitmap2,2,0=1011       Bitmap1,2,1=1111        Bitmap2,2,1=1111 

 Bitmap1,2,2=1111  Bitmap2,2,2=1111       Bitmap1,2,3=0111        Bitmap2,2,3=1111 

• Deletes a rule 
1. Removes jth entry of the high speed memory for deleting Rj and its cost. 
2. Clears jth bits of all bitmaps. Or instead, calculates the subspace indexes of Rj for  

each sub-dimension, then find the corresponding bitmaps and set their jth bit to ‘0’. 

• Classification 
Here we show the classification examples in table 1. When a packet >=< dhhH ,,1 L  

arrives, MSI gets the best match as follows: 
1. Cut hi into ci sub-fields, hence MSI gets hi,k . 
2. Get bitmaps: Uses hi,k as the subspace index on subDimi,k  and gets 

kihkiBitmap
,,, . 

3. Calculate ,, ,
1 1

i

i k

cd

i k h
i k

Bitmap
= =
II : This is equivalent to 

Matchcandidate(classifier,H)=
II

d

i

c

k
hki

i

ki
SetSubDimRule

1 1
,, ,

= = .  
4. Get the final match: MSI chooses the exact match from Matchcandidate(classifier,H) 

and takes the least cost one. 
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Table 1. Examples of classification 

BitmapHeader Match 
Rules 1,1,x 1,2,x 2,1,x 2,2,x result

Candidate 
rules

1001,1001 R1R2R3 1110 1111 1111 1111 1110 R1R2
1001,0111 R1R3 1110 1111 1011 1111 1010 R1R3

1010,0101 R1 1110 1111 1011 1111 1010 R1R3
0010,1011 none 0001 1111 1011 1111 0001 R4

Obviously the searching of MSI can be pipelined in 5 stages: 1. Get bitmaps on all 
sub-dimensions according to the packet header H; 2. Calculate the result bitmap; 3. 
Gets Matchcandidate(classifier,H); 4. Use the comparing units to compare H and the 
rules in Matchcandidate(classifier,H), and then find out the exact matches; 5. Choose the 
least cost one among the exact matches by the arbitrator. 

Being pipelined, MSI can get 1 classification result per clock cycle in most cases. 
If |Matchcandidate(classifier,H)|>k, where k is the number of comparing units, then stage 
4 and stage 5 must be executed again until all the candidate rules are processed. But 
this happens scarcely in real situation.  

 

Fig. 3. Example and structure of MSI 

4.3   Theorem Proving of MSI 

This section proves MSI can get the correct result  and |Matchcandidate(classifier,H)| is 
small. For this purpose theorem 1 and 2 are put forward at first: 

Theorem 1: Suppose prefix P matches packet header H. If extracting the same bits 
from them to build a new prefix P’ and a new header H’, then P’ still matches H’. 

Theorem 2: Suppose prefixes Pi matches headers Hi ( )di ≤≤1  and Pi has same 

length with Hi, then the combination P=<P1,…, Pd> matches H=<H1,…, Hd>. 
Obviously these two theorems are true. And theorem 3 is brought forward to show 

the correctness of MSI. 
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Theorem 3: Match(classifier,H) ⊆  Matchcandidate(classifier,H) 

Proof: For ∀ Rj
∈ Match(Classifier,H), suppose Rj=<rj,1,…, rj,d, action>, then there 

must be Rj,i
∈Matchdim(Classifier,Hi), then hi

∈span(rj,i)(1 ≤ i ≤ d). If convert rj,i to a 
prefix set A, then there must be a prefix p∈  A satisfying hi

∈span(p). Suppose hi’s 
sub-filed on subDimi,k is hi,k , and p’s sub-prefix on subDimi,k is pi,k . According to 
theorem 1, pi,k is a match of hi,k , then hi,k

∈span(pi,k). From MSI’s updating process 

we can know the jth bit of Bitmap
,, , i ki k h  is ‘1’. So we get the following relationships: 

Rj∈SubDimRuleSet
,, , i ki k h ⇒Match(classifier,H) ⊆  SubDimRuleSet

,, , i ki k h ⇒  

Match(classifier,H) ⊆
1 1

icd

i k= =
II  SubDimRuleSet

,, , i ki k h = Matchcandidate(classifier,H) 

Theorem 3 tells us that all the matches of H must be in Matchcandidate(classifier,H), 
so MSI can get the right rule. And then theorem 4 is brought forward to help us find 
the size of the Matchcandidate(classifier,H), hence shows the efficiency of MSI. 

Theorem 4: If all fields of the classifier are represented as prefixes, then there must 
be Match(classifier,H) ⊇  Matchcandidate(classifier,H). 

Proof: ∀ Rj ∈  Matchcandidate(classifier,H), then 
jR ∈

1 1

icd

i k= =
II  SubDimRuleSet 

,, , i ki k h , 

and then 
jR ∈ SubDimRuleSet

,, , i ki k h  (1 ≤ i ≤ d, 1 ≤ k ≤ ci). According to the 

caculating process of SubDimRuleSet
,, , i ki k h  , we have hi,k

∈Indexj,i,k=span(Psubj,i,k), 

so for all 1 ≤ i ≤ d and 1 ≤ k ≤ ci there exists pj,i,k
∈  Psubj,i,k makes hj,i,k

∈span(pj,i,k). So 
pj,i,k is a match of hj,i,k. Since Rj is in prefix representation, so there is only one sub-

prefix in Psubj,i,k, that is pj,i,k. And we know >=<
dcdjkijjj pppR ,,,,1,1, ,,,, LL , 

so according to theorem 2, Rj is a match of H, then we have : 
Rj

∈Match(Classifier,H) ⇒Match(classifier,H) ⊇  Matchcandidate(classifier,H).  
From theorem 4 we can infer that if some fields of the classifier are represented as 

prefixes, then Matchcandidate(classifier,H) is the subset of S, which is the matching rules 
set on these fields . So there must be | Matchcandidate(classifier,H) | ≤ |S|. 

And with theorem 3 and 4 we can get following inference: 

Theorem 5: If all fields of the classifier are represented as prefixes, 
then: ( )HClassifierMatch , = Matchcandidate(classifier,H). 

According to the conclusion of EGT-PC paper[5] : “for 99.9% of the source-
destination cross products, the number of matching rules was 5 or less. Even in a 
worst case sense, no cross product (and hence packet) for any database matches 
more than 20 rules when considering only source destination field matches”, and 
according the above theorems, we know |Matchcandidate(classifier,H)| must be smaller 
than 5, and will never exceeds 20. In fact, |Matchcandidate(classifier,H)| would be 
smaller for multi-filed classification. And MSI needs only several comparing units to 
select the exact matches from Matchcandidate(classifier,H), each of these comparing 
units should be able to compare all the dimensions in parallel. By this means and 
being pipelined, MSI can find out the final rule in 1 clock cycle. 
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Besides, for the classifiers whose fields are all in prefixes, we can  store the rules in 
the sequence of their priority, then only 3 pipeline stages is needed: 1. getting bitmaps 
on all sub-dimensions according to the packet header H; 2. calculating the result 
bitmap; 3. get the final result. In this situation, MSI needs only 2nW  bits to store the 
data structure as section 4.5 describes, and can get 1 result in 1 pipeline loop. 

4.4   Performance Analysis 

• Searching time, Updating time, and the choice of si 
The searching time is related to the size of Matchcandidate(classifier,H) and the number 
of comparing units. But from the proof of section 4.4 and chapter 5 we can know that 
|Matchcandidate(classifier,H)| is small, and so MSI has good searching performance. 
And our experiments shows that when si =2, MSI is able to update faster with less 
memory. So si =2 is the best choice. 

MSI needs writing bits to the bitmaps. The largest number of this writing operation 

is [ ]⎟
⎠

⎞
⎜
⎝

⎛ ××−∑
=

d

i

s
ii

icwO
1

2)1(2 . When si = 2 it is [ ]⎟
⎠

⎞
⎜
⎝

⎛ ×−∑
=

d

i
ii wwO

1

)1(4 . For a typical 5D 

classification, this is ( )410O . But as our experiments shows, this number never exceeds 

350. So each update time is less than 350 memory accesses. 

• Storage requirements 
MSI needs n(2W+log2n) bits to keep the original rules and their cost, but if some 
fields, with total length of L bits, are in prefix representation, then MSI needs not 
store these fields in the high speed memory, because theorem 5 tell us they  will be 
exactly matched by the AND gates , and need not compare them again at the last stage 
of the pipeline. So Each rule takes (2W – 2L)bits, and each cost takes log2n bits. 

Besides, MSI needs [ ]∑
=

×
d

i

s
i

icn
1

2  bits to store the bitmaps. When si=2, it’s only 2nW 

bits. Then the total storage is n(4W-2L+log2n) bits. For the classifiers for the 
classifiers whose fields are all in prefixes and all the rules are stored in the sequence 
of their cost, then MSI needs only 2nW bits.  

• Requirement on logical units. 
To get best performance, MSI requires n AND gates. As we know that AND gate is 
the most basic logic circuit, and therefore is very cheap. Furthermore, less than 20 
comparing units are needed to select the exact matches. 

5   Simulation and Result 

Due to privacy and commercial secrets, we have no sufficient real classifiers. So we 
use the real route tables (http://bgpview.6test.edu.cn) to generate the classifiers 
according to the characters  of real classifiers[2][5].Both the source and destination IP 
address fields are prefixes and other fields are ranges representation. A real IP trace of 
18,523,793 headers (http://pma.nlanr.net) is tested for each simulation. 

Table 2 shows the average result and the worst result among all the tests on the 20 
classifiers with the same size. We can see |Matchcandidate (classifier,H)| is near to 
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|Match (classifier,H)|, this shows the the efficiency of MSI. As for the 2D cases, 

|Match (classifier,H)| =|Matchcandidate (classifier,H)|, which can be explained by 
theorem 4. When d=5, |Match (classifier,H)|≤|Matchcandidate (classifier,H)|, and their 
size is very close, this can be explained by theorem 3. And we can find that both the 
worst and average size of Matchcandidate(classifier,H) are often small values, so only a 
small number of comparing unit is needed in the last pipeline  stage. Therefore, MSI 
can achieve good performance with only one comparing unit. 

Table 3 shows the update performance of MSI. When si=2 MSI get its best update 
performance, and the size of the classifier has nothing to do with the update time. As 
described before, MSI consumes the least memory while si=2. So we use si=2 as the 
best parameter and make the further simulation. 

Table 2. Simulation results for searching. (Notice that the default rule is not included in the test 
rule set. so the average size of the rule set seems very small. In the real situation, it proberbly  
needs to add 1 for the default rule. Table4 is in the same situation) 

| Match(Classifier,H)| Matchcandidate(classifier,H) (si=1,2,4,8) 
d Rule 

worst average worst average 
128 1 9.235e-5 1 9.235e-5
256 1 1.324e-4 1 1.324e-4
512 2 1.851e-4 2 1.851e-4
1024 2 5.560e-3 2 5.560e-3
2048 2 4.547e-3 2 4.547e-3
4096 3 8.929e-3 3 8.929e-3

2 

8192 4 1.714e-1 4 1.714e-1
128 1 2.55e-6 1 1 1 1 2.6e-6 2.6e-6 2.6e-6 2.55e-6 
256 1 1.25e-6 1 1 1 1 1.25e-6 1.25e-6 1.25e-6 1.25e-6 
512 1 3.6e-6 1 1 1 1 3.8e-6 3.8e-6 3.8e-6 3.6e-6 
1024 1 5.765e-5 1 1 1 1 6.2e-5 6.2e-5 6.195e-5 5.765e-5 
2048 2 1.876e-4 2 2 2 2 2.011e-4 2.008e-4 1.997e-4 1.876e-4 
4096 2 3.878e-3 2 2 2 2 4.130e-3 4.130e-3 4.130e-3 3.878e-3 

5 

8192 2 1.672e-3 2 2 2 2 1.791e-3 1.787e-3 1.786e-3 1.672e-3 

Table 3. Simulation results for searching 

Number of Bitmaps to be write of each update si=(1,2,4,8) d worst average 
2 120 116 226 1793 90.2715 70.9592 109.757 720.076
5 198 188 348 2825 166.623 141.01 241.555 1734.26

Table 4 shows the simulation result for the large classifiers while si=2. The result 
shows that |Matchcandidate (classifier,H)| is also almost equal to |Match (classifier,H)|. 
For the 2D situation, the worst |Matchcandidate (classifier,H)| is under 20, and for 5D 
situation it is under 6. Moreover, we find the average |Matchcandidate (classifier,H)| is 
very small. So, one comparing unit in the last pipeline stage is enough to get good 
average performance for the large classifier. 

As described before, MSI needs less than n(4W+log2n) bits to store the whole data 
structure. For a large classifier, its memory usage is only about 2 times of linear 
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searching scheme. So we can use the smaller but fast memory to make MSI achieve 
better performance. 

Table 4. Simulation results for large classifier, si=2 

Match  candidateMatch Match  
candidateMatch  

Rules d
worst average worst average

d
worst average worst average 

16384 6 0.030523 6 0.030523 2 0.008504 2 0.009035 
32768 6 0.05938 6 0.05938 2 0.008971 2 0.009551 
65536 13 2.11409 13 2.11409 4 0.007302 4 0.007807 
131072

2

19 2.2133 19 2.2133

5

5 0.025719 19 0.027473 

Figure 4 shows the simulation results of MSI and several existing high 
performance classification schemes. From these simulation results we can find that 
the MSI has the best searching performance with smallest memory usage. 

The link speed of OC768 is 40 GB/s. It can receive 104.2M packet/s at most with 
the least packet size of 48 bytes. But this is only for the 2D situation. As for the 
simple multiple classification, we consider the UDP packet. Then the OC768 can 
receive 89.2M packet/s at most. According to the structure of MIS in figure 1, if each 
pipeline stage of MSI can finish its work within 10 ns, which is not difficult to 
achieve by now, then MSI can process 100M packet/s and then it can fully catch the 
line speed forwarding and classification of OC768. 

   

Fig. 4. Comparision of the classification algorithms according to table 5 

6   Conclusion 

Internet intends to provide more services and to be more reliable, secure, scalable and 
controllable. The classification algorithms with high performance are expected to 
meet some of these requirements. So we proposed MSI, a high performance 
classification algorithm. And we will try to find the efficient way to utilize the main 
idea of MSI, the sub-space cutting and intersection techniques to develop the new 
software classification algorithms. And another main point of our research will be on 
the forwarding architectures of the routers. For example, the routers often queue the 
packets after classification. If we queue the packet with some transcendental 
knowledge before the classification, and do the classification in the queue, then the 
classification time can be hidden.  
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Abstract. By applying the concept of VRES (Verifiable and Recoverable 
Encrypted Signature), a kind of RSA-based fair exchange protocols try to 
provide security mechanism on information delivery assurance. However, due to 
incomplete verification on VRES, RSA extended modulus attacks addressed in 
this paper can be launched on those protocols successfully, causing failure on 
fairness of exchange. The RSA-DEMCA algorithm is proposed, achieving 
complete verifications on VRES without sensible information leakage. Security 
analysis on RSA-DEMCA is also addressed. 

Keywords: Extended-modulus computation, fair exchange, VRES, RSA. 

1   Introduction 

Fair data exchange focus on achieving real-time fairness in exchange activities, based 
on the assumption that the two exchanging party do not trust each other or misbehave in 
exchange processes.  

A kind of fair exchange protocols[1,2] utilizes the concept of VRES (Verifiable and 
Recoverable Encrypted Signature) to achieve fairness on signature exchange. Several 
protocols[3,4] based on RSA signature scheme, construct VRES expressed as 

Nxy e mod= , where x is a sensible element and N is the multiplicative of two bases 

of  RSA cryptosystems. We call such a kind of computation as RSA extended modulus 
computation, as it is a little different from RSA standard encryption algorithm.  

That kind of computation does provide theoretic support on data recovery for a third 
party. However, the premise condition of such an achievement is that x is required 
within an expected area. Otherwise the third party would fail to recover a sensible 
element to an applicant. The authors of [3] present RSA-CEGD protocol to achieve 
fairness on certified e-goods delivery and make an unsuitable assumption that a VRES 
creator (one of the two exchanging parties) should choose a random number in a 
specific area as a sensible element. It is certainly contradicted with the assumption that 
misbehaviors by the two exchanging parties may occur, such as choosing random 
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numbers without any restrictions. In practical applications, a VRES creator may act as 
an active adversary, forge a verifiable but unrecoverable VRES, and launch RSA 
extended modulus attacks successfully addressed in this paper. 

Similarly, the authors of [4] present an optimistic fair signature exchange protocol 
(we call it EPRSS for simplicity), constructing VRES by utilization of zero-knowledge 
proofs. However, due to lack of sufficient verifications on those presented proofs, RSA 
extended modulus attacks also cause the protocol failure to reach its expected 
achievements. 

In this paper, we propose the RSA-DEMCA algorithm, achieving complete 
verification on VRES summarized as follows: (1). Introducing a delayed RSA modulus 
in exchange processes, requiring a VRES creator provides two VRES orderly. (2). 
Introducing an item called VRES-ER which is used to identify the recoverability of 
VRES, without influencing fairness addressed in RSA-CEGD protocol. (3). 
Transforming the problem of judging the value area of a sensible element into that of 
VRES-ER. 

The rest of the paper is organized as follows. Section2 describes briefly RSA-CEGD 
and EPRSS protocols, combined with the properties of RSA extended modulus 
computations. RSA extended modulus attacks on those two protocols are presented in 
Section3. Section4 is arranged to propose RSA-DEMCA algorithm, aiming at erasing 
security flaws of RSA-CEGD. In Section5 we provide security analysis on our 
algorithm, before drawing the conclusion of this paper in Section6. 

2   VRES Constructed in RSA Extended Modulus Computation 

2.1   VRES Concept in RSA-CEGD  

The protocol assumes that Party Pa has a valuable e-goods or e-payment, expressed as 
document Da, and a symmetric key ka for the encryption and decryption of Da. Party Pa 
wishes to send Da to party Pb in exchange for Pb’s receipt for Da. 

The VRES represents a signature (i.e. receipt) encrypted in such a way that a 
receiver of the VRES is assured that it indeed contains the correct signature without 
obtaining any information about the signature itself (verifiability). He is also assured 
that a designated trusted party can help to recover the original signature from the 
VRES, in case the original signature sender refuses to release his receipt after receiving 
the e-goods.  

2.2   VRES Implementation 

Every party Pi (∈ {Pa, Pb, Pt}) has a pair of public and private RSA keys, expressed as 
pki = (ei, ni) and ski = (di, ni). Party Pb has obtained a RSA-based public-key certificate 
Cbt = (pkbt, wbt, sbt) issued by Pt prior to the exchange. The public key pkbt and its 
corresponding private key skbt are denoted as pkbt = (ebt, nbt), skbt = (dbt, nbt), 
respectively. Notes that eb = ebt , wbt = (h(skt, pkbt)

-1 × dbt) mod nbt and sbt = Eskt(h(pkbt, 
wbt)). Pb’s receipt for document Da, denoted as receiptb  = (h(Da))

 db mod nb. Assume 
that Pb generates the VRES of his signature. 
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• VRES construction 
The protocol constructs (yb, xb, xxb) as VRES with the following expressions: 

xb = (rb × (ha)
 db) mod nb =(rb × receiptb) mod nb  where rb is a random number chosen by 

Pb. yb = rb
eb mod (nb × nb,t), encryption of rb with Pb’s public key pkb. xxb = (rb × 

Eskbt(h(yb))) mod nbt. 

• VRES verification 
(1). xb

eb mod nb = (yb × ha) mod nb. (2). xxb
eb mod nbt = yb × h(yb) mod nbt. 

With the assumption that eb = ebt, Pa is sure that yb can be decrypted using either 
private key skb or skbt to recover rb. 

• VRES recovery 
In case that disputes occur, Pt uses key skbt from Cbt  to decrypt yb to recover rb.  

2.3   VRES in EPRSS  

The EPRSS[4] protocol has applications in contract signing (exchange of two signatures 
over the same document), and in exchange of two signatures over different documents. 
The protocol assumes that two parties (A and B) share document M to be signed, and 
wish to fairly exchange their signatures over document M. For example, party A’s RSA 
signature over M can be expressed as: 

A
d

AA nMHskMSigns A mod)(),( ==  where Ad is the secret exponent of party 

A’s private RSA key, expressed as ),( AAA ndsk = . The two parties have agreed to 

employ an off-line TTP to help them with the exchange if they cannot reach a fair 
completion of the exchange themselves. 

Assume that A computes ATTP
e

A NsC TTP
,mod=  where ATTPN , is the product of 

the two bases of RSA keys of TTP and party A ( ATTP nn , ), denoted as 

ATTPATTP nnN ⋅=, . 

In addition, corresponding proofs with zero-knowledge properties are 

required: )mod( ,ATTP
e

TTPA NreCH TTP=ω , ωsrz ⋅=  where r is a random 

number chosen by the party A. 

As a VRES verifier, after having received AA VC ,  ( ),( zVA ω= ), B performs the 

following VRES verifications: 

1). A
ee

A nMHC TTPA mod))((= ; 2). )mod( ,ATTPA
e

TTPA NCzeCH TTP ωω −= ;   

3). kz )1( +< ω  

If verifications are positive, B is sure that TTP has abilities to recover s for him once 
misbehaviors by A occur.  
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2.4   The Properties of RSA Extended Modulus Computations 

The properties of RSA extended modulus computation are a little different from those 
of RSA standard cryptographic algorithms. In order to clearly describe extended 
modulus attacks, several corollaries are presented in this subsection.  

Theorem 1. Let p,q be two different primes, n=pq. For any integer  y（ ny <≤0 ）, 

then nyy nk mod1)( ≡+ϕ  where k ≧0. 

Corollary 1. For integer y )0( Ny <≤ , where 21 nnN ⋅= ( 1n  and 2n are the two 

bases of  RSA cryptosystems), and e is a common exponent, then Nxy e mod=  

where .0 Nx <≤ Correspondingly, ,modmod 111 nxny e=  ),0( 11 nx <≤  

222 modmod nxny e= ， )0( 22 nx <≤ . 

Proof. According to Theorem1, 1
1)( modnyy Nk ≡+ϕ . Similarly, 

2
1)( modnyy Nk ≡+ϕ . As gcd( 21,nn )=1, Nyy Nk mod1)( += ϕ . For a given e, there 

exists corresponding d with ))(mod(1 Nde ϕ≡⋅ . Let  Nyx d mod= , Thus 

Nxy e mod=  where Nx <≤0 .Suppose ,mod 11 nxx = 22 modnxx = ， then 

111 modmod nxny e= , 222 modmod nxny e= . 

Corollary 2. For any two integers x and y, which satisfy the requirements as described 
in Corollary1, the following conclusions are held:  

1). If ),min(0 21 nnx <≤ , then x can be obtained by RSA decryption on 1modny  

or 2modny with corresponding secret exponents 1d or 2d . 

2). If ),max(),min( 2121 nnxnn <≤ ，then x can only be obtained by decrypting 

)),mod(max( 21 nny with corresponding ),max(( 21 nnidi = . 

3). If Nxnn <≤),max( 21 ，then only congruence solutions moduli 1n  and 2n can 

be obtained by decrypting 1modny  and 2modny with corresponding secret 

exponents 1d and 2d . 

Proof. Assume that 21 nn <  might as well, then 111 modmod nxny e= ，

222 modmod nxny e=  according to Corolary 1.  

1). If 10 nx <≤ , then xnxnxny ded === ⋅
11

1
1

1 modmodmod . Similarly, the 

conclusion is also held for 2modny . 

2). If 21 nxn <≤ , then xnxnxny ded <== ⋅
11

1
1

1 modmodmod . 

3). If Nxn <≤2 , then .modmodmod 22
2

2
2 xnxnxny ded <== ⋅  Furthermore, 

21 xx ≠ , and they are not congruence modulo 1n or 2n . 
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3   RSA Extended Modulus Attack 

In this Section we present two instances of RSA extended modulus attacks on 

RSA-CEDG and EPRSS. 

3.1   An Attack Instance in RSA-CEGD  

In RSA-CEGED protocol, assume that bP  chooses a random number br , within the 

area of btbbbtb nnrnn ×<<),max( . Then he constructs VRES as addressed in 

Section 2.1.Notes that bP  is assumed impliedly to choose br < bn  in RSA-CEGD 

protocol, so that there are no such verification available as to check if br  is within the 

expected area. Thus the presented VRES verifications are certainly held. 

That means if bP  is not honest, RSA extended modulus attacks can be launched 

successfully. Due to constraints of RSA encryption scheme, tP  fails to recover br  for 

aP  to obtain breceipt . tP  decrypts btb ny mod  by the private key btsk and could 

only obtain 'br expressed as  btbb nrr mod'= . Certainly, bbb nrr mod'≠  according 

to Corollary 2. 

3.2   An Attack Instance in EPRSS  

In EPRSS protocol, party A computes ATTP
e

A NSC TTP
,mod'= . It is worth noticing 

that AnSs mod= , where s is the party A’s correct signature on M, and 

rATTPTTP NSN ,,<< . It is fairly easy for the party A to find such an item S  as 

satisfies the above requirements.   
A then chooses a random number and constructs proofs addressed in Section2.4. 

Obviously, the forged VRES can also be verified “correct”:  

1).
A

e
A

ee

A
ee

A
e

A

nMHns

nSnC
TTPATTP

ATTPA

mod))((mod)(

mod)(mod'

==

=
 

2). As we have 

ATTPA
e

ATTPrATTP
ee

ATTP
e

NCr

NNSrNz

TTP

TTPTTPTTP

,

,,,,

mod'

modmod)(mod'
ω

ω

⋅=

⋅=
 

)mod'''(' ,ATTPA
e

TTPA NCzeCH TTP ωω −⋅=  is also held.  

3). Since kN RATTP )1(,, +≤ ω , then kNz RATTP )1(' ,, +≤≤ ω  
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Unfortunately, TTP would fail to recover a correct s for the party B once 

misbehaviors occur. Notes that S is within the area rNSn ATTPTTP ,,<< , TTP could 

only achieve 1s denoted as TTPnSs mod1 =  by decrypting 'AC . According to 

Corollary2, there exist infinite solutions of S satisfying ss ≠1 . 

4   RSA-DEMCA Algorithm 

As illustrated in Section3, a malicious VRES creator would forge a verifiable but 
unrecoverable VRES by choosing a random number in a larger area as a sensible 
element. Thus, a complete verification on VRES is required to consist of value 
judgement on the encrypted data as well as formal verifications on VRES. 

Here we expand the meaning of recoverability of VRES. Even though Pt only obtains 

a congruence solution of br  modulo nbt, we also say that VRES is recoverable if and 

only if Pa can achieve breceipt  with help of Pt. In order to check if the presented 

VRES is recoverable or not, we introduce an effective item, denoted as VRES-ER, to 
identify the recoverability of VRES. Thus, the problem of value restriction of VRES is 
transformed into that of VRES-ER. 

In this section we propose RSA-DEMCA algorithm totally based on the assumptions 

addressed in RSA-CEGD protocol.  

4.1   Assumptions  

1. We assume that A generates VRES, and sends it to B, which is responsible for VRES 
verification. A and B have agreed to employ an off-line STTP called T. A and B want to 
exchange their valuable items named S and D respectively, where S is a RSA signature 
on D signed by A. T is involved in data recovery of the item r .  
2. Each party }),,{( TBAii ∈ has a pair of public and private RSA keys, expressed as 

),( iii nepk = , and ii dsk = , notes that ipk  is certified by CA and is known to the 

public. 
3. A and T share a pair of RSA keys for purpose of data exchange, expressed as 

mmmmm dsknepk == ),,( . Notes that the pair of RSA keys is not used for the 

entity’s identification. 
4.  A owns a pair of assistant RSA keys after a time interval. We denote the keys as 

),( sss nepk = , ss dsk = . Notes that the keys are stored in a kind of a 

certificate sC , denoted as ),,( 21 ccpkC ss = , where 

A
e
sspkA nddEc A mod)(1 == T

d
s ncpkhc T mod)( 12 = . Clearly, sC  can be 

verified by the public and only A can obtain the private key by decrypting 1c . At the 

initial stage, T sends sC  to B secretly.  

5. Assume that smA eeee === and msA nnn << . 
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4.2   Preliminaries 

We summarize notations and definitions of the items used in RSA-DEMCA algorithm 
in the following table. 

Table 1. Definitions of the items 

A, B, T: a VRES creator, a verifier VRES, and STTP employed by A and B. 
S: Party A’s RSA digital signature on document D, denoted as S=h(D)dA mod nA 
r: A random number generated by A 

Cs: A kind of certificate signed by T, containing public key information of the 
assistant RSA pair keys. Cs=(pks,c1,c2) , c1=EpkA(ds) , c2=EskT(h(pks||c1)) 
N,N1,N2: RSA extended modulus, where N1=nA×nm,N2=nA×ns, and 

N=nA×ns×nm 
VRESTI: Presented VRES in the time interval T1.y1=re mod N1, y2=Se mod N1,  

x1=(r×s)mod nA , x2=(r×s)mod nm , xx1=(r×(h(y1)
dm)mod nm , xx2=(s×(h(y2)

dm) 
mod nm 

VREST2: Presented VRES in the time interval T2.y3=re mod N2 , y4=Se mod N2 , 
x3=(r×S)mod ns , xx3=(r×(h(y3)

ds) mod ns , xx4=(S×(h(y4)
ds) mod ns 

X,XT1,XT2: the residue of Val moduli N,N1,N2. 

FV1(y1,x1,xx1)T1 , FV2(y2,x2,xx2)T1: Formal verification on VRESTI . 

FV1(y3,x1,xx3)T2 , FV2(y4,x3,xx4)T2: Formal verification on VREST2. 

DV(XT1,XT2)：Value judgement on VRES-ER 
Val： VRES-ER, Val=r×s 

4.3    Formal Verification on VRES  

1. VRESTI Formal Verification 
The purpose of this verification is to make sure that VRESTI provided by A have 
expected expressions. The formal verification on VRESTI consists of two parts: 

11111 ),,( TxxxyFV and 12222 ),,( TxxxyFV . 11111 ),,( TxxxyFV  is used to check 

that 1y and 1x  have the expected expressions, and we omit the process since it is 

similar with that of the verifications addressed in RSA-CEGED. 

12222 ),,( TxxxyFV : (a). )(modmod2 DhnSny A
e

A ==                 

(b). mm
e nyhynxx mod))((mod 222 ×=    

(c). mm
e nyynx mod)(mod 212 ×=        

The purpose of 12222 ),,( TxxxyFV is to verify 12 mod NSy e= . (a) makes 

sure that 2y has contained correct S. (b) together with (c) confirms that the modulus 

operation in 2y  is based on mA nn × , and 2x has an expected expression. 



     RSA Extended Modulus Attacks and Their Solutions      1101 

 

2. VREST2 Formal Verification 
Similar with those of VRESTI, VREST2 Formal Verification consists of 

23131 ),,( TxxxyFV and 24342 ),,( TxxxyFV , and confirms that 

23 mod Nry e= , 24 mod NSy e= , and snSrx mod)(3 ×= . 

4.4   Value Judgement on VRES-ER 

Let SrVal ×=  be VRES-ER in VRES verifications. 

1. 1TX  Computation                         
2

1
1

2
1

11 mod))mod()mod(( AmAAAmmT nNnnnxnnnxX <××+××= −−        

2. 2TX  Computation 
2

2
1

3
1

12 mod))mod()mod(( AsAAAssT nNnnnxnnnxX <××+××= −−    

3. ),( 21 TT XXDV :  

(a) 2
21 ATT nXX <= ;(b) 31 mod xnX sT = ; (c) 22 mod xnX mT =               

(d). Computes and verifies 

1332211 mod)( TAmsAsm XNtnnxtnnxtnnxX =×××+×××+×××=     

where Asm nnnt mod)( 1
1

−×= , msA nnnt mod)( 1
2

−×= , 

sAm nnnt mod)( 1
3

−×= . 

If ),( 21 TT XXDV =1, then 2
AnSrVal <×= .                     

For expression convenience, we denote Val in VRESTI as 11 )( TT SrVal ×= , and 

Val in VREST2 as 22 )( TT SrVal ×= respectively. 1TVal  and 2TVal  are congruence 

moduli N if (a)-(c) are positive. Thus, akNValT +=1  where k≥0 and 2
Ana < . As 

the assumptions of the algorithm have described, A does not know the value of sn  

when constructing VRESTI. If NValT >1 , A has no means to create such an integer, 

of which the residue modulo N (i.e. a) is known while N is dubious for A at that time. 
Thus, we have 

2
1 AT nSrVal <×=  if ),( 21 TT XXDV =1. 

4.5   VRES Recovery 

Two situations are needed to deal with since we have verified that 2
AnSr <× . 

1). If Anr < , it is just the case that RSA-CEGD has processed. Thus T can obtain r by 

decrypting 1y , and B computes: AnrxS mod)( 1
1

−×=                
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2). If AnS < , obviously we have mnS < since msA nnn << . 

As we have mnSrx mod)(2 ×= , B computes mnrxS mod' 1
2

−×= .    

4.6   The Process Flow 

1. 212121 ,,,,,: yyxxxxxxBA →  

2. sCAB :→  

3. 43433 ,,,,: yyxxxxxBA →  

4. B transfers 1y  to T, in a case that A terminates process after receiving the sensible 

element sent by B.  

5   Security Analysis 

In this section, we analyze the security of RSA-DEMCA algorithm with three aspects: 
data confidentiality, recovery assurance and misbehaviors prevention.   

1. Data confidentiality 
In our algorithm, similar with RSA-CEGD protocol, we apply RSA extended modulus 

computations on VRES construction. As illustrated in RSA-CEGD, 11 mod Nry e=  

is a minor variation of RSA encryption, so it’s hard for any other party to decrypt it to 

obtain r. We believe it is also hard for an adversary to factor AnSrx mod)(1 ×=  to 

obtain r. The conclusion is also held with respect to such items as 2212 ,,, yxxxxx , 

43433 ,,,, yyxxxxx . Thus we believe VRES-ERTI and VRES-ERT2 are secure 

without sensible information leakage. 
In addition, VRES-ER in our algorithm expressed as SrVal ×= is also hard to be 

factored.  Based on the difficulty of the integer factorization problem (IF Problem[8]), 
we believe another party excluding A has no means to factor Val and thus achieves S.  

2. Misbehaviors prevention 
Our algorithm provides a security mechanism that can prevent successfully 
misbehaviors by A during VRES construction. In normal situations, VRES-ERTI 
=VRES-ERT2, and they are irrespective to N2, the base of the secondary RSA extended 
modulus computations. Once A is a malicious one, he has no means to launch RSA 
extended modulus attacks by forging VRESTI in a larger area. Firstly, VRESTI and 
VREST2 have been verified formally to make sure that presented VRES have expected 
expressions. Secondly, by performing consistency check, B is then sure that 
VRES-ERTI and VRES-ERT2 are consistent and irrespective to N2, which is still 
invisible to A when he constructs VRESTI. Thus A has to provide a correct VRES for 
purpose of verification requirements.  
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Thus we provide an intrusion-aware security mechanism to detect three kinds of 
possible misbehaviors by a VRES creator: (1). Presented items with unexpected 
expressions. (2). Inconsistent elements e used to construct VRES. (3). Constructed 
VRES-ER beyond the expected area.  

On the other hand, as a verifier of VRES, B has no chance to act as an adversary. In 
our algorithm, B only transmits an appointed certificate Cs to A. 

3. Recovery assurance  
Due to constraints of RSA encryption scheme, a trusted third party would fail to 
recover a complete sensible element for the VRES verifier. However, that does not 
influence information assurance on VRES recovery, since value judgement on 
VRES-ER is presented. Furthermore, even we lack an effective scheme to check if a 
sensible element is within an expected area, VRES recovery can also be achieved 
successfully based on assurance of an expected VRES-ER.   

6   Conclusion 

It’s essential to trade off the contradiction between the trust model and constraints of 
adapted security mechanisms on algorithm design of fair exchange protocols. On one 
hand, RSA encryption and signature schemes are performed in modulus computations, 
thus there exist infinite solutions satisfying verification requirements. On the other 
hand, the exchanging parties are assumed to be active adversaries, having abilities to 
forge sensible information without any restrictions. 

According to the characteristics of RSA extended modulus attacks, only does the 
VRES creator know the bases of RSA cryptosystems, then he can launch such a kind of 
attacks. Motivated by the idea of “hiding” effective information (i.e. ns) from the VRES 
creator after a time interval, we actually restrict the forging abilities of the VRES 
creator successfully in RSA-DEMCA algorithm.  
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Abstract. With the development of wide-area network, distribution and mobility 
have become the main character of computation. Similarly, reflection systems 
are mostly like to implement under this environments, as a result how to describe 
reflection semantics in distributed and mobile environment is necessary indeed to 
understand and automatically generate reflection mechanism. We give a new 
semantics description for distributed computational reflection system in ambient 
calculus and also we give the proof to verify our approach. 

1   Motivation 

Currently, numerous new technologies have been used in either computer software or 
hardware in order to enhance computer system’s expansibility or performance further. 
Most current systems may be dynamically reconstructed or extended to perfect 
themselves as possible. Among these, computational reflection [1] that the possibility 
of a software system to inspect and modify itself at runtime became a feasible 
mechanism to meet the needs of strong adaptability conditions for heterogeneous 
environment and computing system. As a result, it is gaining interest in more and more 
practical applications. Especially with the development of wide-area network, 
computation scale up to widely distributed, intermittently connected and well 
administered computational environments which bring new moment for computational 
reflection. 

As a new programming technology that allows a user to extend and modify the inner 
information of systems, computational reflection has become an important issue in the 
                                                           
∗ Supported by the National 973 Project under the grant number G1999032701 and China 

Postdoctoral Science Foundation. 
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field of computing architecture, many researchers investigated its powerful capability 
and emphasized its usefulness [4], [5], Concretely, the JAVA programming 
environment [6] relies heavily on the use of reflection for the implementation of the 
JAVABEANS and RPC component models. Furthermore, adaptability is a prime 
requirement of middleware systems and several groups are therefore doing research on 
reflective middleware [7], [8]. However, since reflective systems offer different 
reflection programming interfaces, the design of reflection mechanism is subject to a 
number of constraints relating to expressive power, efficiency, security properties and 
so on. So in different applications, these constraints are different from one application 
to another. In order to unify these constraints and describe generic character of 
computational reflection, we should give a common semantic framework for reflection, 
which on the one hand makes object systems be nested or extended reflection easily and 
on the other hand makes computational reflection be understood and generated easily. 

Nevertheless it is difficult to describe reflection in conventional formalization 
methods since it involves control actions which transform between base level and 
meta-level. It is also a factor that discussions on reflection semantics are not as so many 
as on reflection implement. Malmkjaer [9] presents an un-strict framework for 
reflective tower based on meta-level access. Hook and Sheard [10] introduce a formal 
semantic of compile-time reflective ML, which is a reflective language with 
compile-time type checking and run-time type safety. It supports compile-time 
reflection. Malenfant [11] studies a new model for behavioral reflection based on 
meta-objects in a prototype-based programming language, and then gives a formal 
semantics of this protocol using the theory of priority rewrite system. Douence [12] 
presents present a reification mechanism for object-oriented interpreters based on 
program transformation techniques. Based on extensible denotational semantics, we 
give an extensible semantics framework for reflection in [13]. 

In this paper, we present formalism for reflection based on mobile ambient [2] and 
safe ambient [3]. And a type system will be given in order to express and verify sound 
reflection mechanism. The paper is structured as following: in section 2, we present 
how to describe computation reflection according to mobile ambient idea –CRA and 
following with an example to show how to describe it in CRA. To verify CRA, in 
section 3 typing system of CRA is given to ensure sound static semantic for CRA. At 
last we conclude our work in the paper in section 4. 

2   Computational Reflection Ambient – CRA 

2.1   CRA  

In a conventional system, computation is performed on data which represent entities, 
and it is external to the computation system. In contrast, a reflective computation 
system must contain some data that represent the structural and computational aspect of 
the system itself, and such data must be manipulated within the system itself, and more 
importantly, changes made to such data must be causally connected to the actual 
computation being performed. As a result, to realize reflection in a system, the causally 
connection between the system and its self-representation must exist within the system. 
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Algebraically speaking, a self-representation and the computation represented by the 
self-representation are surjective and satisfy Glois connection [14]. Since reflective 
computation depends on the way in which self-representation is described, the 
expression form of self-representation is the primary concern when a reflective system 
is being built.  

Based on above description, a reflective program is a particular architecture in which 
all programs are not executed by the primitive and inaccessible interpreter, but rather be 
performed by the explicit running of a program that represents that interpreter, which is 
usually written in the same languages as the user program for efficiency. The reflection 
structure can be shown in Fig. 1.  

 
 
 
 
  
 

Fig. 1. Reflection Structure-- the explicit interpreter is called as Reflective Processor Program 
(RPP) executed in meta-environment. To implement explicit access to the inner information, two 
meta-level processes are needed: reification and reflection. Reification makes the current inner 
information of the entity available and conversely, reflection returns the entity that is represented 
by current information 

In order to ensure safe access to meta-environment or base environment, for every 
action, we define synchronic mechanism between meta-environment and base 
environment, namely, whether an operation is executed depends on the synchronization 
of the both levels. For example, if in current level m a process is needed to deliver to 
another level n, the transfer is executed only when there is a synchronism between m 
and n that current capability are respectively request for entering n in m and acceptance 
for entering from m in n. So we define following co-capabilties as prefix to processes: 

 in↗: entering meta environment; 
 in↘ : entering base environment; 
  m⇗ in: accepting m that comes from base environment; 
  m⇘ in: accepting m that comes from meta environment 
 update m : updating m ambient; 
     update{m} : using m to update ambient 
              open m: opening m’s boundary; 
              open{m}: accepting meta ambient m to open ambient 
And reduction rules are: 
            m[in↗• P] | n[m⇗in• R] → n[m[ P] |R ]                   
            m[n⇘ in•P] | n[in↘• R] → m[ P| n[R]]                   
            n [m [open{n}• P] | open m• R] → n [P|R]                       
            m [update {n}• P] | n [(update m• R)]] → m [P] | m⋈ n[R]        
                                               ⋈ denotes ⋉ or ⋊  

reflection reification 
Meta-Environment:  RPP 

Base-Environment:  User Program 
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Function ⋉: Env×MEnv →Env, is defined to denote using new meta environment to 
update base environment. Giving definition above, reflection and reification processes 
can be defined as: 

ϕ (m[P]) ≜ m[(in↗• open{ m }•P)] | m [m⇗in• open m•0] 

ψ ( m [R]) ≜ m[ m ⇘ in •open m •0] | m  [(in↘• open{m}• R)] 

However, m is interpreter representation of m which means that any computation 

should result in same answer whenever it is executed in m or m . Therefore any changes 

taken on base environment m should affect m’s meta-environment m , and the reverse is 
the same. Function ⋉ updating base environment using meta-environment guarantees 
that changes on meta-environment casually affect base environment. Then how to 
guarantee the reverse?  

It is known that in reflection system, computations are not always taken in 
meta-level but in base level for execution efficiency, except that meta-actions are 
needed to access to meta-level. This means some time the meta-environment is not 
casually connected with base environment. In order to ensure the accuracy of 
meta-computation, we define function ⋊ : Env × MEnv → MEnv to update 
meta-environment using current base environment, when reification occurs, ⋊  is 
applied first. Hence though base environment and meta-environment are not casually 
connected in microcosmic view, but for any computation taken into the two 
environments, it results in the same answer, furthermore if ϕ 。ψ and ψ 。ϕ are identity 
functions, then we can say they are casually connected microscopically, where “。” 
denotes the compound of functions. Based on the definitions above, we prove that our 
definitions satisfy Gloris connection [in appendix]. Consequently, Reflection and 
reification processes can be defined as: 

ϕ (m[P]) ≜ m[(update m • in↗• open{ m }•P)] | m [update{m}•m⇗in• open m•0] 

ψ（m [P]) ≜ m[ m ⇘ in• update{ m }•open m •0] | m [(in↘• update m•open {m}•P)] 

In Fig. 2, we define CRA’s syntax and semantics. Structural congruence of 
Computational reflection ambient can be easily derived from the structural congruence 
in [2], so here for space reason we ignored. Reduction rules and reflection function ϕ 
and ψ are given in Fig. 3. 

2.2   A Java Example in CRA 

In fact our CRA is a generic framework for computational reflection, the reflection 
operations are not defined in detail, and they depend on users. For example an ambient 
may be thought as a location where computations are carried, it concludes static 
environment and dynamic state information that are needed when these computations 
are executed, and ambients are divided into two kinds: base-ambients and 
meta-ambients. Conventional computations are executed in base-ambient, while 
computations involving internal information are submitted to be executed in 
meta-ambients.  
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As an example, in Java, a class’s compile information is stored in class file with 
extensible name“.class”, Java API is used for users to define compile-time reflection in 
order to access or modify compile-time information. The sample program referenced 
from [15] modifies the width field of a Rectangle object by invoking the set method in 
reflective API. Since the width is a primitive type, an int, the value passed by set is an 
Integer, which is an object wrapper. 

 

 

 

Fig. 2. Syntax for Computational Reflection Ambient— a system is composed of processes, X is 
process variable. As for reflective expressions, it depends on users in detail definition and in 
concrete system 

 

Fig. 3. Reduction rules and definitions of reflective functions in Computational Reflection 
Ambient are shown 

import java.lang.reflect.*; 
import java.awt.*;  
class SampleSet { 
  public static void main(String[] args) { 
      Rectangle r = new Rectangle(100, 20);  

 m[in↗• P] | m [m⇗in• R] → m [ m[P] | R ] 

 m[n⇘ in• P] | m [ in↘• R] → m[ P| m [Q] ]                   
 n [m[open{n}•P] | open m• R] → n [ P | R ]                       

 m [update{ m }• P] | m [update m• R] → (m ⋉ m ) [P] | m [R]    

 m [update m • P] | m [update {m}• R] → m[P] | (m ⋊ m )[R]     

 ϕ (m[P]) ≜ m[(update m • in↗• open{ m }•P)] | m [update{m}•m⇗in• open m•0] 

 ψ ( m [P]) ≜ m[ m ⇘ in• update{ m }•open m •0] | m [(in↘• update m •open{m}•P)] 

Capability M ::= in↗        entering meta environment; 
| in↘   entering base environment; 

      | m⇗ in      accepting m that comes from base environment; 
      | m⇘ in      accepting m that comes from meta environment 
     | update m       updating m ambient; 
         | update{m}  using m to update ambient 

| open m  opening m’s boundary; 
           | open{m}      accepting meta ambient m to open ambient 
   | M•M  path connection 
 
Process P ::= 0     null process           
    | M•P   capability    
           | m[P]   ambient    
           | P1 | P2  parallel composition  
           | (νn : A)P  restriction    
    | rec X•P  recursion  
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      System.out.println("original: " + r.toString()); 
      modifyWidth(r, new Integer(300));  
      System.out.println("modified: " + r.toString()); 
  } 
static void modifyWidth(Rectangle r, Integer widthParam){ 
      Field widthField;  
      Integer widthValue;  
      Class c = r.getClass(); 
      try { 
         widthField = c.getField("width"); 
         widthField.set(r, widthParam);  
      } catch (NoSuchFieldException e) { 
          System.out.println(e);  

         } 
  } 
} 

The output of the sample program verifies that the width changed from 100 to 300:  

original: java.awt.Rectangle[x=0, y=0, width=100,height=20] 

modified: java.awt.Rectangle[x=0, y=0, width=300,height=20] 

SampleSet. Class is the meta-level of SampleSet, which concludes internal 
compile-time information of class SampleSet. Because procedure modifyWidth 
involves meta-accessing operations, it will be reified into meta-ambient 
SampleSet.Class. ModifyWidth is also an ambient that is needed to confine and prevent 
from the contents of modification interfering with outer processes. Hence, we can 
describe above programs into computational reflection ambient briefly: 

ψ 。ϕ (SampleSet [ModifyWidth])  

≡ψ(SampleSet[(update SampleSet.Class•in↗ 

•open {SampleSet.Class}• ModifyWidth)] 

| SampleSet.Class[update{SampleSet}•SampleSet⇗in• open SampleSet • 0]) 

Where the detail definition of ModifyWidth is just as conventional programs done as 
described in [2]. We focus on reflection mechanism here, so the conventional part are 
neglected to talk about.  

3   Tying System 

Tying system grammar is given in Fig.4 including ambient type, process type and 
exchange type. In order to distinguish different level processes, for example P is in 

meta-ambients, we define its type as cPr [T] rather than define a new structure to 

denotes meta-ambient type. Namely, we have ]T[Amb ≡Amb[ T ]. 
The rules defining the typing judgments are given on Fig. 5. Γ represents type 

environment which is a list of the form E: T, denoting T is the type of the specified 
entity E. 
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A  ::= Amb[T]     ambient type 
U  ::=  Prc[T]        process type 

    cPr [T]      meta-process type 
S, T ::=  Shh          no exchange 
              U , A        

              T  
 

Fig. 4. Types grammar for computational reflection ambient 

 

Fig. 5. Typing Rules 

As we know that reflective functions transform between base environment and 

meta-environment, the type of ϕ should be: Amb[S] → Amb[ S ] and ψ should have 

type: Amb[ S ] → Amb[S], where S denotes the type of process. Now we use type 
system defined above to verify our reflective functions ϕ andψ. In order to illustrate the 
typing process pithily, we give a delaminated structure:  

                     a1          … s level 
                     a2          … l level 
                     a3          … m level  

a1, a2, a3 are assertions, in the delaminated structure an assertion in a level l is the 
condition of the assertion in s level if exists level s down l and at the same time it is also 
the conclusion of the assertion in l’s up level m if exists up level m. For example, under 

Γ├ P: U 

Γ├ in↗•P: U  
 

 
Γ-IN 

Γ-NIL Γ-NAME Γ-VAR 

Γ-PAR 

 

Γ-REC 

Γ├ 0 : U Γ(m) = A 
Γ ├ m : A 

Γ(X) = U 
Γ ├ X : U 

Γ├ m: Amb[T], P: Prc[T] 
Γ├ m[P]: Prc[T] 

Γ-RES Γ, m: A├ P: U 
Γ├(νn: A)P : U 

Γ├ P1: U, P2: U 
Γ├ P1|P2: U 

Γ, X: U├ P: U 
Γ├ rec X P : U 

Γ├ P: U  
Γ├ in↘•P: U 

Γ-COIN 
Γ├ P: U, m: A 
Γ├ m⇘in• P : U 

Γ-IN 

Γ├ P: U 
Γ├ update n•P: U Γ-UPD 

Γ├ P: U, m: A 
Γ├ update {m}• P : U 

Γ-COUPD 

Γ├ P: Prc[S], m: Amb[T] 
Γ├ open {m}• P: Prc[T] 

Γ-COPEN 
Γ├ P: U 

Γ├ open n• P : U Γ-OPEN 
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the condition of a1, a2 holds and under the condition of a2, we can gain a conclusion a3, 
and we use a longer line to denote down direction reduction. Hence, based on typing 
rule defined above, we have: 

ϕ (m[P])≜m[(update m • in↗• open{ m }•P)] | m [update{m}•m⇗in• open m•0] 
 

Γ├ P: Prc[S], m : Amb[S ] 

Γ├ open { m }• P : Prc[ S ] 

Γ├ in↗• open{ m }•P: cPr [ S ] 

Γ├ update m • in↗• open{ m }•P : cPr [ S ] 
 

ψ( m [P])≜m[ m ⇘ in• update{ m }•open m •0] | m [(in↘•update m•open{m}•P)] 
 

Γ├ P: cPr [ S ], m: Amb[S] 

Γ├ open{m}• P : cPr [S] 

Γ├ update m• open {m}•P: cPr [S] 
Γ├ in↘• update m• open {m}•P: Prc[S] 

We can see that these reflective functions transform a process of type Prc[S] (or 

cPr [ S ]) in base (or meta) environment to a process of type cPr [ S ] (or Prc[S]) in 
meta (or base) environment. 

4   Conclusion 

In the paper based on the principle of mobile ambient we give computational reflection 
ambient – CRA to describe reflection computation. Compared to other similar works in 
reflection description, we based on ambient calculus to formalize reflection 
mechanism, and at the same time in order to enable security of accessing to meta-level 
information, in CRA co-capabilities are defined. At last typing rules are given verify 
the CRA.  

In CRA we imply that the representation of source programs is shown in the form of 
source programs, it is intuitive to comprehend reflection without additional interpreter 
to execute this representation program. 
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Appendix  

 
 
 
 

Definition 1. Maps ϕ and ψ form a Galois connection from source domain S to target 
domain T whenever 

MS →*S ψ (NT)   if and only if  ψ(MS)→*T NT 

Assume →S for reduction relation of S and →T for T.  

Proposition 1. Map ϕ and ψ form a Galois connection from S to T if and only if the 
following four conditions hold 

 (1)  MS →*S ψ 。ϕ MS   (2)  ϕ 。ψ NT →*T NT 

 (3)  MS →*S NS implies ϕ MS→*T ϕ NS 

 (4)  MT→*T NT implies ψ MT→*S ψ NT 

ψ 
ϕ 

F 

G 
 MT  

NT 

MS NS 

ψ ϕ 
F 

G 
 MT NT 

MS NS 
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Definition 2. Maps ϕ and ψ form a reflection in S of T if they form a Galois connection 
and M≡ψ 。ϕ M. 

Proposition 2. Let ϕ and ψ form a reflection in S of T, then for F: MS→S NS, and  
G: MT→T NT, satisfy: 

 (1) ψ 。G 。ϕ = F    (2) ϕ 。F 。ψ = G 

Proposition 3. In CRA, and form a reflection in base ambient of meta-ambient.  

Proof:  if G or F function affects its own environment respectively, the update 
operation ⋊ or ⋉ will be applied to ensure base environment to be consisted with 
meta-environment, so we only need to prove that ψ and ϕ satisfy proposition 2 when G 

and F have no effect on its own environment. P ≡ m [P], Since F and G are functions 

in base and meta-level environments respectively, so given P∈m and Q ∈ m  we have 

F(m[P]) ≡ F(P) and G( m [Q]) ≡ G( Q ). 

(1) ψ 。G 。ϕ = F 

Assume that on meta-level there exists a function G: P → Q , ϕ (P) = P and ψ 

( Q ) = Q, our target is to prove that on base level function F: P → Q holds. Based on the 

definition of ϕ and ψ above, we have: 

ψ 。G 。ϕ (m[P]) 

 ≡ψ。G (m[(update m • in↗• open{ m }•P)] | m [update{m}•m⇗in• open m•0]) 

 →* ψ 。G ( m [P]) ≡  ψ 。G( P ) 

    → ψ( Q ) ≡ ψ( m [Q])  

    ≡ m[ m ⇘ in• update{ m }•0] | m [(in↘• update m•Q)] 

     →* m[Q] 

(2) ϕ 。F 。ψ = G 

Assume that on base level there exists a function F: P → Q, ϕ (Q) = Q and ψ( P ) = 

P, our target is to prove function G: P → Q  holds on meta-level. Based on the 

definition of ϕ and ψ above, we find: 

ϕ 。F 。ψ( m [P]) 

 ≡ϕ 。F(m[ m ⇘ in• update{ m }•0] | m [(in↘• update m•P)]) 

 →* ϕ 。F(m[P]) → ϕ(m[Q]) 

    ≡m[(update m •in↗•open{ m }•Q)] | (m ⋊ m ) [update{m}•m⇗in• open m•0] 

→* m [Q]                                                         □ 

Here we only prove the part involving reflective mechanism, others proof can be 
easily referred from [16].  
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Abstract. The main goal of research concerning energy aware rout-
ing algorithm for wireless sensor network is to increase the lifetime and
long-term connectivity of the wireless sensor networks. However, most of
energy aware routing algorithms do not take into account the clustering
mechanism efficiently. In this paper, we present an efficient energy aware
routing algorithm for the wireless sensor networks. In our algorithm, the
data aggregation technique and adaptive clustering mechanism are con-
sidered for reducing and compacting the cumulative size of packets on
the wireless sensor networks. Simulation results show that the energy
usage of EAR-ACM is significantly reduced compared with the previous
clustering based routing algorithm for the sensor networks.

1 Introduction

Wireless sensor networks typically consist of hundreds or thousands of sensor
nodes deployed in a geographical region to sense events. Wireless sensor networks
provide a high-level description of the event being sensed. They are used in many
applications such as environmental control, offices, robot control, and automatic
manufacturing environments, and can be used even in harsh environments[1,2].
Developing wireless sensor networks entails significant technical challenges due
to the many environmental constraints.

Recent advances in sensor technology, low power electronics, and low-power
RF design have enabled the development of relatively inexpensive and low-power
wireless sensor network[2]. However, power is a scarce yet critical resource in
battery-powered sensor networks and efficient and utilization of battery power
becomes an important issue because most wireless sensor nodes today are pow-
ered by batteries, It is desirable to make such nodes as energy efficient as possible
and rely on their large numbers to obtain high quality results.
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Routing protocols for the wireless sensor networks are also guilty of expend-
ing energy power needlessly. Most existing routing protocol used in the sensor
networks do not take power into consideration, and could therefore result in
either parts of, or the whole sensor network being temporarily unavailable. In
most of those protocols the paths are computed based on minimizing the hop
count or delay. Thus, some nodes, become responsible for routing packets from
many source-destination pairs. Over time, the energy reserves of these nodes will
become deleted, resulting in node failure.

Most previous researches related to routing[3,4,5] have been focused on the
algorithm design and performance evaluation in terms of the packet overhead
and loss rate. On the other hand, many routing algorithms have been proposed
in [1,2,6,7,8,9] in order to improve the scalability of routing algorithms for large
sensor networks. However, previous works did not take into account the resid-
ual energy of each sensor and data aggregation simultaneously while sending a
packet.

Selecting a route that consumes the least amount of energy as possible re-
quires that the information on all of the candidate routes be known as accurately
as possible. This in turns entails high cost for transmitting a single packet. There-
fore, the probabilistic approach where a route is selected based on certain criteria
is more widely used. Therefore, the parameters and the constraints affect per-
formance very much. In addition, amount of transmission of a packet in the
wireless sensor networks is closely related to the lifetime of sensor network be-
cause the energy usage of the transmitting 1 bit of data is much greater than
processing it[10]. Therefore, energy aware routing with data aggregation that is
highly correlated with energy consumption, is a critical factor determining the
performance of the wireless sensor networks.

In this paper, we present an efficient energy aware routing algorithm for
the wireless sensor networks. In our algorithm, adaptive clustering mechanism
is considered for reducing and compacting the cumulative size of packets on
the wireless sensor networks. The proposed algorithm can provide much longer
connectivity and lower energy usage of the wireless sensor networks through
efficient use of energy among the nodes in the wireless sensor networks.

The rest of the paper is organized as follows. In section 2, we present related
works. Section 3 describes the energy aware routing algorithm proposed by Shah
and Rabaey in [1] in detail and a new energy aware routing algorithm based on
adaptive clustering mechanism. Section 4 presents and evaluates the performance
of the proposed energy aware routing algorithm against previous clustering based
routing algorithm. Finally, some conclusions are given in Section 5.

2 Related Works

In this section, we present a brief overview of the proposed energy-aware rout-
ing algorithms. Considerable research efforts[1,2,3,4,11,12,13] have been made to
reduce the energy consumption of the wireless sensor networks.
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In [3], Ganesan et al. proposed the use of braided multipaths instead of com-
pletely disjoint multipaths in order to keep the cost of maintaining the multipaths
low. The costs of such alternate paths are also comparable to the primary path
because they tend to be much closer to the primary path.

In [4], Chang and Tassiulas proposed an algorithm for maximizing the lifetime
of a network by selecting a path whose nodes have the largest residual energy.
In this way, the nodes in the primary path retain their energy resources, and
thus avoid having to continuously rely on the same route. This contributes to
ensuring longer life of a network.

LEACH(Low Energy Adaptive Clustering Hierarchy)[2] has been introduced
for the sensor networks where an end user wants to monitor an environment
remotely. In such a situation, a packet from an individual node must be sent to
a central base station, often located far from a sensor network, through which
the end-user can access the packet. LEACH includes distributed cluster forma-
tion, local processing to reduce global communication, and randomized rotation
of the cluster-heads. Together, these features allow LEACH to achieve the de-
sired properties. LEACH-C[11], an improved scheme of LEACH, was proposed.
In LEACH-C, cluster formation is made by centralized algorithm at the base
station.

In [12], Lindsey et al. proposed PEGASIS which improved the LEACH more
than LEACH-C. In PEGASIS, each node communicates only with close neigh-
bors and only one designated node sends the combined data to the base station.
In [13], Bandyopadhyay and Coyle proposed randomized clustering algorithm
to organize the sensors into clusters in wireless sensor network. They showed
computation of the optimal probability of becoming a cluster head.

3 Energy Aware Routing with Adaptive Clustering
Mechanism

In this section, we describe Energy Aware Routing with Adaptive Clustering
Mechanism(EAR-ACM) algorithm in detail.

3.1 Energy Aware Routing

Energy Aware Routing(EAR)[1] was proposed by Shah and Rabaey. EAR is an
energy efficient routing for the wireless sensor networks. The primary goal of
EAR is to improve the survivability of the networks. For this, EAR occasionally
uses suboptimal paths rather than always using the optimal path. These paths
are selected with the energy-based probabilities as explained above. This is in-
tended to slow down the depletion of the energy of the nodes across networks.
As a consequence, the entire networks will have a longer lifetime than that using
the algorithms such as Directed Diffusion[14].

EAR finds multiple routes, if any, from source to destination nodes. Each
route is assigned a probability of being selected to transmit a packet, based on
residual energy and the energy for communications at the nodes along the route.
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Then, based on these probabilities, one of the candidate routes is chosen in order
to transmit a packet. The probability is proportional to the energy level at each
node, so the route with high energy is more likely to be selected than the route
with low energy level.

The operation of EAR consists of three phases. In Setup phase, a destina-
tion node initiates a route request and a routing table is built up by finding
all the paths from a source to the destination and their energy cost. In Data
Communication phase, data packets are sent from the source to the destina-
tion. Each of the intermediate nodes forwards the packet to a neighboring node
that is chosen randomly based on the probability computed in the setup phase.
In Route Maintenance phase, local flooding is performed to keep all the paths
alive[1].

3.2 Overhearing

Concept of Overhearing. In the wireless sensor networks, radio wave is a
physical media of communications. Radio wave propagates in every direction.
Hence, when two nodes communicate with each other, the neighboring nodes of
a sender can hear the packet being transmitted. Figure 1 shows this situation.

Source

DestinationA

B

C

E

D

F

G

: Data Transmit
: Overhear

H

I

Fig. 1. Data communication in the wireless Sensor networks

In Fig. 1, node A sends a packet to node B, and then all nodes in the circle,
the center of which is the location of A and the radius of which is the distance
between A and B (C,D,E,F and G in this figure) can hear the data packet. In
general cases, such data heard unintentionally is ignored. In Fig. 1, for example,
nodes C ∼ G can hear A transmitting to B, which means C ∼ G can know that
B is received packet and will forward the packet to the destination.

Such a characteristic, which is called overhearing, can be used to make dy-
namic clusters. By using overhearing information, each neighbor node can act
as a participant of cluster of B, which is the head node of a cluster and forward
data packets to the node B. Then the head node, B can aggregate the entire
information to reduce the cumulative amount of data packets.
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Set of Clustered Nodes. For the formal description of the proposed algorithm,
we define the sets of nodes as follows.

Definition 1. NodeSet(Ni, Nj) : Set of all nodes in a circle (or sphere in a
3-dimensional space). The center of the circle is Ni. The radius of the circle is
the distance between node Ni and node Nj.

Definition 2. ClusterSet(Ni, Nj) =
NodeSet(Ni, Nj) ∩ NodeSet(Source, Nj) ∩ ¬NodeSet(Nj , Destination)

Definition 3. PartySet(Ni, Nj) = ClusterSet(Ni, Nj) − {Nj}

For example, in Fig. 1: NodeSet(A, B), ClusterSet(A, B) and
PartySet(A, B) are {A, B, C, D, E, F, G}, {A, B, C, D, E} and {A, C, D, E}
respectively, and the cluster head of ClusterSet(A, B) is node B.

3.3 Energy Aware Routing with Adaptive Clustering
Mechanism(EAR-ACM)

Similar to EAR, the operation of EAR-ACM consists of three phases: Setup
phase, Data Communication phase and Route Maintenance phase.

Setup Phase. Setup phase of EAR-ACM is the same as that of EAR. A desti-
nation node initiates a route request and all of the intermediate nodes relay the
request in the direction to the source node.

Data Communication Phase. After the setup phase is completed, each sen-
sor, i.e. the source node, sends data that it collected to a destination node.

1. A source node sends a data packet to any of its neighbors in the forwarding
table, with the probability of the neighbor being selected set to the proba-
bility in the forwarding table[1].

2. Each intermediate node chooses the next hop among its neighbors. The prob-
ability of the neighbors being selected is set to that in the forwarding table.
Each node delays packet forwarding within a given period, Tdelay, to the
next hop to aggregate the multiple packets.

3. Each node, which is belong to PartySet(Ni, Nj) and has the forwarding table
entry which contains the probability of choosing Nj as its next hop, sets the
overheard flag of Nj field in the forwarding table which they overheard. At
the same time, the cluster set ClusterSet(Ni, Nj) is dynamically created.
All overheard nodes are joined to ClusterSet(Ni, Nj) as participants and
the Nj becomes the head of the ClusterSet(Ni, Nj) during Tdelay.

4. Similarly to EAR, this process continues until the data packet reaches the
destination node[1].
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Route Maintenance Phase. Like in the setup phase, the route maintenance
phase of EAR-ACM is the same as that of EAR. Flooding is occasionally per-
formed in order to keep all the paths alive and to compute new metrics[1].
However, computing new metrics can be performed in the data communication
phase of EAR-ACM, and thus route maintenance phase is not necessary as in
EAR.

Figure 2 shows the example scenario of adaptive clustering hierarchy of EAR-
ACM. There is no overhead of selecting a cluster head because the clustered
regions are dynamically created using overheard information.

Sink

: Adaptive Selection of a Cluster Head

: Cluster Head (Aggregator)

: Cluster Participant

: Clustered region

Fig. 2. Adaptive Clustering Hierarchy on EAR-ACM

4 Performance Evaluation

4.1 Simulation Environment

A simulator was developed by our research group. This program can simulate
both EAR-ACM and LEACH[2] and provide some statistical information such
as the residual energy of each node, the energy metrics between any two nodes
and the communication cost of each node.

The area of the sensor networks was assumed to be 100m× 100m. The num-
ber of the nodes in networks was assumed to be 100 nodes – one node is controller
while the others are sensors. The controller was located at the center of the field
and the sensor nodes are placed randomly in the field as shown in Fig. 3(a). All
of the sensors sent data to the controller at fixed time. The length of interval
at each node was all-identical. This interval can be considered as a virtual time
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unit. That is, in a single time unit, all of the sensor nodes send their data to the
controller altogether.

The parameters in numeric formulas are as shown in [1]. Every node was
given an identical amount, 0.05J , of initial energy. The energy for transmission
was assumed 20nJ/bit + 1pJ/bit/m3. The energy for reception was assumed
30nJ/bit. The packet length was assumed 32 bytes. The energy metric function
with α= 1 and β= 50 was used.

In this simulation, the following assumptions were made:

– Every node knows its position and the distance between itself and the other
nodes.

– Every node has an identical maximum radio range.

4.2 Simulation Results and Evaluation

Figure 3(b) shows the residual energy of every sensor node after 400 time units by
comparing EAR-ACM with LEACH. The x-axis indicates the distance between
the sensor and controller or destination. Figure 3(b) shows that the energy of
the nodes using EAR-ACM are more uniform. Table 1 shows the statistics of
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Fig. 3. (a) Layout of nodes in the sensor networks (b) Residual energy of each node

the residual energy of the nodes in networks for two algorithms. After 200 time
units, the average residual energy of each node for EAR-ACM is ∼1.17 times
that for LEACH. After 600 time units, the ratio exceeds over 3. It should be
noted that the standard deviation of energy for EAR-ACM is less than that
for LEACH, and that the minimum energy for EAR-ACM is much greater than
that for LEACH. This shows that the nodes using EAR-ACM will survive much
longer than those using LEACH.

Figure 4(b) shows the energy distribution at a certain time point of the sensor
networks using EAR-ACM. It can be seen that the difference in energy among
nodes is smaller than LEACH as shown in Fig. 4(a), respectively. In addition,
the energy of the entire networks using EAR-ACM is still higher than that of
LEACH. The detailed graph is shown below.
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Table 1. Residual Energy Statistics

Energy (J)
Time Protocol Average Std.Dev. Max Min

200 EAR-ACM 0.04726 0.001 0.048 0.046
LEACH 0.04026 0.003 0.045 0.034

400 EAR-ACM 0.04495 0.001 0.047 0.042
LEACH 0.02871 0.004 0.037 0.020

600 EAR-ACM 0.04262 0.002 0.046 0.039
LEACH 0.01335 0.008 0.033 0

LEACH: Mean=0.907, SD=0.018, LE=0.879, HE=0.944 EAR-ACM: Mean=0.975, SD=0.005, LE=0.962, HE=0.985

Fig. 4. Energy consumption map (a) LEACH (b) EAR-ACM

Figure 5(a) shows the number of active nodes in networks versus time. In the
case of networks using EAR-ACM with the maximum radio range r= 20m, the
first event where a node runs out of energy occurs after 387 time units, whereas
in the case of LEACH, it occurs after 55 time units. Then, in the case of networks
using EAR-ACM with r= 50m, it occurs after 266 time units and in the case of
networks using LEACH, after 64 time units.

In the sensor networks, it is not fatal if a small number of nodes run out
of energy. However, it becomes a critical problem when all of the surrounding
neighboring nodes die. Therefore, in this paper, we measured the time elapsed
until the energy of all the nodes which are neighbors of a destination run out.
That is, the controller is no longer able to receive any more data packet and the
entire networks become useless. According to the simulation results, when the
maximum radio range was assumed 20m, it occurred after 506 time units for
EAR-ACM, while it occurred after 48 time units for LEACH. When r is 50m,
it took 590 and 217 time units, respectively.

Figure 5(b) shows the average of residual energy of each node versus time.
Then the total remaining energy of the networks is computed by multiplying the
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average with the number of nodes. As we expect, the total energy of EAR-ACM
is greater than that of LEACH.

5 Conclusion

Most existing routing protocol used in the sensor networks do not take power
into consideration, and could therefore result in either parts of, or the whole
sensor network being temporarily unavailable. In this paper, we presented an ef-
ficient energy aware routing algorithm for high survivability of the wireless sensor
networks. Our algorithm is based on EAR[1] and enhanced the survivability of
networks using adaptive clustering mechanism. The proposed algorithm can re-
duce the cumulative amount of data packets and ensure efficient use of energy
among the nodes in the sensor networks. Simulation results show that the en-
ergy usage of EAR-ACM is significantly reduced compared with the previous
clustering based routing algorithm for the sensor networks.
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Abstract. Routing packets along a specified curve is a new approach to 
forwarding packets in large-scale dense sensor networks. Forwarding packets 
along trajectories can be very effective in implementing many networking 
functions when standard bootstrapping or configuration services are not 
available, as will be the case in sensor networks where nodes are thrown or 
dropped to form a one-time use network. In this paper, investigating 
Trajectory-Based Forwarding (TBF), we propose a novel curve-based greedy 
routing algorithm (CBGR) for sensor networks. In CBGR, by using the location 
information of a source node and the sink, the source constructs a B-spline curve 
as forwarding trajectory and encodes the curve into the packets. Upon receiving 
each packet, the intermediate nodes decode it and construct a simple dynamic 
forwarding table (DFT) by different greedy forwarding strategies. Then, the 
packets are forwarded along the selected curve based on DFT. Several greedy 
forwarding strategies are discussed. CBGR is a distributed routing strategy and 
easy to implementation. By selecting multiple forwarding curves, CBGR can 
balance the energy consumption of the nodes effectively. The analysis and 
simulation also show that CBGR has better performance.  

1   Introduction 

Integrated collecting data, managing data and communicating, wireless integrated 
network sensors can be used in many applications. The uncertainty of environment 
usually requires disposing hundreds of sensors to cooperate, and the research to sensor 
network is regarded as a challenging area especially when considering its 
characteristics of high density of nodes and limited resource of nodes. Three criteria 
drive the design of large-scale sensor networks: scalability, energy-efficiency and 
robustness. For these criteria, the traditional routing protocols are not suitable and new 
routing algorithms must be researched for sensor networks. 

As a stateless routing algorithm, greedy forwarding [1] is one selection to sensor 
networks. SBR [2] is desirable on traffic engineering needing multi-path. Niculescu 
and Nath [3] proposed the idea of TBF (Trajectory-Based Forwarding) which combines 
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SBR with greedy forwarding. Yuksel [4] developed the idea of TBF by Bezier 
parametric curve. However, the algorithms in [3,4] suffer a high computation overhead   
because each node has to calculate next-hop to be forwarded for each packet even 
though these packets are from the same sources and to the same destinations. In this 
paper, a curve-based greedy routing algorithm (CBGR) is proposed. In CBGR, a source 
node selects a curve as trajectory of forwarded packets and encodes the curve into the 
packets. The intermediate nodes construct dynamic forwarding tables (DFT) based on 
adaptive greedy strategies. By checking DFT, packets along the same route can be 
forwarded without extra computation. CBGR is a distributed routing strategy and easy 
to implementation. By selecting multiple forwarding curves, CBGR can balance the 
energy consumption of the nodes efficiently. The rest of the paper is organized as 
follows. In the next section, the curve-based greedy routing model is proposed. Section 
3 describes how to construct CBGR using B-spline parametric curve. In section 4, we 
evaluate the performance of CBGR. We conclude in Section 5. 

2   Curve-Based Greedy Routing Model 

CBGR combines TBF with Dynamic Source Routing (DSR)[5]. The basic idea can be 
described as follows: (1) a source node selects a suitable curve and encodes the curve 
into each packet; (2) upon receiving the packets, intermediate nodes decode the curve 
and use greedy strategies to decide next-hop to be forwarded and construct dynamic 
forwarding tables (DFT); (3) the sequent packets can be forwarded according to the 
constructed DFT; (4) after sending a number of packets, sources select another curve 
and forward packets along this curve.  

  

                     Fig. 1. CBGR model                                 Fig. 2. Neighbors of one node 

The model of CBGR can be described in Figs.1 and 2. In Fig.1, the source (denoted 
by S) selects a suitable curve and encodes it into the packets. Then intermediate nodes 
select one node as next-hop in its neighbors according to greedy strategies and then 
construct DFT. For example, if an intermediate node’s neighbors are represented as 
Fig. 2, then N0 can be selected as the next-hop. After that, the sequent packets can be 
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forwarded by lookup DFT. The intermediate nodes, such as P in Fig.1, will record the 
number of forwarded packets and tell its previous hop node (PH), such as M in Fig.1, to 
select another node, such as Q in Fig.1, to replace it. If M can’t find a suitable node 
according to the greedy strategy, it will send a special packet to inform S which will 
select another curve to forward packets. After sending a number of packets along curve 
C1, the source node S selects another curve, such as C2 in Fig.1, to forward packets. 
These curves can be selected evenly in exploring area to make more sensors work. By 
this, CBGR can balance the energy consumption of nodes effectively. 

How to select the curve is also an important issue. Some simple curves, such as 
Beeline and Cosine, can be used in general applications. However in some special 
applications such as military application, the shape of curves must be controlled strictly 
in order to avoid dangerous or doubtful area during battle. Compared with Bezier 
curve, B-spline curve is more suitable because it has the following good properties: (1) 
the computation cost is lower because the degree of the curve is independent of its 
control points; (2) a B-spline curve is naturally connected, so its shape can be 
controlled easily.  

However, there is a problem with B-spline curves. In order to make things clear, we 
give the following formulas: 
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From formula 1, each point in B-spline curves can be calculated when parameter t 
changes from 0 to 1 if the control points Vi (i=1,2,3) are known. We use S and D to 
denote the source and destination nodes respectively. However, S and D are not the 
start point and end point of B-spline curves respectively when we assign S and D 
corresponding to control points V0 and V2. This is a shortcoming for B-spline curves 
compared with Bezier curves. However, we can do some changes in formula 1 to make 
the B-spline curve start from S and end to D. Let t=0 and t=1 respectively, we get 
formula 2. By setting P0,2(0)=S, P0,2(1)=D and selecting one control point V1 , we can 
calculate the other two control points. The three control points can ensure that S and D 
are the start and end points of the B-spline curves respectively. Because S and D are 
fixed, we need only to choose V1 to distribute different curves in the detecting area 
evenly.  

How to select next-hop is another important issue in CBGR. Basically, the next-hop 
node is selected from the set of neighbors. However, different greedy strategies will 
cause different results for selecting next-hop. Depending on the different applications, 
we give several strategies and corresponding examples described in Fig.2: 

(1) Maximal Advancement along Curve (MAC): in Fig. 2, N1 is selected as the 
next-hop by N0;  
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(2) Least Advancement on Curve (LAC): in Fig. 2, N2 is selected as the next-hop 
by N0;  

(3) Closest to Curve (CTC): in the Fig. 2, N3 is selected as the next-hop by N0.  

3   Curve-Based Greedy Routing Algorithms 

In this section, we develop CBGR based on B-spline curve. The process can be divided 
into four stages: local topology built stage (LTBS), interest distributed stage (IDS), data 
forwarded stage (DFS) and path adjusting stage (PAS). Each stage is described in the 
following. 

3.1   Local Topology Built Stage (LTBS) 

In this paper, nodes are assumed to know its position by GPS or LPS [6]. After nodes are 
disseminated, each node sends Topology Building Packets (TBP) three times during a 
short time interval to assure that each neighbor can receive at least one TBP. It is 
unnecessary that nodes send acknowledgment to respond TBP. According to the TBP, 
each node constructs its Neighbors Table (NT) including ID, Position (POS), and 
Energy (E) of neighbors. By setting TBP.TTL (Time to Live)=1,TBP can only be 
received by its neighbors. When a neighbor receives a TBP, it checks NT first to assure 
there isn’t an item before it adds a new item. After LTBS, each node knows the 
information of its neighbors. 

3.2   Interest Distributed Stage (IDS) 

The aim in this stage is for each node to get the position of the sink and its interest 
(required data). In IDS, the distribution of interest is based on TBF and rumor routing 
[7]. The basic idea can be described as follows: (1) each node has been configured with 
a scope of interest before disseminated and it collects data after LTBS; (2) the nodes 
collecting data send data agent packets (DAP) to notice TD (type of data) and the sink 
sends interest agent packets (IAP) to notice its position and required TD. DAP and IAP 
is forwarded along simple curve such as straight line. (3) On receiving DAP or IAP, the 
nodes record DAP.IDS, DAP.TD, DAP.PH or IAP.POSD, IAP.IDD, IAP.TD. (4) If 
DAP.DT is equal to IAP.DT, nodes reverse to send Announcing Packets (AP) to tell 
sources some information about destinations. Because nodes have recorded the 
information when forwarding DAP, it is very simple to forward AP. 

According to [7], we can assure that the probability of intersecting of the forwarding 
curve of DAP and IAP is fairly high (99.7%) by selecting randomly and separately five 
curves. But the influence of network size should be considered when distributing 
interest. 

3.3   Data Forwarded Stage (DFS) 

In this stage, DFT will be constructed according to Data Forwarding Packets (DFP). 
And then packets can be forwarded easily from S to D. The constructed process can be 
described as follows: (1). S selects a control point of two degree B-spline curve and 
calculates the two other control points according to formula 1; (2). S selects next-hop 
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from the set of neighbors based on the suitable greedy strategy and constructs DFP. (3). 
S broadcasts DFP to all of its neighbors, but only the neighbor node whose ID is equal 
to DFP.NH deals with it. (4). the right node calculates the value of t and selects the NH 
(next-hop node). Then the node replaces DFP.NH and DFP.PH with new NH and the 
ID of node. At last, the node broadcasts DFP. (5). the process doesn’t terminate until D 
receives DFP. 

3.4   Path Adjusting Stage (PAS) 

In order to balance routing load among the nodes, the basic idea is to replace nodes that 
have forwarded a number of packets with other nodes. There is a constant variable, 
DFT.E, for each node in CBGR. When one node’s energy consumption reaches the 
value, it sends energy announcing packets (EAP) to its PH. Then the PH will select 
another node to replace it. The PH has to find another NH and broadcast path adjusting 
packets (PAP). The new NH will deal with PAP to adjust its DFT. And the previous NH 
has to delete the corresponding item when it receives the PAP. The PH node adjusts its 
DFT by replacing DFT.UH with the new UH. If PH can’t find one node to replace, the 
EAP will be forwarded to S upwardly and S will select the different control point to 
construct another curve. The process is like the description in 3.3. The active 
adjustment can balance the energy consumption effectively. 

4   Evaluation 

In order to analysis the performance of CBGR, we define some metrics and compare it 
with other algorithms. 

4.1   Comparison Metrics 

(1) Time Complexity (TC): time spent on selecting the nodes which forward 
packets.  

(2) Message Complexity (MC): number of packets sent on selecting the next-hop 
nodes.  

(3) Message Scope (MS): scope of local message needed on selecting the next-hop 
nodes.  

(4) Average Deviation (AD): the average distance from each node on the path to its 
projection in the curve. 

(5) Average Path Length (APL): the average hops of path from S to D.  
(6) Node Raito (NR): the proportion of the number of nodes on the path to the total 

of nodes. 

4.2   Theoretic Analysis 

CBGR are compared with Directed Diffusion (DD) [9] and LEACH [10] in the metrics of 
TC, MC and MF. The results are listed in Table 1. DD uses flooding once to build the 
gradients and its TC and MC are O(n). n is the number of nodes in the sensor networks. 
LEACH needs only to select the leader once in each cycle, so its TC is also O(n). In [8], 
it has been proved that any distributed algorithm for leader election and spanning tree 
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need send at least O(nlogn) messages. Sensor networks can be considered as a special 
kind of ad hoc networks. So TC of LEACH is O(nlogn). To CBGR, its TC and MC are 
not more than O(n) according to the described process. From the Table 1, we know 
CBRG has better performance.  

Table 1. Performance Comparison 

Metric  DD  LEACH  CBGR  
TC  O(n)  O(n)  <= O(n)  

MC  O(n)  O(nlogn)  <= O(n)  

MS  1 hop  1 hop  1 hop  

4.3   Simulation 

We simulate CBGR on randomly generated a connected network in an area of 
100*100m2 with N nodes on different positions. N and the communication radius R of 
nodes are respectively varied in the simulation. Firstly, the performance of different 
greedy strategies is compared. In the figures, s1, s2 and s3 denote MAC, LAC and CTC 
described in section 2 respectively. Figure 3 and 4 show the performance on AD and it 
is obvious that CTC has the best performance. Figure 5 and 6 show the performance on 
APL and it is easy to see MAC has the best performance. 

 

             Fig. 3. AD changes with different R                  Fig. 4. AD changes with different N 

Then we select CTC as greedy strategy of selecting next-hop and use two curves to 
forward the data. We compare CBGR with DD which uses the number of hop to 
destination as gradients. Figs.7 and 8 show the number of nodes with different energy 
expenditure (EE) when two-unit data is sent from source to destination if R and N 
change. The results show the balancing energy expenditure of CGBR is better than DD. 
And the more the number of selecting curves is, the less the energy consumption of 
each node is. 
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         Fig. 5. APL changes with different R                  Fig. 6.  APL changes with different N 
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Fig. 7. EE changes with different R  
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Fig. 8. EE changes with different N 
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Figs. 9 and 10 show the ratio of node (NR) forwarding packets. For LEACH, the 
number of cluster is set to 5% generally. In Fig. 9, when R increases, NR decreases. The 
reason is the average hops decrease when the distance from S to D is changeless. In Fig. 
10, when N increases, NR also decreases but more slowly compared with Fig. 9. It’s 
because the probability of next-hop near D is higher when N increases.  
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Fig. 9. Changes of NR in different algorithms with different R 
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Fig. 10. Changes of NR in different algorithms with different N 
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5   Conclusions  

In this paper, we propose a novel B-spline curve-based greedy routing (CBGR) model. 
There are several conclusions we can draw from our analysis and simulation. First, 
CBGR can balance the energy consumption among the nodes. Second, Closest to Curve 
(CTC) has better performance in different greedy forwarding strategies. Finally, CBGR 
is an easy to implementation and distributed model. Still, several issues remain to be 
investigated, such as mobility, the density of nodes, etc. Our future works also include 
energy-efficient multi-path routing and security routing based on CBGR. 
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Abstract. In this paper, we propose TA-MAC, a traffic load adaptive Medium 
Access Control protocol for wireless sensor network. TA-MAC modified the 
contention window mechanism of S-MAC. It adjusts the initial contention 
window according to the current traffic load to reduce the collision probability 
and employs a fast backoff scheme to reduce the time for idle listening during 
backoff procedure, which both reduce the energy consumption. Simulation 
results show that TA-MAC outperforms S-MAC. 

1   Introduction 

A wireless sensor network is a distributed system comprised of a large number of 
extremely small, low-cost and battery-powered sensors, which can be used to collect 
useful information (i.e. temperature, humidity) from a variety of environment. WSN 
have been envisioned to have a wide range of applications in both military as well as 
civilian domains [1][2] such as battlefield surveillance, machine failure diagnosis, and 
chemical detection. 

Like in all other shared-medium networks, medium access control (MAC) is also 
an important technique that ensures the successful operation of WSN. A MAC 
protocol decides when competing nodes may access the shared medium and tries to 
ensure that no two nodes are interfering with each other’s transmissions. In contrast to 
nodes in traditional wireless network, the main constraint of sensor nodes in WSN is 
their low finite battery energy, which limits the lifetime and the quality of the 
network. MAC protocol running on WSN must consume energy efficiently in order to 
achieve a longer network lifetime. However, when running a MAC protocol on a 
wireless sensor network, much energy is wasted due to the following sources of 
overhead: a) Idle listening: Since a node does not know when it will be the receiver 
of a message from one of its neighbors, it must keep its radio in idle listening mode at 
all times. b) Collisions: If two nodes transmit at the same time and interfere with each 
other’s transmission, packets are corrupted. Hence, the energy used during 
transmission and reception is wasted. c) Overhearing: Since the radio channel is a 
                                                           
* This work is partially supported by the National Natural Science Foundation of China under 

Grant No.60402027; the National Basic Research Program of China (973) under Grant 
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shared medium, a node may receive packets that are not destined for it; it would have 
been more efficient to turn off its radio. d) Protocol overhead: The MAC headers and 
control packets used for signaling (ACK/RTS/CTS) do not contain application data 
and are therefore considered overhead. e) Traffic fluctuations: A sudden peak in 
activity raises the probability of a collision; hence, much time and energy are spent on 
waiting in the random backoff procedure.  

There are several solutions addressing the problem of energy wastage [8]-[16]. In 
this paper, we propose TA-MAC, a traffic adaptive MAC protocol for wireless sensor 
networks. TA-MAC tries to achieve energy savings by: 1) reducing the time spent in 
idle listening during backoff procedure after collision happens; (2) reducing the 
probability of collision by adjusting the size of contention windows under different 
traffic load. 

The rest of the paper is organized as follows. Section 2 reviews the related work. 
Section 3 describes our MAC protocol in detail. Section 4 discusses the simulation 
results. Finally, Section 5 concludes the paper and presents future research directions. 

2   Related Work 

Current MAC protocol design for wireless sensor network can be broadly divided into 
schedule-based and contention-based protocol [14]. 

1) Schedule-based MAC protocols. For example, TDMA protocols [8]-[10] are 
typical scheduled protocol that are naturally energy preserving, because they have a 
duty cycle built-in, and do not suffer from collisions [7]. However, using TDMA 
protocol usually requires the nodes to form communication clusters, like LEACH 
[11]. Most nodes in cluster are restricted to communicate within the clusters. 
Managing inter-cluster communication and interference is not an easy task. Moreover, 
when the number of nodes within a cluster changes, it is complicated to dynamically 
change its TDMA frame length and time slot assignment. So its scalability is poorer 
than contention-based protocol.  

2) Contention-based MAC protocols. The standardized IEEE 802.11 distributed 
coordination function (DCF) [12] is an example of the contention-based protocol, and 
is widely used in ad hoc wireless networks because of its simplicity and robustness to 
the hidden terminal problem. However, the energy consumption using 802.11 MAC is 
very high when nodes are in idle mode.  

Sensor-MAC (S-MAC) protocol [13] is an effective MAC protocol designed by Ye 
et al. for wireless sensor network. The basic idea of S-MAC is that time is divided 
into large frames. Every frame starts off with a small synchronization phase, followed 
by a fixed active part and a sleep part. During synchronization phase, nodes receive or 
send SYNC packet contained the schedule information (i.e. when to sleep). During 
the sleep part, a node turns off its radio to preserve energy. During the active part, it 
can communicate with its neighbors and send any messages queued during the sleep 
part, as shown in Fig. 1. Since all messages are packed into the active part, instead of 
the whole frame, therefore   the energy wasted on idle listening is reduced. Besides 
addressing the idle-listening overhead, S-MAC includes collision avoidance 
(RTS/CTS handshake) and overhearing avoidance, which further saves energy.  
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Fig. 1. Duty cycle of S-MAC 

Timeout-MAC (T-MAC) protocol [15] introduces an adaptive duty cycle too. In T-
MAC, a node keeps listening and potentially transmitting as long as it is in an active 
period. If a node does not detect any activity within the time-out interval, it can safely 
assume that no neighbor wants to communicate with it and goes to sleep. The 
activation time events include reception of any data, the sensing of communication on 
the radio, etc. The downside of T-MAC is that it introduces early sleep problem [15]. 

However, both S-MAC and T-MAC neglect the possibility that the number of 
active sensor nodes can change dynamically over time, leading to dynamically 
changing contention intensity. They both use fixed contention window to contend for 
the shared medium. When traffic is high, too small contention window may lead to 
excessive collisions and retransmission, which introduces unnecessary energy 
consumption. When traffic is low, large contention window may lead to much idle 
airtime during which no station attempts to transmit. So an adaptive contention window 
mechanism should be employed to reduce collisions under different traffic load. 

3   TA-MAC Protocol Design 

TA-MAC protocol is extended from S-MAC, modifying the contention window 
scheme of S-MAC and employing a fast backoff scheme to reduce the time of idle 
listening during backoff procedure. We describe the contention window mechanism of 
IEEE 802.11 MAC protocol first. 

3.1   IEEE 802.11 Protocol 

The basic access method in the IEEE 802.11 MAC protocol [12] is the distributed 
coordination function (DCF). A node wanting to transmit a packet must first test the 
radio channel to check if it is free for a specified time called the Distributed Inter 
Frame Space (DIFS). If so, a DATA packet is transmitted, and the receiver 
acknowledges the reception of the data by sending an ACK packet. If the sender does 
not receive the acknowledgement, it assumes that the data was lost due to a collision 
at the receiver and enters a binary exponential backoff (BEB) procedure. In BEB, 
backoff time is decided using the following expressions: 

CW = CWmin (1) 

CW= CW ×  2 + 1 (2) 

CW = min (CW, CWmax) (3) 

BT = rand (0, CW-1) * SlotTime , (4) 

where CW is contention windows; CWmin is the initial contention window at the first 
transmission of a packet; BT is backoff time select from contention window; 
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rand(0,CW-1) is an integer randomly chosen from a uniform distribution over the 
interval (0, CW-1). At each retransmission attempt, CW is doubled. Since contending 
nodes randomly select a time from their CW, the probability of a subsequent collision 
is reduced by half. To bound access latency somewhat, CW is not doubled once a 
certain maximum (CWmax) has been reached. After a successful transmission, CW 
will be reset to CWmin for the next packet. 

RTS DATA
DIFS SIFS

Sender node
SIFS CTS SIFS ACK DIFS

Receiver node

NAV(RTS)

NAV(CTS)

Contention W indow
Other node   

Fig. 2. IEEE 802.11 access control 

collision DIFS Successful transmissioncollision DIFS

Virtual transmission time   

# # #

#  empty slots  

Fig. 3. One successful data transmission 

To account for the hidden terminal problem in ad-hoc networks, the 802.11 
standard defines a virtual carrier sense mechanism.  The RTS/CTS control packets 
include a time field in their header, which specifies the duration of the upcoming 
DATA/ACK sequence. This allows neighboring nodes overhearing the control 
packets to set their Network Allocation Vector (NAV) and defer transmission until it 
expires (see Fig. 2.). To save energy, the radio can be switched off for the duration of 
the NAV. 

3.2 Contention Window Adjustment Algorithm 

Resetting CW to a fixed initial contention window as (1) after a successful 
transmission has some disadvantages. When many nodes contend for medium, 
collisions will happen frequently. After a successful transmission, if the next 
transmission uses the same initial CW as before, the collision probability remains 
high. The initial CW should be enlarged to reduce the number of collision. On the 
other hand, if the initial CW is high, there may be considerable backoff delay. S-MAC 
uses a constant size of contention window. Whenever collision happens, backoff time 
is selected from the same size of CW, which is inflexible. To solve the problem, we 
employ a dynamic contention window adjustment algorithm in which the initial CW 
size is adaptive to the current load of network. 

As in [17], the time interval between two successful transmissions is referred to as 
virtual transmission time. A virtual transmission time includes a successful 
transmission and may include several collision intervals (see Fig. 3). 
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Define channel load as the average number of collisions ncoll-avg. 

collavgcollavgcoll nwnwn ⋅−+⋅= −− )1(  , (5) 

where ncoll is the number of collisions during current successful transmission, w is 
weight. According to [18], w is set to 0.2. When ncoll-avg is greater than a preset 
threshold lthreshold, the channel is busy and traffic load is high. In [18], authors advise 
the threshold value is set as 4. By monitoring the channel load, we adjust the initial 
contention window to avoid collision after a successful transmission. The contention 
window adjustment algorithm is shown in Fig. 4.  

if ncoll-avg > lthreshold

CW = min ( CWmax, (CW + 1) *2 –1)
else

if CW > CWmin
counter ++
CW = max (CWmin, (CW+1) / 2 –1)
if counter > MAX_Counter

CW = CWmin

counter = 0
 

Fig. 4. CW adjustment algorithm 

When traffic load is light, the contention window adjustment follows BEB scheme 
as (1)-(4). When traffic load (ncoll-avg) is higher than the threshold (lthreshold), which 
means the current initial CW is too small, more nodes contend for medium access in 
the small CW, which introduce more collision and energy wastage. According to our 
algorithm, the initial contention window doubles itself after this successful 
transmission rather than resetting to CWmin as in 802.11. The large initial CW would 
decrease the chance of accessing medium at the same time so that it reduces the 
number of collision. When ncoll-avg is less than the threshold, which means traffic load 
goes lighter; CW would decrease itself by half. If traffic load is less than the threshold 
during MAX_Counter times consecutive successful data transmission and CW is 
greater than CWmin, it means traffic load turns from heavy to light, and CW is reset to 
CWmin directly in order to reduce the backoff delay at the next transmission. The 
parameter MAX_Counter is discussed in section 4.2. 

3.3   Fast Backoff Scheme 

In 802.11 protocols, if a node has a packet to transmit, it will check the medium status 
by using the carrier sensing mechanism. If the medium is idle, the transmission may 
proceed. If the medium is determined to be busy, the station will defer until the 
medium is determined to be idle for DIFS and the backoff procedure will be invoked. 
The station will set its backoff timer to a random backoff time based on (4).  

However, a node can be considered as in idle listening during the backoff time. 
Small backoff time will decrease the idle listening time during backoff procedure, but 
large backoff time will decrease the collision probability at subsequent contention 
periods. We borrow the fast collision resolution (FCR) idea proposed in [19]. When a 
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node detects the medium is idle for a fixed number of slots during backoff, it would 
conclude that no other nodes are transmitting. The backoff procedure is then divided 
into two phases: linearly decrement and exponentially decrement. When the node 
performs the backoff procedure, it performs linearly decrement first and decreases its 
backoff timer by a slot time as in 802.11 after detecting the medium idle for a slot. If 
a number of consecutive idle slots are detected and the remaining backoff timer value 
is less than or equal to the backoff threshold value BTthre, it will decrease 
exponentially the backoff timer as (6): 

BT = BT / 2 . (6) 

When the backoff timer reaches zero, the node starts to transmit. 
Define the backoff threshold BTthre as (7): 

BT
CWCW

CWCW
BTthre ⋅

−
−=

minmax

max  . 
(7) 

The function adapts to the channel load by including the contention window CW. 
The logic behind this adaptation is illustrated by these two conditions: a) when traffic 
load increases and CW doubles itself, it must reduce the exponential decrease stage 
by decreasing its BTthre, in order to avoid a new collision. b) When traffic load 
decreases with the decreasing CW, it must extend the exponential decrease stage by 
increasing its BTthre, in order to reduce the idle listening time. 

4   Performance Evaluation 

We implemented our protocol in the ns-2 network simulator with the wireless 
extension. For comparison, The IEEE 802.11(CSMA/CA) MAC protocol and S-MAC 
will serve as the baseline. 

4.1   Simulation Setup and Parameters 

We have built a realistic model of the Rene Motes, developed at UCB [20]. The 
transceiver on the mote is the model TR1000 from RF Monolithics Inc. [21]. Energy 
consumption in the model is based on the amount of energy the TR1000 uses: 5μA 
while sleeping, 4.5 mA while receiving and 12 mA while transmitting. Other simulation 
parameter are listed in table I. The contention window in S-MAC is fixed at 63.  

Table 1. Simulation parameters 

Parameters Value 
Packet Length 100 bytes 

CWmin 31 
CWmax 127 

SlotTime 200 us 
lthreshold 4 
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Our simulation uses a 10 × 10 grid topology with 100 nodes. The sink node is 
located in the center of the grid  and  the edge nodes are source nodes  to send 
messages. Concurrent transmissions are modeled to cause collisions if the radio 
coverage of the senders intersects. We use a randomized shortest path to route the 
messages to the sink. A node randomly chooses its next hop nodes if they have a 
shorter path to the sink. Thus routing path is not the same every time. We change the 
traffic load by varying the inter-arrival period of the messages. If the message inter-
arrival period is 1 seconds, a message is generated every 1 seconds by each source 
node. The active period is set to 100 ms for S-MAC with the duty cycle of 10%. 

4.2   The Setting of MAX_Counter 

MAX_Counter is a parameter influences the performance of TA_MAC. When 
MAX_Counter is large, there’ll be long delay if traffic load turns from heavy to light 
quickly. When MAX_Counter is small, there’ll be more collisions if traffic load 
fluctuates drastically, and then more energy consumed. Fig. 5 shows the trade-off 
between energy consumption and packet delay. As we can see, when MAX_Counter 
is 3, there is better trade-off than other values. We set MAX_Counter to 3 for the 
following simulations. 
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Fig. 5. The influence of MAX_Counter 

4.3   Simulation Results 

We choose 3 metrics to evaluate the performance of TA-MAC.  

1) Energy consumption: the average energy consumption per node to deliver a 
certain number of packets from sources to sink. This metric shows the energy 
efficiency of the MAC protocols. 

2) Latency: the average end-to-end delay of all nodes. 
3) Throughput or delivery ratio: the ratio of the number of packets arrived at the 

sink to the number of packet sent by sources. 

Fig. 6 shows the average packet latency for different message inter-arrival period. 
Clearly, IEEE 802.11 has the lowest latency for all traffic loads. S-MAC, however, 
has much higher latency, especially when traffic load is heavy (e.g. at small message 
inter arrival). TA-MAC has a slightly lower latency than S-MAC by 23%. The reason 
is that when traffic load is very high, collisions would significantly increase packet  
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Fig. 6. The average packet latency under different traffic load 

latency as a retransmission can only be done after on total schedule interval. But 
TAMAC enlarged the contention window under heavy traffic load, so that the 
probability of collision is lower than that of S-MAC with constant contention 
window. So the number of retransmission of TA-MAC is less than S-MAC. When 
traffic load is light, the size of contention window is randomly distributed from 0 to 
CWmin, which is less than the contention window of S-MAC. The small contention 
window and the fast backoff scheme lead to the lower latency than S-MAC when 
traffic load is low, too. 

0

2

4

6

8

10

12

14

0.25 0.5 0.75 1 1.25 1.5 1.75 2 2.25 2.5

Message inter-arrival period(s)

E
ne

rg
y 

co
ns

um
pt

io
n

(a
vr

.m
W

/n
od

e)

IEEE802.11
S-MAC
TA-MAC

 

Fig. 7. The average energy consumption per node under different traffic load 

Fig. 7 plots the average energy consumption of each MAC protocol when 
intensifying the traffic load. Energy consumption decreases as traffic load decreases. 
TA-MAC and S-MAC has better energy property, and far outperforms 802.11 MAC. 
TA-MAC performs better than S-MAC by about 15%-20%. It achieves energy saving 
mainly by reducing the number of collision under heavy load and reducing the idle 
listening time during backoff procedure under light load. 

Fig. 8 shows the delivery ratio achieved for different MAC protocols. All MAC 
have quite good data delivery ratio near 1 when traffic load is very light. Obviously, 
when traffic load turns high, the throughput of 802.11 performs better than TA-MAC 
and S-MAC due to its low latency. Also, the throughput of TA-MAC improves by 
150% than S-MAC when traffic is very high. This is because the collision probability 
of TA-MAC is less than that of S-MAC so that the number of retransmission is small. 
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Fig. 8. Data delivery ratio under different traffic load 

5   Conclusion and Future Work 

This paper has proposed TA-MAC, a traffic load adaptive MAC protocol with fast 
backoff scheme in wireless sensor network. TA-MAC modified the contention 
window mechanism of S-MAC. It adjusts the initial contention window according to 
the current traffic load to reduce the collision probability and employs a fast backoff 
scheme to reduce the time for idle listening during backoff procedure, which both 
reduce the energy consumption. 

Our simulation results have shown that TA-MAC achieves energy savings and 
higher throughput when traffic load is heavy. In our future work, we aim to 
implement this MAC on a Mote-based sensor network platform and evaluate its 
performance through real experiments. 
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Abstract. Existing approaches for sensor networks suffer from a number of 
critical drawbacks. First, homogeneous deployments have been commonly as-
sumed, but in practice multiple deployments of sensor nets and heterogeneity of 
sensor networks are a serious problem. Second, existing approaches are very 
application-dependent and engineering-oriented. Third, there has been little 
standard available for WSNs. These drawbacks have significantly limited the 
further development of sensor networks. To overcome these critical drawbacks, 
we propose an extensive framework: Semantic Sensor Net (SSN). In brief, a 
semantic sensor net is a heterogeneous sensor network which enables dynamic 
tagging of semantic information to sensory data to allow more efficient and sys-
tematic monitoring and handling of the environmental dynamics to provide de-
manded services. 

1   Introduction 

Recent advances in wireless communications and microelectromechanical systems 
(MEMS) have led to the wide deployment of large-scale wireless sensor networks 
(WSN), which promises to revolutionize the way we monitor and control environ-
ments of interest [1, 2]. WSN was identified as one of the ten emerging technologies 
that will change the world in MIT Technology Review [3]. A wide variety of attrac-
tive applications [4] will come into reality, such as habitat monitoring [5], search and 
rescue, disaster relief, target tracking, precision agriculture and smart environments.  

A sensor node is a low-cost and typically battery-powered device that integrates 
micro-sensing, onboard processing and wireless communication. A WSN is a self-
organizing network composed of a large number of sensor nodes, tightly interacting 
with the physical world. Such a self-organizing network is able to not only dissemi-
nate sensory data across the network, but also provide in-networking real-time proc-
essing capability. WSN is a promising technology that effectively bridges the physical 
world and the digital world, by which we can extract critical information from physi-
cal environments, and therefore better monitor and control dynamics of environments.  
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Distinct from traditional computer networks, each sensor node in a sensor network 
plays a minor role. In addition, we are more interested in sensory data. The data-
centric nature of sensor networks provides an innovative approach to solve a greater 
class of applications. However, current work in wireless sensor networks suffers some 
major drawbacks.  

 Most solutions are based on homogeneous sensor array. 
 Each solution is usually for a specific application.  
 The solution is usually an engineering approach without a common framework. 
 There is no standard to allow communication among different sensors at different 

levels. 

This paper proposes a new concept called “semantic sensor net” to alleviate the 
above drawbacks. A semantic sensor net (SSN) is a heterogeneous sensor network 
which enables dynamic tagging of semantic information to sensory data to allow more 
efficient and systematic monitoring and handling of the environmental dynamics to 
provide demanded services. SSN has the following advantages 

 The tagging of semantic information to sensory data allows efficient handling of 
large-scale distributed heterogeneous sensory data.  

 SSN can provide a sound theoretical foundation to research in wireless sensor 
networks at different levels. 

 SSN can help develop a semantic-based framework to systematically solve various 
applications. 

The rest of the paper is organized as follows. Section 2 discusses characteristics and 
challenges of WSNs. We review existing approaches and their limitations in Section 3. 
In Section 4, we give an overview of Semantic Sensor Net. Some of our preliminary 
results are discussed in Section 5. Finally, Section 6 concludes the paper and introduces 
the directions of future work.  

2   Characteristics and Research Challenges 

Compared with traditional computer networks and mobile ad-hoc networks (MANET) 
sharing more similarities, sensor networks present many unique characteristics. Every 
sensor node is highly resource-constrained, with limited computational capability and 
small storage. The wireless communication is unreliable. Each sensor node is typi-
cally powered by battery and usually not rechargeable. Sensor nodes may be deployed 
in unattended environments, exposed to unpredictable damages from environments, 
and hence any sensor node is prone to failure.  

Unlike computers in traditional computer networks, most sensor nodes have no 
global ID due to low-cost mass production. In addition, global IDs introduce too 
much overhead which are not affordable for resource-constrained sensor nodes.  
Because of the lack of global IDs, traditional networking methodologies are not ap-
propriate for WSNs. Since any sensor node may become unavailable at any time and 
wireless communications are unreliable, the network topology may change constantly 
over time. Thus, the capability of self-organizing and self-configuring is fundamen-
tally important. In many applications, senor nodes are usually deployed without per-
node placements (e.g., dropping sensor nodes from a flying airplane). Given the  
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dynamic nature of sensor nodes, it is essential that these sensor nodes can cooperate  
with each other, form a network automatically, and work as a whole without human  
intervention.  

With the rapid development of WSNs and its growing commercialization, it is 
probable that in an environment of interest different types of sensor nodes are de-
ployed. Therefore, a sensor network could be very heterogeneous. Heterogeneity 
exists in both individual sensor nodes and sensor networks as a whole. So far there 
have been few standards available for WSNs. Different manufacturers produce dis-
tinct sensor network systems, adopting different hardware and software components. 
Even if we do not consider the heterogeneity caused by different manufacturers, sen-
sor nodes from the same manufacturer can still be very heterogeneous in terms of 
function, capability, and so on. Sensors with different functions have been available, 
such as temperature, pressure, light, motion, and their combinations. Sensor networks 
as a whole can also be heterogeneous, since different sensor networks may employ 
different network-organizing strategies, routing algorithms, and aggregation methods. 
How to integrate heterogeneous sensor nodes to develop various, flexible and exten-
sible applications has been a great challenge! 

3   Existing Approaches and Their Limitations 

In the past several years, sensor networks have received considerable research efforts, 
covering different aspects of design. In this section, we give an overview of existing 
approaches and study their limitations.  

Because of resource constraint, the popular layered architectures used in traditional 
system design are not appropriate for sensor networks. Although a layered architec-
ture can provide better organization and is more extensible, it introduces too much 
overhead since a packet may be added multiple headers of protocols, dominating the 
size of a packet. Existing research of sensor networks can still be roughly classified 
into several categories according to their functions.  

 Hardware and Wireless Communication include sensor architecture, radio mod-
ule design, MAC [6] and power control . 

 Infrastructure Establishment includes deployment, localization [7], time syn-
chronization [8], ID assignment and calibration, and middleware. 

 Network Organization includes topology control [9], density control and cluster 
management. 

 Data Dissemination includes routing [10], aggregation, compression, diffusion 
and query processing [11]. 

 Applications such as habitat monitoring, target tracking, battlefield surveillance, 
pollution monitoring [12], industry control, and so on. 

Although extensive research has been conducted and some real applications have 
been in place, existing approaches suffer from several critical drawbacks which have 
significantly restricted the wide deployment of sensor networks in practical applications. 

 Homogeneous sensors are commonly assumed. In a small-scale sensor network, 
it may be reasonable to have homogeneous sensors which are usually identical or 
similar in terms of function, node architecture and software. With the homogene-
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ous assumption, solutions can be greatly simplified. However, in practice sensor 
networks are inherently very heterogeneous. Existing solutions based on the ho-
mogeneous assumption can hardly work in such heterogeneous systems. 

 Existing solutions are very application-dependent. Applications of sensor net-
works are very diverse and could have very different requirements and objectives. 
For example, the battle field surveillance application requires sensor nodes report 
to the gateway only when some events are detected. In contrast, for a building 
temperature monitoring application, sensor nodes report to the gateway regularly. 
Given such two distinct application scenarios, the respective designs have been 
very different. Such application-specific solutions are not extensible and cannot be 
reused. Most existing applications of sensor networks adopted tailor-made designs.  

 Existing solutions are engineering-oriented. In contrast to traditional computer 
networks, so far there has been few standard, like TCP/IP, available for WSNs. 
Due to the lack of widely-accepted standards, we have to re-design most building 
blocks when developing a new sensor network, such as topology control, routing 
algorithm, and query processing. Such engineering-oriented approaches are par-
ticularly inflexible, and pose developers a big burden of re-engineering. In order to 
avoid unnecessary re-engineering, it is essentially important to develop core stan-
dards for sensor networks.  

Besides the above, existing solutions are not extensible in the sense that once a sen-
sor network for a specific application has been deployed, it is extremely hard to accom-
modate application dynamics and new application additions over the same sensor net-
work. It results from two reasons. First, the current hardware limitation does not allow 
frequent updates of software burned in sensor nodes, as it leads to unreliability and high 
power overhead. Second, there is no effective mechanism to support such application 
dynamics and new application additions, which in practice are very desirable to make 
applications better meet real needs.  

Having suffered much from these major drawbacks, we come to realize that a solid 
foundation and framework for WSNs is highly necessary, through which we can 
overcome these drawbacks, and hence promote the further development of sensor 
networks.  

4   Semantic Sensor Net: An Overview 

To alleviate the drawbacks experienced by existing approaches, we propose an exten-
sible systematic framework: Semantic Sensor Net (SSN). In brief, a SSN is a hetero-
geneous sensor network which enables dynamic tagging of semantic information to 
sensory data to allow more efficient and systematic monitoring and handling of the 
environmental dynamics to provide demanded services. The important concept se-
mantics is introduced to address various challenges, which exists in different levels of 
designs of sensor networks, effectively enabling the integration, exchange, and reuse 
of sensory data across various applications and multiple sensor nets.  

As mentioned in the previous section, any single sensor node is of negligible im-
portance, and instead sensory data is what we are concerned the most. It suggests the 
data-centric principle, which is fundamentally different from the node-centric princi-
ple for traditional computer networks. The data-centric principle should be incorpo-
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rated throughout designs of sensor networks. However, it is very challenging. Sensory 
data have unique characteristics and can be utilized in very different ways. High level 
applications usually require the integration of various sensory data. We believe the 
semantics-based framework can well address these challenges, and provide a solid 
foundation for WSN. Although sensory data can be very diverse, semantics inherently 
associated with sensory data can enable the integration and exchange of various sen-
sory data, and accommodate different requirements of high-level applications.  

The concept of semantics has been successfully introduced in semantic web, which 
is an extension of the current web in which information is given well-defined mean-
ing, better enabling computers and people to work in cooperation [13]. Traditionally, 
web pages are composed mainly for human’s comprehension. Being intelligent, hu-
man beings have the ability to understand web information. However, it is difficult for 
digital computers to understand the meaning behind web pages. The semantic web 
brings structure to the meaningful content of web pages, so called semantics, enabling 
computers to carry out sophisticated tasks for users.  

In SSN, semantics presents more flexible usage, which not only allows sensory 
data to be shared and integrated across various applications, but also provides a pow-
erful framework for designs of sensor networks. Basically, semantics refers to the 
critical meaning of sensory data, senor nodes and application requirements, which we 
believe can help better decision making in various designs of sensor networks. Within 
SSN, semantics can exist in different levels from bottom to top, as shown in Fig. 1. 
Semantics in sensory data is the most basic, effectively supporting the realization of 
semantics in upper levels. Semantics in various applications is the most complex and 
can be factorized into much simpler forms. Semantics can be converted and form new 
semantics, and support efficient operations in different levels. 

To demonstrate how semantics helps, let’s take an example. Suppose in a building, 
a large number of heterogeneous sensor nodes are deployed for monitoring the envi-
ronment inside the building. Example sensors include temperature, light and humid-
ity. Now we may be concerned with whether there is a fire emergency inside the 
building. The ‘fire emergency’ certainly encompasses much semantics that can only 
be understood by human, and it resides on the service level. A fire can be roughly 
interpreted as a combination of strong light detections and high temperature detec-
tions in the same area. So the fire emergency is converted to a query with more spe-
cific semantics, “a strong light detection (>= 10 candlepower) plus a high temperature 
detection (>= 80 ℃) in the same region (distance <= 1 m) within 10 seconds”. The 
query is then sent across the sensor network. On receiving the query, a sensor node 
will be able to interpret and then set up new routing rules. The basic semantics of the 
new routing rule, which resides on the data dissemination level, may act like the fol-
lowing. This query is prioritized to be forwarded to temperature and light neighbors 
such that other sensors can avoid being involved in, which is a power-efficient design. 
And, if a neighbor within ten meters reports a strong light detection and the node 
itself detects a high temperature event, it will form a fire alarm event and reports it to 
the gateway.  

Besides semantics in the upper levels, semantics in the lower levels are also essen-
tial. A sensor node must maintain its own semantics, such as ID, location, sensing 
type, and sensing accuracy. And when a sensory data is available for transmission, its  
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Fig. 1. Semantics exists in different levels of 
sensor networks 

Fig. 2. Sensory-data Semantic Modeling 
Framework (SSMF) 

semantics should be enclosed, enabling other sensors to interpret it; otherwise, other 
sensors may have no idea what the received data is. The semantic is on the bottom 
sensory data level. Given the highly heterogeneous sensors in the environment, an 
integrated network is expected to set up, including all possible sensors. Since different 
sensors may adopt different wireless technologies, direct communication between 
some sensors may not be possible. In this case, some nodes should act as bridges for 
these sensors. Bridges are on the networking level, and may require new semantics to 
annotate for themselves. 

The success of SSN requires the following be well addressed.  

 Semantic Sensory Data Modeling. Sensory data can be very diverse. To enable 
the integration and exchange of various sensory data, an expressive data model is 
highly needed.  

 Semantic Sensor Network System Architecture. To facilitate the development of 
sensor network systems, extensible system architecture plays a fundamental role.  

 Semantic-based Data Dissemination. Data dissemination is at the core of sensor 
networks. Semantic-based data dissemination protocols are able to enable dissemi-
nation of various sensory data over heterogeneous sensor networks. 

 Semantic Query Processing. With the unique abilities of built-in computation and 
data storage, sensor networks are very promising in data management. Queries are 
the effective way to acquire useful information from sensor networks. Due to sen-
sory data distributed across the whole sensor network as well as the heterogeneity 
of sensory data, query processing is challenging. The semantics-based framework 
could help more efficient query processing.  

 Services. We need abstract and form services. Based on which various applica-
tions can be built conveniently.  

5   Some Preliminary Work of SSN 

In this section, we present some of our preliminary work in SSN. More advanced and 
detail work will be carried out in our future work.  
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5.1   Semantic Sensory Data Modeling 

Each sensor generates some kind of raw data. To make the raw data meaningful, we 
have to tag it, i.e., we should attach the semantics to it. The semantics of sensory data 
is the necessary description about data generation environment where the raw data 
was generated. The description should include:  

 Meta data. These are the necessary description about the raw data itself. Take raw 
data produced by a temperature sensor for example. We have to make it clear that 
the raw data is a temperature measurement, how accuracy it is, and in what condi-
tions it is valid. Meta data usually depends on the capability of sensing devices. 
Different sensing devices may have different kinds of meta data.  

 Context information. These are about the context information in which the raw 
data was generated, which are usually related to the sensor node which the sensing 
device is attached to [14]. Take the above for example. In general, it should be 
made clear that where the temperature measurement was made (i.e., location of 
sensor node), which node took the measurement if applicable (i.e., ID of sensor 
node), and when it was captured (i.e., timestamp).  

Without these necessary descriptions, raw data itself is meaningless. Therefore, raw 
data should be attached with respective semantics. We have the intuition that the sen-
sory data produced by two identical sensors should have the same presentation pattern 
of semantics. We term presentation pattern as schema. The same type of sensory data 
follows the same schema and different types of sensory data follow different schemas. 
As long as one has the right schemas, he is able to dynamically interpret the sensory 
data for various usages, despite how heterogeneous these sensory data are. We propose 
an expressive Sensory-data Semantic Modeling Framework (SSMF), as depicted in Fig. 
2. Sensor-data Semantic Description Language (SSDL) is the language for defining 
schemas. Such a framework is very expressive and extensible. Users can conveniently 
define customized schemas using SSDL.  

5.2   Semantic-Based Data Dissemination 

Data dissemination plays a major role in enabling commands to be propagated from 
gateway nodes to sensor nodes and collecting sensed data of interest from sensor 
nodes back to the gateway nodes for further study. It is very challenging, however, to 
design effective data dissemination protocols for sensor networks. It would become 
even more difficult if we consider the heterogeneity in both sensors and sensor net-
works as a whole. Heterogeneous sensors in a sensor network produce heterogeneous 
sensory data. Based on the sensory data, different actions may be required. Such se-
mantic-based routing requirements make the design of data dissemination protocols 
greatly complicated. In addition, heterogeneous sensor networks may deploy different 
network protocols and network organization. Some applications may require coopera-
tion among these networks. Such inter-network heterogeneity makes the design of 
data dissemination protocols even more challenging. 

We need to propose semantics-aware routing. It is not a specific routing algo-
rithm. Instead, it is rather a framework, which aims to enable efficient data dissemina-
tion over large-scale heterogeneous sensor networks. Despite of the heterogeneity, it 
is certainly desirable that all of the sensor nodes work as a whole network, other than 
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several separate networks working independently. Working as a whole can provide 
longer network lifetime, more efficient data dissemination, more complete sensory 
data and more flexible application integration.  

Built over various existing routing algorithms, semantic-based routing should be 
extensible in the sense that it can address new emerging semantics possibly added to 
the sensor networks. It should take the advantage of available semantics in both sen-
sory data and sensor nodes. Some possible scenarios are summarized as follows. 

 Semantics in sensor node. After receiving a packet from its neighbors, the sensor 
node should take proper actions based on its capability (one kind of semantics). 
Suppose the destination of the packet is defined by a geographic region, and the 
node has no knowledge of this physical location. In this case, the sensor node 
should forward the packet to one of this neighbor which knows its physical loca-
tion, or simply drop the packet.  

 Semantics in sensory data. To save energy, data aggregation is a popular tech-
nique associated with routing in sensor networks. Rather than routing back every 
piece of sensory data, some sensory data are aggregated at some nodes, and the re-
sulting data are then routed back to the gateway. Such in-network decisions should 
be based on semantics in the sensory data. 

 Semantics in query. In general, queries are about some specific kind of sensory 
data. If a sensor node is able to interpret semantics in queries, irrelevant sensor 
nodes can avoid being involved so that more power can be saved. For example, if a 
query is issued to ask about temperature information, it is desirable that light sen-
sors are not involved. After receiving a query, a sensor node can selectively for-
ward the query to those neighbors which are also temperature sensors. By this 
means, light sensors will less be involved, and therefore such a query is more 
power-efficient. 

5.3   Semantic Query Processing 

The advent of wireless sensor networks provides a unique distributed platform to 
acquire and query streams of data. Traditional computational models transmit and 
process the data at each time instant and each individual record at a time. These mod-
els can no longer hold true for sensor networks. Furthermore, each sensor node only 
provides a small piece of the picture. To obtain an overall picture of the area, we must 
be prepared to answer queries about high-level patterns in place, instead of answering 
queries that concern low-level information that concern only limited space and time 
[15]. In other words, we must be able to provide semantic-level answers to pattern-
related queries.  

Semantic queries distinguish themselves from the traditional queries with two ma-
jor characteristics: 

 Queries can involve aggregated environmental conditions, are location-context 
dependent and related to the tracking and monitoring of moving objects 

 Queries are answered by taking into consideration of the device semantics on sen-
sor-distribution topology, state and capabilities and answers can depend on power, 
sensors, and levels of confidence 
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Equipped with a variety of sensors, a wireless sensor network could make semantic 
inference about its environment, with queries on such conditions as the overall tempera-
ture, humidity, vibration, sound and lighting. All these queries can be answered depend-
ent on location context [15]. A query planning system must be intelligent in order to 
provide timely and confident answers using a minimum amount of energy.  

6   Conclusions and Future Work 

For wireless sensor networks, any individual sensor node is by itself unimportant. 
Instead, sensory data collected from a group of sensors are what we are most con-
cerned about. This suggests a data-centric principle in data processing, which is dis-
tinct from the node-centric principle in traditional computer networks. In response to 
the new challenges posed by the sensor networks, in this paper we have proposed an 
extensible framework known as the Semantic Sensor Networks. By explicitly exploiting 
the semantic information, which uncovers the machine-understandable meaning embed-
ded in low-level sensory data, sensor nodes and application requirements, SSN enables 
the integration, reuse, and exchange of sensory data across various applications.  

In this paper, we have just begun to touch the tip of the iceberg in SSN research. 
Our future work aims to make SSN practical for real developments of sensor net-
works, especially for large-scale heterogeneous sensor networks. To this end, a wide 
range of topics should be extensively studied, including an extensible architecture to 
address the highly heterogeneous nature of WSNs used in practice, the practical se-
mantics-based data dissemination protocols, the semantics-based query processing 
methods and service methodologies for developing sophisticated applications. 
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Abstract. Clustering is recognized as an effective topology maintenance 
framework to provide better scalability for Wireless Sensor Networks. When 
loop structures are deployed to topology maintenance, it can provide better ro-
bustness and convenient route recovery, for the topology information is dis-
seminated within a loop instead of a single node and the nature of the loop that 
there are two paths between each pair of nodes within a loop provides backup 
routes. In this paper, we propose a novel topology maintenance approach based 
on loop structures. The algorithm is a distributed, on-demand and configurable. 
It prefers a low-mobility network which is typically suitable for wireless sensor 
networks. 

1   Introduction 

Large-scale wireless sensor networks are envisioned to be the next generation com-
puting systems for information monitoring and tracking. Although a single low-power 
sensing device may not reliable or accurate, by networking a number of sensors, 
autonomous coordination against themselves extends the ability of signal processing. 
Preferable model of a wireless sensor network is an ad hoc network, which is a self-
organizing network of mobile wireless nodes that do not depend on any fixed infra-
structure [1] [2]. In such a network, one way to achieve better scalability and robust-
ness is to control the topology by clustering. Clustering is a process that divides the 
network into interconnected substructures, called clusters. Each cluster has a cluster 
head (CH) as coordinator within the substructure. 

In the research of ad hoc networking, many clustering algorithms have been pro-
posed. These algorithms can be categorized according to the graph formed by all the 
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CHs [3]. One big family is to cluster by independent dominating sets, where every 
two CHs have no direct connections. The linked cluster algorithm proposed in [4], the 
lowest-ID algorithm and the highest degree algorithm presented in [5] and the max-
min D-hop clustering strategy in [6] are of this family. Clustering with independent 
dominating set is normally easy to implement but the generated structures have chain 
reactions problem [7]. Another family is based on the connected dominating set, 
where each CH is connected with at least one another. Though it is ideal to have the 
minimum connecting dominating set (MCDS) as the set of CHs, which ensures the 
least broadcast redundancy, yet it is proved that the MCDS decision problem is NP-
hard in a general graph [8]. Some approximation algorithms for finding MCDS are 
presented in [9] [10] [11]. 

In this paper we propose a novel topology control approach which regards a loop 
as the structure of a cluster. The loop-base clustering is aimed to benefit good features 
of the loop-based topology and to achieve better robustness and convenience to the 
wireless sensor network. 

The paper is organized as follows. In this section we explain the motivation of our 
work. In section 2 we describe the models and algorithms of our approach. In section 
3 we present the result and analysis of the simulation. And in section 4 we give the 
conclusion. 

2   Models and Algorithms 

2.1   Definitions  

A loop is a bidirectional path which begins and ends with the same node. Given an 
undirected graph G = (V,E) representing an ad hoc network, where V representing the 
set of nodes and E the set of connections. There is at most one connection between 
every two node, that is, if there exist two edges ei and ej connecting vx and vy, then ei 
and ej must be identical, so a path from vn to vm can be defined as a sequence of only 
vertices {vn, vn+1, …, vm}. We define a loop as a sequence of vertices {vn, vn+1, …, vm} 
where vi ≠ vj (i ≠ j) for any n ≤ i ≤ m-1 and n ≤ j ≤ m-1, and vn=vm. The length of a 
loop is the number of hops from vi to vj, equal to the numbers of nodes on the loop 
minus 1. Let l be a loop. When len(l) is smaller than 3, either the node on l is isolated 
or l is a round trip between two nodes. A loop with only two nodes is regarded as a 
special loop. Fig. 1 shows an example. 

 

Fig. 1. This figure shows an example for loop-based topology, where L2 and L3 are typical 
loops and L1 is a two node special loop 
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2.2   The Loop-Based Topology  

Our approach regards a selected loop as a cluster and the entire network is grouped 
into interconnected loops. Within a loop, nodes can exchange information with each 
other by forwarding the messages along the loop in either direction. For inter-loop 
communications, messages are first routed to the nodes that are on more than one 
loop, called gateways, then by forwarding from gateway to gateway, the message 
reaches the destination loop and then along the destination loop, as is a inner-loop 
transmission, the message is finally forwarded to the destination. 

Loop topologies have many good features. 1) There is no critical clusterheads de-
fined in a loop, so the loop-based topology never suffers from chain reactions [7] 
caused by the changes of CHs. 2) Within a loop, since every node is necessary to have 
knowledge of other nodes on the loop, if the information of the local loop reserved in 
one node is corrupt, by querying the neighbor nodes, the loop knowledge can be re-
covered, which provides the network with better robustness. 3) One of the natures of a 
loop that there are two paths between every two nodes on the same loop provides a 
backup route for connection loss during message transmission. Fig. 2 shows how 
backup route works. 

 

Fig. 2. Suppose data packets are being transferred from node a to h along the path {a, b, e, f, g, 
h}, and suddenly node f detects that the connection to node g is lost (perhaps due to power 
exhaustion). Because f knows that there is another path to h, that is {f, i, h}, for f and h are in the 
same loop, it then forward the data packets to node i, and relayed by i, the data packets will 
finally reach the destination h 

 

Fig. 3. In the execution of source routing discovery algorithm, node g receives a route request 
with a precursors list {b, c, d} and another one with {b, e, f}, both of which are forwarded by 
node b, but along different paths. Since there are two different paths from b to g and all connec-
tions are bidirectional, a loop {b, c, d, g, f, e, b} is then discovered in between 
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The loop concept is often found in relation to the concept of loop-freedom in litera-
tures on routing, where algorithms are carefully designed to avoid message loops 
which cause resource waste. Here, on the contrary, we want to make use of loops. 

The idea of the loop-based approach was inspired by the method used in source 
routing [12] especially the one described in [13]. Usually a source routing protocol 
defines a route request message which includes a special field called precursors list 
containing the identifiers of all nodes that has forwarded the message. We observe 
that during the flooding of the route request messages, it is common that a node re-
ceives more than one messages forwarded by a same node. See Fig. 3. 

2.3   The Basic Algorithm 

Here, we propose a distributed loop-based clustering algorithm. It executes on an on-
demand basis and discovers a configurable loop topology for the network. Because 
the nodes in sensor networks are likely to be fixed and the transmission radius of each 
sensor is configurable, the algorithm assumes that 1) it is applied in a fully connected 
network with only bidirectional links, 2) each node has a unique identifier throughout 
the network, and 3) during one execution of the algorithm, topology of the network 
keeps unchanged. The algorithm is executed at each node independently. As the result 
of the algorithm, each node on any discovered loop knows the other nodes that are on 
the same loop. 

The basic algorithm is described as follows. 
When a source node s attempts to transfer data to a destination node d, a Loop Re-

quest (LREQ) lreq is generated with lreq.source s and lreq.precursors {s}. After 
the LREQ is generated, it is broadcast locally (within the transmission range). 

When a node v receives the LREQ lreq, it follows the steps below. 

1. If v is in lreq.precursors, which implies that v has already received and 
processed this message, then lreq is simply discarded and go to step 6. 

2. If v.loop is empty, then search each path in v.path list for common node in 
lreq.precursors. Let {p1, p2, … , pi, … , pm} denote lreq.precursors. Let 
{q1, q2, … , qj, … , qn} denote a path in the v.path list. If for some i, j that 
pi = qj, and for all i<x<m and j<y<n, we have px≠qy, then a loop {pi, 
pi+1,…, pm, v, qn, qn-1,…, qj+1, pi} denoted as l is discovered. Then 
a) A Loop Reply (LREP) lrep is generated with lrep.loop l and 

lrep.source v and is sent to either node pn or qm (choose one ac-
cording to some criteria). 

b) v.loop l. 
3. Add lreq.precursors to v.path list. 
4. Let lreq.precursors be {p1, p2, … , pm, v} and broadcast it locally. 
5. End. 

When a node v receives the loop reply lrep, it follows the steps below. 

1. If v=lrep.source, which indicates that lrep has tripped back to the home 
node, discard it and go to step 5. 

2. Add lrep.loop to v.loop list. 
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3. If v.loop is empty, then v.loop l. This means that node v joins the loop 
discovered by lrep.source. 

4. Forward lrep to the next hop on lrep.loop. 
5. End. 

Fig. 4 shows a typical execution of the algorithm. 

 

Fig. 4. Suppose node b initiates the algorithm by generating a loop request lreq{source b, 
precursors b} and broadcasts it locally. Respectively, node a, c and e will receive this mes-
sage, add their identifiers at the end of the lreq.precursors and broadcast it locally. When node 
b gets the lreq forwarded from a, it will discard the message because b is found in 
lreq.precursors. When node d and f receive lreq from c and e respectively, they add their iden-
tifiers at the end of lreq.precursors and broadcast it locally. When node g receives lreq from 
node d and f successively, two paths from the same node b generate the loop {b, c, d, g, f, e, b} 
and an LREP lrep{loop loop, source g} is relayed along the loop, then each other node d, c, 
b, e, f joins the loop successively. Similarly, node g adds its identifier at the end of 
lreq.precursors and broadcasts it locally. Same process is proceeding at every node. After a 
while, loop {f, g, h, i, f} or/and {b, c, d, g, h, i, f, e, b} will be found. Finally, each node v (if it is 
on any loop with the length equal or greater than 3) decides which loop it belongs to, and re-
serves it in v.loop and any other loop containing v that is reserved in v.loop list 

2.4   The Configurable Algorithm 

In the basic algorithm, we notice that each node is prone to join the earliest discov-
ered loop and does not take into account whether it is good. So the result of loop-
based topology discovered is hard to predict. The simplest criterion for determining 
good loops is the length of the loop. If the network is clustered with bigger loops, the 
number of loops is smaller and it is easier for routing. However, since there are more 
nodes on one loop, the possibility of connection loss increases and then the topology 
becomes less stable. Contrarily, if the network is clustered with smaller loops, the 
entire topologies are prone to be more stable since changes of the nodes only affects 
the local loop. However, because of the big number of the loops, the routing can be 
very complex. So to choose a good loop length is a trade-off between stability and 
routing performance which is related to the scale of the network. However, we want 
to make the result of the algorithm at lease controllable. And thus we define a pa-
rameter at each node: Expected Loop Length (Lexp), and make a slight change to the 
process of LREQ and LREP. That is whether it has reserved a loop or not, it execute 
loop discovery and before reserving the loop discovered either by matching paths 
during processing LREQ or from reading LREP message, compare the length of the 
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loop with Lexp. Only when the length of the loop is closer to Lexp than the reserved 
one at present if there is any, the new loop is reserved, overwriting the old one. For 
example, in Fig. 4, suppose node i discovers loop {b, c, d, g, h, i, f, e, b} with length 8 
and loop {f, g, h, i, f} with length 4 and its Lexp is 3. Then i will choose to join loop 
{f, g, h, i, f} which has better length.  

Since LREQs are sending by broadcast, it is likely to cause broadcast storm, inves-
tigated in [14], which will lead to dramatic power consuming and will be vital for sen-
sor networks. In order to relieve it, we add a TTL field to LREQ. TTL determines the 
maximum number of hops an LREQ can reach, thus to reduce number of messages. 

A side effect brought by TTL is the bounded affected area of the algorithm in the 
network. It is possible that part of the network is affected by the previous execution of 
the algorithm due to the TTL of LREQ. So in response to a received LREQ, a node 
may utilize the topology knowledge it has reserved if there is any. 

The algorithm does not discover two-node special loops. However, a node can de-
tect whether it is on-loop or not from the path list and loop list. If the loop list is 
empty but the path list is not, considering the bounded affected area of the algorithm, 
probably the node is on a special loop. 

3   Simulation 

The effectiveness of the configurable algorithm and some features of it have been 
evaluated in a static simulation with n uniformly distributed nodes in a 1000x1000 
square area. For simulation, we assume that all nodes share the same transmission 
radius r and that all nodes within connection range establish a bidirectional link be-
tween each other. Values for n range from 20 to 60, r is increased in steps of 20 at a 
starting value of 50, TTL is 3 or 4. Lexp is 3. All simulation results are the average 
values of 200 independent executions of the algorithm. 

At first we have a look at how many nodes the algorithm can reach during the loop 
discovery. Thus we examine the coverage, defined as the percentage of nodes on 
loops after a single execution of the algorithm. Fig. 5 show the coverage for TTL=3 
and respectively 4. 

 

Fig. 5. As can be seen, coverage reaches 90% for r between 250 and 350 with TTL=4 while 
reaching the same value with TTL=3 needs a value for r which is approximately 70 to 100 
higher in order to cover 90% of the nodes. So increasing the value of TTL helps keep transmis-
sion range low and save power consumption 
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Next to consider are the number of gateways the algorithm discovers (Fig. 6) and 
their degree (Fig. 7). The degree of a gateway is defined here as the average number 
of loops a gateway connects. Only loops with 3 or more nodes are counted.  

 

Fig. 6. shows that the number of gateways rapidly increases to a maximum of 30 to 50 percent 
of all nodes when transmission radius r is between 200 and 350. As stated before, in this range 
a coverage of 90% of the nodes is ensured 

 

Fig. 7. As can be seen in this figure, every gateway has an average degree of about 5, when 
transmission radius r is between 200 and 350. So typically an average node has to transfer data 
among 5 adjacent loops 

Our special interest is on how TTL can improve loop discovery at a low transmis-
sion radius. In Fig. 8, 30 nodes have been tested with increasing values for TTL. 
Since a TTL of 6 increases the number of packets used during flooding already by a 
big amount, the algorithm has been run with every set of parameter only 30 times and 
then averaged. Still, Lexp=3. 
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Fig. 8. Although the values are not very representative, due to the low number of repetitions, it 
is yet noticeable that with TTL=3 only about 3 loops could be discovered at transmission range 
r=200, the algorithm could discover about 7 loops with TTL=6 

3   Conclusion 

In this paper, we proposed a loop-based topology maintenance approach. The objec-
tive of the loop-based approach is to utilize good features of loop topologies in low-
mobility sensor networks. Loop-based clustering algorithm is a distributed, on-
demand and configurable algorithm. The simulation result shows that the algorithm 
can discover loop-based topologies and by configuring the parameters such as TTL 
and Lexp, we can control the size of the discovery loops and the affected area of the 
algorithm. 

For the next step, we will evaluate the performance of the proposed algorithm in 
terms of complexity and the quality of the discovered loops. Further research will be 
carried out on the resilience technology to the node and link failures based on the loop 
topology. 
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Abstract. During the application of a test sequence in a distributed test archi-
tecture, the existence of multiple testers brings out the possibility of synchroni-
zation problems among remote testers and the possibility that output-shifting 
faults go undetected. These problems often require the use of coordination mes-
sage exchanges among testers. This paper proposes a method that generates 
synchronizable test sequences that detect output-shifting faults and the use of 
coordination message is minimized. This method utilizes a set of transformation 
rules to construct an auxiliary digraph from a given specification and test gen-
eration involves finding a rural Chinese postman tour in the digraph to yield the 
minimal test sequence. 

1   Introduction 

The objective of testing is to determine whether an Implementation Under Test (IUT) 
conforms to its specification. Testing is often realized by generating test sequences 
from the specification and applying them to the implementation in a test architecture. 
When testing a distributed system, a distributed test architecture (Fig.1) is needed. In 
this architecture, the IUT contains a number of separate interfaces, called ports and 
the test system consists of a local tester for each port of the IUT. Each local tester 
communicates with the IUT through its corresponding port. 

During the application of a test sequence in a distributed test architecture, the exis-
tence of multiple testers brings out the possibility of synchronization problems among 
remote testers. The synchronization problem arises if a tester cannot determine when 
to apply a particular input to the IUT. It is therefore important to construct a synchro-
nizable test sequence that no two consecutive inputs cause a synchronization problem 
and hence the coordination among testers is achieved indirectly through their interac-
tions with the IUT [6]. However, for some specifications, there is no synchronizable 
test sequence [2]. In this case, it is necessary for testers to exchange coordination 
message directly through a reliable communication medium which is independent of 
the IUT. Another problem in distributed testing is that output-shifting faults may go 
undetected. Due to the lack of a global clock, it is difficult to determine the input 
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which is the cause of a particular output. Even if the behaviors of all the ports are the 
same as expected, the output-shifting faults may stay in the IUT [5]. To ensure the 
detectability of output-shifting faults, the test sequence needs to be augmented either 
by additional subsequences selected from the specification of the IUT [5] or by coor-
dination message exchanges [3]. Again, for some specifications, there may not exist a 
test sequence where output-shifting faults can be detected without using coordination 
message [8]. 

 

Fig. 1. A distributed test architecture 

Both of these problems often require the use of coordination message. However, 
there is a cost associated with the use of such messages. It is desirable to construct a 
minimal test sequence where both coordination messages and input/output operation 
costs are taken into consideration. In this paper, we will introduce a digraph in which 
every path represents a synchronizable test sequence that detects output-shifting 
faults. Test generation is then expressed in terms of this digraph. 

The rest of the paper is organized as follows: Section 2 gives the preliminaries. 
Section 3 presents the proposed method. Section 4 gives the conclusions. 

2   Preliminaries 

2.1   Multi-port Finite State Machine and Its Graphical Representation 

A multi-port Finite State Machine with n ports (np-FSM) is a 6-tuple (S, Σ, Г, δ, λ, s0 ), 
where 

• S is a finite set of states and s0 ∈ S is the initial state. 
• Σ = (Σ1, Σ2, ...Σn), where Σk is the input alphabet of port k, and Σi  ∩ Σj = ∅, 

for i ≠ j,  i,  j, k ∈ [1, n]. Let I = Σ1 ∪ Σ2  ∪ ...  ∪ Σn. 
• Г = (Г1, Г2, ...Гn), where Гk is the output alphabet of port k, and Гi  ∩ Гj = ∅, 

for i ≠ j,  i,  j, k ∈ [1, n]. Let O = (Г1  ∪ {ε}) × (Г2  ∪ {ε}) × ... × (Гn  ∪ {ε}), 
where ε stands for the null output. 

• δ is the transition function : D→S, and λ is the output function D→O, where D 
⊆ S × I. 
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A transition of an np-FSM is a triple (sj, sk; x/y) where sj, sk ∈ S, x ∈ I, y ∈ O, such 
that δ(sj, x) = sk and λ(sj, x) = y. An np-FSM M can be represented by a directed graph 
G = (V, E) where a set of vertices V represents the set S of states of M and a set of 
directed edges E represents all specified transitions of M. Each edge ejk = (vj, vk; x/y) 
represents a state transition from state vj to state vk with input x and output y where the 
input/output pair x/y is the label of ejk . Two 3p-FSMs are represented in Fig.2, with 
Σ1 = {a}, Σ2 = {b}, Σ3 = {c}, Г1 = {π, ζ}, Г2 = {β}, Г3 = {γ}. For example, if s0 is the 
current state and the input a is received, then state changes to s1 and the outputs π and 
γ are sent in ports 1 and 3 respectively. 

 

Fig. 2. Two examples of 3p-FSMs 

An np-FSM M is deterministic if, for each input, there is at most one transition at 
each state of M. An np-FSM M is minimal if none of its states are equivalent. In a 
digraph G = (V, E), given a vertex v∈V, let )(Gd v

+ denotes the number of edges that 

leave v and )(Gd v
− denotes the number of edges that enter v. A walk is a finite se-

quence of adjacent but not necessarily distinct edges. A tour is a walk that starts and 
ends at the same vertex. A rural postman tour of G over Ec ⊆ E is a tour that traverses 
every edge in Ec at lease once. The cost of each edge of G is equal to the number of 
input/output pairs in its label. The cost of a tour is the sum of the cost of edges in-
cluded in the tour. A rural Chinese postman tour (RCPT) over Ec ⊆ E is a minimum-
cost rural postman path. Computing an RCPT is known to be NP-complete. But, if the 
subgraph induced by the edges in Ec is weakly connected, then finding an RCPT over 
Ec takes polynomial time [1]. 

2.2   The Synchronization Problem 

During the application of a test sequence in a distributed test architecture, the syn-
chronization problem arises if a tester cannot determine when to apply a particular 
input to IUT because it is not involved in the previous transition, i.e. it does not send 
the input or receive the output in the previous transition. 

Given x ∈ I, let port(x) denotes the port associated with input x and the tester at 
port k be denoted by Testerk. Given y = (y1, y2, ... yn) ∈ O, let ports(y) denotes the set 
of ports associated with values from y that are not null. 
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Definition 1. The sequence tt', for transition t = (si, sj; x/y) and t' = (sj, sk; x'/y'), has a 
synchronization problem if port(x') ∉ ports(y)  ∪  {port(x)} [4].  

Let us consider the IUT of Fig.2b, which contains four faults (in transitions t2, t3, t4 
and t5) with regard to the specification of Fig.2a. Let us consider the following se-
quence which corresponds to sequence of transitions t1 t3 t2 t4 t5 of Fig.2a: <a/(π, ε, γ), 
b/(π, β, ε), c/(ζ, ε, γ), a/(π, ε, γ), c/(ε, β, γ)>. The test sequence requires that when s1 is 
reached, the IUT receives b (sent by Tester2) before it receives c (sent by Tester3). 
Since Tester3 does not send the input or receive any output of IUT in transition t3, then 
Tester3 can not know whether IUT has already received b. In other terms, Tester3 has 
no means to determine the order of inputs b and c. Here is an example which shows 
the effect of this problem on fault detectability. From state s1, the three testers observe 
the same outputs in the following two situations: 1) the correct IUT receives c before 
b and 2) the faulty IUT receives b before c. Therefore, the test system cannot deduce 
whether the IUT is correct or not because it is not aware of the order of inputs b and c. 

If tt' does not have a synchronization problem then it is said to be synchronizable. 
A test sequence is said to be synchronizable if all subsequences within it are synchro-
nizable. However, for some np-FSMs, there may be no synchronizable test sequence 
[2]. In this case, it is possible to include coordination message among testers. The 
solution proposed by [3] can be explained as follows, for two consecutive transitions t 
= (si, sj; x/y) and t' = (sj, sk; x'/y'). Let port(x) = h, port(x') = k. If y ≠ ε, let Testerm be 
defined as follows: 

• if yk ≠ ε: Testerm = Testerk 
• if yk = ε and ∃p such that yp ≠ ε and y'p = ε : Testerm = Testerp 

• otherwise : Testerm is any tester such that ym ≠ ε 
The synchronization problem is then resolved by the use of a message C as follows: 

• if y = ε and h ≠ k : after it sends x, Testerh sends a message C to Testerk 
• if y ≠ ε and m ≠ k : after it receives ym , Testerm sends a message C to Testerk 

2.3   The Output-Shifting Faults 

Due to the lack of a global clock in distributed testing, it is difficult to determine the 
input which is the cause of a particular output. Even if the behaviors of all the ports 
are the same as expected, the output-shifting faults may stay in the IUT [5]. In the 
following, given y∈O and yk∈Гk , let y ⊕ (k, yk) denote y with its kth component 
replaced by yk. 

Definition 2. Suppose two transitions t = (si, sj; x/y) and t' = (sj, sk; x'/y') are se-
quenced to form tt'. Suppose also that yk ≠ ε, y'k = ε, port(x') ≠ k, and that the actual 
outputs in the corresponding transitions in the IUT are y ⊕ (k, ε) and y' ⊕ (k, yk) 
respectively. This combination of faults is called a forward output-shifting fault [7]. 

Definition 3. Suppose two transitions t = (si, sj; x/y) and t' = (sj, sk; x'/y') are se-
quenced to form tt'. Suppose also that yk = ε, y' ≠ ε, port(x') ≠ k, and that the actual 
outputs in the corresponding transitions in the IUT are y ⊕ (k, yk) and y' ⊕ (k, ε) 
respectively. This combination of faults is called a backward output-shifting fault [7]. 
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Definition 4. A fault is an output-shifting fault if it is either a forward output-shifting 
fault or a backward output-shifting fault. 

In Fig.2b, let us consider the consecutive transitions t4 and t5. If we compare with 
the specification of Fig.2a, output π has been “shifted” from t4 to t5 and β has been 
“shifted” from t5 to t4. With a distributed architecture, these faults are not detected 
because all the testers observe their expected outputs (Fig.3) although the IUT is 
faulty. 

 

Fig. 3. Expected behaviors of each tester 

Remark 1. The sending of an input x is denoted !x. The reception of an output x is 
denoted ?x. 

To ensure the detectability of potential output-shifting faults, the test sequence 
needs to be augmented either by additional subsequences selected from the specifica-
tion of the IUT [4] or by coordination message exchange among testers [3]. Again, for 
some specifications, there may not exist a test sequence where output-shifting faults 
can be detected without using direct coordination message exchange [8]. As it will be 
used in this paper, the solution proposed in [3] can be explained as follows, for any 
two consecutive transitions t = (si, sj; x/y) and t' = (sj, sk; x'/y'). Let port(x) = h, port(x') 
= k and let 

• Testerp be any tester such that p ≠ k, yp ≠ ε, y'p = ε and after it receives yp,  
  Testerp does not send a message C to Testerk 

• Testerq be any tester such that q ≠ k, yq = ε, y'q ≠ ε 

The output-shifting faults can be detected as follows: Before it sends x', Testerk 

sends a message O to each Testerp (detect forward output-shifting faults) and Testerq 
(detect backward output-shifting faults). 

3   Proposed Method 

Formally, the proposed method is a solution of the following problem: consider a 
minimal and deterministic np-FSM M represented by a digraph G = (V, E). Let Φ(M) 
be the set of all implementations of M, each of which has only output faults and has 
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the same sets of states, inputs, outputs and the initial state as M. Taking into consid-
eration both transition and coordination message costs, construct a minimum-cost 
synchronizable test sequence that detects output-shifting faults and distinguishes M 
from any faulty implementation of M in Φ(M). This problem can be resolved by 
finding an RCPT over all the transitions of M in an auxiliary digraph G ' = (V ', E ') 
obtained from G. Suppose that the cost of each coordination message (message C or 
message O) is ω and the cost of each transition is 1. 

3.1   Description of the Proposed Method 

The digraph G ' = (V ', E ') can be constructed from G = (V, E) as follows: 

1. for each edge t = (si, sj; x/y) ∈ E, create a pair of vertices ( ), ( )port x ports y
iI , ( ), ( )port x ports y

jF  

and a solid edge ( ( ), ( )port x ports y
iI , )(),( yportsxport

jF ; x/y) 

2. Given vertices ( ), ( )port x ports y
jF and ( '), ( ')port x ports y

jI , t = (si, sj; x/y), t' = (sj, sk; x'/y'), create 

a dashed edge ( )(),( yportsxport
jF , )'(),'( yportsxport

jI ) from )(),( yportsxport
jF to ( '), ( ')port x ports y

jI  

3. for each dashed edge( )(),( yportsxport
jF , )'(),'( yportsxport

jI ), t = (si, sj; x/y), t' = (sj, sk; x'/y'), if 

there are no other edges that leave )(),( yportsxport
jF or enter )'(),'( yportsxport

jI , then change 

the dashed edge into a solid one. 

Every path in digraph G ' represents a synchronizable test sequence that detects 
output-shifting faults. In (1), each solid edge ( )(),( yportsxport

iI , )(),( yportsxport
jF ; x/y) repre-

sents a transition whose cost is 1. In (2), each dashed edge ( )(),( yportsxport
jF , 

)'(),'( yportsxport
jI ) represents the addition of coordination messages. Its cost is determined 

by the number of coordination messages related to synchronization problems and 
potential output-shifting faults between t = (si, sj; x/y) and t' = (sj, sk; x'/y'). This is 
given by the following two cases: 

• if port(x') ∉ (ports(y)  ∪ {port(x)}) and ports(y) \ ports(y') = ∅ then 
 cost is ω( 1+ | ports(y') \ ( ports(y)  ∪ {port(x')}) | ) 
• otherwise cost is 

ω( | ports(y) \ (ports(y') ∪ {port(x')}) | + | ports(y') \ ( ports(y) ∪ {port(x')}) | ) 

In (3), there is only one dashed edge that leaves )(),( yportsxport
jF  or enters )'(),'( yportsxport

jI . 

Since at lease one solid edge enters )(),( yportsxport
jF  or leaves )'(),'( yportsxport

jI , that dashed 

edge will be traversed in the minimum-cost tour that traverses every solid edge at 
lease once. So, that dashed edge is changed into a solid edge to increase the likelihood 
of obtaining a weakly connected subgraph consisting of solid edges. If the solid edges 
form a weakly connected spanning subgraph, a polynomial time algorithm [1] can be 
used to obtain an RCPT over the solid edges in the digraph G ' which becomes a 
minimal synchronizable test sequence that detects output-shifting faults. For example, 
let us consider the 2p-FSM of Fig.4. 
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Fig. 4. Digraph of 2p-FSM 

After step (1), (2) and (3), we will obtain an auxiliary digraph G ' (Fig.5). The costs 
of edges in G ' are given below: 

1. Cost 0 for the edges: }2{,1
0F → }2{,2

0I , }2{,1
0F → }2{,1

0I , }2{,1
1F → }2{,2

1I  

2. Cost ω for the edges: }1{,1
0F → }2{,1

0I , }2{,1
1F → }1{,1

1I , }1{,1
0F → }2{,2

0I , }2{,2
2F → }1{,2

2I , 
}2{,2

2F → }2{,1
2I , }1{,2

2F → }2{,1
2I  

3. cost 1 for other edges(transitions) 
Then, an RCPT over the solid edges : }2{,1

0I → }2{,1
1F → }1{,1

1I → }1{,1
0F → }2{,2

0I → }2{,2
2F  

→ }1{,2
2I → }1{,2

2F → }2{,1
2I → }2{,1

0F → }2{,1
0I → }2{,1

1F → }2{,2
1I → }2{,2

2F → }2{,1
2I → }2{,1

0F → }2{,1
0I , 

gives the minimal synchronizable test sequence that detects output-shifting faults for a 
total of five coordination message exchanges and eight transitions. 

 

Fig. 5. Auxiliary digraph G ' 

3.2   Properties of the Proposed Method 

Given the digraph G = (V, E) of np-FSM M = (S, Σ, Г, δ, λ, s0 ), let | V | = | S | = m,    
| E | = r, | I | = | Σ1  ∪ Σ2  ∪ ...  ∪ Σn| = p. As every transition from M leads to at 
most 2 vertices in G ' = (V ', E '),  G ' has O(r) vertices. There are O(r) edges repre-
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sented transitions of M in G '. Let G" = (V", E") denotes the line graph of G. There are 
O(| E" |) edges that represent the addition of coordination messages. Since there are at 
most | I | edges that leave each vertex in G, )(Gd v

+ = | I | = p, for i = 1, 2 ..., m. And,  

| E" | = ∑
∈

−+

Vv
vv GdGd )()(  = O(p∑

∈

−

Vv
v Gd )( ) = O(p | E |) = O(pr) . (1) 

Thus, G ' has O(r) + O(pr) = O(pr) edges. 

4   Conclusions 

The increasing significance of distributed systems has lead to much interest in issues 
relating to the test of such systems. In distributed testing, the existence of multiple 
testers complicates testing because remote testers may encounter synchronization 
problems and output-shifting faults may go undetected during the application of a test 
sequence. It is important to generate synchronizable test sequence that detects output-
shifting faults in distributed testing. This may necessitate the addition of coordination 
messages among testers. 

This paper has proposed a method that utilizes a set of transformation rules to ob-
tain an auxiliary digraph from a given np-FSM. Test generation involves finding a 
rural Chinese postman tour in the digraph to yield a minimal synchronizable test se-
quence that detects output-shifting faults. 

For some np-FSMs, the output-shifting faults may be detected by the insertion of 
test subsequences instead of coordination message exchanges. Producing the neces-
sary and sufficient conditions under which such test subsequences exist and finding a 
minimum-length subsequence are our future work. 
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Abstract. Researching aspects of parallel architecture and system de-
sign concerning network processors requires excellent simulation tools. In
this paper, we develop a tool called NPNS on top of a widely used net-
work simulator ns-2, which combines full-system simulators to provide
a unified framework for processor and software design within a network
context. In this article, we describe the architecture of NPNS and its
implementation issues. In addition, an example of simulating a multi-
threaded Intel IXP1200 network processor with NPNS is illustrated.

1 Introduction

In response to the continuous growth in network bandwidth and flexibility re-
quirements in packet routers, application specific chips called network processors
(NPs) have been developed. To assist researchers in more efficiently evaluating
the functionality and performance of NPs, execution-driven full-system simu-
lation tools seem to be a good choice. Processor designers can use these tools
to arbitrarily parameterize, control and inspect system components. For system
builders, they provide a virtual target platform running unmodified application
binaries and help to evaluate general implementation issues. In many popular
simulators, such as SimpleScalar [1] and SimOS [2], much emphasis is focused on
the exploration of processor architecture, parallel characteristic of system and
system components. One important factor that has been consistently simplified
or ignored in network processor simulations is the network context, in which NPs
are finally working. NPs are specially designed and optimized for network appli-
cations, such as protocol processing, packet classification and routing. However,
these applications should be tested and simulated within a complete network
scenario, which is a description of network topology, protocols, workloads and
control parameters. Hence, a small toy external workload is not sufficient any
more for evaluating the performance of NPs. We must validate and simulate
hardware or software designs within the context of network.

X. Lu and W. Zhao (Eds.): ICCNMC 2005, LNCS 3619, pp. 1171–1180, 2005.
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To address this issue, we combine full-system NP simulators with popular
network simulators, which provide substantial support for network simulation
like TCP, routing and multicast protocols without the expense of building a
real network. Hence, the network context is created with a network simulator
and full-system NP simulators are embedded as network nodes to simulate the
actions of these processors. Based on this idea, we have developed a tool called
Network Processor Network Simulator (NPNS) built upon a widely used network
simulator - ns-2 [3]. NPNS does not modify the fundamental structure of ns-2,
but rather extends it by defining a new scheduler and a set of components. Thus,
almost all features inherent in ns-2 are preserved and NPNS can be easily used
with basic knowledge about ns-2.

The rest of this article is organized as follows. We briefly review ns-2 and
introduce the architecture of NPNS. Then, we discuss implementation issues of
NPNS, including modifications and extensions to ns-2 and the interface with full-
system NP simulators. After that, we illustrate an example of simulating a packet
classification algorithm on Intel IXP1200 network processor to demonstrate the
usage of NPNS. Finally, we describe related work and draw some conclusions.

2 Ns-2 Brief and NPNS Architecture

Ns-2 (Network Simulator Version 2) is an object-oriented discrete event-driven
simulator that can simulate a variety of IP networks. It implements network
protocols such as TCP and UDP, traffic source behavior, router queue man-
agement mechanism, routing algorithms and more. The components of ns-2 are
separated into two languages spaces: C++ and OTcl (Tcl script language with
object-oriented extensions). Components implemented in C++ space run fast
that can efficiently interpret packet headers and implement algorithms running
over large data sets. Scripts in OTcl space run much slower but are flexible in
changing, making them ideal for configurations, topology setup and manipula-
tions of components in C++ space.

NPNS has inherited this split-language architecture for network processor
simulations, as shown in Fig. 1. In addition, it includes a Network Processor
Application space for simulating applications executed on network processors,
which mainly consists of execution-driven full-system network processor simu-
lators, namely NP simulators for the sake of simplicity. NP simulators can per-
form the functional simulation of network processors. They accept application
programs in an appropriate binary format even unmodified codes as input, and
simulate the instruction execution. Also, performance statistics of network pro-
cessors such as memory references, processor utilization rate are exported. For
performance concerns, NPNS also allows NP simulators to be implemented as
NPNS components in C++ space. Like ns-2, NPNS is an interpreter as well, tak-
ing OTcl scripts. Since NPNS components in C++ are modified or implemented
following ns-2 definitions, initializing NPNS is quite similar to that of ns-2 ex-
cept that it uses a new scheduler and configures NP simulators. NPNS inherits
most of components in ns-2 but make necessary modifications when combining
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with NP simulators. Moreover, components communicate with each other and
NP simulators by exchanging packets, which can be traced and outputted using
ns-2 output format. Besides, these traces can also be viewed with visualization
tools, like Nam (Network Animator) [4].

Fig. 1. NPNS architecture

3 NPNS Implementation Issues

Several problems should be solved in NPNS implementation when combining
two different types of simulators:

– Scheduler. Network simulators are event-driven while NP simulators are
execution-driven. Once they work in NPNS simultaneously, the new NPNS
scheduler should be able to drive them at the same time.

– Packet format transformation. Since network simulators tend to simu-
late an abstract network, simplified packet descriptors are employed instead
of packets with real data. On the contrary, NP simulators consume real pack-
ets. Thus, NPNS should perform necessary transformation of packet formats
when passing packets between two types of simulators.

– Modifications on Node and Link objects in ns-2. Node and link are
compound objects in ns-2. However, their capability to specify packet pro-
cessing or transfer delay is limited (ns-2 specifies this by advancing simula-
tion time through simple calculations). This can be compensated when NP
simulators are involved. Hence, these objects should be redesigned in order
to cope with the packet processing in NP simulators.

3.1 Scheduler

The scheduler is used to select the next event from the event queue and advances
the simulation time. ns-2 has implemented two different types of scheduler (i.e.,
real-time and non-real-time schedulers). The new scheduler in NPNS is developed
on a non-real-time ns-2 scheduler. By using it, we extend the original event engine
of ns-2s and make it capable of scheduling execution-driven NP simulators as
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scheduler and setup network 
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Fig. 2. The new scheduler in NPNS

well, as illustrated in Fig. 2. The left part is to schedule ns-2 network objects,
collections of unmodified ns-2 network components. When running, these objects
(e.g. delay timers) generate ns-2 compatible events (simply called ns-2 events).
They are placed in the ns-2 event queue (red arrow). Also, these events will
be sorted in the queue according to the rule of earliest time first. The right
part is to schedule NP node objects, modified version of Node objects in ns-2
containing NP simulators for nodal processing simulation. The new scheduler has
defined a variable named clock to track the execution of NP simulators (usually
clock cycles). Once NP simulators have been notified by the scheduler with
NP clock event (yellow arrow), they will run a definite period (clock) and then
automatically halt, advancing the clock variable. To synchronize the simulation
time, the scheduler inspects the clock variable and compares it with the time
in the header of ns-2 event queue and dispatch a proper event (text balloon in
purple). Moreover, NP node objects can also generate ns-2 events when packets
cross the boundary between NP simulators and the network simulator. These
events are also queued in the ns-2 event queue.

3.2 Packet Format Transformation

In most NPNS components inherited from ns-2, packets in ns-2 format are used.
These packets are composed of a stack of headers and an optional data space,
as presented in Fig. 3. Usually, the header stack includes all usable or regis-
tered headers during simulator initialization, such as a common header used by
ns-2 objects, TCP/IP header and etc. These headers are reordered and exist
whether or not they have been used. In most scenarios, data space is not al-
located. On the other hand, this format is incompatible with full-system NP
simulators, which take real packets and strictly follow the situation in an ac-
tual network. Fortunately, the format transformation is straightforward. First,
a data space is allocated to each packet. Then, packet headers are sorted while
unused headers are removed. In addition, this procedure can be carried out in
the converse direction when converting packets back to the ns-2 format. Fig. 3
demonstrates packet transformation between ns-2 format and that used in NP
simulators (typically, TCP/IP packet).

NP Node Object           Scheduler

ns-2 Network
Object

NP
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Handler

ns-2 Network
Object

Handler

header

enqueue

dequeue

clock

clock < tns?
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Fig. 3. Packet format transformation in NPNS

3.3 NP Node Object

NP node object is the core object of NPNS derived from an ns-2 unicast node ob-
ject, which is a compound object of a node entry, an address classifier and a port
classifier. Additionally, NP node object includes two packet format transformer
and NP simulators for packet processing simulations, shown in Fig. 4. During the
simulation, packets flow from left to right illustrated by the arrow line in Fig. 4.
First, a packet in ns-2 format enters the node entry from a link object, which is
used to connect nodes and complete the topology. It is then transformed to the
format available to NP simulators and forwarded to them, as described early.
Once the packet has been processed by NP simulators, it is converted back to
ns-2 format and passed to an address classifier. In original ns-2 definitions, the
address classifier conducts activities of routing and classification. Since these are
completed when using NP simulators, the address classifier has been simplified
and only need to identify where the packet is going. If the packet should be trans-
ferred to other nodes, the address classifier sends it to link objects that connect
the target nodes. If the packet destination is the NP node object itself, it will be
forwarded to a port classifier to locate a proper agent that represents endpoints
where network-layer packets are consumed. Although NP simulators can deal
with packets whose destination is the NP node itself, they still generate virtual
ns-2 packets and pass them to ns-2 agents. Here, agents are no longer used with
protocol processing but simply maintain the application level connections with
other unmodified ns-2 objects in NPNS.

Fig. 4. NP node object

3.4 Link Object

Like node object, link object is another major compound in ns-2. As mentioned
early, Link objects connect node objects and complete the topology. In normal
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Fig. 5. Modifications on the simplex link object

ns-2 simulation, link objects do more than transferring packets. Some opera-
tions which ought to be implemented on network nodes in real applications are
also carried out by link objects, such as output queue, delay, TTL calculation
and many well known queue management algorithms. In NPNS, they are also
completed by NP simulators on NP node objects, thus link objects are only
responsible for transfer delay when connected with them. Fig. 5 illustrates the
new link object in NPNS, which is modified on the base of the fundamental uni-
directional link object in ns-2, known as the simplex link object. Other complex
link objects are created with multiple simplex links or derived from it.

3.5 Full-System NP Simulators

When involving full-system NP simulators, NPNS not only tries to utilize nu-
merous academic and commercial processor simulators, but also allows processor
designers to write their own system simulators and integrate them with NPNS.
NPNS employs NP simulators in a non-intrusive (or black-box) manner and
makes minimum controls (e.g. stop and run) and modifications on existing sim-
ulators. One advantage of this method is that a system design with network
processors can be prototyped using a standalone NP simulator without any in-
ternal modifications on NPNS. There are four types of NP simulators that NPNS
currently or is going to support:

– Instruction set simulators, for example, the well known processor simulator
SimpleScalar [1], the ARMulator [5] for ARM microprocessors and the MIPS
Free GNU toolkit [6] for MIPS architectures.

– Complete machine simulators, such as SimOS [2] and Simics [7]. These sim-
ulators include all system componets, like processor, memory, I/O devices,
etc., and model them in sufficient details to run real programs.

– Cycle-accurate simulators provided by network processor vendors. These
simulators can execute codes compiled for network processors and obtain ex-
haustive hardware/software statistics. In our first implementation of NPNS,
we use Workbench 2.01 for Intel IXP1200 network processor [8].

– Full-system simulators implemented as NPNS components. Sometimes full-
system simulators especially complete machine simulators and cycle-accurate
simulators suffer from low performance because they consider too many hard-
ware details and serve as virtual machines constantly interpreting binary
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codes at runtime to take relevant actions. Fortunately, network processors,
especially their processing engines (PEs) for data plane applications, can
be viewed as a special case of embedded processors. They only have small
code storages or firmware. For instance, Intel IXP1200 only has 2k lines of
code for each microengine (data plane processor) and 2 Mbytes flashrom for
StrongArm (control plane processor) applications. To improve the perfor-
mance, we no longer need to implement the simulator as an interpreter. The
instructions can be translated at compile time, thus exempting the need for
runtime decoding.

Fig. 6. Building NPNS toolkit with NP simulators implemented as NPNS components

Fig. 6 demonstrates building the NPNS toolkit with NP simulators imple-
mented as NPNS components. In this case, NP simulators still exploit unmod-
ified binaries as input. But, they have been pre-compiled using the NPNS NP
compiler, which translates NP instructions to C codes. The outputted C codes
are fed directly into network processor architecture definitions, which depict
hardware details and are implemented in C++ as NPNS components. Together,
they are compiled with GCC to generate the final executable at construction
time of NPNS. Once the application running on the NP simulators has been
changed, we only recompile it with the NPNS NP compiler and rebuild the
toolkit. NPNS components including the definitions of the network processor
architecture need not to be revised. In the prototype of NPNS, the NPNS NP
compiler supports StrongArm instructions and partial microengine instructions
of Intel IXP1200.The StrongArm architecture has also been implemented as
NPNS components.
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4 A Simulation Example Using NPNS

In this section, we will present a simulation example using the prototype of
NPNS. The target system is an edge router based on Intel IXP1200 network pro-
cessors. Aside from the basic packet forwarding, the major application running
on IXP1200 is a packet classifier with 128 rules [9]. NPNS is built on top of ns-2
version 2.1b9a. To simulate IXP1200, we employ two NP simulators in NPNS.
To be specific, the StrongArm core of IXP1200 is simulated with a simulator
implemented as an NPNS component and IXP1200s microengines are simulated
using the aforementioned Workbench 2.01. The simulated edge router supports
Fast Ethernet connections and configures IXP1200s core speed at 200 MHz. To
illustrate the impact of network context, we create the following topology shown
in Fig. 7:

– The edge router connects 2 subnets. One has 20 terminals (with IP address
166.111.*.*) and another has 60 terminals (with IP address 162.105.*.*).

– Terminals run different network services accessing the same sink network.
Service name or network protocols are marked on the graph together with
the number of terminals on which they run.

Fig. 7. Sample network topology and services

In our simulation, we investigate the performance of IXP1200 with 20000 packets
and different classifier rule hit rate (20%, 60% and 90%). The processing statis-
tics of the classifier on IXP1200 gathered by NPNS are given in Fig. 8, including
throughput and SDRAM access count. When we change the hardware configura-
tion of IXP1200, for instance, using four hardware threads instead of one thread
in one microengine, per port throughput changes dramatically due to resource
contentions (left and center chart in Fig. 8). Moreover, network parameters like
packet size also have strong impacts on the overall performance. Some internal
metrics (e.g. SDRAM access) which are important for locating processors bot-
tlenecks are still greatly affected by network topology and flow patterns. Hence,
our example again demonstrated that simulating network processors considering
network context is essential for improving the accuracy of network models and
leading to more realistic network simulations.
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Fig. 8. Statistics of the packet classifier on IXP1200 by NPNS

5 Related Work

Traditional simulation technologies could not offer accurate results for network
processor simulations as they put emphasis on either network or processor stan-
dalone. Some improvements have been made recently on current network or
processor simulators.

On network simulator side, some processing estimators are introduced to en-
hance the ability to specify processing cost on network nodes. Most recently,
NPEST [10] has been developed to estimate application processing cost on net-
work processors. NPEST provides a programming interface and allows users to
develop applications using NPEST API in general C code, but currently it can
not be integrated into a network simulator like ns-2. Wang et al. [11] have devel-
oped a new simulator that combines ns-2 and another event-driven OS/server
simulator logsim [12] to simulate network and OS/server bottlenecks. However,
it concentrates on the overall behavior not system details.

On network processor simulator side, NP-click [13], can return application
specific metrics, but not processor specific metrics. Related work has also been
conducted using light weight network processor simulators to improve system
level performance given specific hardware platforms and software tasks [14],
whereas their workloads are derived from abstract models but not from a com-
plete network environment.

6 Conclusions

There are several interesting issues and open problems that could be further
investigated. One is to provide better support on interfacing NP simulators and
make communications between the two different types of simulators more effi-
cient. Another line of progression is to further improve the simulation speed by
porting NPNS to a parallel environment, especially when mixing cycle-accurate
NP simulators with large-scale networks. We believe considering network con-
text will help both processor designers and system builders to improve accuracy
of network processor simulations.
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Abstract. There is increasing interest in concurrent active measurement at 
multiple locations within an IP network. In this paper, we consider the problem 
of where to place monitors within the network and how to make measurement 
strategy of each monitor which edges in its measurement tree are measured by 
the monitor. To address the tradeoff between measurement cost and 
measurement coverage, we consider several optimization problems on the 
placement of network monitor. We show that all of the defined problems are 
NP-hard and propose approximation algorithm to these problem. 

1   Introduction 

As Internet growing rapidly, more and more network applications need to know the 
network traffic information to monitor network utilization and performance. 
Knowledge of traffic is critical for numerous important network management tasks, 
including usage-based accounting, traffic engineering, and attack/intrusion detection. 
Yet the importance of traffic measurement capabilities is compounded by the fact that 
IP networks do not maintain per-flow state. By contrast, in circuit-switched networks, 
the traffic information is essentially “observable for free”, because per-call state exists 
along each node on the call’s path. In a sense, the scalability of the stateless IP 
networks has been bought at the expense of observables, especially in large scale [1] 
[2] [3] [4].  

Recently, many measurement tools have been developed to monitor network traffic 
information. In general, conventional measurement schemes to measure network flow 
are classified into two types: 

1. Passive measurement is usually monitor network traffic information at some 
special position, which not imposes extra traffic or modify packet. This means that 
this method will not affect network traffic. But we need extra schemes to gather and 
harmonize data from the distributed measurement elements [5] [6] [7]. 

2. Active measurement monitors network traffic by sending probe packets. This 
method uses the probe-packet stream to determine the network traffic indirectly. This 
means that we implicitly assume that performance of networks is the same as the 
values measured from active probe packets. Up to the present these active 
measurement schemes will result in significant volumes of additional network traffic. 
The overhead that schemes impose on the underlying router can be significant and can 
adversely impact the router’s throughput when used extensively [8] [9]. 
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By active measurement method, as we known, when placing a measurement tool at 
a certain node would only guarantee measurements along the edges of a measurement 
tree rooted at that node. Thus, to monitor all active paths in the network, the 
measurement tools should be placed at a set of network nodes such that the 
measurement trees rooted at these nodes cover all edges of the network[9] [10] [11]. 
To reduce the network overhead caused by network measurement traffic, one needs to 
find minimum cost of deploying and maintaining network nodes such that their 
measurement trees cover all network edges. The problem has several interesting 
variations. In this paper, we consider the problem of placement of network monitor 
under active measurement scheme. In practice, when an active monitor is placed, it 
may send packets carried by the links along the edges of its measurement tree 
depending on some specific configuration (such as routing configuration). In order to 
observe all/some active paths in the network, we need to deploy lots active monitor 
concurrently and gather and harmonize data from any single measurement point. 
Placing monitor into routers results in some deployment cost and maintenance cost. 
Deployment cost includes fixed cost components such as the monitor’s hardware and 
software cost, and maintenance cost include the dynamic monitor’s operation cost 
such as sending packets. Therefore, we focus efficient placement of network monitor 
for active measurement on minimizing the total measurement cost as less as possible. 
The measurement cost is defined as the sum of deployment cost and maintenance 
cost. When we choose measurement cost as optimization target and can form several 
optimization problems on the placement of network monitor. We show all of the 
problems are NP-hard. Therefore, we propose algorithm and analysis the algorithm 
approximation ratio. 

The remainder of this paper is structured as follows. In the next section, we define 
a graph-based model of the measurement problem, the key ideas, and the performance 
metrics which include deployment cost, maintenance cost, and measurement target. 
Then we formulate various measurement problems along with their complexity 
analysis. At last we conclude with a summary of our results and a discussion of future 
work. 

2   Problem Description 

We represent the IP network of our measurement domain as an undirected 
graph ( ),G V E , where V  denotes the set of nodes and E V V⊆ ×  denotes the set 

links.  We refer to the routing reachable tree for ( )v v V∈  as measurement tree for v 

and denote it by vT . Note that tree vT  defines the routing paths from node v to some 

other nodes in V. Without losing generality, we limit the maximum hop count for 
active measurement as maxH . So for any node ( )( )vu V T u v∈ ≠  , the length of this 

path ( ),u v  denoted as ( ),l u v  satisfies that ( ) max,l u v d≤ . 

The solution to an optimal placement of network monitor consists of two parts: (1) 
a set of nodes S V⊂  on which a monitor been placed, (2) measurement strategy of 
each monitor at the relative node indicates which edges in its measurement tree are 
measured by the monitor.  And we should consider the tradeoff of measurement cost 
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and satisfy the measurement target. And we are interested in the following 
measurement target:  

(All-Edges-Cover-Problem): given a graph ( ),G V E , select a minimum set of nodes 

S V⊂ and for each node such that the union of selected measurement edges in its 
measurement trees covers all edges of G. 

We define the monitor deployment and Maintenance costs respectively. 

Deployment cost: The deployment cost indicates the cost of deploying a 
measurement device named monitor. We use id  to denote the deployment cost of a 

monitor at node i. Hence, the total deployment cost is D i i
i V

C d y
∈

=∑ , where the binary 

iy  indicates whether a monitor is deployed at node ( )i i V∈ . 

Maintenance cost: The maintenance cost is decided by edges which are measured 
by the monitor. We use ic  to denote the unit Maintenance cost of monitor i. This 

could represent the cost of sending a single packet at monitor i. The values of ic  at 

each monitor can differ, e.g., because of monitor speed. We also use binary ijx  to 

denote the link j measured by a monitor i and jt  to denote the traffic demand for 

measuring link j respectively. The total Maintenance cost is:  

M i i ij j
i V j E

C y c x t
∈ ∈

=∑ ∑  

The problem efficient placement of network monitor can be expressed as an integer 
programming formulation. Below we formulate various measurement problems in 
various situations along with their complexity analysis. 

3   The All Edges Cover Problem Without Maintenance Cost 

In this section we provide a heuristic for the all edges cover problem without 
maintenance cost, and point out that our heuristic is the best possible polynomial time 
approximation algorithm for the problem. 

For each node v of graph ( ),G V E  we construct a set vU  of unavoidable by v 

edges in G. It is easy to see that for a given v, the set vU  can be obtained in 

time ( )O E . Consider now an instance of the weighted set cover problem 

{ }( ), :vE U v V∈ , where E is the universe of elements and { }:vU v V∈  is the 

collection of subsets. We have the following conclusion. 

A set ( )S S V⊂  is an optimal solution to the all edges cover problem without 

maintenance cost on a graph ( ),G V E  if and only if { }:vU v S∈  is an optimal 

solution to the corresponding weighted set cover problem. 

The well-known greedy heuristic for the set cover problem translates into a greedy 
heuristic for the Problem. According to [12], the greedy algorithm is a ( )ln 1D + -
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approximation algorithm for the set cover problem, where D is the size of the biggest 
subset. Since in our case, for any v V∈  , vU  cannot contain more edges than a 

measurement tree rooted at v has, we have the following result. 

The Greedy algorithm computes a ( )ln 1V + -approximation for the All Edges 

Cover Problem without Maintenance Cost and the worst-case time complexity of the 

Greedy algorithm can be shown to be ( )O V E . 

4   The All Edges Cover Problem with Maintenance Cost 

In this section we consider the all edges cover problem with maintenance cost. It can 
be shown that this problem is NP-hard by directly mapping this problem to the well-
known uncapacitated facility location problem (FLP). The uncapacitated FLP is 
defined as follows. We are given a set of locations { }1,2, ,N n= L  with the distances 

between them denoted as ( ), 1, 2, ,ijc i j n= L . We may open a facility at potential 

facility locations F N⊆  with building a facility at location i F∈  has an associated 

non-negative cost if . We also have a set of demand points that must be assigned to an 

open facility, denoted as D N⊆ ; for each demand point j D∈ , we have a positive 

integral demand jd  that must be shipped to its assigned location. The cost of 

assigning location i to an open facility at j is ijc per unit of demand shipped. We 

assume that these costs are non-negative, symmetric, and satisfy the triangle 
inequality. The objective is to determine the set of locations to open facilities and an 
assignment of demand to the opened facilities, in order to minimize the total cost that 
is the sum of facility opening cost and the total shipping cost.  

We can map the all edges cover problem with maintenance cost to the 
uncapacitated facility location problem in the following way. Let N V E= U , where N 
is a set of locations in FLP. Since monitor can be deployed only on nodes and we only 
measure links, F V=  D E= where F and D are subsets of locations in FLP. Although 
the original FLP problem definition requires symmetry and the triangle inequality 
properties, these are not of concern to us because F and D are disjoint in our special 
case. The deployment cost of a facility if  is defined as the deployment cost of 

monitor at node i; the demand jd  is defined as jt  to denote the traffic demand for 

measuring link j. The distance ijc  is defined as follows. If link j is measured by 

monitor on node i, then ijc  is defined as unit maintenance cost of monitor i, 

otherwise 1ijc = . 

This problem can be formulated as the following integer program. We want to find 
an assignment to the variables iy  and ijx , such that the objective functions are 

minimized: 

min i i i i ij j
i V i V j E

d y y c x t
∈ ∈ ∈

+∑ ∑ ∑  (obj) 
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subject to: ( ),ij i ix y i V j T≤ ∈ ∈  (1) 

( )1ij
i V

x j E
∈

= ∈∑  (2) 

{ }( )0,1 ,ij ix i V j T∈ ∈ ∈  (3) 

{ }( )0,1iy i V∈ ∈  (4) 

Constraint 2 makes sure that each link is measured by exactly one monitor. 
Constraint 1 makes sure if link ( )ij j T∈  is measured by node i then node i must be a 

monitor. 

D. Shmoys et al. [13] proposed a polynomial-time approximation algorithm that 
finds a solution within a factor of 1 2 / e+  of the optimal, where1 2 / 1.736e+ ≈ . The 
approximation solution is obtained by rounding an optimal fractional solution to a 
linear programming relaxation. 

5   Budget-Constrained Problem 

In some case, we only observe some not all active paths in the network and are 
interested in the tradeoff between measuring cost and measuring coverage. We present 
this problem called Budget-Constrained with Some Edges Cover Problem. 

Formally, the problem goal is to find a set of nodes S V⊂  to place monitor in and 
measurement strategy of each monitor at the relative node indicates which edges in its 
measurement tree are measured by the monitor such that the number of edges be 
measured is maximum, with the measurement cost being subjected to the constraint 

that i i i i ij j
i V i V j E

d y y c x t B
∈ ∈ ∈

⎛ ⎞
+ ≤⎜ ⎟

⎝ ⎠
∑ ∑ ∑  for some budget B.  

We next present an IP formulation for the problem. 

max ij
i V j E

x
∈ ∈
∑∑  (obj) 

( ),ij i ix y i V j T≤ ∈ ∈  (5) 

i i i i ij j
i S i S j E

d y y c x t B
∈ ∈ ∈

⎛ ⎞
+ ≤⎜ ⎟

⎝ ⎠
∑ ∑ ∑  

(6) 

{ }( )0,1 ,ij ix i V j T∈ ∈ ∈  (7) 

{ }( )0,1iy i V∈ ∈  (8) 
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This is a covering integer program defined by Stavros G. Kolliopoulos and Neal E. 

Young [14] and give an algorithm that produces an ( )( )( )1 log / ,1O m W ε+ + -

approximate solution w.r.t. the standard LP optimum for any 0ε ≥ : (The constant in 
the order notation depends on 1/ ε ) where m is the maximum number of constraints 
any variable appears in. 

Another Budget-Constrained Problem is Deployment Cost Budget-Constrained 
with Minimum Maintenance Cost Problem. The problem goal is to find a set of nodes 
S V⊂  to place monitor in and a mapping : E Sϕ →  such that ( )i ij ji

i V j E

y c x tϕ
∈ ∈
∑ ∑  is 

minimum, with the deployment cost being subjected to the constraint that i i
i V

d y B
∈

≤∑  

for some budget B. It is not hard to see the k-median problem is a special case of this 
problem, and the IP formulation for the problem is: 

( )min i ij ji
i V j E

y c x tϕ
∈ ∈
∑ ∑  (obj) 

Subject to: ( ),ij i ix y i V j T≤ ∈ ∈  (9) 

i i
i V

d y B
∈

≤∑  (10) 

{ }( )0,1 ,ij ix i V j T∈ ∈ ∈  (11) 

i i
i V

d y B
∈

≤∑  (12) 

The basic idea behind this problem approximation algorithm of Jain and Vazirani 
for the k-median problem is to change the objective function to 

( )i ij j i ii
i V j E i V

y c x t d yϕ λ
∈ ∈ ∈

+∑ ∑ ∑  and removing the constraint (2) from the IP. The resulting 

IP is then the well known uncapacitated facility location problem [12]. Further note 
that a large value of λ ¸ forces lesser number of facilities to be opened while a smaller 
value leads to larger number of facilities to be opened. The algorithm essentially does 
a binary search on λ  to get the ‘best’ possible k-median solution. For more details 
see [15]. 

6   Conclusion 

In this paper, we have presented near-optimal monitor placement and measurement 
strategies in a distributed measurement system. Each solution determines (1) a set of 
nodes in which a monitor been placed, (2) measurement strategy of each monitor at 
the relative node indicates which edges in its measurement tree are measured by the 
monitor. More specifically, we first introduced novel measurement cost and the 
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measurement target models for a distributed passive measurement system, which can 
accommodate all situations. Based on these models, we formulated a set of placement 
problems assuming different constraints. We also showed that various placement 
problems are NP-hard. We proposed approximation algorithms to determine 
placement locations. 

Our research in the future will focus on evaluating our algorithm on more network 
topologies and considering the case of route changes caused by link failures. In 
addition, we will investigate whether a tighter bound of the approximation ratio of the 
solution can be found. 
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Abstract. IP traceback is one of the most effective techniques to defeat the 
denial-of-service attacks and distributed denial-of-service attacks. And in terms 
of previous research fruits, the technique based on probabilistic packet marking 
(PPM) has been proven that it has more advantages than other IP traceback 
techniques. In this paper, we present a hierarchical IP traceback system, which is 
more practical and can be implemented and deployed more conveniently and 
securely than previous end-host schemes. We also present an improved edge 
marking algorithm called adaptive edge marking scheme (AEMS), which not 
only can shorten the convergence time, but also be more stable and robust. And 
detailed theoretical analysis and simulation results have also been presented to 
show the advantage and efficiency of this scheme. 

1   Introduction 

Denial-of-service (DoS) attacks can deny or degrade services to legitimate users by 
over-consuming the resources of a victim host or network. And distributed 
denial-of-service (DDoS) attacks can cause more significant damage than DoS attacks 
by leveraging a group of zombie hosts. Moreover such attacks can be easily launched, 
because the hacker tools are readily available in the Internet. And they are very difficult 
to prevent, because spoofed IP source addresses are usually used to disguise the 
attackers’ location [1]. So DoS and DDoS attacks have become one of the major threats 
to the Internet today. 

Unfortunately, existing traditional countermeasures, such as firewalls and intrusion 
detection systems (IDS), only can mitigate the impact by detecting and tolerating these 
attacks as they occur, but can not eliminate the problem thoroughly. 

IP traceback is to identify the sources of DoS or DDoS attacks in the presence of IP 
spoofing. Figure 1 depicts the system model of research on IP traceback. In this figure, 
V represents either a victim host or the border device of a victim network. Ai represents 
an attacker or a zombie host. The dashed line with arrow represents that attack packets 
traverse from upstream node to downstream node. The attack path is the ordered list of 
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routers from Ai to V. And the attack graph is composed of all attack paths. The IP 
traceback problem is to determine attack paths to reconstruct the attack graph and 
identify the attack origin. 

 

Fig. 1. System model of IP traceback 

However, it is very difficult to identify attackers’ true location only by IP traceback, 
because some subtle attackers often use a fair number of stepping-stones to conceal 
their true location. Although IP traceback is not a complete solution, it can identify the 
nearest routers to attackers. Then some countermeasures such as filters can be deployed 
in good season. And an efficient IP traceback system can hold attackers in awe. So 
nevertheless IP traceback is an effective countermeasure to defeat DoS and DDoS 
attacks by far. 

In this paper, we make two contributions. First, we propose a more practical 
hierarchical IP traceback system, which can be implemented and deployed more 
conveniently and securely. Second, we present an adaptive edge marking scheme for IP 
traceback, which is more stable and robust. 

The rest of this paper is organized as follows. In section 2, we describe related work 
on IP traceback. Section 3 presents the architecture of the hierarchical IP traceback 
system and the adaptive edge marking scheme for IP traceback. Theoretical analysis of 
the algorithm is provided in section 4. And section 5 provides simulation results. In 
Section 6, we will discuss how to implement making authentication in our traceback 
system. Finally, we make a conclusion for this paper in section 7. 

2   Related Work 

Research on IP traceback has been rather active since DDoS attacks came forth in the 
late 1999. A number of approaches have been proposed for IP traceback. 

Ferguson et al. proposed ingress filtering which blocks packets with illegitimate 
source addresses [3]. Burch et al. proposed a link-testing technique called controlled 
flooding [4]. Unfortunately this approach itself is a DoS attack. So it is unpractical. 

Sager [5] and Stone [6] proposed log-based schemes, however which consume 
enormous resources of routers. Snoeren et al. [7] improved the log-based scheme, but it 
still has a huge overhead for the router to compute hash values for every packet. 
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Bellovin [8] proposed a new ICMP-based scheme (iTrace) for IP Traceback. And an 
intention-driven iTrace was also introduced to reduce unnecessary iTrace messages and 
thus improve the performance of iTrace system [9]. 

Probabilistic packet marking (PPM) was firstly proposed by Savage et al. [10]. In 
this approach, routers probabilistically mark packets with partial path information 
before forwarding. The victim then reconstructs the complete graph after receiving a 
modest number of marking packets. By comparison on management cost, additional 
network and router load, and the ability to trace multiple simultaneous attacks, PPM 
has more advantages than previous approaches [2][10]. 

In terms of the difference of marking information, PPM has two classes: node 
sampling algorithm and edge sampling algorithm. Because the node sampling 
algorithm could not trace DDoS attacks, the edge sampling algorithm is more prevalent 
now. And it includes two typical schemes: fragment marking scheme (FMS) proposed 
by Savage et al. [10] and advanced marking scheme (AMS) proposed by Song and 
Perrig [11]. 

Recent research has suggested that less than 0.25% of packets are fragmented [12] 
and modern network stacks implement automatic MTU discovery to prevent fragment, 
so the rarely-used 16 bit identification field in IP header is usually used to encode the 
marking information. However, it is clear that the 16-bit free space is not enough to 
encode one node (IP address of one router, 32 bit) or one edge (IP addresses of two 
neighborhood routers, 64 bit). 

To solve this problem, FMS subdivides each edge into some number of fragments 
and marks them into separate packets. But this approach has a very high computation 
overhead for the victim to reconstruct the attack path and gives a large number of false 
positives when under multiple simultaneous attacks [11]. 

AMS is more communication and computation efficient than FMS. Based on the 
assumption that the victim knows the map of its upstream network, AMS can 
reconstruct the attack graph by only encoding the hash value of one edge instead of 
encoding the full IP addresses in FMS. 

Although PPM has more advantages than other IP traceback approaches, however, 
existing PPM schemes have two major shortcomings. First, existing PPM schemes are 
end-host schemes. That is evidence collection and reconstruction of attack paths are 
accomplished by victim itself. End-host scheme not only increase the computation and 
storage overhead for the victim, but also make deployment of the traceback system 
more complex. For instance, in AMS each potential victim must save a copy of 
upstream network map and update it periodically to ensure the accuracy of AMS. The 
hierarchical traceback system proposed in this paper will solve this problem. 

Second, the previous PPM schemes use a fixed marking probability in every router. 
Thus there is a greater likelihood that the marked packets will be overwritten by 
downstream routers. So much more time is required to reconstruct an attack path. In 
this paper, we will propose a scheme using adaptive marking probability to reduce 
time. From theoretical analysis and simulation results given in the following sections, 
we can believe the new scheme is more stable and robust. 

3   Hierarchical IP Traceback System 

Hierarchical IP traceback includes three processes. First, the packets are sampled and 
marked by traceback-enabled routers. Second, the victim receives and collects those 
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marking information in packets as evidence for attacks and then dispatches a traceback 
request to the traceback system. Finally, the traceback system reconstructs the attack 
graph and takes some countermeasures for the victim. 

3.1   Architecture 

The processes of packet marking, evidence collection, and attack graph reconstruction 
are dispersed among three separate components in the Hierarchical IP Traceback 
System (HITS), which is depicted in Figure 2. Each traceback-enabled router has a 
Marking Agent (MA) associated with it. The MA can be implemented as a software 
agent, a plug-and-play interface card, or a separate device connected to the router. MA 
samples the packets passing through it and encodes the partial attack path information 
into the packets. 

Re
qu
est

Re
que
st

 

Fig. 2. Hierarchical IP Traceback System (HITS) 

MAs are managed by the Traceback Service Provider (TSP). One TSP is responsible 
for a particular region of the network, such as one ISP network. That is each ISP has its 
own TSP. TSP can enable or disable the MAs in its own region. 

The Evidence Collection Agent (ECA) can be implemented as software or hardware 
installed into the victim. It is responsible for collecting marking information as 
evidence for attacks. After collecting a modest number of marking packets, it sends a 
traceback request with evidence to TSP by the given API, Web Service interface, or 
simple HTTP/HTTPS protocols. Upon receipt of the request, the TSP 
cryptographically verifies its authenticity and integrity in order to prevent new DoS 
attacks. After successful verification, the TSP then performs the traceback operation. 
And for load balance, one ISP can have more than one TSP. 

3.2   Marking Information Encoding 

In order to make path reconstruction more convenient, the XOR-based compressed 
edge algorithm [10] [11] will no longer be used in our scheme. We make the most of the 
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free space in IP head and encode the head and tail of one edge separately. As above 
mentioned, packets are rarely to be fragmented in modern network, so both 
identification field and offset field are rarely used. Hence, we encode the head and tail 
of one edge into these two fields. Figure 3 shows the encoding policy. 

 

Fig. 3. Marking Information Encoding 

One edge can be represented as a triple <d, HES, HEE>. The 5-bit distance (d) field 
represents the hops from the head of the edge to the victim. 5 bits can be used to 
represent 32 hops, which are sufficient for almost all paths. HES and HEE fields save 
the 11-bit hash values of the head and tail of one edge. 

3.3   Adaptive Edge Marking Scheme 

In order to reduce the probability that the information marked by an upstream router is 
overwritten by downstream routers, we improve the edge marking algorithm of AMS. 
Instead of using fixed marking probability, MA will adjust the marking probability 
according to distance field (d) in the packet. First, we assume that the initial sampling 
and marking probability (p) of each router is equal. Upon sampling a packet, the MA 
firstly judges whether this packet has been marked or not. If marked, the MA will use 
lower probability p/(d+1) to re-mark the packet, i.e. reduce the overwriting probability. 
This adaptive algorithm is namely the Adaptive Edge Marking Scheme (AEMS) as 
depicted in Algorithm 1. 

Algorithm 1. AEMS Algorithm 

Marking process of MA in Ri:  
For each packet P 
Let r be a random number from [0,1)  
  If ( r < p ) { 
       If ( P.d > 0 ) { 
 Let r be a random number from [0,1)  
 If ( r < p/(P.d+1) ) { 
   P.HES = Hash(Ri);  
           P.d = 1;  
 } 
      else{ 
   if (P.d == 1 )  P.HEE = Hash(Ri);  
       P.d = P.d +1;  
   } 
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       } 
       else { 
   P.HES = Hash(Ri);  
   P.d = 1;  
       } 
  } 
  else { 
       if ( P.d == 1 )  P.HEE = Hash(Ri);  
       if ( P.d > 0 )  P.d = P.d+1;  
  } 

3.4   Traceback and Attack Graph Reconstruction 

After receiving a modest number of marking packets, the ECA can obtain an edge set 
(E). Then the ECA dispatches a traceback request with E to the TSP in its ISP’s 
network. After verifying the request, the TSP performs the traceback operation. First, it 
concatenates the edges in E according to the d of each edge and then constructs the path 
set (P). Each path in P is an ordered list of hash values of routers sorted by distance 
from the victim. For example, as Figure 1, E= {<1, H9, V>, <2, H7, H9>, <3, H4, H7>, 
<4, H1, H4>, <3, H5, H7>, <4, H2, H5>}, and Hi represents the 11-bit hash value of the IP 
address of Ri. Then the TSP can get P. P= {<H9, H7, H4, H1,>, <H9, H7, H5, H2,>}. Only 
by hash values in P the TSP could not reconstruct attack paths. 

 

Fig. 4. Simulated Reverse-Path Flooding 

Second, the TSP checks every path in P using topology information. As we all 
known, it is difficult for one victim host to get an accurate map of its upstream 
topology, but it is easier for the TSP to get the topology information of its own ISP 
network. The TSP simulates reverse-path flooding to check whether paths in P match 
with the topology map. Figure 4 depicts how to use simulated reverse-path flooding to 
check the path <H9, H7, H5, H2,> on topology information. If matches completely, the 
true attack path can be obtained. If matching terminates at the border of this TSP’s 
region, then the TSP will produce a new request to other neighborhood TSPs with 
remained path information, which will be checked continuously by other TSPs until no 
match is found. 

Finally, after reconstructing the entire attack graph by simulating reverse-path 
flooding, the TSP can give a response to the ECA. And furthermore the TSP can install 
or activate some filters in MAs to defeat attacks for the victim. 
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4   Analysis 

In this section, the theoretical analysis about AEMS algorithm will be presented. From 
the analysis results, we will see that AEMS not only converges more quickly, but also is 
more stable than AMS. We first give the definition of the convergence time of one 
marking algorithm. 

Definition 1. Convergence Time. The convergence time of a marking algorithm is 
defined as the least number of packets, X, required to reconstruct an attack path. 

Let p denote the initial sampling and marking probability of each MA. And let q 
denote the probability of receiving a marking packet marked by the upstream router d 
hops away from the victim. If we restrict p to be identical at each MA, then we can get 
the following equation for AMS: 

1)1( d-
AMS ppq −=  (1) 

According to the Coupon Collector Problem, the expected value of the convergence 
time of AMS algorithm [11] is: 
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Similarly according to the Coupon Collector Problem, the expected value of the 
convergence time of AEMS algorithm is: 
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Obviously, we can further infer that qAMS<qAEMS and E(X)AMS>E(X)AEMS when d>1. 
That is we can believe that AEMS algorithm converges more quickly than AMS 
algorithm by theoretical analysis. 

Furthermore, we can figure out the numeric curves of E(X) AMS and E(X)AEMS in 
terms of equation (2) and (4) to compare the stability of these two algorithms. Figure 5 
depicts those numeric curves. 

Figure 5(a) shows that the convergence time of AMS fluctuates dramatically along 
with the increase of p. However, AEMS is more stable than AMS. And when p>0.05, 
variation of p has little influence on E(X). 

Figure 5(b) depicts that the E(X) of AMS fluctuates dramatically along with the 
increase of d. However, AEMS is more stable than AMS. 

If we let p=1 identically, then we get the following equations: qAEMS=1/d and 
E(X)AEMS=dln(d). In this instance, AEMS degrades into the scheme proposed by Tao 
Peng [14]. We should note that AEMS is not optimal when p=1. However, it is not vital 
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because p has little influence on the performance. The following section will give the 
simulation results to validate above theoretical analysis conclusions. 

 

Fig. 5. Comparison between AMS and AEMS on Stability of Algorithm 

5   Simulation Results 

We have implemented AEMS and AMS algorithms on NS-2 (Version 2.27) [15] to 
compare the performance of these two algorithms. Before discussing the simulation 
results, we first define the following concepts as baseline for comparison. 

Definition 2. Complete Convergence. After receiving a modest number of marking 
packets, if we can get all the information of an attack path, we call it is in complete 
convergence state. 

Definition 3. Complete Convergence Rate (CCR). After receiving a certain number of 
packets and repeating some times of this experiment independently, we call the ratio of 
the number of experiments arriving at complete convergence state to the total number 
of experiments as complete convergence rate (CCR). The variation of CCR reflects the 
convergence speed and the stability of one marking algorithm. 

Because the reconstruction of each path is independent, the number of packets 
needed to reconstruct all paths is a linear function of the number of attackers [10]. 
Hence, we conducted experiments on simulated attacks using a single attack path from 
the Skitter dataset on June 29, 2004 [13]. And the path length d is 14. 

Figure 6 depicts the variation of complete convergence rate of AEMS and AMS 
when we let p be different value from 0 to 1, given d=14. In this figure, the value on the 
vertical axis of every data point represents the CCR when 100 times of independent 
experiments repeated. 

Figure 6(a) shows that the curves live close with each other when we let p be 
different value in AEMS. That is different values of p have little influence on the 
convergence speed of AEMS. And on the other hand, Figure 6(b) shows that the 
convergence speed of AMS algorithm varies dramatically when we let p be different 
value from 0 to 1. Hence, p could not be arbitrary value in AMS and E(X)AMS is 
minimized when p=1/d. So we usually set p=1/25= 0.04 in AMS. However, because 
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different values of p have little influence on AEMS, we can periodically change the 
initial sampling probability p of each MA to prevent some subtle attackers from faking 
marking packets by guessing the value of p. Thus, the traceback system using our 
AEMS algorithm is more secure and robust. 

 

Fig. 6. Variation of Complete Convergence Rate of AEMS and AMS 

In addition, in Table 1 we made a comparison of the convergence time of AEMS and 
AMS when we let p be different value. From Table 1, we can show that the 
convergence time of AEMS is always not more than 300 packets. However, the 
convergence time of AMS increases dramatically to 8500 packets when p equals to 0.4. 
So, we can make a conclusion that AEMS is more stable than AMS. 

Table 1. Comparison of Convergence Time of AMS and AEMS 

 0.04 0.07 0.3 0.4 
AMS 250 250 1500 8500 

AEMS 250 250 300 300 

The simulation results given above sufficiently validate the theoretical analysis 
results presented in the previous section. 

6   Discussion 

Although AEMS is more stable and robust, there is a shortcoming in HITS. That is 
some powerful attackers can forge marking information to prevent from reconstructing 
true attack paths, because the packet marking are not authenticated. A simple 
mechanism to solve this problem is to use Message Authentication Code (MAC) 
technique. But it is obviously impractical in end-host schemes, because it requires each 
router to share a secret key with each potential victim. 

However, we believe MAC is practical in the HITS, in which it only requires each 
TSP to share a secret key with each MA. Fortunately, because each MA is managed by 
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the TSP in its region, therefore it is convenient to share a secret key within them. And 
moreover, some vicious victims could not tamper the evidence collected by ECA, 
because they have no secret keys. So the MAC-enhanced HITS is secure enough to 
prevent from forging packet marking and tampering evidence. 

Hence, we believe that it is more convenient to deploy HITS securely and 
incrementally than end-host schemes. 

7   Conclusion 

In this paper, at first we have proposed a practical hierarchical IP traceback system, 
which can be implemented and deployed more conveniently than previous end-host 
schemes. And then we proposed an adaptive edge marking scheme, which has been 
proven to be more stable and robust than previous schemes by theoretical analysis and 
simulation results. Finally, we discussed how to implement packet marking 
authentication in our traceback system. 
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Abstract. Given the fact that the current Internet is getting more difficult in 
handling those interactive traffics which are rapidly increasing, new techniques 
are required. In this paper, a new Active Queue Management (AQM) algorithm 
for interactive communications that uses fuzzy logic is proposed. We analyse 
the relationship between the end-to-end performance and switch nodes’ opera-
tion state in packet-switched networks. Based on this analysis, guidelines for 
performing control actions at gateways are given. A new AQM algorithm, 
Fuzzy Adaptive Optimized Marking (FAOM), is also introduced. We then 
compare FAOM with RED (Random Early Detection) by simulation using NS-
2 to show that FAOM does improve the end-to-end performance for real-time 
interactive communications.  

Keywords: Fuzzy, Congestion Control, TCP/IP, Active Queue Management, 
Communication. 

1   Introduction 

The current Internet has been used in a wider context than before. Beside the file 
transferring and emailing, many other real-time and interactive applications are also 
been used in the Internet. Most researches have a strong impression that real-time 
applications are supplied with the User Datagram Protocol (UDP). However, there are 
still a significant part real-time and Interactive applications, e.g. Net-game and on-line 
charting, need reliable transmission that have to be supplied with the Transmission 
Control Protocol (TCP). The research of improving the performance of TCP-based 
interactive communication is a useful and valuable topic but has not been adequately 
studied before. In this paper, we focus on the designing of a novel Active Queue 
Management (AQM) algorithm that can improve the TCP performance for real-time 
interactive communication. A potential application for this new AQM algorithm in 
the industries is to implement it into the access networks. It can be activated when 
game-players are accessing. Fuzzy logic is a departure from classical Boolean logic in 
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that it implements soft linguistic variables on a continuous range of truth values which 
allows intermediate values to be defined between conventional binary. Since fuzzy 
logic can handle approximate information in a systematic way, it is ideal for control-
ling nonlinear systems and for modelling complex systems for which an inexact 
model exists or systems where ambiguity or vagueness is common. RED is one of the 
most widely researched AQM algorithms. However, RED is not efficient enough to 
eliminate congestion, especially the queuing delay when the communication network 
is under heavy load. By using analytical models and fuzzy logic, we introduce in this 
paper a new AQM algorithm called Fuzzy Adaptive Optimized Marking (FAOM), 
which employs a totally different design principle against current AQM algorithms. 
Interactive communications in a congested Internet will benefit from FAOM. It is 
shown through simulation that the performance of real-time interactive communica-
tions significantly improves under a wide range of traffic load when deploying 
FAOM compared to RED at bottleneck switch nodes.  

This paper is organized as follows. Related works are introduced in Section 2. In 
Section 3, the relation between end-to-end performance and switch-node running state 
is illustrated. From that, a new AQM algorithm called FAOM is introduced in Section 
4, which improves the network performance by controlling the queue length at 
switch-nodes approaching an ideal length. In Section 5, simulation experiments are 
designed for comparing FAOM and RED to show that FAOM can indeed improve the 
performance of real-time interactive communications under network congestion situa-
tions. Also, we show using the simulation results that FAOM is capable of providing 
more stable queuing despite the variation of traffic load. We end this paper with some 
concluding remarks in Section 6. 

2   Related Work 

Extensive research has been done on Random Early Detection (RED) since it was 
introduced by Floyd and Jacobson [3]. There are many arguments on whether RED 
can improve end-to-end performance. The Internet Engineering Task Force (IETF) 
recommended its deployment [8], while some researchers showed evidence of oppos-
ing its use [4, 13]. Many research papers using mathematical modelling [11, 20, 21] 
and simulation experiments [19] to evaluate the performance of RED are found in the 
literature. Other papers treat essentially design guidelines of AQM algorithms [15, 
16]. Several RED variations are found in the literature: FRED [17], SRED [12], 
BRED [18], and ARED [1] are among those that received most attention. FRED, 
SRED and BRED use per flow queuing algorithms. REM [15, 16, 19] is a new pro-
posed AQM algorithm that received increase attention by the research community. 
REM uses a (mathematical) duality model to simulate the network congestion control 
process. REM has two drawbacks that make it hardly fit in current network environ-
ments: 1) REM needs to revise the source algorithm when deployed; and 2) REM 
cannot work along current AQM algorithms such as RED. Model abstraction for 
communication networks has attracted great interest among the research community. 
Classic control theory is also used for network modelling [4], [11]. The network con-
gestion control process is converted into a close loop system. This model works well 
in single switch node system, but not in large-scale networks as there are more model 
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parameters affecting end-to-end performance. Although works on the application of 
intelligent control to communication networks is found in e.g. [5, 6], they are more 
alike pure adaptive algorithms that do not prove the use of knowledge structure sup-
porting machine intelligence. Current AI research in the communication networks 
mostly focuses on human interaction and the application layer. Although not quite 
active, there is some research on applying AI in the field of Transmission subnet 
management. Reference [2] presents an Intelligent Agent Architecture and a Distrib-
uted Artificial Intelligent based approach for Network Management (NM) where a 
NM system based on intelligent agents, claimed to be more elastic than conventional 
centralized approaches, is proposed. Applying fuzzy logic in the congestion control 
process is also an area that researchers are looking at. References [10, 23] apply fuzzy 
logic in the Available Bit rate (ABR) congestion control in ATM networks. Reference 
[22] uses fuzzy logic for the design of an AQM algorithm and proposes Fuzzy RED. 

3   Optimizing End-to-End Performance 

The Internet was designed for non real-time communications. The only congestion 
signal for this kind of communication network is packet loss [5]. This kind of archi-
tecture could not meet the developing requests for interactive and real-time applica-
tions. A new method needs to be used to evaluate the network performance. As we 
know, the total delay an end-to-end connection suffers is the time length between the 
information began to send by source and this information been well received by re-
ceiver, which is the sum of transmission time and transmission delay. Transmission 
time can be measured by the quotient of information size and useful transmission rate 
(in terms of throughput in some applications). Theoretically, the transmission delay of 
any network system is composed by two parts, propagation delay and queuing delay. 
Propagation delay only relates to the properties of data link layer and physical layer, 
and can be roughly considered as a constant at the level of network layer if the route 
has been setup. Therefore the variance of the transmission delay is only affected by 
queuing delay. The queuing delay is the quotient of queue length and transmission 
rate. Therefore the total delay that suffers the end-to-end connection l of sending an 
information block can be given as 

l
npropagatio

lx xx

x
l

l t
UsageCapacity

hQueuelengt

Throughput

D
DT ++= ∑

⊂ *
)(  (1) 

where D is the size of block that transmitted by sender, Throughputl is the transmis-
sion rate that received by the connection l, Queuelengthx is the queuing of the multi-
plexer at switch-node x, Capacityx and Usagex are the output port’s capacity and its 
efficiency of the multiplexer at switch-node x respectively. l

npropagatiot  is a constant that 

represents for the total propagation delay that connection l suffers. For and switch-node 
x, lx ⊂  when connection l passes through x. While for the multiplexer in switch-node x, 
if the ingress data of the multiplexer is fluctuated, a function G exists for 

 0),,( =ηxx UsagehQueuelengtG   

where η  is the distribution of ingress data. Consider the situation where no massive 
packets lost takes place. Therefore, the following equation exists. 
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Then, the Tl can be considered as the performance measurement of end-systems’ 
application in data networks. When Tl is reduced, the receiver is able to obtain infor-
mation it needs earlier for which benefits the performance of real-time applications. 
Moreover, lower Tl also benefits interactive communications. Therefore the target of 
congestion control process is to minimise it. In a communication network, suppose n 
connections are accessing one bottleneck link. The performance evaluation of the 
TCP connection L is PL. As defined above,  

][ l
L TEP =  (3) 

The overall performance of all connections that access switch-node x can be repre-
sented as: 

n

P

P

n

xL
L∑

=='  
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In order to improve performance, the value of P’ needs to be minimised. Ideally P’ 
can be reduced after some configuration performed at the network switch node, this is 
the so-called process of network optimization.  
It can be easily shown that,  
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It is known that Queue length affects the switch-node’s performance while long queue 
encourages queuing delay and short queue wastes the bandwidth. Ideal queue length 
optimising the switch-node’s performance, therefore we define the running cost of the 
switch-node as J(queue). 
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Then, equation (5) can be converted as:  
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If defined 
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then, 

ConstJP +='  (9) 

So, the performance evaluation J is linked with the criterion of the congested switch-
node P’ through equation (9), which means that the performance of the end-to-end 
connections can be improved through the configuration done at switch-nodes. The 
network is running at an optimized state when J is minimized by tuning queue length. 
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4   Fuzzy Adaptive Optimised Marking  

It has been proved in the Queuing Theory that the function z=J(queue) is a concave 
function. So, 

0
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2

>
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Jd  (10) 

Defined a variable 0>∆t  and a small constant 0>ε . A function is defined as 
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From Taylor Expansion,   
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Then, from (11), (12), and (13) 
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So based on (10), roughly, a conclusion can be given as follows. 

0>
∆td

dF  (14) 

In switch-nodes, t∆  represents for the offset between existing queue length and ideal 
queue length. The value of F can be directly measured in switch-node, so that value of 
F can be used to depict the value of offset. The Explicit Congestion Notification 
(ECN) [8] mechanism is used in this research to control the queue length. Naturally, 
the ECN bit is marked with higher probability to put down the queue length and 
marked with lower probability to encourage queuing. From above analysis, the ECN 
marking probability needs to be increased when the value of F is positive and de-
creased reversely. Since no clear equations can be generated from above analysis, the 
idea of fuzzy logic is applied to organise the queue management process. Therefore, a 
linguistical logic table is given below. Defined the ECN marking probability as p.  

Table 1. Logical Table in Determine Control Actions 

F NL NS 0 PS PL 
t∆  NL NS 0 PS PL 

dp/dt NG NW IV PW PG 
NL: Negative Large  NG: Negative Strong 
NS: Negative Small  NW: Negative Weak 
0: Zero   IV: Invariable 
PS: Positive Small   PW: Positive Weak 
PL: Positive Large   PG: Positive Strong 
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Five linguistic values, w1, w2, w3, w4, and w5, are defined. As previously studied, the 
following membership function for the fuzzy controller can be generated accordingly.  

o

F

Membership

Function

NSNL PS PL

2w 3w 4w 5w1w

 

Fig. 1. Membership Function for the Fuzzy Controller 

The deffuzzification process is defined as Centre-average. Therefore, the controller 
output can be given as: 

5421 wPLwPSwNSwNL MhMhMhMhpOutput ⋅+⋅+⋅+⋅+=   

hNL, hNS, hPS and hPL are four predefined step length values respectively stand for 
“negative large”, “negative small”, “positive large”, and “positive small”. Adaptive 
mechanism can be applied to tune those values. Then, we come up with a new AQM 
algorithm, Fuzzy Adaptive Optimized Marking (FAOM) based on FIFO which runs 
on TCP/IP networks. As the traffic on the Internet is highly fluctuated, there is a 
 

 

Fig. 2. FAOM Algorithm 
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trade-off between link utilization and queue length. It is reasonable to assume that 
ingress traffic to be a stationary process. Long queues at switch nodes will result in a 
high link utilisation as well as a large queuing delay. Conversely, a lower number of 
packets queuing will decrease the queuing delay but harm the link utilization. The 
idea behind FAOM is to balance this trade-off and optimize the end-to-end 
performance.  Detailed algorithm of FAOM is shown in Figure 2.  There are five 
parameters that need to be set for FAOM, which are: freeze_time, t1, t2, α  and β . 

freeze_time is set to control the marking probability p update frequency. FAOM 
maintains a single probability, p to mark the Explicit Congestion Notification (ECN) 
bit [7] when the packets are dequeued. As we assumed that all sources are running 
TCP. t1 and t2 determine the amount by which p is increased or decreased. In the 
decision process, as calculated by the reward structure, α  and β  are respectively the 

bandwidth price and delay price associated with a network object. 

5   Simulation Experiments 

In this section, we compare through simulation FAOM and RED in terms of queue 
length and link utilization at routers. We also compare the end-to-end performance of 
passing through an FAOM capable gateway against a RED capable switch-node. This 
is to prove that the end-to-end performance can indeed be improved by tuning the 
trade-off between queue occupancy and link utilization. In these experiments, we 
trace the queue length and link utilization at congested gateway and the Tl for the 
TCP connection accessing it. The bottleneck gateway is set to different congestion 
states to prove that FAOM can successfully improve the end-to-end performance for 
interactive communications under various congestion situations. 

5.1   Simulation Environment 

The simulation study is based on the network simulator ns-2 [6]. Simulation is per-
formed on the network shown in Figure 3 where an interactive communication shares 
a bottleneck link with cross traffic. The bottleneck link is set to 15Mb with 10ms’ 
propagation delay. Other links are all set to 20Mb bandwidth with 10ms’ propagation 
 

Interactive Communication

Cross Traffic
Source

Sink

20Mb,10ms 20Mb,10ms15Mb,10ms

 

Fig. 3. Network Topology 
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delay. The cross traffic is modelled using an N sources configuration consisting of N 
identical TCP sources and sinks. All the sources and sinks are connected to a router 
with N TCP connections passing through the bottleneck link. All cross traffic sources 
are supplied by FTP (File Transfer Protocol) applications. The TCP default packet size 
is 1KB. The buffer capacity at the router is 100 packets. Packets are served in FIFO 
order and are marked with ECN bit using the probability of the AQM algorithms. 

5.2   Simulation Scenario 

In this experiment, RED parameters are set as follows: maximum threshold = 60, 
minimum threshold = 20, maximum probability = 0.1 and w = 0.002. For FAOM, we 
set 20=α , 100=β , t1 = 0.001 t2 = 0.0001. kl and ks are set to 2 and 0.5. The 
freeze_time is set to 10ms, D is set to 20 Kb. We trace the queue length and link utili-
zation at gateway as well as the end-to-end throughput and transmission delay. The 
simulation is run for 110 seconds. All the TCP sources start transmitting at the same 
time. The first 10 seconds are considered as simulation warm-up time, thus the simu-
lation measurements start at time t = 10 seconds. We set the number of cross traffic 
connection to 10, 100 and 200 respectively to represent different congestion states.  

5.3   Simulation Results and Discussion  

The simulation results are shown in Tables 2 and 3. We apply the Relative Percentage 
Deviation (RPD) over RED to measure FAOM’s performance improvement. Table 2 
illustrates the average for link utilization and queue length at FAOM and RED capa-
ble gateway under different cross traffic states. Table 3 is the average value for the 
end-to-end performance comparison of passing through FAOM capable network with 
RED capable network under different cross traffic states at valid running time.  

Table 2. RPD Analysis of FAOM over RED at Isolated Gateway 

 RED FAOM RPD 
10 0.975 0.96 -1.54% 

100 0.997 0.96 -3.71% 
 

Usage 
200 0.997 0.96 -3.71% 
10 22.65 10.16 55.14% 

100 53.01 10.27 80.74% 
Queue 
Length 

200 58.34 10.74 82.25% 
10 21.75 21.39 1.66% 

100 22.75 21.40 5.93% 
 

J 
200 23.18 21.43 7.55% 

Table 3. End-to-end RPD Analysis 

RED FAOM Connec-
tion Delay Thput Tl Delay Thput Tl 

RPD 

10 42.4 1.461 98.49 35.61 1.44 49.50 49.74% 
100 58.33 0.1497 250.27 35.67 0.144 174.56 30.25% 
200 61.20 0.0748 389.78 35.69 0.072 313.45 19.58% 
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Table 2 illustrates the fact that although the queue length was under a proper con-
trol, the Link Utilization has decreased when deploying FAOM. But we can also ob-
serve from Table 3 that there is a significant performance enhancement in terms of Tl 
when comparing FAOM and RED, which means that FAOM gateway keeps a better 
trade-off between Queuing and Link Usage than RED, and can provide a more swift 
delivery for data block D. This result supports our design principle that an interactive 
time AQM algorithm is needed. It proves that 1) our analysis in section 3 is correct in 
pragmatic, and 2) fuzzy logic has an alternative way to apply in AQM design other 
than those in ref. [20, 21, and 22]. 

6   Conclusions 

In this paper, several contributions have been made. 1) We illustrated the relationship 
between switch-node tuning and end-to-end connections’ performance and therefore 
proposed a new AQM algorithm for interactive applications. 2) We applied fuzzy 
logic in the AQM algorithm. 3) From the simulation comparison between FAOM and 
RED, we can observe a significant performance enhancement for real time end-to-end 
communications when deploying FAOM.  
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Abstract. The widespread Internet and mobile applications demand increasing 
requirements for easy and flexible to reconfigure a deployed system during run 
time. The middleware proposed to help programmer developing distributed 
application automatically inherits these demands and requirements. In his paper 
we present a CORBA based middleware system that adopts our technology of 
Routing Based Workflow (RBW). RBW has modeled the execution 
environment of cooperative components. Within RBW component instances are 
temporally bound to routing for their functionality execution. It is the temporal 
binding makes the dynamic reconfiguration of software components easy to 
realize and greatly simplify the hard problems of preserving consistency. 

1   Introduction 

To decrease the development cycle and alleviate the burden of distributed application 
developer from tedious non-business programming, middleware is proposed and 
widely applied for establishing large scaled distributed business applications. 
Application programmer just gets what he needs from middleware through provided 
application programming interface (API) or services, and does not care about how 
these functionalities are implemented. This simple mechanism of black box has 
brought middleware great success. But as development of Internet and mobile 
application, middleware is also required to improve to adapt new requirements of 
distributed applications. When designing and implementing a middleware application, 
designer always try to complete all functionalities and services in advance. But if all 
components are loaded to run when server starts, the fat server will cost much 
unnecessary memory and CPU resources for some seldom used or even never used 
components. Configurable middleware can customize components to provide specific 
services according to different circumstances and application areas at start time. But 
the kind of offline configurability is still not enough to satisfy the increasing 
requirements. Dynamic reconfiguration is gradually being an indispensable 
requirement for large scaled system, especially for the system that provides crucial 
continuous services and mobile services. In some case it is impracticable or will cause 
big loss if the system shut down or restart. However, faults are nearly unavoidable, so 
component has to be replaced by its new version. Also, new component will be 
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requested to integrate into the system. So, if system has capability of dynamic 
reconfiguration, the loss can be decreased to minimum. 

In this paper we propose a CORBA based middleware system that adopts the 
technology of Routing Based Workflow [2] which provides a flexible mechanism to 
assemble software components and reaches a high capability for dynamic 
reconfiguration. In next section we first introduce the motivation of our new approach 
and the work mechanism of routing based workflow. Then we explain how to 
construct a CORBA based middleware system using technology of routing based 
workflow. After that we give a discussion and analysis for our approach. Related 
works are also given to narrate some related research activities and indicate the 
differences to our proposal. 

2   Motivation 

Serials of Architecture Description Language (ADL) approaches give their solutions 
for configurable distributed system [1]. But all of these ADLs have no or limited 
dynamism. There are also plenty of proposals directly for dynamic reconfiguration. 
Most of these approaches for dynamic reconfiguration adapt a strategy of “waiting 
until safe state” [3], [4], [5]. This strategy first hold the new coming request, and wait 
all concerned components to go into a safe state which means component finishes the 
processing of task and is kept in a state of waiting. After all involved components go 
into a safe state, the reconfiguration operations then begin to be performed, and the 
held requests will resume to be processed after reconfiguration. The strategy of 
“waiting until safe state” works well in normal case, but it may collapse in an extreme 
case. For example, if the concerned component involves into a long time interaction, 
the processing of reconfiguration have to wait for long time, and all relevant services 
have to be stopped for long time. 

All of approaches for dynamism try to separate the functionality of component 
from its structural and management dependency with other components. The 
maximum independency of component gives the possibility for maximum flexibility 
of dynamism. Through the analysis of software system we get to know that every 
software components live in its execution environment. When the execution 
environment of component is provided, the component can be executed. For multiple 
cooperated components, there is also a global execution environment. All involved 
components can run and interact with each other when their global execution 
environment is available. In our core idea of routing based workflow, global 
execution environment is modeled as routing. The component instance is just 
temporal bound to execution environment, namely routing, to execute its 
functionality. After execution component instance will be unloaded from its routing 
and keep independence again. The execution environment can be duplicated, 
modified and replaced, and these changes result in new interactive way of involved 
components. When reconfiguration operation comes, what need to do is to modify the 
routing, and the hard issues of consistence maintaining is then naturally simplified to 
synchronization of routing updating because all the change operations are effected on 
routing, rather on components. 
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3   Routing Based Workflow 

In this section we describe how to construct the global execution environment, 
namely routing, and explain how it works for temporal binding of component. 

3.1   Overview of Routing Based Workflow  

RBW has modeled the software components from structure to running time state. The 
modeling of cooperated components in different states can be reflected into three 
tiers: routing schema, bound 
routing and active routing, 
shown as in Fig.1. Routing 
schema describe the struc- 
ture relation of cooperated 
components, and specific 
features and properties of 
each components. Bound 
routing is an idle execution 
environment in which all 
components are instantiated 
and all the interfaces of 
components and their 
communication path of data 
are also established and 
tested. In other words a bound routing is ready to serve for request. The third tier, 
active routing is the execution environment where the control, management and 
execution activities of involved cooperating components occur. In fig.1 the 
framework of routing based workflow depicts briefly the relation and work 
mechanism among different routing tiers. Workflow Manager is responsible for 
general management task between routing schemas, bound routings and active 
routings. Schema Configurator not only parses XML based offline configuration to 
schema object or decode schema object back to offline configuration. The real 
operations that realize dynamic reconfiguration on software components are 
implemented and performed by Routing Configurator. Because the reconfiguration 
operations are effected on bound routing, not on routing schema or component itself, 
the efficiency of reconfiguration is much higher than traditional solutions. For the 
management of functionality execution, a module of Execution Engine is designed to 
dispatch concrete request to the relevant bound routing, turn the state of routing to be 
active and guide the execution. 

3.2   Routing Composition 

Fig. 2. describe the structure of routing based workflow. The key elements are 
component delegate, component container, component processor and communication 
ports that take charge of the communication among component delegates and 
processors. 

Routing Schema

Active Routing 

Bound Routing 

Schemas 

Processors 

Schema  
Configurator 

Routing  
Configurator 

Execution 
Engine 

Workflow 
Manager 

Fig. 1. Three Layers Modeling of Routing Based Workflow 

Routings 
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Component Delegate 
Component Delegate encapsulates IO behaviors of component that it delegates, and 
represents the component in term of all management activities. Only when it is time to 
execute the functionality 
of component, the 
delegate will ask for its 
component processor to 
execute. After this exe- 
cution finishes, delegate 
will get results and re- 
turn component process- 
sor back to component 
container. Dependences 
management is another 
task of which delegate 
has to take charge. There 
are two dependences 
existed in routing based 
workflow. One is data- 
flow dependence has 
already been realized by binding of communication ports. The other one is control 
dependence that indicates the control relationship between current component and its 
neighboring ones. The implementation of control dependence adopts the pattern of 
Component Configurator. 

Component Container and Processor 
Component Container is used to manage component processor pool and keep contact 
with routing. Component processor is the wrapper for real functional entity that 
implements the functionality what it provides. Additional to be wrapper of functional 
entity, Component Processor need complete another tasks: triggering the execution of 
functional entity on arrival of input data. 

Communication 
Communication ports are designed to communicate among different components. 
From IO direction communication port can be identified as in port and out port. 
Communication port is the unique data exchange media among different components. 
So these ports are used both in component processor and component delegate. For 
component processor communication ports are fixed after the design and 
implementation of this component finish. But for component delegate, its ports are 
detachable, and this is part reason resulting in high flexible dynamic reconfiguration. 
In a routing all transported data has to be encapsulated into a Named Object which 
contains the information of name, data type, state and value etc. 

3.3   Routing Execution 

Routing undergoes different states from its instantiation to execution. Once routing is 
created and instantiated from routing schema, it goes into initial state in which each 
 

Fig.1. Structure of Routing
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component delegate is separated from other delegates. When routing completes the 
operation of virtual binding, it goes into virtual bound state that means routing is 
ready to be executed. If a specific request is dispatched to a routing for execution, the 
routing goes into real bound state. The relation of different states is shown in Fig.3. 

Temporal Binding for Execution 
The procedure of routing execution is a serial of temporal binding of component 
processor instance with routing. It is the temporal binding that enables the maximum 
independence of component with others and results in flexibility of dynamic 
reconfiguration on software components. The procedure of routing execution can be 
divided into two stages: Virtual Binding and Real Binding. 

Virtual binding is a serial of operations to make the component delegates of 
routing connected. One key task of virtual binding is ports binding for delegates, 
which means connecting delegates according the provided or automatically detected 
binding pairs of coupled ports. If all ports of all delegates in a routing have been 
bound, a dataflow pipeline of routing from input set to output set has been created. 
After virtual binding, the communication path between delegate and its processor is 
still separated, that is the responsibility of real binding. For a component processor, 
only when it is its turn to execute, the operation of real binding will be processed and 
the component processor will run to execute the functionality. After execution, the 
processor should also process the operation of real unbinding to unload processor 
instance from routing. So it is possible for a processor to serve in several active 
routing at the same time. Of course, the component processor has to be synchronized 
to ensure different routings can orderly acquire an independent time slice for it. 

The separation of virtual binding and real binding increases the independence of 
component from its cooperated components, and create a completed idle running 
environment for all involved components – virtual bound routing which provides a 
perfect operation environment for dynamic reconfiguration. 

Fig. 3. Different States during Routing Execution 
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4   Secure Middleware System – Smart Data Server Version 3.0 

We have developed a secure middleware system based on the technology of routing 
based workflow – Smart Data Server Version 3.0, abbreviated as SDS3 and depicted 
in Fig.4. SDS3 is built on modified CORBA communication platform to provide a 
dynamic reconfigurable secure solution for middleware architecture. In SDS3 the 
security is not provided as middleware services, but integrated into core components 
of SDS3. In our design just part of core components, such as authentication, access 
control components etc., are integrated to reconfigurable part managed by RBW. The 
rest are non-reconfigurable part, such as underlying communication infrastructure – 
Object Request Broker.  

 

4.1   Underlying Infrastructure – Modified Object Request Broker 

CORBA is a standard and specification of middleware computing paradigm from 
Object Management Group (OMG) [11]. Here we adopt the open source project 
openORB [12] and utilize part of CORBA – Object Request Broker, instead of the 
entire platform. To transfer our routing based request and response we make some 
modification for the ORB. The modifications are involved in Dynamic Invocation 
Interface for the client end and Object Adapter of the server side. 

Wrapper for Dynamic Invocation Interface 
In CORBA Dynamic Invocation Interface (DII) is a flexible, dynamic object access 
method. For the reason of flexibility and simplicity, DII is chosen as the base of 
object access method in SDS3. In the original DII client program has to obtain an 
object reference through additional transferring of object ID or invocation of Name 
Services of CORBA that still need the support of running of entire CORBA. In SDS3 
we create a wrapper for DII that enables the creation of object reference in local 

Fig. 4. Architecture of Smart Data Server Version 3.0 
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computer. But the price is that the remote information of object, such as host name, 
port and object name etc, have to be specified when instantiating a object reference. 
The DII wrapper also enables transferring of routing and security information, such as 
signature etc. 

Wrapper for Object Adapter 
In CORBA DSI collaborates with Object Adapter entity, namely Basic Object 
Adapter (BOA) or Portable Object Adapter (POA), to transfer a request to object 
implementation. In SDS3 request has to be intercepted from ORB to Routing Based 
Workflow (RBW) to execute functionality implementation. Between ORB and RBW 
we design a Workflow Adapter to take charge of the task similar to BOA or POA. 
Workflow Adapter is also registered as the default Object Adapter for all deployed 
objects, so it is in fact the only one adapter for all deployed services.  

4.2   Reconfigurable Part – Components for Security Control 

The reconfigurable parts of SDS3 are organized and managed by routing based 
workflow. Now there are four components available, namely Monitor, Authenticator, 
Authorizer, Access Control and Request Broker. The indispensable component is 
Request Broker which is responsible to invoke application. Monitor is used to 
register and supervise the accessing of clients. Authenticator, Authorizer and Access 
Control components work in a model of Role Based Access Control (RBAC) [10] to 
enhance the security of invocation. Authenticator employs Public Key Certificate 
(PKC) technology to authenticate whether current user is valid one or not. Attribute 
Certificate (AC) [9] based Authorizer component checks which role belongs to 
current user and judges whether this role is valid or not. Access Control checks 
whether this user can make this invocation or not according to a policy that records 
role hierarchy and access policy information. All these components work together to 
give different rights to different users for different accessing. The simplest routing 
contains only one component, Request Broker, where there is no restriction for 
access. Four other components are able to freely add to form different routings 
during run time as long as their ports are matched and the operation gets permission. 
For example, integration of four secure components can provide the strictest security 
control. 

5   Analysis and Discussion 

Routing Based Workflow (RBW) provides high dynamic reconfigurable capabilities 
for middleware components. The reconfiguration of routing will result in new 
interactive way of cooperated components, but these changes do not affect the 
functional processing of component and also successfully simplify the hard issue of 
consistency preserving for the temporal binding of component instance with routing.  
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5.1   Procedure of Dynamic Change 

In RBW routing represents the structure and cooperation relation of software 
components. So change of routing means changing the inner structure of software 
components. Fig.5. describe 
the detailed steps to make 
change on a routing. For each 
request, Execution Engine has 
to acquire a specific routing to 
execute it.  So even when 
Execution Engine is executing 
a request with routing A, 
Routing Configurator can also 
accept a request to make 
changes on it. What it has to 
do is just get a copy of routing 
A, and make changes on the 
copy, then update the copy on 
the repository of Bound 
Routings. Anytime Execution 
Engine can continue accept 
request for routing A. The 
difference is that it gets the old 
routing A before the updating 
and gets the new one after the 
updating. During the procedure of dynamic change, there is no any operation 
concerning on components. So the traditional hard issue of state transfer is avoid here, 
and issue of consistency preserving is also simplified to synchronization of routing 
updating in Bound Routings repository, which can be addressed much more easily. 

5.2   Dynamic Change Capabilities 

Operations for reconfiguration in RBW can be classified into three categories: routing 
change, delegate change and port change. Routing change contains the operations for 
adding a new routing and deleting a routing. Here we have not offered operation for 
modifying a routing because it can be achieved by the delegate change and port 
change. Delegate change includes operations for adding a delegate, deleting a 
delegate etc. Operations for port change are enabling a port and disabling a port. 
When deleting a delegate it is only deleted from current routing. Only when the 
component is not used in any routing, the component processor and its container will 
then be deleted from repository. For ports of component processor are fixed after the 
completion of programming. So port updating only refers to the port of component 
delegate. When disabling a port of a delegate, it means to hide the port of delegate 
from other delegates. Component processor will adopt the default value as inputting 
of disabled port when performing execution. Only when a port is disabled, the 
operation of enabling for this port is available. 
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6   Related Works 

Allen et al [3] separate the dynamic re-configuration behavior of architecture from its 
non-reconfiguration functionality, and reconfiguration occur only at points in the 
computation permitted by the participating components and connectors. Allen’s 
approach based on the Architecture Description Language (ADL) is only passive to 
know when it’s better to make the reconfiguration and has not addressed the problem 
of consistency maintaining. Goudarzi et al [5] present an approach to preserving 
consistency, and give a description of the intended changes, automatically identify 
and forces the affected components into a safe state. In [4], Almeida et al employ an 
approach based on Goudarzi et al, and they propose concrete solution to address 
dynamic issues for CORBA, such as structural integrity and mutual consistency etc. 
In [6], [7], Kon et al design a Component Configurator that is responsible for storing 
the runtime dependencies between a specific component and application components 
and other system. Through the communication and event contact between each 
component with hooked components and its client, dynamic reconfiguration is 
enabled for components that are already running. Component Configurator just 
records the dependences of component, but it has no consideration of the consistency. 
In our approach the design of control dependency are affected by the concept of 
Component Configurator. Rather similar idea with us can be found in [8], Shrivastava 
et al present a model based on workflow for distributed applications. In their model, 
workflow schema is used to represent the structure of tasks in a distributed application 
with respect to task composition and inter-task dependencies. Task controller is an 
expressive enough object to represent temporal dependences between constituent 
tasks and also used to guide the workflow execution.  In our approach the design of 
component delegate are much effected by the idea of task controller. Because 
Shrivastava et al have not modeled the execution environment and they also directly 
bind the component implementation to task controller, so the there still exists the 
problem for consistency preserving. 

7   Conclusion 

Dynamic reconfiguration is increasingly demanded for large scaled distributed system 
supporting continuous services and reactive mobile computing. However there is still 
no perfect solution that addresses the hard issues caused by dynamic changes. In this 
paper we propose a Routing Based Workflow (RBW) and apply this technology to 
construct a high flexible and secure CORBA based middleware system - Smart Data 
Server Version 3.0. In RBW the component instance is only temporally bound to 
routing, the modeled execution environment for cooperated components. The 
capability of dynamic reconfiguration is realized by the change on bound routing, 
instead of components themselves. So the hard problems, like preserving consistency 
etc., are skillfully simplified to synchronization of routing updating. However, in our 
current solution all the component and their component are hosted on local computer.  
RBW is not able to manage the components distributed on remote computers. Now 
we are investigating to extend the Component Delegate local delegate and remote 
delegate which are expected to enable RBW applicable for distributed components. 
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Abstract. The overall performance of networking computation is determined by 
the grid node computer and the network infrastructure under it. But the grid node 
computer currently in use is not designed for grid applications. At same time, 
router capacity is getting more and more powerful. To Combine high 
performance router with traditional supercomputer will be a feasible way for both 
supercomputing and high performance QoS routing. At one side, it can release 
the node computer from the networking overhead and focus on computing and 
data processing, At the other side, it bring more powerful computing power to 
router and enable it to meet stream-based QoS and security processing 
requirement. This paper proposed an innovative  integrated architecture 
AQRGS(Architecture for QoS-enable Router and Grid–oriented  
Supercomputer), which makes the CPUs focus on their high performance 
computing and data processing and leave the network communication jobs to the 
more specialized network processors in the high performance router. Thus the 
computing and communication capability of the grid node computers will be 
both highly improved and the grid application will run much faster. This paper 
discussed the related issues of building a grid oriented parallel computer 
integrating the network processing, which can also be benefit for QoS processing 
when used as a high performance router. 

1   Introduction 

After more than 10 years research, grid supercomputing is still a hot topic when people 
talk about the grid research. Lots of effort has been put in the Globus-liked grid 
middleware researches which make the grid supercomputing possible. But 
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performance is still the most important issue that blocks the real supercomputing jobs 
running on the grid. Besides of the networking infrastructure, the supercomputers itself 
is another important factor that affects the overall grid computing performance. Thus 
designing and making more powerful supercomputers which can combine the 
computing and communication together may be an efficient way to solve the 
performance problems. 

In traditional supercomputers, the CPUs have to consume a lot of cycles on 
networking processing when the computer needs to communicate with other com- 
puters on the net. For the communication intensive applications, it will cause a  
lot of overhead that will obviously slow down the CPUs. For the scalable, 
cost-effective value-added services supporting different traffic priorities (voice, video, 
data), you need to guarantee the quality of service (QoS)[1]. Thus you have to  
apply intelligent traffic engineering management schemes which will dramatically 
slow down the computation intensive applications. In the case of online massively 
multi-player games (MMGs), you may need peer-to-peer overlay support[2] to  
address the large amount of players playing the sophisticated high-performance 
MMGs.  

So combining the computing and communication capabilities tend to be a very 
important issue in making grid-designated supercomputers and QoS-enable high 
performance router. 

2   Related Work 

Lots of efforts have been put in the approaches to combine the computing and 
communication together. Active technology is one of the most important directions. 
Some related works are described bellow. 

2.1   ASAN[3] 

Georgia Institute of Technology’s ASAN(Active System Area Network) is one  
of the important projects dealing with the topic of combining the networking with 
computing together. They have studied the ways to build a much more  
powerful network interface which is capable of doing a lot of networking related 
computing job (i.e. the stream based computation) such as computing checksums on 
packets, data encryption and data compression and network related services such as 
firewalls, intrusion detection, or denial of service policies. Their main idea is to utilize 
the new type of computing and transceiving capable FPGAs to construct active  
SANs that can perform the stream oriented computations together with 
communications when the data is in transit. They have got some good results by 
making experiments on a Myrinet based system[4] which applying a new structure 
implemented on FPGAs. 

The structure is as in Fig. 1. 
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Fig. 1. Host with FPGA-Based NI 

They use the new type FPGA’s on-chip hardware such as memory, processor, 
transceivers to construct an enhanced NI(Network Interface) to off-load the host CPU 
from the communication functionalities. They also developed a connection-oriented 
programming model of communication where computations can be associated with 
connections and dynamically placed in the NI through the run-time reconfiguration of 
the FPGAs for application-specific, or connection-specific customizations. Their 
ultimate goal is the availability of a scalable communication and computation 
infrastructure for cluster-based data intensive computing. 

2.2   Active Messages[5] 

Active Messages is an asynchronous communication mechanism proposed in UC 
Berkeley while they study the large-scale multiprocessor computers. Their goal is to 
provide a cost effective way to expose the full hardware flexibility and performance of 
modern interconnection networks and coordinate the computing and communication 
without sacrificing processor cost/performance. They concluded that active messages 
is an efficient way to reduce the communication overhead dramatically on message 
driven machines. With this mechanism, overlap of the computing and communication 
is easily achieved and latency is successfully hided. And latency tolerance becomes a 
programming / compiling concern.  

The basic idea of the Active Messages is that the control information at the head of a 
message is the address of a user-level instruction sequence that will extract the message 
from the network and integrate it into the on-going computation.  

They have examined the message passing machines like Ncube/2 and CM5 and 
proofed the active messages mechanism is an order of magnitude faster than the 
traditional three-phase send/receive protocol. 

They also developed a simple programming model that provides split-phase remote 
memory operations in the C programming language, i.e. Split-C, an experimental 
programming model using Active Messages. And they showed how the Active 
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Messages can be incorporated into a coarse-grain SPMD (single-program multiple 
data) programming language.  

In addition, message driven architectures like J-machine and Monsoon and the major 
difference of the message driven computation and the Active Messages were discussed.  

Active Messages shows its advantage over both the message passing and the 
message driven mechanism. 

As for the hardware support for the Active Messages, they discussed two ways: 
improvement to network interfaces and modification to the processor to facilitate 
execution of message handlers. 

2.3   Active Networks[6, 7, 8] 

Active Networks are a novel approach to network architecture in which the switches of 
the network perform customized computations on the messages flowing through them. 
This approach is motivated by user applications, which perform user-driven 
computation at nodes within the network, and the emergence of mobile code 
technologies that make dynamic network service innovation attainable. These networks 
are active in the sense that nodes can perform computations on, and modify, the packet 
contents. 

Its goal is to solve the problems of today’s network which has difficulties of 
integrating new technologies and standards into the shared network infrastructure, poor 
performance due to redundant operations at several protocol layers, and difficulties of 
accommodating new services in the existing architectural model. 

2.4   Summary 

Active SAN, Active Messages and Active Networks are three different ways to 
combine computing and communication. But the Active SAN focuses on the SAN 
architecture to enhance the performance of cluster computers only. Active Messages 
emphasizes improving the inter-processor communications within the massive parallel 
architecture itself, and Active Networks works on the networking infrastructure to 
expand the switch or router with computation capability. 

3   The Architecture of the AQRGS 

In this paper, we focus our effort on constructing a new architecture for the emerging 
grid applications and at the same time, improving the performance of the grid node 
supercomputers.  

Grid is the future computing environment in which we can share computing, storage, 
and various information resources all over the world. And one of our dream is collec- 
tive supercomputing over the grid which will involve a number of supercomputers 
connected to the grid. Today’s supercomputers do not have the designated support for 
the inter-supercomputer communication mechanism to coordinate the collective 
computing. Usually, it takes the traditional supercomputers too much time to send or 
receive a message when they need to communicate each other. This is mostly due to the 
fact that they have to use their CPUs to perform the networking operations where the 
big latency will obviously occur.  



1222 C. Wu and X. Yang 

 

Progress on network processors in recent years makes it possible to construct a 
grid-oriented architecture in a cost-effective way to satisfy the emerging application 
needs in the near future. 

AQRGS (Architecture for QoS-enable Router and Grid–oriented  Supercomputer) is 
our approach utilizing the sophisticated network processor technology to offload the 
communication overhead from the CPUs and improve the computing perfomance of 
router. 

3.1   The Structure of AQRGS 

The basic idea of AQRGS is to combine a NP (network processor) via processor bus 
interface with each of the traditional PNs (Processing Nodes, i.e. the CPUs or 
super-nodes) in a massive parallel supercomputer, where the PNs are hooked to the 
interconnection network. In the issues, we call the network processor as NCP (Network 
Communication Processor), which work as a co-processor to PN. When it is used as a 
router, each PN is called as RCP(Routing Computing co-Processor, usually one CPU for 
one node in the issue). NPs are connected via switch interface to switch fabric. NP 
communicate with network environment via various network interface, such as 10Gbps 
POS/WAN/LAN, 2.5Gbps or 1Gbps Ethernet. To connect it with storage, the router may 
also have some InfiniBand-like network interfaces. Fig. 2 is the architecture of AQRGS. 

The bandwidth between PNs is much wider than PCI or other processor bus. The 
bandwidth among NPs are close to bandwidth among PNs. Within this structure, we 
can easily see the interconnection bandwidth is nearly doubled and connectivity 
between the PNs is much better. 

Inter-connection Network 

PN1 PN2 PNn 

NP1 NP2 NPn 

High-Performance Switch 

Network Environment 

10Gbps 1GE

 

Fig. 2. AQRGS Structure 
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When it is viewed as a supercomputer architecture, it has three advantages over 
legacy architecture. At first, we can achieve the short messages exchange and control 
message communication among PNs via NP. Secondly, we can offload processing 
overload to NP when we use NP as a mean of short message communication, which 
usually consumes a lot of CPU cycles. As a result, PNs are dedicated to computing. 
Thirdly, when the supercomputer needs to communicate with another one on the grid, 
the related CPU can send an active message though its NCP and get back to the work it 
is doing. And the NCP processes the message and prepares all the necessary 
information for the message transfer.  

When it is viewed as a new QoS-enable router, it brings the router powerful 
computing performance. It will have two advantages. Firstly, stream-oriented 
processing or QoS processing based on Diff-serv model need more and more 
computing performance, the traditional one CPU for one core router can not meet the 
requirement. Secondly, today’s core router usually have only one CPU. As a result, the 
network infrastructure become low efficiency since core routers suffering from DDOS 
attacks.  

You can also perform the Active SAN mechanism on the new network when the 
Active Message mechanism is running on the traditional interconnection network. This 
will indeed improve the system performance and at the same time, makes the grid 
communication much easier. 

3.2   The Challenges of the AQRGS Architecture 

The challenges in constructing AQRGS are the following: 

• The communication mechanism between PN and its NCP. 
• Programming model[9] The challenge is a programming model that enables 

users to develop applications that can effectively make use of the NCP. And 
this programming model will support both the grid wide computing and the 
computing within a grid node. Further more, the model will make the most 
use of the SAN resource to enhance the communication between the PNs. 

• Connection resource management: a methodology of how to choose a right 
connection, i.e. whether to go through interconnection network or the SAN 
like network switch, is needed and thus the shortest route algorithm should be 
designed. 

• Cost-performance evaluation of the architecture, what is the tradeoff between 
performance improvement and extra hardware and software.  

• The task assign algorithm between network processor and high performance 
CPU.  

• The collaboration mechanisms among high performance CPUs when it is 
used as a QoS-enable router.  

Proof of the concept for this work will be established by constructing a prototype 
system using commercially available resources: network processors inside a high 
performance router, existing traditional supercomputer, and commercial product. 
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4   The Prototype System Implementation  

The ideal communication between PN and its NCP could be a dual core semiconductor 
on which PN and NCP share the cache or memory. But in the prototype system, it is 
enough to construct it by the existing parts and equipments. 

As the Fig. 3, we use an existing supercomputer with 16 P5 CPUs, a router with 16 
forward cards, each incorporated with a network processor and an internet simulator to 
construct the test bed. In the approach, we use one gigabit Ethernet port to act the 
channel between PN and NP.  

Inter-connection Network 

PN1 PN2 PNn 

NP1 NP2 NPn 

High-Performance Switch 

Internet Simulator 

10Gbps 1GE

1GE 1GE1GE 

 

Fig. 3. The Prototype System 

In the prototype system, supercomputer’s CPU board has spare PCI slot which can 
be used to plug a gigabit Ethernet interface card. The NCP module here is a 
modification of the forward board developed for a high performance core router. On the 
forward board there is an IBM NP4GS3 network processor, 386MB memory and G-bit 
Ethernet ports, etc. and is well suited to the prototype needs. 

The NCP module runs an embedded operating system and performs all the 
networking functionalities acting as a peripheral device of the CPUs.  

The Internet/Grid Simulator is constructed based on the software router technology. 
Two kinds of experiment are evaluated on the test bed, grid-oriented network 

supercomputing and QoS processing of high performance router. The first kind 
experiments evaluate the issues about reducing communication overhead with NP as a 
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Fig. 4. Architecture for router’s computing performance enhanced evaluation 

communication coprocessor to CPU. The second kind experiments evaluate the issues 
about computing performance of router enhanced by the CPUs. The architecture is 
simplied as Fig. 4. 

The experiment results show that communication overhead can be great reduced by 
the introduction of network processor into each node of supercomputer. And routing 
computing performance are enhanced by attaching the CPU to each NP, which make 
the router behave well, especially when the router suffering DDOS attack and other 
kinds attack.  

We will also try the Active Message over the interconnection network and try the 
Active SAN though the switching router. 

5   Conclusion  

Grid computing is a promising area that needs to be studied and developed in depth. 
Constructing the Grid oriented supercomputers is one of the interesting directions. But 
we have to know what the Grid really need from the supercomputers, and what the 
supercomputers can do for the Grid applications.  

This paper proposes a novel structure utilized a network processor technology that 
trying to integrate the computing and communication. At the same time, the work is 
undergoing to construct a prototype system which not only proof the advantages of the 
new architecture, but also act as a test bench and experimental platform for Grid 
supercomputing applications. Together with the internet/grid simulator, it will help us 
to know much more about both the Grid and future supercomputer and to do the right 
thing to cope with the emerging Grid supercomputing application challenges. At the 
same time, core router can beneficed from the similar architecture when it is used in a 
environment suffering from DDOS and other network attacks. 



1226 C. Wu and X. Yang 

 

References 

1. Maher Ali, Girish Chiruvolu, and An Ge, Alcatel, Traffic Engineering in Metro Ethernet. 
IEEE Network Magazine,March/April 2005. 

2. Björn Knutsson,Honghui Lu,Wei Xu,Bryan Hopkins, Peer-to-Peer Support for Massively 
Multiplayer Games,Infocom 2004. 

3. Craig Ulme,Chris Wood, and Sudhakar Yalamanchili,Active SANs:Hardware Support for 
Integrating Computation and Communication� Proceedings of the Workshop on Novel Uses 
of System Area Networks at HPCA (SAN 2002) 

4. N. Boden, D. Cohen, R. Felderman, A. Kulawik, C. Seitz, J. Seizovic, and W. Su. Myrinet: A 
Gigabit-per-second Local Area Network, in IEEE Micro, vol. 15, no.1, 1995. 

5. T. Eichen, D. Culler, S. Goldstein, and K. Schauser, Active Messages: A Mechanism for 
Integrated Communication and Computation, in Proceedings of The 19th Annual 
International Symposium on Computer Architecture, pp.256-266,1992. 

6. D. L. Tennenhouse, J. M. Smith, W. D. Sincoskie, et al. A survey of active network research. 
IEEE Communication Magazine, 1997, 35(1):80~86. 

7. D. Buntinas, J. Duato, P. Sadayappan, and D. K. Panda, NIC-Assisted Broadcast/Multicast 
on Myrinet, Workshop on Communication and Architectural Support for Network-Based 
Parallel Computing (CANPC), Jan 2000 

8. Dhabaleswar K. Panda: Active Network Interface: Opportunities and Challenges, LCN 
2002: 605-608 (27th Annual IEEE Conference on Local Computer Networks (LCN 2002), 
6-8 November 2002, Tampa, FL, USA, Proceedings. IEEE Computer Society 2002, ISBN 
0-7695-1591-6) 

9. George Bosilca, Aurelien Bouteiller, Frank Cappello, etc. MPICH-V: Toward a Scalable 
Fault Tolerant MPI for Volatile Nodes, SC2002, 2002. 



 

X. Lu and W. Zhao (Eds.): ICCNMC 2005, LNCS 3619, pp. 1227 – 1233, 2005. 
© Springer-Verlag Berlin Heidelberg 2005 

APA: An Interior-Oriented Intrusion Detection 
System Based on Multi-agents 

Dechang Pi 1, Qiang Wang2, Weiqi Li3, and Jun  Lv 4 

1,2 College of Information Science and Technology,  
Nanjing University of Aeronautics and Astronautics, Yudao Street 29, Nanjing, 

Jiangsu 210016, PR China 
3,4 G.E International Software-System Co.Ltd, Nanjing 210002, PR China 

1 dechang_pi@hotmail.com  
2 nuaacs@yahoo.com.cn  

3 liweiqi@public1.ptt.js.cn 

Abstract. Considering some employees in the department abuse their privilege 
for personal gain through the local network, in the paper, we present a distrib-
uted intrusion detection system named APA (Application Process Audit), which 
tackles the interior violation. APA provides a multi-agents system to set up tai-
lored intrusion detection systems for real-time applications. Data mining tech-
nologies have been applied to the alerts file and audit logs in order to find some 
interesting audit rules, at the same time the rules base can be automatically ex-
tend with these rules. The whole system has six kinds of agent, which cooperate 
with each other to implement the monitor. Now APA has been applied to sev-
eral security departments and has received a good reputation. 

Keywords: Intrusion Detection; Multi-Agents; Audit; Network Security. 

1   Introduction 

As the network-based computer systems play a vital role increasingly today, they 
have become the target of the intrusions. Fraudulent employees abuse their privilege 
for personal gain. As a result, intrusion detection systems (IDSs) have received in-
creasing attention in recent years. 

Intrusion detection systems have proved to be an effective instrument for security. 
Systems with real-time capabilities provide automated protection of computer and 
network resources and allow the detection of ongoing security violations. Intrusion 
detection systems are currently one of the few reactive security mechanisms to 
counter threats on the communication infrastructure.  

In the paper we present a distributed intrusion detection infrastructure of APA that 
is developed at Nanjing G.E International Software-System Co.Ltd. The objective of 
the APA approach is to get a module system to flexibly set up intrusion detection 
systems for real-time applications. The APA concept is based on the use of agents 
which can be combined to set up a tailored intrusion detection system, and it meets 
the requirements of a given application environment. 
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Extensive researches have been done in this field [1-7], but they have been mainly 
designed for external attackers. Guy Helmer et al. [1] designed and implemented an 
intrusion detection system prototype based on mobile agents, which travel between 
monitored systems in a network of distributed systems to obtain information. Sung 
Baik and Jerzy Bala [6] present their preliminary works on an agent-based approach 
applied to intrusion detection domain. Ricardo S. Puttini et al. [5] propose a distrib-
uted and modular architecture dedicated to a mobile ad hoc network environment. 
Oleg Kachirski and Ratan Guha [3] implement an efficient and bandwidth-conscious 
framework based on mobile agent. Moon Sun Shin et al. [2] put forward a false alarm 
classification model to reduce the false alarm rate using classification analysis. Ta-
deusz Pietraszek [7] describes an adaptive learner for alert classification, which can 
reduce the false positives in intrusion detection. P. Ramasubramanian and A. Kannan 
[4] use a combination of both statistical anomaly prevention and rule based misuse 
prevention in order to detect misuser. 

APA system applies itself to interior detection in the local network and at the same 
time it aims at the application level. This is the main difference between APA and the 
other IDSs. 

2   The Architecture 

APA monitors the system by scanning the audit data that represent the users’ operat-
ing trace (such as operate the application system, database, operating system and 
network). Fig.1 describes its configuration about monitoring, auditing and security.  

The system has the following agents, which cooperate with each other to imple-
ment the whole monitor. 

1. Data Collecting Agent (DCA). This kind of agent collects the running informa-
tion about the user terminal and the network, and submits the messages to the 
EDA (Event Detection Agent). 

2. Event Detection Agent (EDA). Once this kind of agent receive audit data sent by 
the DCA, it lookup the audit rule base to call the corresponding EA (Event 
Agent) to monitor the terminal. 

3. Event Agent (EA). EA carries on the signature of the audit data and the audit 
rule to math in order to judge whether the event violate the rules or not. 

4. Interdict Agent (IA). Once this kind of agent runs, the terminal-user’s operation 
will be rejected. 

5. Audit Agent (AA). It writes the audit logs and alerts to files in order to audit af-
terwards. These data is useful for Data Mining Agent. 

6. Data Mining Agent (DMA). This kind of agent executes the data mining algo-
rithms to find some interesting rules. These rules can be used to extend the audit 
rule base. 

Knowledge Query and Manipulation Language (KQML) is a kind of communica-
tion language for agent. At the same time it is a descriptive protocol for information 
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and knowledge exchanging. The communication between agents in APA is peer to 
peer. The following is a typical message. 

{ 
    ask-one 
    :sender ProbeAgentID 
    :content (MonitorContent) 
    :receiver MonitorAgentID 
    :reply-with AuditContent 
    :language self-defined 
    :ontology Monitor-mode 
} 
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Fig. 1. The security idea of APA 

The following is a KQML message of APA. 

KQMLMSG   msg;          // Message name 
while (GetKQMLMessage (&msg, NULL, 0, 0))  
{ 
   TranslateKQMLMessage (&msg); //Translate the message 
   DispatchKQMLMessage (&msg);  //Dispatch the message 
} 
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Fig. 2. The architecture of APA based on multi-agent 

The APA architecture based on multi-agents is described in Fig.2. We now explain 
its two important agents, DCA and EDA. 

2.1   Data Collecting Agent 

DCAs (Data Collecting Agents) collect and handle the audit data. They aim at a fast 
reading, preprocessing and forwarding the audit data. DCAs can be placed at different 
points of the monitored hosts, which depends on the applied security policy. 

 



 APA: An Interior-Oriented Intrusion Detection System Based on Multi-agents 1231 

 

DCA are located on each node of the network, and act as anomaly-based monitor-
ing sensors at the user-level and system-level. These agents look for suspicious activi-
ties on the host node, such as unusual process memory allocations, CPU activity, I/O 
activity, user operations (invalid login attempts with a certain pattern, super user  
actions, etc). If an anomaly is detected with strong evidence, a DCA will terminate 
suspicious process or lock out the user and initiate re-issue of security keys for the 
entire network. If some inconclusive anomalous activity is detected on a host node by 
the monitoring agent, the node is reported to the decision agent of the same cluster 
that the suspicious node is a member of. If more conclusive evidence is gathered 
about this node from any source, the action is undertaken by the agent on that node. 

2.2   Event Detecting Agent 

After the fast capturing of the audit data by the DCAs, the second step to maximize 
the detection speed is to ensure an efficient analysis of these data. This is the task of 
the EDA. Beside the application of optimized analysis algorithms they use an appro-
priate distribution of data. This distribution is based on a classification of the signa-
tures into local and distributed contexts. To detect signatures with a local context only 
local preprocessed data are analyzed, while for signatures with a distributed context 
data from various agents are demanded. 

The most efficient way to perform such an analysis in a network is to apply a 
combined execution scheme. The detection of distributed attacks takes place on a 
central location. Unlike any other known system, however, APA applies this hybrid 
concept in a stringent manner to achieve a maximal local concentration and a mini-
mal need for network traffic and delay. For this purpose we extended the notion of 
signature. In context of APA signatures are not only used for mapping complete 
security violation sequences. A signature can also represent a partial sequence of 
such an attack. This extension enables a hierarchy of agents to split the detection 
process for a distributed attack into a number of local sub-detections and a small 
amount of central combining. 

3   Interface 

The user interface of APA is graphical, which enables a security operator to perform 
several tasks in the context of a given APA intrusion detection system. The most 
important tasks are the configuration of the system and the visualization of the detec-
tion results. Furthermore, the user interface can act as a link between a security 
management and an intrusion detection system.  

The whole of APA can be divided into three parts including user console, control 
server and agent. The console part is used by the manager, and coded in Delphi. It has 
a friendly interface, such as the Fig. 3. The agents run on the monitored terminals. 
After the users login, the agents automatically start and hide themselves. They begin 
to real-timely monitor the users’ operators. If some violation appears, they will inter-
dict the users from continuing operating. At the same time the audit data will be up-
loaded real-timely. The agent part is coded in c++, which has a high efficient. 
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Fig. 3. The interface for the managers 

4   Conclusions and Further Work 

In the paper we have presented the intrusion detection infrastructure of APA. Its ap-
proach aims at a module system to set up efficient and tailored intrusion detection 
systems for local area networks. The module system provides a set of specialized 
agents for audit data capturing and flexible agents for data analyzing.  

Future work will involve research into more robust and intelligent cooperative detec-
tion algorithms, as well as a choice of an anomaly detection model most appropriate for 
APA. We will investigate possible attacks on the system infrastructure of APA and on 
individual mobile agents in particular, and research effective means of defense. 
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Abstract.  Ant colony algorithm (ACA) is a simulated evolutionary algorithm 
which was developed in recent years. ACA has attracted many researchers’ 
attentions for the solving of combinatorial optimization problems. Agent-based 
simulation (ABS) is one of novel methods for the analysis of complex system. 
This paper introduces the basic principles of ACA and its method of design and 
implement in a multi-agent system (MAS). Computer simulation results of MAS 
based on ACA are introduced and discussed in this thesis. The results show that 
the reasonable combination of ACA and the simple local rules of agent can 
effectively improve the colony behaviors of agents.  

1   Introduction 

The aim of this paper is to present some preliminary work which applies Ant Colony 
Algorithm to Multi-Agent System to solve the problem of adaptive optimization for 
traveling route of agents in an unknown environment. 

Combinatorial optimization (CO) problems are growing in importance for scientific 
research work. In order to obtain high quality solutions in a short run-time, heuristic 
approaches are one of the best alternatives. Ant Colony Algorithm (ACA) is one of the 
best heuristic approaches for solving CO problems. ACA is also called Ant Colony 
System (ACS) or Ant Colony Optimization (ACO), which was developed by Italian 
scholars, Prof. Marco Dorigo and his colleagues in early 1990s [1, 2]. ACA is a kind of 
evolutionary algorithm which was inspired by foraging behavior of ants in the real 
world. This behavior enables ants to find the shortest paths between food sources and 
their nest. Though a single ant is not clever enough to find the shortest way, the ant 
colony can solve the problem of optimal routing in a rather simple way. MAS is a new 
approach of analysis and design of complex system. Study on agent and MAS is 
becoming a focus of some interdisciplinary fields such as Artificial Life and 
Complexity Science. Agent-Based simulation (ABS) is considered as a promising way 
of analysis, design and implementation of complex system [3]. We apply the ideals of 
ACA to MAS and ABS and have got some elementary results. 
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2   Descriptions of ACA 

When ants begin to search the foods, they explore the area surrounding their nest in a 
random manner. As soon as an ant finds a food source, it carries some foods and back to 
the nest. During the trip to the nest, the ant deposits some kind of chemical matter, 
which is called “pheromone”, on the ground. The value of pheromone deposited on the 
path depends on the quantity and quality of the food. Then the pheromone trail guides 
other ants to the food source. More and more ants find the food source and deposit some 
pheromone during the back trip to their nest. Meanwhile pheromone will volatilize as 
time passing by. Intensity of pheromone on the shorter path is higher than other paths 
and therefore it attracts more ants follow it to find the food source. By using the indirect 
communication between the ants via the pheromone trail, the ant colony is able to find 
the proximate optimal path in a relatively short time. ACA imitates the process of 
finding the optimal path of real ants. We take the CO problem of Traveling Salesman 
Problem (TSP) as an example to explain the principles of ACA. 

Suppose the path between city i and city j is denoted by rij and the distance of rij is dij. 
Total numbers of ants is denoted by m = ∑ bi(t), where bi(t) represents the number of 
ants stayed at ith city at time t. The pheromone value on path rij at time t is denoted by 
τij(t), whose initial value is a constant C, that means τij (0) = C. When the discrete time 
step parading to t+1, the pheromone value on path rij becomes: 

τij (t+1) = (1- ρ) τij (t) + ∆τij (1) 

Where ρ∈(0, 1), represents the volatility of pheromone. ∆τij is the increment of 

pheromone in the time step. Its value is calculated by: 

∆τij = ∑ ∆τij
k (2) 

∆τij
k is the pheromone value deposited by ant k on the path rij at time t. The initial 

value is ∑ ∆τij
k = 0. Then at time t we have: 

∑ ∆τij
k =

⎪⎩

⎪
⎨
⎧ ∑

otherwise,0

  through pass ant  if,/ ijk rkdQ
    (3) 

where Q is a constant, and ∑dk is the total length of all paths. The probability of ant k for 

choosing the next solution is defined as follows: 

 

 

 

 

Here Ak is the subset of feasible cities which exclude those cities that the ant k has 

passed through. u is a city in the subset Ak. Parameter ηiu represents expectation of 
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willingness for ant k to transfer from city i to city u, and ηiu accordingly means the 

expectation to transfer from city i to city j. ηiu and ηij are all some kind of heuristic 

information. In TSP we can simply set ηij = 1/dij, and α, β are weighting functions. 

Variables α, β, ρ, Q and C make up of parameter set for the basic model of ACA. We 

should carefully choose their values according to the practical optimization problem. 
From the descriptions of the algorithm we find that ACA has some meaningful 

mechanisms to ensure the validity of algorithm: 

− Selection mechanism. The path which preserves more pheromone is likely to have a 
higher probability to be chosen by ants. 

− Update mechanism. The intensity of pheromone on a path will increase as more and 
more ants pass through the path. Meanwhile it will decrease as the time passing by. 
The shorter path will accumulate more pheromone because it can transit more ants in 
a given time. 

− Positive feedback mechanism. If there are more ants pass through a path, then will be 
more pheromone deposited on the path and it will guide more ants to the path. 

− Collaboration mechanism. Ant colony is able to communicate and collaborate in an 
indirect way through the information preserved on the path.  

As a result, a single ant is not “clever” enough to find the shortest path but the ant 
colonies are able to find the optimal or sub-optimal path in a short time. These 
mechanisms are very important for ants to adapt themselves to the complicated 
environments. Inspired by the basic instincts of ants, Dorigo et al put forward the Ant 
Colony Algorithm and it has been one of the preferred algorithms for solving CO 
problems in some certain areas. 

3   Rules of Ants in MAS 

We apply the ideas of ACA to the Multi-Agent System with the help of 2D Cellular 
Automata (CA). Here all the ants are independent agents. The agents want to 
accomplish a certain task obeying some local rules. They set out from the nest and try to 
find food source. Once have found the food source, they carry some foods and go back 
to their nest. When arrive at the nest, the agents put down foods and set out again to 
search the foods. The 2D CA provides us a virtual world which contains ants, nest, food 
source, paths, obstacles and pheromone. Ants can move on the free grids of CA but they 
have to avoid meeting the obstacles in front of them. Now we define some behavioral 
rules for ants. 

Rule 1. If an ant does not carry food he must manage to search food source. If there is 
food source in his detectable range, he directly moves to the food source, otherwise he 
moves to the neighbor grid which has the highest intensity of pheromone. If the 
intensity of pheromone in his neighbor grids are all the same value that are greater than 
zero, then he will randomly choose a direction to move. If the pheromone values within 
his neighbor grids are all zero, then he will keep his advance direction.  

We adopt the Moore’s definition of neighborhood, which means, if the radium is 
denoted by r, then the agent will have (2 r + 1) × (2 r + 1) neighbors around him. 
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Usually we set r to 1. So the agent can detect the environment information in the range 
of 3 × 3 grids and move to one of the immediate adjacent grids during one run time step. 

Rule 2. If an ant find a food source then he carry a certain mount of foods and go back to 
his nest at once. On his way home he will continually deposit pheromone on the path 
and the pheromone will evaporate with time. 

We suppose the value of pheromone deposited on the path will decrease as the move 
distance increases. Because of the evaporation, the pheromone value will slowly 
decrease as time pass-by. We can calculate the evaporation with formula (1). When all 
foods are taken away by ants then the food source will no longer exist. 

Rule 3. If there exists an obstacle ahead the ant’s position, he will choose a direction for 
advance according to the pheromone value or by random selection. 

Drived by the simple rules, each ant’s behavior is simple and predictable but the 
collective behaviors of agents are usually complex and unpredictable. It is the nonlinear 
interactions between the numerous agents that produce the high-level “emergent” 
behaviors.  Now we apply the three simple local rules as the behavioral rules of agents 
and observe the high-level behaviors of agents. 

4   Computer Simulations of Ant Colony 

We construct a Multi-Agent System based-on ACA and the rules mentioned above to 
simulate the behaviors of ant colony. Users can easily change the setting of parameters 
such as the grid size of CA, the amounts of ants and food sources, rates of pheromone 
deposition and evaporation, etc. Furthermore, users can conveniently select obstacles 
and kinds of curves. 

4.1   Behaviors of Ants on Free Space 

There is no obstacle on the Cellular Automata now, so ants are allowed to move to any 
grids freely inside the CA space. The nest (solid circle in yellow) locates on the 
lower-left and the food source (in cyan) locates on the upper-right corner of CA. The 
CA size is set to 61×61 and the amount of ants is set to 100. 

     
(a) time_step = 50          (b) time_step = 200           (c) time_step = 340 

Fig. 1. Behaviors on free space 
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Fig. 1 is the screen snap in different stages of running. Fig. 1(a) shows that ants set 
out in succession from the nest to search the food source in random direction. After a 
period of time a few ants have found food source and carry some food and try to return 
to their nest, as Fig. 1(b) shows. The red dots in the figure represent the ants that are 
carrying foods. The green dots in the figure represent the ants who have not found the 
food source yet or who have put down foods in the nest. The pheromone deposited by 
the red ants attracts the nearby ants to search the food source along the direction that the 
intensity of pheromone increases. As the intensity of pheromone is not great enough, 
the ants in far distance are still walking in random direction. Fig. 1(c) shows that after a 
longer time, more and more ants are able to find the food source along the direction that 
the pheromone increases. They deposit more pheromone on their way home. Now the 
pheromone is intense enough to attract almost all the ants to the path constructed by the 
ants that are back nest. When the ants arrive at their nest, they put down foods and 
immediately set out again to search the food source. But now they will not walk 
randomly, instead, they can quickly find the food source directed by pheromone. The 
process keeps on like this until all foods in the source have been taken away. 

4.2   Behaviors of Ants on the Space with Obstacles 

We add some rectangular obstacles inside the CA space as shown in Fig.2. When an ant 
meets with obstacles he will turn round random angles and go ahead along the 
direction. So it is very hard for a single ant to find the optimal path in a space with 
obstacles. How about the ant colony? From Fig. 2(b) to Fig. 2(c) we find that there are 
more and more ants attracted to the space in the middle of two obstacles and construct 
the optimal path for ant colony. 

     
(a) time_step = 80          (b) time_step = 240           (c) time_step = 380 

Fig. 2. Behaviors on space with rectangular obstacles 

Now we change the rectangular obstacles to circular obstacle. If the coordinates of 
center point in CA is denoted by (0, 0), then the coordinates of the center of the solid 
circle are set to (-2, 2). The radius of circle is r = 12. Other parameters are the same with 
the last example. 
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Fig. 3 shows three screen snaps in different steps of running. At the initial stage all 
ants set out from the nest in succession to search the food source in a random manner, 
as shown in Fig. 3(a). Then a few ants have found food source and carry food back to 
their nest. When they meet with the orbicular obstacle (i.e. the grey circle) they turn 
round a random angle so there are two queues around the circle as shown in Fig. 3(b). 
The situation is changed after a period of time. Due to the effect of pheromone, almost 
all the ants are attracted to go round the circular obstacle along with the lower-left path 
and therefore they form the optimal or sub-optimal path between the food source and 
the nest, as shown in Fig. 3(c). 

     
(a) time_step = 100          (b) time_step = 270           (c) time_step = 460 

Fig. 3. Ant colony goes round the circle in the lower direction 

If we change the coordinates of center of the solid circle to (2, -2) and keep other 
parameters unchanged then we can get the simulation results as shown in Fig. 4. We 
find that, the ant colony makes correct choice again. 

     
(a) time_step = 100          (b) time_step = 280           (c) time_step = 490 

Fig. 4. Ant colony goes round the circle in the upper direction 

The three instances listed above show that the Multi-Agent System based-on simple 
local rules exhibits “intelligence” to a certain extent. Although the environment has 
been changed, the agents are still able to find the optimal or sub-optimal solutions. 
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4.3   Behaviors of Ants with Two Food Sources 

What will happen if there are two food sources nearby the nest? Fig. 5 is the simulation 
result of this situation.  

The yellow circle in the middle-left is the ant-nest, and the two food sources locate 
in the upper-right (denoted by “food source 1”) and lower-right (denoted by “food 
source 2”) corner of the CA space respectively. Note that the distance between nest 
and the food source 2 is slightly shorter then the distance between nest and food source 
1. In Fig. 5(a) all ants set out to search the food sources in a random manner. Fig. 5(b) 
shows there are two ant queues formed by the carrying-foods ants. For convenience, we 
call the two paths as “path 1” and “path 2” respectively. Fig. 5(c) and Fig. 5(d) show 
that more and more ants are led to the lower queue because the distance of path 2 is 
shorter so the intensity of pheromone is higher on this path. After all the foods have 
been taken away, ants begin to search new source of food, as shown in Fig. 5(e). The 
optimal path between nest and food source 1 has been formed in Fig. 5(f). 

     
(a) time_step = 70          (b) time_step = 160           (c) time_step = 230 

     
(d) time_step = 340          (e) time_step = 560           (f) time_step = 1060 

Fig. 5. Behaviors of ant colony with two food sources 

Why the two queues formed in the initial stage rapidly reduce to one queue? It is the 
results of positive feedback mechanism of ACA. When ants begin to search food 
source, some of them found source 1 and some other found source 2. The ants deposit 
pheromone on their back-nest way to indicate the correct direction for other ants. Hence 
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two queues of ants are constructed at first. Since the distance of path 2 is shorter, the 
intensity of pheromone deposited on path 2 is higher in a given time. It attracts more 
ants along with this path and the intensity of pheromone is even higher. As a result, 
almost all the ants are attracted to path 2 after periods of time. Only after all the foods in 
source 2 have been taken away should the ants to look for new food source. To make it 
clear, we draw two curves to reflect the changing trends of foods amount in two 
sources, as shown in Fig. 6. This is very similar with the phenomenon we observed in 
the real world. If there are more than one food source around the ant nest, the ants 
typically taking away foods one source by one source, not taking away all the food 
source at the same time. Our simulation is a good explanation of this phenomenon. 

 

Fig. 6. Foods stored in two sources 

5   Conclusion 

When Prof. Dorigo and his colleagues put forward Ant Colony Optimization model 
they solved the problem of TSP. Some other CO problems are solved afterwards. For 
example, Quadratic Assignment Problem (QAP), Job Shop Scheduling Problem (JSP), 
Vehicle Routing Problem (VRP), etc. References of some successful applications of 
ACA can be found in [4, 5, 6]. 

We study the ant colony algorithm in a novel point of view and implement it in 
Multi-Agent System. Besides the ACA described above, we use the ant model 
developed by the MIT Media Laboratory for reference [7], and combine them with 
local rules of ants. We consult the participatory simulations projects in NetLogo 
(version 2.1.0) when programming but improve it in many aspects especially in the 
ant’s ability of evading obstacles. The “intelligent” behaviors emergent from ants are 
very interesting and valuable. The ant colonies exhibit the ability of adapting to the 
unknown and changing environments according to simple rules. It is very instructive 
for the study of complex systems. Cellular Automata, Evolutionary Computation have 
become focuses in computer science in recent years. They have the characters of 
self-organization, adaptation, and self-learning etc. We can find from the simulations 
described above that MAS has many advantages: simplicity, robust, scalability and so 
on. What is important is that the swarm intelligence indeed emergent from the local 
simple rules. These are embodiments of methodologies advocated by Artificial Life 
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and Complexity Science. It provides us a very valuable thoughtway for solving 
complex systems. It can be forecasted that the Ant Colony Algorithm will gradually 
becoming widely used in the areas of Agent-Based Simulation, Alife, Complex 
Adaptive System and so on. 

References 

1. Dorigo M., Caro G D, Gambardella L M.: Ant Algorithms for Discrete Optimization. 
Artificial life. 2(1999) 137–172 

2. Dorigo M., Maniezzo V., Colorni A.: Ant system: Optimization by a colony of coorperating 
agents. IEEE Transactions on Systems, Man, and Cybernetics-Part B,1 (1996) 29–41 

3. Jennings N R, Sycara K, Wooldridge M.: A Roadmap of Agent Research and Development. 
Autonomous Agent and Multi-Agent System, 1(1998)275–306 

4. Stutzle T, Hoos H. In Meta-Heuristics: Advances and trends in local search paradigms for 
optimization. Boston: Kluwer Academic, (1999)313–329 

5. Colorni A, Dorigo M. Maniezzo V et al. Belgian J. of Operations Research Statistics and 
Computer Science, 1(1994) 39–53 

6. M. Dorigo, T. Stutzle: Ant Colony Optimization. MIT Press, Cambridge, MA, 2004. 
7. Resnick M.: Turtles, Termites and Traffic Jams: Explorations in Massively Parallel 

Microworlds. MIT Press, Cambridge, MA. (1994) 
8. NetLogo 2.1.0 User Manual. http://ccl.northwestern.edu/netlogo/. (2004) 



 

X. Lu and W. Zhao (Eds.): ICCNMC 2005, LNCS 3619, pp. 1243 – 1252, 2005. 
© Springer-Verlag Berlin Heidelberg 2005 

Load Balancing Using Mobile Agent and a Novel 
Algorithm for Updating Load Information Partially 

Yongjian Yang, Yajun Chen, Xiaodong Cao, and Jiubin Ju 

College of Computer Science and Technology, Jilin University, 
No.20 Nanhu Road, Changchun, Jilin Province, China 130012 

yyj@jlu.edu.cn 

Abstract. This paper introduces a model LBMA (Load Balancing using Mobile 
Agent) firstly. LBMA can resolve some problems in traditional load balancing, 
including structure of system, updating load information, and adjusting strate-
gies of load balancing. Secondly, the paper analyses some traditional algorithms 
for updating load information and their disadvantages. Then, aiming at these 
disadvantages, we propose a novel algorithm for updating load information par-
tially based on mobile agent and stochastic interval, named ULISI (Updating 
Load Information based on Stochastic Interval). Finally, from our simulation 
experiment results, we conclude that it is reasonable and feasible to introduce 
mobile agent to load balancing, and the performance of ULISI is improved. 

1   Introduction 

Two controlling manners of load balancing system (centralized controlling and dis-
tributed controlling) both have some problems [3],[5]. Centralized controlling has 
bottleneck and low reliability. Distributed controlling needs a number of messages to 
update load information and balance load among nodes. Moreover, in most load bal-
ancing systems, strategy of load balancing is single, so adaptability of system is low. 

Based on the discussion above, we can find that there are some problems in struc-
ture, reliability, performance, and adaptability of current load balancing. To resolve 
these problems, we need to quest for new approaches [6].  

Mobile agent is a novel technology originated from distributed network and artifi-
cial intelligence [8]. It has been used extensively, such as network management, elec-
tronic commerce. Mobile agent can move, and can take data and codes. It can execute 
tasks in destination nodes asynchronously, independently and automatically. Users 
can use mobile agent conveniently and flexibly. For example, in IBM Aglets [1], we 
can create, clone, dispatch, retract, activate, and destroy mobile agent.  

Mobile agent can improve load balancing for following three reasons: (1) Improv-
ing efficiency and performance: Mobile agent can reduce data transmitting, save  
network bandwidth and overcome network latency, because it can move independ-
ently, and transfer computations into data fields. (2) Improving reliability: Mobile 
agent can be executed asynchronously and independently on destination nodes. (3) 
Improving adaptability: Mobile agent is intelligent, mobile, flexible, and active, so it 
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can complete assigned tasks substituting origin host. Mobile agent can also apper-
ceive the change of environment and respond to it [7]. 

This paper proposes a model named LBMA (Load Balancing based on Mobile 
Agent), and an algorithm ULISI (Updating Load Information based on Stochastic 
Interval). The rest of the paper is organized as follows: Section 2, 3 and 4 introduce 
system architecture, collecting and updating load information, and adjusting strategy 
in LBMA. Section 5 introduces ULISI. We simulate ULISI and present its results in 
section 6. We conclude for this paper and bring forward our future work in section 7. 

2   System Architecture 

LBMA adopts distributed controlling manner, which hasn’t bottleneck. So every node 
can receive tasks independently. To improve efficiency, adaptability and extensibility 
of system, a controlling node is used. It can collect and update the load information, 
and monitor the running state of system. It would adjust the strategy and structure of 
system if necessary. These operations can be completed by mobile agent. In this way, 
extra cost is low, and the performance and adaptability can be improved. However, 
this manner may bring about a new bottleneck in controlling node. Fortunately, it can 
be overcome by mobile agent. Mobile agent can distribute computations into all 
nodes, and a mobile agent can accomplish the work in one time that needs many in-
teractions among nodes in traditional ways. Figure 1 illustrates the network structure 
of LBMA. 

 

Fig. 1. Network structure of system 

In this architecture, serving nodes can receive and execute tasks. The controlling 
node can control the whole system, and it is one and only. In LBMA, all controls are 
completed by mobile agent, so controlling node wouldn’t be the bottleneck. To im-
prove the reliability of controlling node, a standby node is adopted.  

To achieve load balancing, every node must install LBMA system. Figure 2 shows 
node architecture of LBMA. Load Balancing Subsystem is similar with traditional 
load balancing system, which can complete some low level operations, such as proc-
esses migration. Mobile Agent Subsystem provides creating and executing environ-
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ment. It can realize some functions, such as collecting and updating load information. 
Load Balancing Information Library saves the related information for balancing load. 
The former three parts are under the control of Main Controlling Program. 

 

Fig. 2. Node architecture of LBMA 

3   Collecting and Updating Load Information 

Load information of each node should be collected first of all, to balance load among 
nodes. In most methods, load information of every node is collected by its local fixed 
agent  LIC  (Load  Information Collector). But how can every node get the load infor-  

 

Fig. 3. Collecting load information using mobile agent 
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mation of others? Traditional methods act as followings usually. In centralized con-
trolling manner, each node sends its load information to a load balancer, which is a 
central node to control the whole system. Then the balancer sends load information of 
all nodes to each node. In distributed controlling manner, every node broadcasts load 
information of itself to all the other nodes. However, there are some problems in both 
methods. In the former, the balancer will be the bottleneck. So the reliability is low. In 
the latter, so many messages to transfer load information will consume plenty of 
bandwidth. So, the performance is not high. 

LBMA introduces the following method as figure 3: LIC of every node collects its 
current load information periodically. Mobile agent dispatched by controlling node 
collects load information of every node in every cycle. At the same time, mobile 
agent releases the load information of other nodes to every node, which is stored in 
mobile agent and up to date. Section 5 proposes a novel approach ULISI. 

4   Adjusting Strategies of Load Balancing 

LBMA can balance the load under the control of current load balancing strategy, after 
collecting load information. However there are many load balancing strategies can be 
chosen and used, such as sender-initiated, receiver-initiated, and so on. Every strategy 
can work perfectly only in its suited environment. So we need to adjust the load bal-
ancing strategies. Mobile agent can realize the adjusting of strategy, because it is 
intelligent and mobile. Moreover, it is asynchronous and can route dynamically, so it 
can improve the reliability of system. LBMA classifies adjusting strategies into three 
levels: tuning parameters, switching existent strategies, and adding new strategies. 

(1) Tuning parameters: Every strategy has some parameters. So nodes can adjust 
them in order to adapt the current environment. If it is necessary to adjust some pa-
rameters, Controlling Node will dispatch a mobile agent for adjusting strategy to 
adjust the parameters to necessary nodes. 

(2) Switching existent strategies: While designing a strategy of load balancing, 
we need to set up corresponding models and design appropriate strategies, according 
to the structure and tasks of system. No one strategy can satisfy all situations, and 
different situations need related strategies. So, to improve the adaptability of system, 
we must adjust the strategy itself (i.e. replace current strategy with another) other than 
adjusting parameters.  

To switch strategies, evaluating strategies is needed. We can analyze the some load 
balancing strategies and their suited environment. For example, sender-initiated can 
acquire good performance, when the whole load of system is light (i.e. system-status). 
On the other hand, receiver-initiated can show its good advantage, when the whole 
load of system is high. So, LBMA need only analyze the whole load of system, and 
then choose the proper strategy as serving strategy. Figure 4 shows this principle. 
After deciding to switch current serving strategy into some other existent strategy, 
controlling node dispatches a mobile agent, which moves to every node to activate 
and start the chosen strategy from strategies library. In addition, the administrator can 
also choose strategy manually according to his experience. 



 Load Balancing Using Mobile Agent and a Novel Algorithm 1247 

 

 

Fig. 4. Switching existent strategies of load balancing 

(3) Adding new strategies: Sometimes, if we want to introduce some a new strat-
egy, LBMA can add it into system while system is running, and can’t affect the work-
ing. Mobile agent move to every node taking the new strategy, then load and install it 
on each node. Thus, the new strategy can be activated and used when necessary. 

5   Updating Load Information Based on Mobile Agent 

To prove the feasibility of using mobile agent in load balancing, we design a new 
algorithm (ULISI) for updating load information in subsection 5.2. Before this, we 
analyze two kinds of traditional algorithms in subsection 5.1. We also simulate the 
new algorithm in section 6. 

5.1   Traditional Algorithms for Updating Load Information 

According to the scope of updating load information among nodes, the algorithms of 
updating load information can be classified into ULIF (Updating Load Information 
Fully) and ULIP (Updating Load Information Partially).  

(1) Updating Load Information Fully 
In this algorithm, each node exchange load information between every other node. 
Every node broadcasts its load information to all other nodes in every interval. There-
fore, in any time, every node can know the load information of others, and it can bal-
ance load easily. But, the number of messages to update load information is very 
large. 
(2) Updating Load Information Partially 
In order to decrease the number of messages, we can also only update the load infor-
mation of partial nodes. ULIP is implemented as this. But how should I select these 
partial nodes? MOSIX and OpenMosix adopt a Probabilistic Dissemination Algo-
rithm (PRODI) [2], [4], which is one of ULIP. 

5.2   A Novel Algorithm for Updating Load Information Based on Stochastic 
Interval 

In this subsection, we will introduce a novel algorithm called ULISI (Updating Load 
Information based on Stochastic Interval) which is also one of ULIP. 
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To make the problem simple, we suppose that every node had the same capability 
or resource. Before starting to state ULISI, we will define some parameters. 

• In a system, there are n nodes which are marked by 1, 2, … , n. 
• We abstract all resource in node i into one uniform value, including CPU, 

memory, disk and others. The percentage of resource utilization represents the 
load of node i which marked L[i]. L[i] can show the current load status of 
node i. 

• L[i] is obtained and saved by node i periodically in every interval (Tn) for col-
lecting local load information.  

• Mobile agent circulates among all nodes in a system. The time of a circulation 
is Tm, which roughly equals to Tn. 

5.2.1   Stochastic Interval 
Often, stochastic values for a system characteristic are determined by examining a time 
series of previous values for that characteristic. Given data in the form of a time-series, 
the simplest way to represent the variability of a stochastic value is as an interval. 

We define the interval of a stochastic value X to be the tuple. 

}x|X{x  ],[ xxxxX ≤≤∈=  
(1) 

The values x  and x  are called the endpoints of the interval. The value x  is the 

minimum value over all Xx ∈  and is called the lower bound, and the value x  is the 

maximum value, called the upper bound. 

5.2.2   Description of Load Information Using Interval 
From the above definition, we can have a description of load information using inter-
val. As follows: 

Assume that load of system is L, so L is a stochastic interval and is up to definition 
of interval. We can make a definition for L as that: 

}l|L{l  ],[ llllL ≤≤∈=  (2) 

},,,Min{  21 nLLLl L=
 

    
},,,Max{  21 nLLLl L=

 

 

There L1, … , Ln is a load state series of the node with a period of time. This period 
of time can be tuned. 

We can make a safe conclusion that load state of every node in distributed system 
express as a two-tuples, but not a simple value. So there is a better description to load 
of every node. 

5.2.3   Collection of Load Information Using Mobile Agents 
There is a Node Load State Table on every node in distributed system, and the struc-
ture of this table is as follow: 
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strcut NodeLoadState 
{ 
    int NodeNumber; 
    float LoadMax; 
    float LoadMin; 
} 

There is a Node Load State Series Window: W = {L1, L2, …, Ln}, and this window 
will be updated at the end time of each collecting information periods. 

At initialization, mobile agent will go out from a node and move between every 
node by engaged route policy. And it begins to collect the load information of the 
node. There is a Node Load State Table on mobile agent. When mobile agent moves to 
a new node, load state two-tuples on new node will be read by mobile agent. Node 
Load State Table on mobile agent will be updated and than Node Load State Table and 
Node Load State Series Window on the node will be updated by mobile agent. So after 
a period of mobile agent moved, the task of collecting load information of node finish. 

5.2.4 Select Migrated-Task Node Matching Algorithms 
Because we transform the load state value of node into the two-tuples, migrated-task 
node matching algorithms can be looked as the tow-tuples matching algorithms. This 
problem is hierachical cluster analysis at the math and can be conclude with degree of 
differ. The distance is the best method of calculated degree of difference. Generally, 
we use to calculate by Minkowski distance. 

q q
jpip

q
ji

q
ji XXXXXXjid )|||||(|),( 2211 −++−+−= L

 
(3) 

There i = (Xi1, Xi2, …, Xip) and j = (Xj1, Xj2, …, Xjp)are two p dimensionality Ob-
jects, q is a positive integer. It can make a better effect at compute distance with q = 2, 
and computational complexity is low. 

So we can make a better matching algorithm: 

1. Suppose that load state of every node is a two-tuples (L1i, L1j), (L2i, L2j), …,  
(Lni, Lnj). 

2. Calculate load of a suppositional middle node M. 
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3. Currently node will calculate Minkowski distance d with middle node M by load 
state two-tuples of itself. 

4. Calculate Minkowski distance between other node and middle node respectively, 
and we have a distance series d1, d2, …, dn-1. 

5. And than calculate |d-d1|, |d-d2|, … |d-dn-1|, we can obtain a difference value series 
S1, S2, …, Sn-1. 

6. The best matching node P can be calculated: 

},,,{S   }1,,2,1{ 121p −=∪−∈ nSSSMinnp LL
 

(5) 

7. A migrated-task mobile agent will be started and migrate task to P node. 
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6   Simulated Experiment 

This section provides the results of our simulation experiment. We present some com-
parison between Updating Load Information Based on Stochastic Interval (ULISI) 
and Probabilistic Dissemination Algorithms (PRODI). 

To evaluate the performance of our proposed algorithm, we have used following 
performance metrics: degree of balance of all nodes, the execution time of all tasks, 
and number of messages. These three parameters can reflect the performance of algo-
rithms. Our goals are to make the degree of balance of all nodes of ULISI higher than 
that of PRODI, to make execution time of all tasks in whole system of ULISI shorter 
than that of PRODI, and to reduce the messages among nodes. 

Before our simulation experiment, we have tested some correlative parameters, in-
cluding network delay, execution time of task and so on. The experiment is imple-
mented in Linux installed OpenMosix and Aglets. Then we apply these parameters 
and some experiential values into the simulation. 

 

Fig. 5. Comparison for Degree of Balance between ULISI and PRODI 

In our simulation, we compare that the average load rate of ULISI and PRODI. 
There are 100 nodes and 2000 tasks which are added to these nodes randomly. But the 
distribution of tasks on nodes is same in different algorithms. From Figure 5, we can 
conclude that the degree of balance of ULISI is higher about 2% than PRODI.  

From figure 6, we can see that the total execution time of all tasks in ULISI is 
shorter than that in PRODI. It is more evident when the number of tasks is larger. 

From figure 7, we can conclude that the more of nodes, the more of messages to 
update load information. But the increase in ULISI is slower than PRODI, because of 
the use of mobile agent.  

As same as mentioned before, when there are adequate nodes in a system, mes-
sages flood will degrade the performance of whole system. 

In figure 8, we can find that the average load calculated by mobile agent is very 
close to the real one. So we can prove ULISI is feasible. 
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Fig. 6. Comparison for execution time of all tasks between ULISI and PRODI 

 

Fig. 7. Comparison for the number of messages between ULISI and ULIF 

 

Fig. 8. The degree of fitting on average load of ULISI 

7   Conclusions and Future Works 

In this paper, we propose a model for load balancing using mobile agent named 
LBMA. LBMA can resolve some problems existed in traditional load balancing sys-
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tem, such as bottleneck, messages flood, and adjusting strategies. It can improve the 
adaptability, efficiency, and reliability of load balancing. 

Then we introduce a novel algorithm ULISI to update load information using mo-
bile agent and stochastic interval. According to analysis to ULISI and its simulation 
experiment results, we can conclude that the performance of ULISI is better than 
PRODI. ULISI can avoid messages flood, shorten the whole execution time of tasks, 
and improve the performance of load balancing. 

Our future works are to implement ULISI in real system, and to develop the plat-
form for load balancing based on mobile agent. 
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Abstract. Traffic prediction model is critically important for network 
performance evaluation and services quality. Traditional traffic prediction 
models cannot reflect the characteristics of self-similar traffic. Current 
long-range prediction models, however, are too complex to be used as online 
traffic predictors. This paper presents two new traffic predictors which are 
MMSEP and NMSEP. They are based on minimum mean square error. Time 
series and control theory are used to build the mathematic models. By modifying 
the way of calculating the predicted error, MMESP and NMSEP can reflect the 
burst of self-similar traffic in multiple timescales. When compared with 
FARIMA model which is one of the best fractional predictor, numerical results 
of experiments show that MMSEP and NMSEP can achieve accuracy with less 
than 5% of errors while keeping simplify in computation and low memory used. 

1   Introduction 

Traffic prediction models are significant important in many domains, including  
network performance evaluation [1], buffer management [2], congestion control [3], 
[4], wireless network [5], and bandwidth allocation [6]. One of the key issues in 
measurement-based network control is to predict the variance of traffic in a next control 
time interval based on the online measurement of traffic characteristics. Our own focus 
in this paper is on providing online traffic prediction models for network management 
and for network devices to improve performance. A good traffic prediction model must 
be able to catch the statistical characteristic of real network traffic. Its implementation 
should be simple in order to get applied in online traffic prediction. 

Traditional traffic prediction models are short-memory models, such as Markov 
process, AR, ARMA, ARIMA etc al. Recent research on network traffic points out that 
network traffic shows self-similarity and long range dependence [7]. Consequently, 
some long-range models have been put forward, including FBM (fractional Brownian 
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motion) [8], FGN (fractional Gaussian noise) [8], FARIMA (fractional ARIMA model) 
[9], [10], and GARMA (generalized ARMA model) [11]. The common deficiency of 
those long-range models is they are complex in computation and are sensitive to 
parameters. Therefore, these models chiefly are used as offline traffic estimation 
algorithms. 

In this paper, we look at the problem of self-similarity of network traffic, basing on 
MMSE (minimums mean square error) model and, time series analysis and control 
theory are used to build the network traffic predictor. We present two novel prediction 
models for online internet traffic prediction, namely MMSEP (minimums mean square 
error predictor) and NMSEP (normalize minimums mean square error predictor). These 
models aim to simplify computational complexity while keeping high estimated 
accuracy.  

The rest of the paper is organized as follows: in section 2, a general traffic prediction 
model based on MMSE will be proposed. Based on this model, the definition of 
MMSEP and NMSEP will be presented. Probability constraint of these models also is 
described in section 2. Experiments and discussions including trace forecasting and 
accuracy comparison are adopted and described in section 3. Finally, concluding 
remarks are given in section 4. 

2   Online Traffic Prediction Models Based on MMSE 

Flow measurement of [12] shows that the number of end hosts pair in an hour to be as 
high as 1.7 million (Fixed-West) and 0.8 million (MCI). Even with aggregation, the 
number of flows in 1 hour in the Fix-West used by was as large as 0.5 million. The 
number of real network is large, therefore the traffic predictor should be simple in 
computation in order to keep up with the burst of network traffic and reduce the 
computational burden of network devices. 

Study of  [13] shows that the Hurst parameter refers to  0<H<1 as the long-range 
indicator, and in real network trace rarely exceeds 0.85, which means that real traffic 
does not exhibit strong long-range dependence, therefore finite traffic information can 
achieve good estimated performance [1]. Ghaderi in [14] points out MMSE can be used 
in internet online traffic prediction. In this paper, we propose two prediction models 
based on MMSE, the difference of our work and [14] is that we modify the calculating 
method of predicted error to suit the changing trend of real network traffic, so our 
models can achieve better estimated accuracy. 

2.1   Network Traffic Prediction Model 

A prediction model for one-step-ahead prediction based on MMSE can be presented by 
the sum of infinite weighted sum and a random impulse:  

^

t l j t l j t l
j l

X Xπ α
∞

+ + − +
=

= +∑  (1) 
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where {X} is a stochastic sequence and α is the random impulse. 
^

X  is the predicted 

value and 1j
j l

π
∞

=

=∑ . 

Assume the best prediction is
^

* * *
1 1 2 2 3 3 ...t l t l t l t l t lX X X Xπ π π α+ + − + − + − += + + + + , 

weighted parameters * *
1 2, ,...π π  are indefinite. The goal of MMSE model is to minimize 

the equation 
^

2[ ]tt lE X X+ − [15]. The relationship of real value t lX +  and the predicted 

value 
^

t lX +  at time t+l can be written as
^

( ) ( )tt l tX e l X l+ = + , where ( )te l  is the 
predicted error. We have α = e when l =1[15], l=1 means one-step-ahead prediction. 

According to the control theory, the MMSE model can be viewed as sequence {X} 
passes through linear filter and added a random impulse. The model of MMSE based on 
control theory is presented in figure 1. 

+ _

{X}

α

π
^

X

 

Fig. 1.  The prediction model for MMSE 

The deficiency of MMSE model mentioned above when applied to long-range 
dependent traffic is that it only considers the amendment of predicted error but the 
changing trend of traffic is not taken into account. In order to make up for the 
deficiency of MMSE, our models take the changing trend of traffic into account. 

Our traffic model described by control theory can be seen in figure 2.  Sequence {X} 
is the arrival traffic, when it passes through filterπ , we can get the weighted sum of 

{X} as 
_

1

k
t l j t l jj

X Xπ+ + −=
=∑ . Predicted error 

^

tt te X X= −  is the input of filer f. The 

output of f is *e  and the prediction 
^

X  is the output of ϕ . We can set 0 0e =  and 
^

0 0X X=  on the initial stage. 

f

ϕ+ _

+ _

X
^

X

e

π

 

Fig. 2. The prediction model for MMSEP and NMSEP 

The transfer function of figure 1 is
^

/ (1 ) / ( )X X f fπ ϕ π= − − . Based on our traffic 

prediction model, we present two internet traffic prediction models: MMSEP and 
NMSEP, which are described as following. 
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2.2   MMSEP Model 

Consider f as a time-varying filter which satisfies: 

3

12
( ), 0,1,2...

t
t

i i i
i t mt

e
f X X m

X
ω −

= −

= + − =∑  (2) 

The predicted error and the changing trend of traffic are taken into account in 
equation 2. *e , which is the output of f , and they can indicate the burst degree and 
decreasing trend of real traffic. Filter f ensures our model achieving good performance 
in self-similar environment. Our experimental results show that when 4m ≥ , MMSEP 
can reflect the long-range dependence of network traffic efficiently.  

Filter ϕ  is 
_ _

* *( , )t tX e X eϕ = +  and it can be written as 
_

* *( , ) T
tX e eϕ = +WZ . W is 

the weighted vector and Z is the vector of sequence {X}, which is 

1[ , ,..., ]t t t kX X X− −=Z . W can be acquired by solving the equation-- 1−=W ΓG  [16]. 

G and Γ are autocorrelation matrix, which satisfies: 

0 1 1

1 0 2

1 2 0

...

...

...

k

k

k k

ρ ρ ρ
ρ ρ ρ

ρ ρ ρ

−

−

− −

⎡ ⎤
⎢ ⎥
⎢ ⎥=
⎢ ⎥
⎢ ⎥
⎣ ⎦

G
M M O M

, 1[ ,..., ]kρ ρ=Γ  (3) 

where 
1

1 k

m t t k
t m

X X
k

ρ −
= +

= ∑ . 

2.3   NMSEP Model 

MMSEP solves the weighted matrix by calculating an inverse matrix, which may 
weaken the practical ability of MMSEP when it is applied to some network devices, 
which are lack of computational abilities.  In this section, we propose an approximate 
model for MMSE namely NMSEP, which aims to reduce the computational complexity 
of MMSEP. 

The normalized MMSE method is an adaptive and recursive solution to compute 
weight vector for MMSE [16]. Based on this method, we present a new traffic 
prediction model namely NMSEP. NMSEP is computational simplifier than MMSEP 
and its practicability is improved because NMSEP does not require prior knowledge of 
the correlation structure of time series.  

The recursive linear estimator for weight vector W in NMSEP is as follow: 

2|| ||t l t teµ+ = + Z
W W

Z
 (4) 

where µ  is the adaptation constant which determines the convergence speed. 

Equation4 is convergent in the mean square error sense if the adaptation µ  satisfies 

[16]: 0 2µ< < . We can let W=[1,0,0…] at the initial stage. 
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2.4   Probability Constraint of MMSEP and NMSEP  

When MMSEP and NMSEP are used to as network admission schemes and the 
prediction value is lower than the real value, it may cause wrong decisions. For 
example, when reserving buffer is too small, it causes the drop of packets. In this 
section, we will look at the problem of confidence limits for MMSEP and NMSEP. 

The variance of predicted error which is one-step-ahead at any time t is the mean of 
^

2 2[ ]t lt l t le X X ++ += − . Assume predicted error e satisfies Gaussian distribution [17], the 

conditional probability distribution of Xt+l—Pr{Xt+l | Xt, Xt-1, …} also satisfies Gaussian 

distribution, and the mean of Xt+l  is 
^

t lX +  [15]. Let u be the probability whose real 
value is lower than predicted value, eventually, 1-u will be the probability for the 

condition whose real value is larger than predicted value. Let 
^
u
t lX +  be the sum of 

MMSE prediction and the offset ε , and
^
u
t lX +  satisfies 

^ ^
u

t lt lX X ε++ = + .  The 

relationship between ε  and u can be acquired in advance by solving 
Pr{ }t le uε+ ≤ = where 0.5 1u≤ < .  

3   Experiments and Results 

In this section, the predicted accuracy of MMSEP and NMSEP will be compared with 
several other prediction methods, which are: AR (6), ARIMA (10, 1, 0) and FARIMA 
(1, d, 1). Experiment trace is pAug.TL from Bell core [7]. pAug.TL is a typical 
self-similar trace and it is widely used as the experimental trace in [7], [13], [14] and 
[10]. The parameters of predictors are listed as table 1. 

Table 1. Parameters of predictors. Model parameters come from [10] except MMESP 

Model Model Parameters 
FARIMA(1,d,1) 

1 0.374θ = − , 1 0.171φ = − , 0.294d =  

ARIMA(10,1,0) 
1 2 3 4 5

6 7 8 9 10

0.4736, 0.4879, 0.3929721, 0.2892, 0.2043

0.2398, 0.1701, 0.1083, 0.0693, 0.039

φ φ φ φ φ
φ φ φ φ φ

= − = − = − = − = −
= − = − = − = − = −

  

AR(6) 
1 2 3 4 5 60.4840, 0.034, 0.069, 0.081, 0.066, 0.051φ φ φ φ φ φ= = − = = = = −  

MMSEP k=20, w1=2.0, w2=-1.6, w3=-0.5, w4=0.1 
NMSEP k=20, µ =0.618, w1=2.0, w2=-1.6, w3=-0.5, w4=0.1 

3.1   Autocorrelation Functions 

ACF (autocorrelation functions) can effectively reflect the accuracy of predictors. In 
this section, the ACF of predicted trace and real trace will be compared.  

As we can see from figure 3 and figure 4, MMSEP and NMSEP get good 
performance both in long-range dependent and short-range dependent areas. The ACF 
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of MMSEP is more stable and closer to the ACF of pAug.TL than NMSEP’s ACF; this 
is mainly because the response of NMSEP lags behind the response of MMSEP when 
the ACF of original trace is changing.  
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Fig. 3. Autocorrelation function of MMSEP 
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Fig. 4. Autocorrelation function of NMSEP 
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Fig. 5. Autocorrelation function of ARIMA 
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Fig. 6. Autocorrelation function of AR 



 Online Internet Traffic Prediction Models Based on MMSE 1259 

 

According to figure 5, ARIMA has good performance in both long-range and 
short-rang dependent area, but its reaction for the changing of trace lags behind 
MMSEP. AR’s estimated accuracy is lower than MMSEP and NMSEP as to figure 6, 
especially when it refers to long-range dependent area. In general, our traffic prediction 
models are more accurate than both ARIMA and AR according to the ACF. 

The MSE (mean square errors) of ARIMA, AR, MMSEP and NMSEP are 
0.0012174, 0.0031445, 0.0009732 and 0.0009747. As we can see from table 2, among 
4 models, MMSEP, NMSEP and ARIMA can archive high accuracy. However, 
MMSEP and NMSEP need less parameters and more simplifier.  

3.2   Traffic Forecasting 

In order to verify the effectiveness of our models, MMSEP is used to fit the trace of 
pAug.TL in different timescales varying from 1s to 10ms. As we can see from figure 7 
to figure 9, MMSEP can achieve good accuracy in different timescales, especially in 
large timescales.  
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Fig. 7. Traffic forecasting uses MMSEP in 1s interval 
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Fig. 8. Traffic forecasting uses MMSEP in 100ms interval 
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Fig. 9. Traffic forecasting uses MMSEP in 10ms interval 
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It is noticed that prediction models always have good performance when the traffic 
is smoothing. So, we believe our models can achieve better accuracy when they applied 
to actual network control than the results mentioned above, because the network 
backbone traffic exhibits low-frequency traffic variations and seldom presents strong 
self-similar character [1]. 

3.3   Prediction Accuracy 

FARIMA is one of the best fractional predictors for self-similar traffic [16], [14]. The 
reverse of signal to noise ratio—SNR-1 is used as the accuracy measure to compare our 
models with FARIMA.  SNR-1 satisfies 1 2 2/SNR e X− =∑ ∑  and the smaller the 

SNR-1, the more accurate the predictor. In this experiment, each predictor is used to 
forecast pAug.TL in 1s interval for one-step-ahead. 

Experiment result shows that the accuracy of MMSEP and NMSEP is similar to 
FARIMA. We have the result list as the following 

1 1
( ) ( ) 0.02MMSEP FARIMASNR SNR− −− ≤  

1 1
( ) ( ) 0.05NMSEP FARIMASNR SNR− −− ≤  
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Fig. 10. SNR-1 comparison among MMSEP, NMSEP and FARIMA 

According to our experiment, the accuracy of MMSEP and NMSEP is close to 
FARIMA while they are computational simplifier than FARIMA because they do not 
have to investigate Hurst of traffic from time to time. What’s more, our models need 
less history data than FARIMA. When MMSEP and NMSEP are applied to network 
devices, they will need less physical memory than FARIMA and other long-range 
dependent models which are similar to FARIMA. Some studies point out that network 
devices have to use the cheapest memories: DRAMs because they cannot keep up with 
the number of flow (with or without aggregation); further, the gap between DRAM 
speeds (improving 79% per year) and link speeds (improving 100% per year) is only 
increasing [18]. Our models can achieve high accuracy even in using a small amount 
memory. Therefore, MMSEP and NMSEP can be easily applied to network devices 
with fast memories (SRAM).  
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4   Conclusion 

Motivated by the studies show that traffic prediction is critical important for QoS and 
current long-rang prediction models are too computation complexity to be applied as 
online traffic prediction models, we propose two effective models for online traffic 
prediction, which are MMSEP and NMSEP. Based on the MMSE, the way of handling 
predicted error is amended in order to make our model suit long-range dependent 
traffic. Experiment results from applying our models in forecasting real trace show the 
suitability of our proposal for online prediction. According to our experimental results, 
the accuracy of MMSEP and NMSEP is close to FARIMA which is one of the best 
fractional predictors. But our models are much simpler than FARIMA because they do 
not need to identify the model parameters repeatedly. Further, our models use only a 
few memories, making them suitable for use in high speed routers.  

There are some important practical implements of our study. Firstly, MMSEP and 
NMSEP can be used in congestion control to improve the effectiveness and accuracy of 
decisions. Secondly, our model can be useful for call admission control because it can 
reflect the changing trend of network traffic effectively. The application of our models 
is not limited to the network devices, but because of the character that the distributed 
applications use predictions of network traffic to sustain their performance by adapting 
their behavior [19], our models also can be applied into improving the adaptive 
performance of distributed applications. 
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Abstract. There are some security threats when mobile agent codes are loaded 
or running on destination host platforms. Those threats are detecting, draining 
or altering the agent’s intention. In order to protect the code from these attacks, 
we discuss some measures to assure the original code security with agent code 
obfuscation, encryption, self-defining classloaders and rebuilding the JVM 
system classloader in this paper. 

1   Introduction 

The application of mobile agent technology in communication industry is compelling 
in recent years. Yet the security problem of mobile agent technology always disturbs 
its development. The lifecycle of a mobile agent can roughly be divided into 
transferring and running phases where the agent will be faced with security threats. 
This paper puts emphasis on discussing how to prevent mobile agent codes’ intention 
from being detected, drained or altered on the destination platform in running phase. 

Mobile agent exposes its code, status and data to the destination host agent platform 
that it is transferred to. Since a mobile agent can be running on any platform of different 
security domain, it is necessary to take some measures to ensure the integrity of a 
mobile agent’s code, status and data, which means to protect the agent’s code, status and 
data from being detected, drained or altered by some vicious agent platforms. 

Code obfuscation is a kind of technology to prevent agent platform from detecting, 
draining or altering the agent’s code by increasing the difficulty of comprehending the 
decompiled mobile agents’ source code. The other aspect of this paper is to discuss 
how to improve the effect of code obfuscation. 

Another kind of technology to prevent agent platform from detecting, draining or 
altering the agent’s code is mobile agent code encryption. Most mobile agent codes 
are written in Java these days. So a user-defined classloader is going to be used to 
load the encrypted agent code to run on the destination platform. The user-defined 
classloader is also loaded by the system classloader of JVM, if the decryption 
algorithm is cracked, the agent’s intention is still going to be detected, unless the user-
defined classloader is encrypted, too. But the current JVM system classloader cannot 
load an encrypted user-defined classloader. So, to make the confidential code running 
in encrypted state, the system classloader of JVM must be rebuilt to be capable of 
loading either a normal class or an encrypted user-defined classloader. 
                                                           
* Funded by CUMT Scientfic Research Fundation 
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Apparently, the combination of code obfuscation and mobile agent code encryption 
is also a kind of technology to prevent agent platform from detecting, draining or 
altering the agent’s code. 

2   Code Obfuscation 

Mobile agent codes are mostly platform independent mid-state byte codes, transferred 
in the same form. There are tools to decompile these mid byte code to acquire the 
intention and information about the agent client. Vicious agent platforms or network 
clients can capture and decompile these byte codes that may be stored in files, buffers 
or network streams. In order to hold back altering mobile agent in limited time, code 
obfuscation technology can be used to transform the compiled byte code into a form 
that can only be recognized by the Virtual Machine to reduce the readability of the 
decompiled code, thus, to make it more difficult for illegal users to acquire the agent’s 
intention.  

Code obfuscation transforms code in an undetectable way. The execution of 
transformed code makes no difference to JVM. But it will be more difficult for illegal 
users to understand the program. For example, given a series of obfuscation transform 
function set T={T[1], …, T[n]}, and program P contains objects, classes, methods and 
variable declarations denoted as {S[1], ..., S[k]}, can be transformed into Q={R[1], 
…, R[k]} by expression Q={…, R[j]=T[i](S[j]), …}. The transformed program Q 
must have the conditions hereinafter: 

1. Program Q must have the same function as program P, which means the 
transformed code must completely keep the semantics of original program. 

2. Program Q must be obfuscated strongly to make it much more difficult to 
decompile or comprehend the intention of program Q than to achieve the same 
object directly with original program P. 

3. The execution efficiency of program Q must be improved as high as possible. It 
cannot cost too much running time and storage pace to process obfuscation. 

Code obfuscation methods differ from each other, although most of them process 
the obfuscation based on accidence. The typical process is to replace classes’ names, 
methods’ name, packages’ names, objects’ names and other identifiers in the 
program, even to rename identifiers of the programs in the whole project. Although 
the attacker may be confused by this kind of obfuscation process, they can still 
surmise the real purpose of the program with careful observations and tests. In order 
to perfect the code obfuscation technology, here to introduce obfuscation transform 
based on control and obfuscation transform based on data. 

2.1   Obfuscation Transform Based on Control 

The essential of obfuscation transform based on control is to hide the significations of 
predications, which means it will be difficult for the attacker to surmise the possible 
result of a predication after it is transformed. For example, if the result of predication 
Pr is always False, define it as Pr1. Also, define it as Pr2 if its result is always True, or 
Pr3 if its result is uncertain.  
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When the obscure predications are defined, the original program flow can be 
disrupted through obfuscation transform based on control. In figure 1, predication Pr2 
is inserted into original program blocks AB(the designer knows the result of Pr2 is 
True, but the attacker cannot analyze it easily). As viewed from the attacker, program 
B seems to be executed only some conditions are met. In figure 1(b), program B is 
transformed into two different versions -- B and B1(B1 can be the result of 
obfuscation process based on accidence) while predication Pr3 is inserted after 
program A. The program flow goes to B when the result of Pr3 is True, B1 when it’s 
False. Techniques like above mentioned can be taken to confuse the attacker. 

 

Fig. 1. Sketch map of control transformation with predication inserted 

2.2   Obfuscation Transform Based on Data 

Data can also be transformed when code obfuscation transformation is processed.  
The basic idea is to split one variable  into  several  variables  with  the program being  

 

Fig. 2. Sketch map of data transformation with Boolean variable split 
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reasonably transformed to keep the same semantic function while the variable’s 
meaning is shielded to make the program difficult to understand. 

For example, a Boolean variable is split into two integers p and q as figure 2 
shows. The interesting thing is the same Boolean expression can be expressed in 
several different ways. In figure 2, expression 2 and expression 2’ look different while 
they both assign False value to variables, expression 4 and expression 4’ perform the 
same function “A&B”(AND[A,B]). 

3   Mobile Agent Code Encryption 

Although obfuscation technology can protect code from being comprehended to a 
certain extent, it is not impossible for programming expert to modify the decompiler 
to process the obfuscated class files. It cannot only depend on obfuscation technology 
to ensure the source code safety in situations that have higher security requests. The 
encrypted mobile agent code is decrypted while it is loaded after transferred to the 
destination platform. The loader can be looked as a just-in-time decoder. Since the 
decrypted byte code will never be saved in file system, it id difficult for the attacker to 
get the decrypted code. Without the key, the application security completely depends 
on the security of encryption algorithm. 

The following will discuss how to integrate the encryption and decryption into 
JVM. 

3.1   Rebuild the System Class Loader of JVM 

3.1.1   The Architecture of System Class Loader of JVM 
In JVM, every single class is loaded by its class loader which is also a class to be 
loaded by another class loader, the first started class loader in JVM is called original 
class loader or system class loader. The system class loader, generally written in local 
language (such as C), loads classes from local file system in platform dependent 
ways. The system class loader is to load classes of core Java API, such as classes 
defined in java.* package, which are very important for JVM and runtime system to 
perform their functions. JVM also defines other class loaders: 

• java.lang.ClassLoader: defines the necessary interfaces for class loaders, doesn’t 
implement on how to load the byte code of a class; 

• java.security.SecureClassLoader: introduced in JDK 1.2, a subclass of 
java.lang.ClassLoader, provides security functions, still abstractive; 

• java.net.URLClassLoader: a subclass of SecureClassLoader, responsible for 
loading classes according to the CLASSPATH. 

The system class loader loads classes of core Java API, creates multi instances of 
subclass (i.e. the system class loader can create several class loader objects), at least 
one of them is an object of URLClassLoader to be used by JVM to load necessary 
classes (including application classes) from classpath when the program is running. 
Figure 3 shows the hierarchy of different types of class loaders in Java 2. 



 Mobile Code Security on Destination Platform 1267 

 

system class loader (local code)

standard interface
class loader

URLClassloader

Userclassloader1

core Java API

load

Classpath classes

application classes

load

inherit

load

load

load

inherit

 

Fig. 3. The hierarchy of different types of class loaders in Java 2 

3.1.2   Load the Encrypted Code 
The process of loading and executing the encrypted classes on destination platform: 

1. Use a certain algorithm to encrypt the class files and transform them to the 
destination host. 

2. Use the specific user-defined class loader to load and parse the encrypted class 
files. 

The user-defined class loader has to be encrypted to ensure it is safe. The problem 
is the system class loader to load the user-defined class loader doesn’t support to load 
an encrypted class loader. So it is necessary to modify the system class loader with 
corresponding decryption algorithm to make the load method written in local code 
capable of decrypting and loading the encrypted user-defined class loader. The key to 
the problem is to modify the JVM class loader architecture to load either normal or 
encrypted class code and consequently to protect the mobile code security on 
destination platform. 

3.2   Redefine the JVM Class Loader 

Re-implement the JVM class loader as following steps: 

1. Customize and encrypt the user-defined class loader MyClassLoader; 
2. Modify the JVM to load either normal classes or encrypted user-defined class 

loader MyClassLoader dynamically; 
3. Compile the modified JVM source code to generate the new executable java.exe. 
4. Use the user-defined class loader to load encrypted mobile codes. 

The architecture of redefined JVM is shown in figure 4. 
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Fig. 4. The architecture of redefined JVM 

3.2.1   Customize the User-Defined Class Loader 
ClassLoader provides three main methods: 

loadClass(String name):Class 
findClass(String name):Class 
defineClass(String name, byte[] b, int off, int len ):Class 

The process of using the user-defined class loader to load encrypted class files is 
shown in figure 5. 

 

Fig. 5. The process of loading encrypted byte code 

The class loader object makes programmers to be able to extend Java applications 
dynamically during runtime. Here it is to encrypt the user-defined class loader 
implemented with Java. 

The functions of the user-defined class loader MyClassLoader includes reading 
encrypted class file from local file system, decrypting the class file, and invoking the 
method defineClass to return the decrypted data transformed as a Class object to 
method findClass( ). The following is the source code of method findClass( ): 
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public Class findClass(String name) throws 
ClassNotFoundException{ 

byte[] classData=null;  

classData=getdecrypteddata( );  

/* get decrypted byte code data, the implementation is 
clipped*/  

if (classData != null) { 

Class=defineClass(name,classData,0,classData.length); 

} 

return x; 

} 

3.2.2   Encrypt the User-Defined Class Loader 
Write an encrypting program in C to encrypt the user-defined class loader by XOR 
operating the file byte by byte. 

3.2.3   Modify the System Class Loader of JDK and Re-compile JVM 
Before the encrypted user-defined class loader gets to load an encrypted class,  
JVM parses and load this class loader to generate the object instance from binary 
code.  

3.2.4   The User-Defined Class Loader Loads Encrypted Mobile Agent Code 
The user-defined class loader has to invoke Reflection API to active the main( ) 
method of the instance after it gets the Class object of Java class, detailed steps as 
follows: 

1. Create an object of the user-defined class loader; 
2. Use the user-defined class loader object to load byte code. Specify the name of 

the Java class in the parameters of method loadClass( ) and invoke it. The return 
of this method is an object of Class, which can be used to  

3. Invoke the instance’s method main( ) though Reflection API. 

4   Conclusion 

This paper introduces some threats and solutions of detecting, draining or altering the 
agent’s intention on destination host platform. Code obfuscation and mobile agent 
code encryption are the two measures to protect agent code from vicious attack 
discussed in this paper. The analysis and rebuilding of JVM system class loader is 
also presented, which make it capable of loading encrypted user-defined classes to 
load and execute encrypted mobile code. It is still a subject worth deeply research to 
protect agent code security radically. 
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Abstract. In this study, an authenticated encryption scheme with public 
verifiability and message linkages is proposed. The new scheme requires 
smaller bandwidth and computational time as compared to previously proposed 
authenticated encryption schemes with message linkages. Furthermore, if the 
signer repudiates the signature, the recipient can prove the dishonesty of the 
signer to any verifier without disclosing the message by converting this 
signature into an ordinary one single. 

1   Introduction 

The drawback of new signature schemes with message recovery proposed by Nyberg 
and Ruepple is that the communication cost and computation cost are too high. Based 
on Nyberg and Ruepple’s scheme, Horster et al.[3] using a one-way function proposed 
an authenticated encryption scheme with lower computation cost and communication 
cost. To remove the extra one-way function, Lee and Chang[4] proposed an other 
authenticated encryption scheme with the same lower computation but without the use 
of a one-way function. An authenticated encryption scheme can be regarded as the 
combination of data encryption scheme and digital signature scheme. In an 
authenticated encryption scheme, the signer may make a signature block for a 
message and then send it to a specified receiver, and only the receiver recover and 
verify the message. The advantage of an authenticated encryption scheme is that the 
scheme can be used for confidentiality as well as integrity. Comparison to 
straightforward approach employing the encryption and the signature schemes for a 
message separately, the authenticated encryption scheme requires smaller bandwidth 
of data communication for achieving privacy, integrity and authentication. 

In order to recover message from an authenticated encryption scheme, the message 
cannot be hashed to reduce the size of the message. If the message is long, the 
message must be divided into a sequence message blocks, and each message block is 
encrypted and signed as a signature block individually, that is, if the message M is 
made up of the sequence M1, M2,…,Mt , where each block Mi has the required length, 
the sender would encrypt the message by computing (r1 ,s1), (r2, s2),…(rt, st)

[1-5].  
Therefore, the mentioned authenticated encryption schemes above[1-5] have the 
following disadvantages: 1) The communication cost and the computation cost of the 
entire message are too high. 2) The recipient will not know if the message 
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components are reordered, replicated, or partially deleted during transmission. 3) The 
receiver cannot prove the signer’s dishonesty to anyone if the signer denies his/her 
signature. The second disadvantage can be remedied by adding some redundant bits to 
link up message blocks. However this approach will increase communication cost. To 
reduce the communication cost for employing the redundancy mechanism, some 
approaches was proposed. But these schemes still have communication cost and 
computation cost. Moreover, in these schemes, the receiver cannot show the 
dishonesty of signer to anyone if disputation occurs. 

Araki et al.[6] proposed a convertible limited verifier signature scheme which can 
be recognized as a new type of authenticated encryption one. However, the 
conversion of the signature requires the signer to release one more parameter. This 
results in a further communication burden. More importantly, it might be unworkable 
if the signer is unwilling to cooperate[7]. 

In this study, the authors proposed a convertible authenticated encryption scheme 
with message linkages. The proposed scheme has the following properties: 

1) The new scheme requires smaller bandwidth and computational time as 
compared to previously proposed authenticated encryption schemes with 
message linkages.  

2) If the signer repudiates the signature, the recipient can prove the dishonesty of 
the signer to any verifier by converting this signature into an ordinary one 
without the cooperation of the signer. 

2   The Proposed Scheme 

In our scheme, the signature need only be recovered and verified by the recipient in 
the normal procedure. In case of later dispute, the recipient can reveal the converted 
signature for verifying. The converted signature is embedded in the authenticated 
encryption signature and thus the conversion does not require the cooperation of the 
signer. 

The proposed scheme consists of four phases: the system initialization phase, the 
signature generation phase, the message recovery and verification phase, and the 
conversion and verification phase. 

2.1   System Initialization Phase 

The system authority (SA) chooses the following parameters[9]: 

p: a large prime, 
q: a large prime factor of (p-1), 
g: a generator of order q over GF(p), 
h(.): a strong one-way hash function[10]. 

Then, SA publishes p,q,g and h(.). Each user Ui owns a secret key 
*

qi Zx ∈ and a 

public key pgy ix
i mod= . 
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2.2   Signature Generation Phase 

Without loss of generality, assume that signer Ua wants to send Ub a large message M, 

and M is made up of the sequence M1, M2,…,Mn, where 11 −≤≤ pM I  and 

nI ≤≤1 . Thus, the signer Ua carries out the following procedure to generate the 
signature blocks for the message M: 

Step 1: Lets 00 =r  and choose a random number )(qGFk ∈ . 

Step 2: Computes  

pyrhMr k
biii mod)( 1 ⊕⋅= −                                                   (1)  

      for i=1,…,n, where “ ⊕ ” denotes the exclusive operator. 
Step 3: Computes  

( ( ) || || )kR h h M r g=                                                                (2) 

where “||” denotes the concatenation operator and )||...||||( 21 nrrrhr = . 

Step 4: Computes 

qxRks a mod⋅−=                                                                    (3) 

Finally, Ua then sends signature blocks (R,r,s,r1,r2,...,rn) to Ub through an insecure 
channel where ri is used as a linking parameter between ith and (i+1)th message 
blocks. 

2.3   Message Recovery and Verification Phase 

After receiving the set (R,r,s,r1,r2,...,rn), Ub performs the verification procedure to 
recover the message blocks{M1, M2,...,Mn}. 

Step 1: Compute )||...||||( 21 nrrrhr =′  and check if rr =′ . If the relation 

holds, then do the following steps, else stop. 
Step 2:Recover the message blocks {M1, M2,...,Mn} as follows: 

pyyrhrM Rx
a

s
biii

b mod)))((( 1
1

−
− ⊕⋅=                                          (4) 

for i=1,...,n and 00 =r . 

Step 3: After recovering the message blocks {M1, M2,...,Mn}, Ub can firstly 
concatenate M=M1||M2||...||Mn. Ub then verifies the signature with the following 

equality ( ( ) || || )s R
aR h h M r g y= . If it holds, the signature is valid. 

Later on, if the signer repudiates the signature, Ub can prove the dishonesty of the 
signer by revealing the parameters  (R,r,s) and ( )M h M′ =   . Anyone can verify the 

dishonesty of signer with  

( || || )s R
aR h M r g y′=                                                               (5) 
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Theorem 1. The message block {M1, M2,...,Mn} can be obtained by computing 

pyyrhrM Rx
a

s
biii

b mod)))((( 1
1

−
− ⊕⋅= , where i= 1,......, n and 00 =r . 

Proof. pyyrhr Rx
a

s
bii

b mod)))((( 1
1

−
− ⊕            

pgyrhr baa xRxxRk
bii mod)))((( 1

1
−⋅⋅−

− ⊕=                   (by Eq.(3)) 

pgyrhr aba xRxxRk
bii mod)))((( 1

1
−⋅⋅−

− ⊕=        

pyrhr k
bii mod))(( 1

1
−

− ⊕=  

iM=                                                                                  (by Eq.(1)) 

Theorem 2. The converted signature can be verified by computing 

)||||'( R
a

s ygrMhR = . 

Proof. )||||'( R
a

s ygrMh  

)||||( R
a

xRk ygrMh a⋅−=                                               (by Eq.(3)) 

))(||||( R
a

Rxk yggrMh a −=  

)||||( kgrMh=  

R=                                                                                    (by Eq.(2)) 

3   Security Analysis 

The security of the proposed scheme is based on well-known cryptographic 
assumptions: the intractability of reversing the one-way hash function (OWHF)[10] and 
solving the discrete logarithm problem(DLP)[9,11]. None of the following possible 
attacks against the proposed scheme can break this proposed scheme 

1) An intruder tries to derive the user’s secret key xa from the corresponding 

public key pgy ax
a mod= . He will face the difficulty of computing the 

discrete logarithm problem. He also cannot derive the signer’s secret key xa 

from qxRks a mod⋅−= , since the equation contains two unknown 

variables xa and k, and k is protected under the OWHF and the DLP 
assumptions[12]. 

2) If an intruder knows one message block Mi ,the intruder might try to derive the 

shared key between Ua and Ub, i.e., )mod( pyyy ab x
b

x
aab == .He first 

computes prMyrh ii
k

bi mod)( 1 ⋅=⊕− . If he can obtain 
k

by , then yab 

can be derived from pyyy R
ab

s
b

k
b mod⋅= . But 

k
by  is protected under 

the one-way hash function, It is difficult to obtain. 
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3) If an intruder knows one message block Mi, the intruder will try to derive the 

other message blocks. Although he may obtain prMyrh ii
k

bi mod)( 1 ⋅=⊕− , 

he cannot derive 
k

by , because 
k

by  is protected under the one-way hash 

function. Thus, our scheme can withstand the known-plain text attack. 
4) It is hard to reorder, replicate or partially delete message components during 

transmission. If any message component is modified, all the signature 

equation must be modified as well. because  )||...||||( 21 nrrrhr = , it 

guarantees that all ciphertexts have not been replicated , modified or deleted. 
5) An intruder tried to recover the message block Mi from the authenticated 

encryption signature. From the Eq. (3) and Eq.(4),we can know that the 
message Mi can be recovered by the one having the secret key xa or xb . Thus, 
the attack is infeasible since the secret key is protected under the DLP 
assumption. 

6) An attacker tried to verify the signature before converted. It requires the 
message M to perform the signature verification of Eq.(5). From the 
discussion above, the attacker cannot obtain the message M before the 
signature is converted. Hence he cannot verify the signature. 

4   Performance Analysis 

We will discuss the computation cost and the communication cost. For convenience, 
we denote the following notations to facilitate the performance evaluation: 

Th: the time for performing a OWHF, 
Ti: the time for performing a modular inverse computation, 
Tm: the time for performing a modular multiplication computation, 
Te: the time for performing a modular exponentiation computation, 
|x|: the bit-length of an integer x. 

Note that the time for computation modular addition, subtraction and exclusive 
operation is ignored, because they are much smaller than Th, Ti, Tm and Te .The 
comparison of our scheme with previous scheme is listed in Table 1. As shown in 
Table 1, it is obvious that our proposed scheme is more efficient than previously 
proposed scheme in terms of the computation and the communication costs. 

Table 1. Font sizes of headings. Table captions should always be positioned above the tables. 
The final sentence of a table caption should end without a period 

cost Hwang et al.’s 
scheme[8] 

Lee-chang’s 
scheme[13] 

The proposed 
scheme 

Communication cost n|p|+n|q| n|p|+v|q|+|h| n|p|+|q|+2|h| 
computation cost for 
signature generation 

n(Te+Ti+Th)+2nTm nTe+Th+ 
(n+v)Tm 

2Te+(n+2)Th 

+(n+1)Tm 
Computation cost for 
message recovery 

(2n+1)Te+nTh+3nT
m 

(v+2)Te+nTi+Th+(3
n+v)Tm 

3Te+nTi+ 
(n+1)(Th+Tm) 
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5   Conclusions 

In this paper, we proposed a convertible authenticated encryption scheme with 
message linkages. If the signer repudiates the signature, the recipient can prove the 
dishonesty of the signer by revealing an ordinary signature that can be verified by any 
verifier without the cooperation of the signer. Our proposed scheme is superior to the 
previously schemes. 
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Abstract. In the last couple of years, identity based cryptography has
got fruitful achievements [1,2,3,4]. This paper provides theoretical dis-
cussions for the provable-security of ID-based proxy signature primitive.
First, we present a general security model for such schemes. Then we
describe how to construct an ID-based proxy signature scheme with a
secure ID-based signature scheme, and prove the construction’s security
in the standard model. At last, we analyze the ID-based proxy signature
scheme proposed by Zhang et.al.[4], and show that this scheme can be
proven to be secure in the random oracle model.

1 Introduction

1.1 Proxy Signature Schemes

Since Mambo, Usuda and Okamoto[5] first introduced the concept of proxy signa-
ture scheme, many new schemes have been proposed. Because of the complication
of proxy signature’s applications, the security of proxy signature scheme catches
many people’s eyes. The security requirements for proxy signature are discussed
in [5,6]. That is, a secure proxy signature scheme should satisfy the following
requirements: Verifiability, Strong Unforgeability, Strong Identifiability, Strong
Undeniability, and Prevention of misuse.

While these requirements provide some intuition about the goals that a no-
tion of security for proxy signature schemes should capture, their precise mean-
ings are unclear. The fact is, with new security consideration and constructions
have been proposed, old schemes have been broken. Readers can see [7] for good
examples. Recently, a method called provable-security[8] has been developed and
has been extensively used to support standards. Boldyreva et, al.[10] and Gu et,
al.[9]use this theory to help the analysis of proxy signature primitive, and provide
methods to prove the security of such schemes.
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1.2 ID-PKC and ID-Based Proxy Signature Scheme

ID-based proxy signature scheme (ID-PSS) is a special ID-based public key cryp-
tography (ID-PKC). In 1984 Shamir[1] first proposed the idea of ID-based cryp-
tography to simplify key management procedures of traditional certificate-based
PKI. In ID-PKC, an entity’s public key is derived directly from certain aspects
of its identity, for example, an IP address belonging to a network host, or an
e-mail address associated with a user. Private keys are generated for entities by a
trusted third party called a private key generator (PKG). The direct derivation
of public keys in ID-PKC eliminates the need for certificates and some of the
problems associated with them.

In the last couple of years, a rapid development of ID-PKC has taken place.
ID-based proxy signature schemes have also been proposed, and have found
numerous practical applications. For example, they can be widely used in dis-
tributed systems, electronics transaction, and mobile agent applications.

However, the security arguments for ID-PSS have not been enough. We re-
mark that the scheme in [4] has not been proved to get provable-security. In this
article, we try to analysis this question followed the work in [9].

1.3 Contributions and Organization

This paper provides a general security model for ID-based proxy signature prim-
itive. Then we provide a construction of ID-PSSs from any secure ID-based sig-
nature schemes, and prove its security in the standard model. At last, we analyze
the ID-PSS proposed by Zhang et.al.[4], and show that the scheme can be proven
to be secure in the random oracle model.

This paper is organized as follows: Some preliminary works are given in
Section 2. A general security model is provided in Section 3. In Section 4, we
present a construction of ID-PSSs with security proof in the standard model.
Section 5 analyzes the Zhang’s scheme and proves its security in the random
oracle model. Finally, we conclude in Section 6.

2 Bilinear Pairing and ID-Based Signature Scheme

Let (G1, +) and (G2, ·) be two cyclic groups of order q for a large prime q. Let
ê : G1 ×G1 → G2 be a map with the following properties:

1. Bilinear: ∀P, Q ∈ G1, ∀α, β ∈ Zq, ê(αP, βQ) = ê(P, Q)αβ ;
2. Non-degenerate: If P is a generator of G1, then ê(P, P ) is a generator of G2;
3. Computable: There is an efficient algorithm to compute ê(P, Q) for any

P, Q ∈ G1.

Such a bilinear map is called an admissible bilinear map. Let P be a generator of
G1, and a, b, c ∈ Fq. We are interested in the following mathematical problems:

1. Decisional Diffie-Hellman problem(DDHP). Given (P, aP, bP, cP ), decide
whether c = ab mod q.
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2. Computation Diffie-Hellman problem(CDHP). Given (P, aP, bP ), compute
abP .

Generally speaking, an ID-based signature scheme consists of four
polynomial-time algorithms[2]: Setup, Extract, Sign and Verify. The general
known notion of security of an ID-based signature scheme is proposed by [2].
An ID-based digital signature scheme is said to be existential unforgeable secure
under adaptive chosen message and ID attacks (EUF-ACMIA), if on polyno-
mial time adversary A has a non-negligible success probability in the following
game:

1. A challenger C runs Setup of the scheme to generate the system parameters
Ω and gives it to A.

2. A can issue queries to the Sign oracle S(.) and the Extract oracle E(.)
adaptively.

3. A outputs (ID, m, δ), where ID is an identity, m is a message, and δ is a
signature, such that ID and (ID, m) are not equal to the inputs of any query
to E(.) and S(.) respectively. A succeeds in the game if δ is a valid signature
of m for ID.

3 Security Model for ID-PSS

In this paper, if there is no special statement, let A be the original signer with
identity IDA and private key dA. He delegates his signing rights to a proxy
signer B with identity IDB and private key dB. A warrant is used to delegate
signing right.

3.1 Definition of ID-PSS

Definition 1. An ID-based proxy signature scheme is specified by eight
polynomial-time algorithms with the following functionalities.

– Setup: The parameters generation algorithm, takes as input a security pa-
rameter k ∈ N (given as 1k ), and returns a master secret key s and system
parameters Ω. This algorithm is performed by PKG.

– Extract: The private key generation algorithm, takes as input an identity
IDU ∈ {0, 1}∗, and outputs the secret key dU corresponding to IDU . PKG
uses this algorithm to extract the users’ secret keys.

– Delegate: The proxy-designation algorithm, takes as input A’s secret key
dA and a warrant mω, and outputs the delegation WA→B .

– DVerify: The designation-verification algorithm, takes as input IDA,
WA→B and verifies whether WA→B is a valid delegation come from A.

– PKgen: The proxy key generation algorithm, takes as input WA→B and
some other secret information z (for example, the secret key of the executor),
and outputs a signing key dp for proxy signature.

– PSign: The proxy signing algorithm, takes as input a proxy signing key dp

and a message m ∈ {0, 1}∗, and outputs a proxy signature (m, δ).
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– PVerify: The proxy verification algorithm, takes as input IDA and a proxy
signature (m, δ), and outputs 0 or 1. In the later case, (m, δ) is a valid proxy
signature of A.

– ID: The proxy identification algorithm, takes as input a valid proxy signature
(m, δ), and outputs the identity IDB of the proxy signer.

An ID-based proxy signature scheme should first be correct. However, in this
paper, we focus all our attention on the provable-security, and do not discuss
this question.

3.2 Security Model

We consider an adversary A which is assumed to be a probabilistic Turing ma-
chine which takes as input the global scheme parameters and a random tape.

Definition 2. For an ID-based proxy signature scheme ID PS. We define an
experiment ExpID PS

A (k) of adversary A and security parameter k as follows:

1. A challenger C runs Setup and gives the system parameters Ω to A.
2. Clist ← φ, Dlist ← φ, Glist ← φ, Slist ← φ.
3. Adversary A can make the following requests or queries adaptively.

– Extract(.): This oracle takes as input a user’s IDi, and returns the
corresponding private key di. If A gets di ← Extract(IDi), let Clist ←
Clist ∪ {(IDi, di)}.

– Delegate(.): This oracle takes as input the designator’s identity ID
and a warrant mω, and outputs a delegation W . If A gets W ←
Delegate(ID, mω), let Dlist ← Dlist ∪ {(ID, mω, W )}.

– PKgen(.): This oracle takes as input the proxy signer’s ID and a
delegation W , and outputs a proxy signing key dp. If A gets dp ←
PKgen(ID, W ), let Glist ← Glist ∪ {(ID, W, dp)}.

– PSign(.): This oracle takes as input the delegation W and message m ∈
{0, 1}∗, and outputs a proxy signature created by the proxy signer. If A
gets (m, τ)← PSign(W, m), let Slist ← Slist ∪ {(W, m, τ)}.

4. A outputs (ID, mω, W ) or (W, m, τ).
5. If A’s output satisfies one of the following terms, A’s attack is successful.

– The output is (ID, mω, W ), and satisfies: DV erify(W, ID) = 1,
(ID, .) /∈ Clist, (ID, ., .) /∈ Glist and (ID, mω , .) /∈ Dlist. ExpID PS

A (k)
returns 1.

– The output is (W, m, τ), and satisfies PV erify((m, τ), IDi) = 1,
(W, m, .) /∈ Slist, and (IDj , .) /∈ Clist, (IDj , W, .) /∈ Glist, where IDi

and IDj are the identities of the designator and the proxy singer defined
by W , respectively. ExpID PS

A (k) returns 2.
Otherwise, ExpID PS

A (k) returns 0.

Definition 3. An ID-based digital signature scheme ID PS is said to be exis-
tential delegation and signature unforgeable under adaptive chosen message and
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ID attacks (DS-EUF-ACMIA), if for any polynomial time adversary A, any
polynomial p(.) and big enough k,

Pr[ExpID PS
A (k) = 1] <

1
p(k)

and Pr[ExpID PS
A (k) = 2] <

1
p(k)

4 A Construction of ID-PSS

In this section, we present how to construct a secure ID-based proxy signature
scheme from a secure ID-based signature scheme.

4.1 Description of the Construction

Let ID Sign = {Setup, Extract, Sign, V erify} be an ID-based signature
scheme, we can construct an ID-based proxy signature scheme ID PSign =
{Setup, Extract, Delegate, DV erify, PKgen, PSign, PV erify, ID}, where,

– Setup, Extract: The two algorithms are the same as that of ID Sign.
– Delegate: The original signer A generates signature on warrant mω and

outputs the delegation WA→B = (mω, Sign(mω, dA)).
– DVerify: B accepts the delegation if and only if V erify(WA→B, IDA) = 1.
– PKgen: If B accepts WA→B , B sends WA→B to PKG. If V erify(WA→B ,

IDA) = 1, PKG extracts the secret key dp of mω, and sends it to B by a
secure channel as the proxy signing key on behalf of A.

– PSign: Let dp be B’s proxy signing key, for a message m, B computes
τ = Sign(mω ‖ m, dp) and lets (mω , τ) be the proxy signature for m.

– PVerify: Given a proxy signature (m, (mω , τ)), a recipient first checks if
the proxy signer and the message conform to mω. Then he verifies whether
V erify((mω ‖ m, τ), mω) = 1. If both steps succeed, the signature is a valid
proxy signature on behalf of A.

– ID: The proxy signer’s identity IDB can be revealed by mω.

Here, we say that ID PSign is an ID-based proxy signature scheme evolved
from ID Sign.

4.2 Proof of the Security

Theorem 1. If ID Sign is EUF-ACMIA, then ID PSign is DS-EUF-ACMIA.

Proof: Suppose that there is a polynomial-time adversary A who manages
ExpID PSign

A (k) and gets nonzero return by un-negligible probability ε. From
A, we can construct an adversary B of ID Sign under ACMIA.

1. A challenger C runs Setup and gives the system parameters Ω to B.
2. Clist ← φ, Dlist ← φ, Glist ← φ, Slist ← φ.
3. B gives A Ω and lets A manage ExpID PSign

A (k). During the execution, B
emulates A’s oracles as follows:
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– Extract(.): For input IDi, B requests to his own Extract(.) oracle, and
lets the response be the reply to A. Let Clist ← Clist ∪ {(IDi, di)}.

– Delegate(.): For input the designator’s identity IDi and warrant mω, B
requests to his own Sign(.) oracle with (mω, IDi). If the reply is δ, B
lets W = (mω, δ) be the reply to A. Let Dlist ← Dlist ∪{(IDi, mω, W )}.

– PKgen(.): For input the proxy signer’s identity IDj and W = (mω , δ)
with designator’s identity IDi, if V erify(W, IDi) �= 1, B replies with
⊥. Otherwise, B requests to his Extract(.) oracle with mω and lets the
response dp be the reply to A. Let Glist ← Glist ∪ {(IDj , W, dp)}.

– PSign(.): For input W = (mω, δ) and message m, B requests to his own
Sign(.) oracle with (mω ‖ m, mω). If the response is τ , B lets (mω, τ) be
the reply to A. Let Slist ← Slist ∪ {(W, m, τ)}.

4. Let S′
list and Elist be the query&answer lists coming from B’s Sign(.) oracle

and Extract(.) oracle respectively during the attack.
– If A’s output is (IDi, mω, W ) and ExpID PSign

A (k) = 1, lets W =
(mω, δ), B can output (IDi, mω, δ) satisfying V erify((mω, δ), IDi) = 1
and (IDi, mω, .) /∈ S′

list, (IDi, .) /∈ Elist.
– If A’s output is (W, m, τ) with W = (mω, δ) and ExpID PSign

A (k) = 2,
B can output (mω , mω ‖ m, τ) satisfying V erify((mω ‖ m, τ), mω) = 1
and (mω ‖ m, mω, .) /∈ S′

list, (mω, .) /∈ Elist.

So we can see, if A manages ExpID PSign
A (k) and gets nonzero return by an

un-negligible probability ε, B will succeeds in his attack against ID PSign with
probability no less than ε. That is, if ID Sign is EUF-ACMIA, then ID PSign
is DS-EUF-ACMIA.

5 The Zhang’s Scheme and Its Security Proof

5.1 Description of the Scheme

We can describe the Zhang’s scheme as follows:

– Setup: Takes as input a security parameter k, and returns a master key
s and system parameters Ω = (G1, G2, q, ê, P, Ppub, H1, H2), where (G1, +)
and (G2, ·) are two cyclic groups of order q, ê : G1×G1 → G2 is an admissible
bilinear map, Ppub = sP , H1 : {0, 1}∗ → G∗

1 and H2 : {0, 1}∗×G2 → Zq are
hash functions.

– Extract: For a given identity IDU , computes QU = H1(IDU ) ∈ G∗
1, dU =

sQU . PKG returns dU as the user’s secret key. (In the following description,
denote Qx = H1(IDx).)

– Delegate: For input secret key dA and a warrant mω, A computes rA =
ê(P, P )k, where k ∈ Z∗

q , cA = H2(mω, rA), UA = cAdA + kP , and outputs
the delegation WA→B = (mω, rA, UA).

– DVerify: Once B receives WA→B = (mω, rA, UA), he computes c =
H2(mω , rA). If rA = ê(UA, P )(ê(QA, Ppub))−c, he accepts the delegation.
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– PKgen: If B accepts the delegation WA→B = (mω, rA, UA), he computes
the proxy signing key dp as dp = H2(mω, rA) · dB + UA.

– PSign: Let dp be B’s proxy signing key, for a message m, B chooses k ∈ Z∗
q

at random and computes rP = ê(P, P )k, cP = H2(m, rP ), UP = cP dp + kP ,
and lets (m, τ) = (m, rP , UP , mω, rA) be the proxy signature for m.

– PVerify: For a proxy signature (m, rP , UP , mω, rA), a recipient first checks
if the proxy signer and the message conform to mw. Then he com-
putes cP = H2(m, rP ) and verifies whether rP = ê(UP , P )(rA · ê(QA +
QB, Ppub)H2(mω,rA))−cP . If both steps succeed, the proxy signature on be-
half of A is valid.

– ID: The proxy signer’s identity IDB can be revealed by mω.

5.2 Proof of the Security

Theorem 2. For Zhang’s scheme ID PS, if there is a polynomial-time adver-
sary A who manages an ExpID PS

A (k) and gets return 1 with un-negligible prob-
ability ε, there is an ACMIA adversary B succeeding in existential forgery of
Hess’s scheme with probability at least ε.

Proof : FromA, we can construct an ACMIA adversary B of Hess’s scheme, who
can succeed in existential forgery with probability at least ε. The construction
of adversary B is an analogy of that in the proof of Theorem 4.1.

Theorem 3. Let ID PS be a Zhang’s scheme. In the random oracle mode, let
A be a polynomial-time adversary who manages an ExpID PS

A (k) within a time
bound T , and gets return 2 by un-negligible probability ε. We denote respectively
by nh1 ,nh2 and ns the number of queries that A can ask to the random oracle
H1(.), H2(.) and the proxy singing oracle PSign(.). Assume that ε ≥ 10(ns +
1)(nh2 + ns)nh1/q, then there is an adversary B who can solve CDHP within
expected time less than 120686 · ns · nh2 · nh1 · T/ε.

To prove the theorem, we define a generic digital signature[8], called GDS,
as follows:

– Kgen: Given a security parameter k ∈ N , generate the key pair.
1. (s, Ω = (G1, G2, q, ê, P, Ppub, H1, H2)) ← Setup(1k), where Ppub = sP .

Pick randomly Q, QA ∈ G∗
1, and set dA = sQA, d = sQ.

2. Pick a random mω ∈ {0, 1}∗ and use Hess’s scheme to compute the
signature (mω, rA, UA) on mω with secret key dA.

3. Compute e = H2(mω, rA), dp = e · d + UA.
4. The public key is (G1, G2, q, ê, P, Ppub, H2, Q, QA, mω, e, rA). The private

key is dp.
– Sign: To sign on a message m, choose k ∈R Z∗

q , rP = ê(P, P )k, cP = H2(m,
rP ), UP = cP · dp + kP . Let (m, rP , UP , mω, rA) be the signature for m.

– Verify: For a proxy signature (m, rP , UP , mω, rA), a recipient computes
cP = H2(m, rP ) and verifies whether rP = ê(UP , P )(rA · ê(QA +
Q, Ppub)e)−cP .

Lemma 1. Given (G1, G2, q, ê, P, Ppub, H2, Q, QA, mω, e, rA), let ξ = ê(QA +
Q, Ppub)e, the following distributions are the same.



1284 C. Gu and Y. Zhu

δ =

⎧
⎪⎪⎨

⎪⎪⎩

(r, c, U)

∣
∣
∣
∣
∣
∣
∣
∣

k ∈R Z∗
q

c ∈R Zq

r = ê(P, P )k

U = c · dp + k · P

⎫
⎪⎪⎬

⎪⎪⎭

and δ′ =

⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

(r, c, U)

∣
∣
∣
∣
∣
∣
∣
∣
∣
∣

U ′ ∈R G1

c ∈R Zq

U = U ′

r = ê(U,P ) · (ξ · rA)−c

r �= 1

⎫
⎪⎪⎪⎪⎬

⎪⎪⎪⎪⎭

Proof: First we choose a triple (α, β, γ) from the set of the signatures: let α ∈
G∗

2,β ∈ Zq,γ ∈ G1 such that α = ê(γ, P )(rA · ê(QA + Q, Ppub)e)−β �= 1. We then
compute the probability of appearance of this triple following each distribution
of probabilities:

Prδ[(r, c, U) = (α, β, γ)] = Prk�=0

⎡

⎣
ê(P, P )k = α
c = β
c · dp + k · P = γ

⎤

⎦ =
1

q(q − 1)
.

P rδ′ [(r, c, U) = (α, β, γ)] = Prr�=1

⎡

⎣
α = r = ê(U ′, P ) · (ξ · rA)−c

c = β
U = U ′ = γ

⎤

⎦ =
1

q(q − 1)
.

Proof of Theorem 5.2: Without any loss of generality, we may assume that
for any ID, A queries H1(.) with ID before ID is used as (part of) an input
of any query to Extract(.), Delegate(.), PKgen(.) and PSign(.), by using a
simple wrapper of A.

From the adversary A, we can construct a probabilistic algorithm B such
that B computes aQ on input of any given P, aP, Q ∈ G∗

1 as follows:

1. A challenger C runs Setup(1k) to generate Ω = (G1, G2, q, ê, P, Ppub, H1, H2)
and gives Ω to B.

2. B sets Ppub = aP and i = 1.
3. Clist ← φ, Dlist ← φ, Glist ← φ, Slist ← φ.
4. B picks randomly t, 1 ≤ t ≤ nh1 and xi ∈ Zq, i = 1, 2, ...nh1 .
5. B gives A Ω and lets A manage ExpID PS

A (k). During the execution, B
emulates A’s oracles as follows:
– H1(.): For input ID,B checks if H1(ID) is defined. If not, he defines

H1(ID) =
{

Q i = t
xiP i �= t

, and sets IDi ← ID, i← i+1. B returns H1(ID)

to A
– H2(.): If A makes a query (m, r) to random oracle H2(.), B checks if

H2(m, r) is defined. If not, it picks a random c ∈ Zq, and sets H2(m, r)←
c. Then he returns H2(m, r) to A.

– Extract(.): For input IDi, if i = t, then abort. Otherwise, B lets di =
xi · Ppub be the reply to A and sets Clist ← Clist ∪ {(IDi, di)}.

– Delegate(.): For input IDi and warrant mω, if i �= t, B uses di = xiPpub

as the private key to sign on mω with Hess’s scheme[3] and gets (r0, U0).
Otherwise, B simulates IDt’s proxy-designation as follow:
• Pick randomly U0 ∈ G1, c0 ∈ Zq.
• Compute r0 = ê(U0, P )(ê(Q, Ppub))−c0 ,
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• If A has made the query (mω , r0) to H2(.), then abort (a collision
appears). Otherwise, set H2(mω, r0) = c0.

Let W = (mω, r0, U0) be the reply, and set Dlist ← Dlist ∪
{(IDi, mω, W )}.

– PKgen(.): For input proxy signer’s IDj and delegation W =
(mω, r0, U0), if j = t, then abort. Otherwise, B computes dp =
H2(mω , r0)xjPpub + U0 as the reply to A. Let Glist ← Glist ∪
{(W, IDj , dp)}.

– PSign(.): Let the input be W = (mω , r0, U0) and message m, desig-
nator’s identity be IDi and proxy signer’s identity be IDj . If j �= t,
B computes the proxy signature (rP , UP ) on m with secret signing key
dp = H2(mω, r0)xjPpub + U0, and return (m, τ) = (m, rP , UP , mω, r0) as
the reply. Otherwise, B simulate IDt’s proxy signature on behalf of IDi

as follow:
• Pick randomly U ∈ G1, c ∈ Zq.
• Check whether H2(mω, r0) is defined. If not, request oracle H2(.)

with (mω , r0). Let H2(mω, r0) = e.
• Compute r = ê(U, P )(r0 · ê(xiP + Q, Ppub)e)−c.
• If A has made the query (m, r) to H2(.), then abort(a collision ap-

pears). Otherwise, set H2(m, r) = c.
• Let (m, τ) = (m, r, U, mω, r0) be the reply of PSign(.).

(Using Lemma 5.1, the simulation is indistinguishable from the real one.)
Let Slist ← Slist ∪ {(W, m, τ)}.

6. If A’s output is (W, m, τ) = ((mω, r0, U0), m, (r, U, mω, r0)) with des-
ignator’s identity IDi and proxy signer’s identity IDj , satisfying:
PV erify((m, τ), IDi) = 1, (W, m, .) /∈ Slist, (IDj , .) /∈ Clist, (IDj , W, .) /∈
Glist, and j = t, B can get a forgery (m, r, U, c) of GDS scheme correspond-
ing to private key dp = eaQ + U0, where e = H2(mω , r0) and c = H2(m, r).

7. If B have got two GDS signatures corresponding to private key dp = eaQ+
U0: (m, r, U, c) and (m, r, U ′, c′), B can computes and outputs aQ as follow:

ξ1 ← (c− c′)−1 mod q
ξ2 ← e−1 mod q
dp ← ξ1 · (U − U ′)
aQ← ξ2 · (dp − U0)

Otherwise, set H2(mω, r0) = e, i = 1, and goto step 5.

During B’s execution, if A manages an ExpA(k) and gets return 2, collisions
appear with negligible probability, as mentioned in [8]. So B’s simulations are
indistinguishable from A’s oracles. Because t is chosen randomly, B can output
a forgery of GDS scheme corresponding to private key dp = eaQ + U0 within
expected time T with probability ε/nh1. GDS scheme is a generic digital sig-
nature, based on the Forking lemma[8], B can produce two valid signatures
(m, r, U, c) and (m, r, U ′, c′) such that c �= c′ within expected time less than
120686 · ns · nh2 · nh1 · T

ε . So B can output aQ. Thus we prove the theorem.
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Theorem 4. In the random oracle model, Zhang’s scheme is DS-EUF-ACMIA
under the assumption of hardness of the CDHP.

6 Conclusion

This paper provides theoretical discussions about the provable-security of ID-
based proxy signature primitive. First, we present a general security model for
such schemes, which defines the security against existential delegation and signa-
ture forgery on adaptive chosen message and ID attacks (DS-EUF-ACMIA).
Then we provide a construction of ID-based proxy signature schemes from any
secure ID-based signature schemes, and prove that it is DS-EUF-ACMIA in the
standard model. Although the schemes of the construction are efficient and can
be proven to be secure. These schemes need PKG to extract the secret proxy
signing keys. In practice, the proxy signer may want to generate the secret proxy
signing key by himself. The ID-based proxy signature scheme proposed by Zhang
et.al.[4] satisfies this requirement. In this article, we also analyze the security of
this scheme, and show that this scheme with Hess’s ID-base signature scheme
used for proxy signature, can be proved to be DS-EUF-ACMIA in the random
oracle model, under the assumption of hardness of the CDHP.
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Abstract. With the development of E-commerce, many companies have built 
their own Public Key Infrastructure (PKI) to support various security services. 
When consolidation or combine of different companies happens, the multiple 
PKIs deployed by different companies should be reconstructed into a new one. 
The ordinary ways depend on using cross-certificates, and the complexity of the 
certificate path construction and validation is still difficult to avoid. Considering 
the specialties of the context in E-commerce, without using cross-certificates, our 
paper proposes a practical merging scheme, which is based on hierarchy struc-
ture. Making a small change of those existing PKIs, the whole merging process is 
quick and low-cost. Moreover, compared with using cross- certificates, the path 
construction is much more efficient and convenient. Additionally, in order to 
describe clearly, some conceptions used in our scheme are formalized. 

1   Introduction 

The Public Key Infrastructure (PKI) is an important secure technology for the 
E-commerce and it provides secure services for many companies [2]. In the business 
world, sometimes a certain great enterprises will consolidate some small companies 
and sometimes several small companies will combined into a great one. At that time, 
those multiple PKIs deployed by different companies should be merged and interop-
erated. So the problem of “Merging Multiple PKI in E-commerce” (MMPE) is  
significant. 

Till now, the cross certificates are commonly used to resolve the merging issue such 
as the mesh CA model and the Bridge CA model [3][4][8]. Nevertheless, these tradi-
tional methods have some conspicuous shortcomings. For example, the more 
cross-certificates are used, the more complex the certificate path processing is. 
Moreover, since the original companies take different certificate policies (CP), after 
merging by the cross-certificates, it is hard to combine them into a new CP. Thus, the 
CP of new PKI still remains as a trouble. 

Furthermore, as a particular case in E-commerce, in contrast with the ordinary 
merging problem, MMPE problem has some special characteristics. 
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After merging, the previous company has become one of the departments in the new 
enterprise. Generally speaking, there are administrative levels among these depart-
ments in the new enterprise. 

In spite of these, as a department in the new enterprise, every original company still 
remains integrity in dealing the business. Thus, the traffic in the same department is 
much higher than that between the different departments. 

In addition, MMPE problem is usually happened in some great enterprises. That 
means, the new PKI will have hundreds and thousands users. The cost of MMPE also 
needs to be considered [2]. 

According to these specialties, this paper proposes a practical scheme based on hi-
erarchy structure to solve MMPE problem. Such hierarchy model suits to the new en-
terprises’ administrative structure. The reconstruction process is quick and low-cost. 
With an efficient trust path construction and validation, the new PKI performs well. 
Besides these, in order to describe our scheme clearly, some conceptions used in PKI 
are formalized. 

The rest of the paper is organized as follows. In section 2, first, the definitions of 
some conceptions in PKI are formalized. Then, our proposed scheme is described. 
Section 3 discusses the certificate path construction in detail. A performance analysis 
about the scheme is given in Section 4. Finally, our future work is also discussed in the 
section of conclusion. 

 1
Φ  
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Fig. 1. The Model of Previous PKIs 

2   Proposed Scheme 

In this section, our proposed scheme to solve MMPE is thoroughly discussed. Com-
pared with those common ways, the whole merging process is quick and simple. 
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2.1   Formalized Definition  

With natural language, it is not easy to accurately describe the structure and functions 
of PKI. Using formal approach, the system can easily be illuminated and evaluated. 

Till now, there are many ways trying to formalize PKI. An approach to the formal 
specification of the structure and behavior of a certificate management system was 
provided in [6]. In paper [7], a private key’s life cycle was modeled as a finite state 
machine. And various kinds of trust structures were formalized in [9]. In this paper, for 
clarity, some concepts used in MMPE are formalized and some basic assumptions are 
primarily made. 

Here give the assumptions: there are n ( 2≥n ) previous PKIs deployed by different 
companies need to be merged together. Let every PKI consists of one certificate au-
tho`rity ( )1( nicai ≤≤ ) and a set of users )1( niUi ≤≤ , where )1(, nimUi ≤≤= . Every 

previous PKI is denoted by ∪=Φ cai )1( niU i ≤≤ . So the whole system is composed 

of a CA set },,,{ 21

____

ncacacaCA =  and a users’ set 
___
U ( nUUUU ∪∪∪= 21

___
, 

mnU =||
__

). Let Φ  ( 1Φ=Φ  nΦ∪∪Φ∪ 2 ) be the set of all the entities in this sys-

tem. Fig 1 shows the model of n  previous PKIs deployed by n different companies 
before merging. 

Definition 1. A certificate has the following form: ),,,,( Is SigpkDSICertCert = , where 

I  is the issuer, S is the subject of the certificate, spk is the public key of S , D is the 

validity period of the certificate and ISig is the signature of the issuer I . 

Definition 2. Let ↓ be a trust relationship over set Φ , where bababa ,|),{(=↓  

)},,,,(, ab SigpkDbacertCert =∃Φ∈ . 

The trust relationship ↓  has the following properties: (1) If ba ↓  then b trusts a, b 
takes the certificates issued by a. (2) The trust relationship ↓ can be transferred, i.e., 
if cbba ↓↓ , , then ca ↓ . 

Following these definitions and properties, the set 
___
CA  can be described 

as },|{
________

ucaUucaCA ↓∈∃= . What we should pay attention to is that in the hierarchy 
trust model, the root certificate authority ( rca ) is a special element, which has the 
property of rcarca ↓ . 

2.2   The Merging Process of MMPE 

Our proposed scheme includes two phases. In the first phase, a special certificate au-

thority will be selected as the new root certificate authority ( rca ) from the set
____

CA . 

This rca should be trusted by all the elements of Φ . How to establish such a trust re-
lationship will be described in detail. In the second phase, all the subordinate certificate 
authorities ( sca ) must apply to rca for their new certificates. However, these new 
certificates still use the previous public keys. Moreover, the users’ certificates need not 
be changed and still be the old one. Fig.2. shows the new PKI model after merging. 
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Fig. 2. The New PKI model after Merging 

2.2.1   Select a New Root Certificate Authority 
Normally, when MMPE happens, selecting a rca from the set

____

CA is an administrative 
action, which needs to be decided concerning the reality of the new enterprise. As soon 
as the rca is determined, all the left elements in set 

____

CA  will become the subordinate 
certificate authorities of the rca . Meanwhile, these scas should trust rca and store the 
certificate of rca. In order to make all the entities in

__

U trust rca, the certificate of rca 
must be securely stored by every entity. 

The main steps in this phase are as follows: 

1) According to the certificate policies (CP) made by the new enterprise, a special 

element *ca  in set CA  is selected as the new root certificate authority (denoted 

by rca ). At the same time, all the left elements in set
____
CA become the subordinate 

certificate authorities (denoted by isca ( 11 −≤≤ ni )) of rca . All these 1−n isca  

make up of a new set SCA . However, the new certificate authorities’ set is de-

noted by =NCA ,{rca ,1sca  },, 12 −nscasca . 

2) Distribute the certificate of rca ( ),,,,(* rcarcacarca SigpkDrcarcaCertCertCert == ) 

to every isca ( 11 −≤≤ ni ) in set NCA . 

3) Each isca ( 11 −≤≤ ni ) issues a temporary certificate CertCert rca =
_____

,( isca ,rca  

,D ),
iscarca Sigpk to rca . Then, the isca broadcasts the rcaCert and rcaCert

______
 to 

every user in set iU . 
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4) As soon as getting rcaCert
______

, the user verifies its signature by using the corre-
sponding public key of isca . If the signature is true, the user can acquire rca’s 

public key rcapk . 

5) The user verifies the signature of rcaCert using rcapk . If it is true, the user will 

store rcaCert and trust rca . 

Fig.3(a) shows these steps. Where, Newrca( ) denotes selecting a rca from the 

set CA .Subordinate( ) makes all the elements (except the *ca ) to be the subordinate 
certificate authority of rca . Issue( ) generates and signs a new certificate. Apply( ) re-
alizes the certificate application; Distribute( ) can send the certificate to the user. 
Broadcast( ) sends the certificates to a set of users at the same time. Verify( ) determines 
whether the signature of a certificate is true. Store( ) denotes store the certificates and 
keys securely. 

 

Fig. 3. The Merging Process of MMPE 

2.2.2   scai )11( −≤≤ ni Applies to the rca for a New Certificate 

The main steps in this phase are as follows: 

1) isca )11( −≤≤ ni  sends a message including its previous public key to the rca  to 

apply for a new certificate: 

ii casca pkpkscarcasca =→ ,:  
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2) rca creates and issues a new certificate ),,,,( rcascaisca SigpkDscarcaCert
ii

=  to 

each isca )11( −≤≤ ni . Here we should emphasize that for all the users in set iU , 

their certificates are still managed by isca )1( ni ≤≤ . That is, in the new PKI, all the 

users still remain and use their previous certificates, which can be denoted by: 

)11,)(,,,,),,,,( −≤≤∈== niUuSigpkDuscaCertSigpkDucaCert iscauicauiu ii
（  

Fig.3 (b) illustrates these steps. 

3   Certificate Path Processing in New PKI 

Certificate path processing includes certificate path construction and verification. 
Verifying a given certificate involves verifying the identities of the certificate issuer 
and the certificate owner, verifying the validity date of the certificate, verifying the 
signature on the certificate, and verifying the certificate against the latest issuer’s CRL 
list to make sure it has not been revoked. For this paper doesn’t focus on certificate 
verification, such procedures are omitted. Here, we only concentrate on the certificate 
path construction. 

From the above description, we can clearly see that the new scheme can turn from 
the previous PKIs smoothly. Because of every original PKI changes little, our scheme 
is fit for the special requirements of MMPE (see section1). That is, the certificate path 
processing within one department is much simpler than that in different department. 
Moreover, in order to ease the path processing in different department, several caches 
are set in the new PKI. 

3.1   Certificate Path Processing Within One Department 

Here, user iUa ∈ and iUb ∈ want to communicate with each other. When a gets the 

certificate bCert from b, it will verify bCert . According to the definitions made in sec-

tion 2.1, we can get bscaasca ii ↓↓ , . From it, the trust path bscaa i →→ can easily be 

built and the bCert can be verified through this path. 

3.2   Certificate Path Processing in Different Department 

Suppose jUb ∈  transfers its certificate bCert to iUa ∈ )( ji ≠  and a wants to verify 

the bCert . In this case, the certificate path processing is not as easy as 3.1. 

To improve the efficiency of the system, a cache is set at every isca  )11( −≤≤ ni . 

This cache is used to store the certificate tags marking the paths that have been verified 
recently. Once there is a certificate need to be verified, the isca will first check its local 

cache. If the certificate has been marked in the cache, the trust path can quickly be 
made. Otherwise, a new trust path needs to be built step by step. For the sake of less-
ening storing amount, the cache needs to be updated regularly. 

According to the definitions in section 2.1, the trust path ,ascai ↓  

bscascarcarcarcascarca jji ↓↓↓↓ ,,,  can be made. Therefore, there is a trust path 

from a to b, that is bscarcascaa ji →→→→ . Then the bCert will be validated 
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through this path. If the verification successes, a and b will trust each other. 
Then isca will store the tag of bCert into its cache marking this path. From then on, while 

any iUu ∈  wants communicate with b, the path will become bscau i →→ . Thereby, 

the cache makes the path processing much more quick and effective. 

4   Performance Analysis 

4.1   Discussion on the Merging Process 

1) Certificate policy (CP)[11] defines the rules of certificate management and cer-
tificate applications. No matter which way will be chosen to solve MMPE, a new 
CP must be formulated to constrain the operations of the new PKI. As we have 
mentioned in section1, when using cross-certificate to solve MMPE, the new CP 
is difficult to make. However, our proposed scheme is depend on hierarchy 
structure and there is only one root CA. The distinct CPs of different previous 
PKIs can easily be amended and unified based on the CP of the new root CA. 

2) The paper [5] provides a merging method, which also uses the hierarchy structure. 
According to the assumptions in section 2.1, that method needs to issue 
mn ( )nm >>  users’ certificates. Considering the specialties of MMPE(see sec-

tion1), few enterprises can afford such huge amount of certificate issuances. In 
addition, in mesh CA model, )1( −nn  cross-certificates are required to be issued. 
In the bridge CA model, the number of cross-certificates is n2 . On the contrary, 

our proposed scheme only needs to issue n certificates to the elements in set SCA . 
3) The whole merging process can be regarded as establishing a new trust relation-

ship among the elements in set Φ . Essentially, the new scheme doesn’t change 
any existing trust relationship. It enables iUu ∈ to trust rca , relying on the 

original trust relationship between u and )11( −≤≤ niscai . Thus, the trust rela-

tionship can be built quickly and securely. 

4.2   Discussion on the New PKI 

1) The certificate management in the new PKI is relatively simple. For the 
user iUu ∈ , its public key certificate is still managed by )11( −≤≤ niscai . On 

the other hand, the rca only takes charge of managing the certificates of the ele-

ments in set SCA . 
2) Compared with the mesh CA model and Bridge CA model, the hierarchy model 

has a shorter certificate path. In addition, the cache is set in every 
)11( −≤≤ niscai , which can strengthen the efficiency of the path processing. 

5   Conclusions 

This paper discusses the problem of merging multiple PKI when mergers or acquisi-
tions are performed (MMPE). According to the characteristics of the MMPE, a prac-
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tical scheme based on hierarchy structure is proposed. The merging process is quick 
and low-cost. The certificate path processing is much more simple and efficient than 
using cross-certificate. In addition, some conceptions used in this scheme are formal-
ized. In our future work, the back-up CA technology will be taken into account for 
enhancing the security and reliability. 
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